Ireland: IT services: consulting, software development, Internet and support
Ransomware Containment Solution

Contract or concession notice — standard regime

1 Buyer

1.1 Buyer
Official name: larnréd Eireann-Irish Rail
Legal type of the buyer: Public undertaking
Activity of the contracting entity: Railway services

2 Procedure

2.1 Procedure
Title: Ransomware Containment Solution
Description: To ensure that we are in line with industry best practices; we are looking for a solution(s) that will
support the following capabilities: * Detection of ransomware through behavioral analysis of suspicious activities
and attack patterns rather than solely relying on known signatures or Indicators of compromise (I0Cs).[HM1.1]
[LA1.2] « Containment capabilities including the automatic isolation [HM2.1][LA2.2]of affected endpoints to prevent
further spread of malicious activity across the environment. « Response and investigation « Recovery[HM3.1][LA3.2]
* Monitoring and alerting * Reporting * Automation ¢ Platform Architecture « Endpoint agent - Management Console /
Dashboard « System Requirements « Integration with IE’'s SIEM.[HM4.1][LA4.2] « User and access management ¢
Compliance and audit * Deployment and support
Procedure identifier: cObfa35b-54d9-45d6-ad34-3881ef4d0e93
Type of procedure: Negotiated with prior publication of a call for competition / competitive with negotiation
The procedure is accelerated: no

2.1.1 Purpose
Main nature of the contract. Services
Main classification (cpv): 72000000 IT services: consulting, software development, Internet and support
Additional classification (cpv): 48000000 Software package and information systems
Ad(ditional classification (cpv): 48100000 Industry specific software package
Additional classification (cpv): 48200000 Networking, Internet and intranet software package
Additional classification (cpv): 48760000 Virus protection software package
Ad(ditional classification (cpv): 48761000 Anti-virus software package
Additional classification (cpv): 48730000 Security software package
Additional classification (cpv): 48731000 File security software package
Ad(ditional classification (cpv): 48732000 Data security software package

2.1.2 Place of performance
Country subdivision (NUTS): Dublin (IE061)
Country: Ireland

2.1.3 Value
Estimated value excluding VAT: 1 400 000 Euro

2.1.4 General information
Legal basis:
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Directive 2014/25/EU

2.1.6 Grounds for exclusion
Sources of grounds for exclusion: Procurement Document

5 Lot

5.1 Lot: LOT-0001
Title: Ransomware Containment Solution
Description: To ensure that we are in line with industry best practices; we are looking for a solution(s) that will
support the following capabilities: » Detection of ransomware through behavioral analysis of suspicious activities
and attack patterns rather than solely relying on known signatures or Indicators of compromise (I0OCs).[HM1.1]
[LA1.2] « Containment capabilities including the automatic isolation [HM2.1][LA2.2]of affected endpoints to prevent
further spread of malicious activity across the environment. « Response and investigation « Recovery[HM3.1][LA3.2]
* Monitoring and alerting * Reporting « Automation * Platform Architecture * Endpoint agent - Management Console /
Dashboard « System Requirements ¢ Integration with IE’'s SIEM.[HM4.1][LA4.2] » User and access management ¢
Compliance and audit « Deployment and support
Internal identifier: 0

5.1.1 Purpose
Main nature of the contract. Services
Main classification (cpv): 72000000 IT services: consulting, software development, Internet and support
Additional classification (cpv): 48000000 Software package and information systems
Ad(ditional classification (cpv): 48100000 Industry specific software package
Additional classification (cpv): 48200000 Networking, Internet and intranet software package
Additional classification (cpv): 48760000 Virus protection software package
Ad(ditional classification (cpv): 48761000 Anti-virus software package
Additional classification (cpv): 48730000 Security software package
Additional classification (cpv): 48731000 File security software package
Ad(ditional classification (cpv): 48732000 Data security software package

5.1.2 Place of performance
Country subdivision (NUTS): Dublin (IE061)
Country: Ireland
Ad(ditional information:

5.1.3 Estimated duration
Duration: 7 Year

5.1.4 Renewal
Maximum renewals: 4

5.1.5 Value
Estimated value excluding VAT: 1 400 000 Euro

5.1.6 General information
Reserved participation: Participation is not reserved.
Procurement Project not financed with EU Funds.
The procurement is covered by the Government Procurement Agreement (GPA):. yes

5.1.7 Strategic procurement
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Aim of strategic procurement: No strategic procurement

5.1.9 Selection criteria
Sources of selection criteria: Procurement Document

5.1.11 Procurement documents
Languages in which the procurement documents are officially available: English
Languages in which the procurement documents (or their parts) are unofficially available: English
Deadline for requesting additional information: 28/09/2026 12:00 +01:00

Address of the procurement documents: https://www.etenders.gov.ie/epps/cft/listContractDocuments.do?
resourceld=9003248

5.1.12 Terms of procurement

Terms of submission:
Electronic submission: Required
Address for submission: https://www.etenders.gov.ie/epps/cft/viewTenders.do?resourceld=9003248
Languages in which tenders or requests to participate may be submitted: English
Electronic catalogue: Not allowed
Variants: Not allowed
Tenderers may submit more than one tender. Not allowed
Deadline for receipt of requests to participate: 12/10/2026 12:00 +01:00

Terms of contract:
The execution of the contract must be performed within the framework of sheltered employment programmes: No
Conditions relating to the performance of the contract. Please see tender documents
A non-disclosure agreement is required: no
Financial arrangement. Please see procurement Documents

5.1.15 Techniques
Framework agreement.
No framework agreement
Information about the dynamic purchasing system:
No dynamic purchase system

5.1.16 Further information, mediation and review
Review organisation: The High Court of Ireland
Organisation providing additional information about the procurement procedure: larnréd Eireann-Irish Rail
Organisation providing offline access to the procurement documents: larnréd Eireann-Irish Rail
Organisation providing more information on the review procedures: The High Court of Ireland
Organisation receiving requests to participate: larnrdéd Eireann-Irish Rail
Organisation processing tenders: larnréd Eireann-Irish Rail

8 Organisations

8.1 ORG-0001
Official name: larnréd Eireann-Irish Rail
Registration number. 119571
Postal address: Inchicore
Town: Dublin
Postcode: Dublin 8
Country subdivision (NUTS): Dublin (IE061)
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Country: Ireland

Email: stephen.walsh2@irishrail.ie

Telephone: 017033330

Internet address: https://www.irishrail.ie

Buyer profile: https://www.irishrail.ie

Roles of this organisation:
Buyer
Organisation providing additional information about the procurement procedure
Organisation providing offline access to the procurement documents
Organisation receiving requests to participate
Organisation processing tenders

8.1 ORG-0002

Official name: The High Court of Ireland
Registration number: The High Court of Ireland
Department. The High Court of Ireland
Postal address: Four Courts, Inns Quay, Dublin 7
Town: Dublin
Postcode: DO7 WDX8
Country subdivision (NUTS): Dublin (IE061)
Country: Ireland
Email: HighCourtCentralOffice@courts.ie
Telephone: +353 1 8886000
Roles of this organisation:

Review organisation

Organisation providing more information on the review procedures

8.1 ORG-0003
Official name: European Dynamics S.A.
Registration number. 002024901000
Department: European Dynamics S.A.
Town: Athens
Postcode: 15125
Country subdivision (NUTS): Bépeiog Topéag ABnvwyv (EL301)
Country: Greece
Email: eproc-esender@eurodyn.com
Telephone: +30 2108094500
Roles of this organisation:

TED eSender

Notice information

Notice identifier/version: 71414a30-ae9d-423b-89d0-e5996569acdd - 01
Form type: Competition

Notice type: Contract or concession notice — standard regime

Notice dispatch date: 09/09/2026 11:10 +01:00

Languages in which this notice is officially available: English
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