IRELAND: IT SERVICES: CONSULTING, SOFTWARE DEVELOPMENT, INTERNET AND
SUPPORT
DYNAMIC PURCHASING SYSTEM FOR UNIFIED CYBER INCIDENT RESPONSE SERVICE

Contract or concession notice — standard regime

1 Buyer

1.1 Buyer
Official name: Health Service Executive (HSE)
Legal type of the buyer. Body governed by public law, controlled by a central government authority
Activity of the contracting authority: Health

2 Procedure

2.1 Procedure
Title: DYNAMIC PURCHASING SYSTEM FOR UNIFIED CYBER INCIDENT RESPONSE SERVICE
Description: The HSE is issuing this Request to Participate (“RTP”) in a Dynamic Purchasing System (hereafter ‘the
DPS’) for the provision of Unified Cyber Incident Response service. The HSE is the Contracting Authority for this
public procurement competition on its own behalf and on behalf of all organisations funded by the HSE. On 14 May
2021, the HSE was subjected to a serious criminal cyberattack (the “Incident”), through the infiltration of IT systems
using Conti Ransomware. Over 80 percent of IT infrastructure impacted leading to unavailability of key patient
information and diagnostics. To rapidly enhance the security operations and strengthen the cyber defence posture
post the Incident, a number of security services were stood up on an emergency basis. HSE are now in the journey
towards standardising these capabilities and associated services. The Post Incident Review (PIR) that was carried out
following the incident has highlighted the need for integrating existing siloed incident response processes into a unified
cyber incident response capability. The vision of this service is to effectively and consistently have the capability to
unify the cyber incident response across multiple HSE organisational constructs.
Procedure identifier. 3fb37729-9fe6-4cc2-a2d6-b8daf33¢c38c6
Internal identifier. HSE 22167
Type of procedure: Open
The procedure is accelerated: no

2.1.1 Purpose
Main nature of the contract. Services
Main classification (cpv): 72000000 IT services: consulting, software development, Internet and support
Additional classification (cpv): 72212730 Security software development services
Additional classification (cpv): 72212731 File security software development services
Ad(ditional classification (cpv): 72246000 Systems consultancy services
Additional classification (cpv): 72227000 Software integration consultancy services

2.1.3 Value
Estimated value excluding VAT: 16 000 000 EUR
Maximum value of the framework agreement. 16 000 000 EUR

2.1.4 General information
Legal basis:
Directive 2014/24/EU
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2.1.5 Terms of procurement
Terms of submission:
Maximum number of lots for which one tenderer can submit tenders: 2
The tenderer must submit tenders for all lots

2.1.6 Grounds for exclusion
Participation in a criminal organisation:

5 Lot

5.1 Lot technical ID: LOT-0001
Title: Lot A UNIFIED CYBER INCIDENT RESPONSE SERVICE
Description: The HSE is issuing this Request to Participate (“RTP”) in a Dynamic Purchasing System (hereafter ‘the
DPS’) for the provision of Unified Cyber Incident Response service. The HSE is the Contracting Authority for this
public procurement competition on its own behalf and on behalf of all organisations funded by the HSE. On 14 May
2021, the HSE was subjected to a serious criminal cyberattack (the “Incident”), through the infiltration of IT systems
using Conti Ransomware. Over 80 percent of IT infrastructure impacted leading to unavailability of key patient
information and diagnostics. To rapidly enhance the security operations and strengthen the cyber defence posture
post the Incident, a number of security services were stood up on an emergency basis. HSE are now in the journey
towards standardising these capabilities and associated services. The Post Incident Review (PIR) that was carried out
following the incident has highlighted the need for integrating existing siloed incident response processes into a unified
cyber incident response capability. The vision of this service is to effectively and consistently have the capability to
unify the cyber incident response across multiple HSE organisational constructs.
Internal identifier. HSE 22167

5.1.1 Purpose
Main nature of the contract. Services
Main classification (cpv): 72000000 IT services: consulting, software development, Internet and support
Additional classification (cpv): 72212730 Security software development services
Ad(ditional classification (cpv): 72212731 File security software development services
Additional classification (cpv): 72246000 Systems consultancy services
Additional classification (cpv): 72227000 Software integration consultancy services

5.1.5 Value
Estimated value excluding VAT: 16 000 000 EUR
Maximum value of the framework agreement: 16 000 000 EUR

5.1.6 General information
Reserved patrticipation: Participation is not reserved.
Procurement Project not financed with EU Funds.
The procurement is covered by the Government Procurement Agreement (GPA)

5.1.7 Strategic procurement
Approach to reducing environmental impacts: Climate change adaptation

5.1.9 Selection criteria
Criterion:
Type: Economic and financial standing

5.1.11 Procurement documents
Access to certain procurement documents is restricted
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Languages in which the procurement documents are officially available: English

Languages in which the procurement documents (or their parts) are unofficially available: English
Information about restricted documents is available at. https://www.etenders.gov.ie/epps/dps/
listDPSContractDocuments.do?resourceld=3234213,

5.1.12 Terms of procurement
Terms of submission:
Electronic submission: Required
Address for submission: https://www.etenders.gov.ie/epps?resourceld=3234213
Languages in which tenders or requests to participate may be submitted: English
Electronic catalogue: Not allowed
Deadline for receipt of tenders: 18/04/2024 13:00 +01:00
Information about public opening:
Place: https://lwww.etenders.gov.ie/epps/dps/prepareViewCfTDPSWS.do?resourceld=3234213
Terms of contract:
Electronic invoicing: Allowed
Electronic ordering will be used: yes
Electronic payment will be used: yes

5.1.15 Techniques
Framework agreement.
Framework agreement, without reopening of competition
Information about the dynamic purchasing system:
No dynamic purchase system

5.1.16 Further information, mediation and review
Review organisation: The High Court of Ireland
Organisation providing offline access to the procurement documents: Health Service Executive (HSE)
Organisation receiving requests to participate: Health Service Executive (HSE)
Organisation processing tenders: Health Service Executive (HSE)
TED eSender. European Dynamics S.A.

5.1 Lot technical ID: LOT-0002
Title: Lot B DIGITAL RISK PROTECTION
Description: The HSE is issuing this Request to Participate (“RTP”) in a Dynamic Purchasing System (hereafter ‘the
DPS’) for the provision of Unified Cyber Incident Response service. The HSE is the Contracting Authority for this
public procurement competition on its own behalf and on behalf of all organisations funded by the HSE. On 14 May
2021, the HSE was subjected to a serious criminal cyberattack (the “Incident”), through the infiltration of IT systems
using Conti Ransomware. Over 80 percent of IT infrastructure impacted leading to unavailability of key patient
information and diagnostics. To rapidly enhance the security operations and strengthen the cyber defence posture
post the Incident, a number of security services were stood up on an emergency basis. HSE are now in the journey
towards standardising these capabilities and associated services. The Post Incident Review (PIR) that was carried out
following the incident has highlighted the need for integrating existing siloed incident response processes into a unified
cyber incident response capability. The vision of this service is to effectively and consistently have the capability to
unify the cyber incident response across multiple HSE organisational constructs.
Internal identifier: 2

5.1.1 Purpose
Main nature of the contract. Services
Main classification (cpv): 72000000 IT services: consulting, software development, Internet and support
Additional classification (cpv): 72212730 Security software development services
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Additional classification (cpv): 72212731 File security software development services
Additional classification (cpv): 72246000 Systems consultancy services
Ad(ditional classification (cpv): 72227000 Software integration consultancy services

5.1.5 Value
Estimated value excluding VAT: 16 000 000 EUR
Maximum value of the framework agreement. 16 000 000 EUR

5.1.6 General information
Reserved patrticipation: Participation is not reserved.
Procurement Project fully or partially financed with EU Funds.
The procurement is covered by the Government Procurement Agreement (GPA)

5.1.9 Selection criteria
Criterion:
Type: Economic and financial standing

5.1.11 Procurement documents
Access to certain procurement documents is restricted
Languages in which the procurement documents are officially available: English
Languages in which the procurement documents (or their parts) are unofficially available: English
Information about restricted documents is available at: https://www.etenders.gov.ie/epps/dps/
listDPSContractDocuments.do?resourceld=3234213,

5.1.12 Terms of procurement
Terms of submission:
Electronic submission: Required
Address for submission: https://www.etenders.gov.ie/epps?resourceld=3234213
Languages in which tenders or requests to participate may be submitted: English
Electronic catalogue: Not allowed
Deadline for receipt of tenders: 18/04/2024 13:00 +01:00
Information about public opening:
Place: https://www.etenders.gov.ie/epps/dps/prepareViewCfTDPSWS.do?resourceld=3234213
Terms of contract.
Electronic invoicing: Allowed
Electronic ordering will be used: yes
Electronic payment will be used: yes

5.1.15 Techniques
Framework agreement:
No framework agreement
Information about the dynamic purchasing system:
No dynamic purchase system

5.1.16 Further information, mediation and review
Review organisation: The High Court of Ireland
Organisation providing offline access to the procurement documents: Health Service Executive (HSE)
Organisation receiving requests to participate: Health Service Executive (HSE)
Organisation processing tenders: Health Service Executive (HSE)
TED eSender: European Dynamics S.A.

8 Organisations
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8.1 ORG-0001
Official name: Health Service Executive (HSE)
Registration number. 1448
Postal address: Oak House, Millennium Park Naas Co. Kildare
Town: Kildare
Postcode: RE
Country: Ireland
Email: procurement.helpdesk@hse.ie
Telephone: 0870688826
Internet address: https://www.hse.ie
Buyer profile: https://www.hse.ie
Roles of this organisation:
Buyer
Organisation providing offline access to the procurement documents
Organisation receiving requests to participate
Organisation processing tenders

8.1 ORG-0002
Official name: The High Court of Ireland
Registration number: The High Court of Ireland
Department: The High Court of Ireland
Postal address: Four Courts, Inns Quay, Dublin 7
Town: Dublin
Postcode: D07 WDX8
Country: Ireland
Email: HighCourtCentralOffice@courts.ie
Telephone: +353 1 8886000
Roles of this organisation:
Review organisation

8.1 ORG-0003
Official name: European Dynamics S.A.
Registration number: 002024901000
Department. European Dynamics S.A.
Town: Athens
Country: Greece
Email: eproc-esender@eurodyn.com
Telephone: +30 2108094500
Roles of this organisation:

TED eSender

11 Notice information

11.1 Notice information
Notice identifier/version: 8fcea0c8-e812-47cf-9a4a-3e007018ff7b - 01
Form type: Competition
Notice type: Contract or concession notice — standard regime
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Notice dispatch date: 19/03/2024 13:53 +01:00
Languages in which this notice is officially available: English

11.2 Publication information
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