
[image: ]

HSE Supplier GDPR Assessment Questionnaire










Version 1.0
Completing the HSE Supplier GDPR Assessment Questionnaire
1. The HSE Supplier GDPR Assessment Questionnaire must be completed by all HSE Suppliers who supply services and/or systems to the HSE.

2. The purpose of the HSE Supplier GDPR Assessment Questionnaire is to allow the HSE to assess the supplier’s compliance with the General Data Protection Regulation (GDPR).

3. The information provided by the Supplier will only be used by the HSE for the purposes of assessing the Suppliers GDPR compliance. The HSE  will ensure that all information provided by the supplier is kept confidential at all times.

4. The completed HSE Supplier GDPR Assessment Questionnaire must be signed by a member of the Supplier’s management team or the Suppliers Data Protection Officer (where relevant) and returned to the HSE within 2 weeks (14 days) of the questionnaire having been issued to the Supplier.

5. When answering the HSE Supplier GDPR Assessment Questionnaire, the Supplier must not answer the questions by simply providing a link to a white paper or some other document. 

6. When returning the completed HSE Supplier GDPR Assessment Questionnaire to the HSE, the Supplier must also return copies of all documentary evidence requested by the HSE (e.g. policy documents, security and audit reports etc) and any documents referenced by the supplier in their answers to the questions.

7. In complete, unsigned or questionnaires which do not contain enough detailed answers, and questionnaires which are not accompanied by the necessary documentary evidence will be returned to the supplier, and this may result in the HSE delaying the signing of new contracts or the renewal of any existing contracts with a supplier.



	
Supplier Details


	
Supplier Name.


	

	
Supplier Trading Name, if Different.


	

	
Supplier Address.


	

	
Description of the service(s) and/or systems the supplier provides to the HSE.







	





	
What countries does the supplier provide the  proposed service(s) and/or systems from.


	









	
Data Processing


	
Ref
	
Question 
	
Supplier Response


	
1.
	
Will the supplier be processing any personal data on behalf of the HSE? If yes, please outline the categories of HSE personal data processed by the supplier (e.g. personal data, health data, genetic data, sexual health / sexual orientation data, biometric data, children’s data)


	


	
2. 
	
Does the supplier consider themselves the ‘Data Processor’ and the HSE as the ‘Data Controller’ for any HSE personal data that is processed by the supplier in the course of providing the services and/or systems to the HSE?

	

	
3.
	
Please list the countries from where the supplier will be processing HSE personal data? 






	














	
Data Processing


	
Ref
	
Question 
	
Supplier Response


	
4. 
	
If the supplier is providing Information Technology (IT) related services and/or systems to the HSE, and/or using IT related services and/or systems to process personal data on behalf of the HSE, where are these IT related services and systems hosted:

1) HSE data centres.

2) Off-site by the supplier using the supplier’s own IT infrastructure and the supplier’s own data centre. If yes, please state the geographic location of the data centre(s).

3) Off-site by the supplier using the supplier’s own IT infrastructure within a third party data centre (i.e. colocation data centre). If yes, please state the geographic location of the data centre(s).

4) Off-site by the supplier within the cloud. If yes, please state the name of the cloud service provider and  the geographic location of the cloud service providers data centre(s).


	



	
Data Protection


	
Ref
	
Question 
	
Supplier Response


	
5.
	
Will / does the supplier use HSE data for any other purposes other the providing the contracted servicers (i.e. secondary processing)?  If yes, please outline these purposes and reasons for processing.

	

	
6.
	
Does the supplier have a formal GDPR compliance programme? If yes, please provide a high level overview of your GDPR compliance programme.




	

	
7.
	
Within the supplier’s organisation, who has overall responsibility for data protection?

	

	
8.
	
Under the GDPR is the supplier legally required to appoint a Data Protection Officer (DPO)? If yes, please provide the name and contact details of the suppliers DPO.



	

	
Data Protection


	
Ref
	
Question 
	
Supplier Response


	
9. 
	
Does the supplier have a documented data protection / data privacy policy? If so, please supply the HSE with a copy of this policy.


	

	
10.
	
Does the supplier regularly conduct GDPR / data protection audits within their organisation? If yes, please answer the following questions:

1) What is frequency of the GDPR / data protection audits?

2) When was the last GDPR / data protection audit?

3) Are the GDPR / data protection audits carried out by the supplier’s own employees or are they carried out by a third party?

4) Can the supplier supply the HSE with a copy  of their most recent GDPR / data protection audit report or a summary of the audit findings? 





	

	
Data Protection


	
Ref
	
Question 
	
Supplier Response


	
11. 
	
In accordance with Article 30 of the GDPR, does the supplier maintain records of their processing activities (ROPA) which they carry out on behalf of their customers?
	


	

	
12.

	
Does the supplier maintain a data inventory (i.e. a complete catalogue of all the information and data assets the supplier holds, tracks, and manages)?



	

	
13.

	
Does the supplier have documented data retention periods? If yes, (1) please provide the HSE with a copy of these data retention periods, and (2) are the data retention periods based on legal, regulatory and/or business needs? 


	

	
14.

	
How does the supplier securely delete data which has reached the end of its legal retention period?



	

	
Data Protection


	
Ref
	
Question 
	
Supplier Response


	
15.
	
Where applicable, does the supplier assess privacy risks when introducing new services, systems and technologies?



	

	
16.
	
Where applicable, does the supplier incorporate privacy by design and by default into system development?


	

	
17.
	
Does the supplier have a documented cybersecurity incident / data breach management policy? If so, please supply the HSE with a copy of this policy.

	

	
18.
	
Does the supplier have an incident response team?



	

	
19.
	
Does the supplier promptly investigate all suspected cybersecurity incidents and data breaches?



	

	
Data Protection


	
Ref
	
Question 
	
Supplier Response


	
20.
	
Has the supplier experienced any personal data breaches within the last 3 years? If yes, please provide a high level summary of the personal data breaches and the steps taken by the supplier to rectify the data breaches and prevent reoccurrence.




	

	
21.
	
Has the supplier received any enforcement action, reprimand, fine or corrective order from a European Data Protection Supervisory Authority, in the last 3 year? If yes, please provide a high level summary of this.




	

	
22.
	
Are there any current or pending investigations, complaints or regulatory proceedings relating to the suppliers  data protection practices? If yes, please provide a high level summary of this.




	

	
Data Protection


	
Ref
	
Question 
	
Supplier Response


	
23.
	
Does the supplier provide regular data protection awareness training for all its staff (i.e. employees, contractors and temporary employees)? If yes, please describe the training, how frequently the training is provided and whether or not the training is mandatory for the supplier’s staff?







	

	
24.
	
Does the supplier require all their staff with access to confidential and personal data to sign appropriate confidentiality agreements?


	

	
25.
	
Do the supplier’s terms & conditions of employment clearly define information security requirements including non-disclosure provisions during and post employment for the supplier’s staff?



	

	
Data Protection


	
Ref
	
Question 
	
Supplier Response


	
26. 
	
Does the supplier use any sub-processors to provide the services and/or systems to the HSE? If so, please list each sub-processors name, address, processing location and description of the services and/or systems provided by the sub-processor.



	

	
27. 
	
Where  the supplier use’s sub-processors, has the supplier entered into a GDPR compliant data processing agreement (DPA) with each of their sub-processors?


	

	
28. 
	
Where  the supplier use’s sub-processors, does the supplier regularly audit their sub-processors for GDPR / data protection compliance? If yes, please provide a high-level overview of the audit process and the frequency of these audits.


	

	
29. 
	
What countries are the suppliers and (where applicable) their sub-processors technical support / development teams located?

	






	
Data Protection


	
Ref
	
Question 
	
Supplier Response


	
30. 
	
Will the supplier and/or (where applicable) their sub-processors 
process HSE personal data in countries outside the European Economic Area (EEA)? If yes, please answer the following questions:

1) Name of the countries outside the EEA where HSE personal data will be processed?
2) What is the purpose of processing the HSE personal data outside EEA?
3) A description of the HSE personal data  processed outside the EEA?
4) What is the relationship between the supplier and organisations within the countries outside the EEA where the HSE personal data is processed?
5) What GDPR chapter V mechanism is the supplier and/or their sub-processors relying upon to process the HSE personal data outside the EEA. For example:

a) EU Adequacy Decision
b) EU Standard Contractual Clauses (SCC’s)
c) Binding Corporate Rules (BCR)
d) GDPR approved derogations
e) Other


	



	
Data Protection


	
Ref
	
Question 
	
Supplier Response


	
31. 
	
If the supplier and/or (where applicable) their sub-processors 
process HSE personal data outside the EEA, where required, has the supplier and/or their sub-processors undertaken a Transfer Impact Assessment (TIA)? If yes, please supply the HSE with copies of these TIA’s.



	

	
32. 
	
If the supplier and/or (where applicable) their sub-processors 
process HSE personal data outside the EEA, where required, have technical and organisational measures been implemented to protect HSE personal data processed outside the EEA? If yes, please provide the HSE with details of these supplementary measures.









	



	
Data Protection


	
Ref
	
Question 
	
Supplier Response


	
33. 
	
Does the supplier have a documented information security policy? If so, please supply the HSE with a copy of this policy.


	

	
34. 
	
Does the supplier implement and maintain technical and organisational measures as required under Article 32 of the GDPR?


	

	
35.
	
Do the services and/or systems the supplier provides to the HSE use artificial intelligence (AI) or machine learning. If yes, (1) is the AI or machine learning involved in the processing of HSE personal data, and (2) what types of AI or machine learning are used?

	

	
36.
	
If artificial intelligence (AI) or machine learning is involved in the processing of HSE personal data, please explain how and why HSE personal data is processed by the AI or machine learning.


	



	
Data Protection


	
Ref
	
Question 
	
Supplier Response


	
37.
	
Will / does the supplier use HSE personal data to develop, train or improve their artificial intelligence (AI) or machine learning models? If yes, 

	

	
38.  
	
Are the artificial intelligence (AI) models or machine learning models used by the supplier subject to security, privacy and bias assessments?

	

	
39. 
	
Has the supplier signed a copy of the HSE Service Provider Data Processing Agreement (‘HSE DPA’) If yes, please supply the HSE with a copy of the HSE DPA signed by the supplier.

	

	
40. 

	
Does the supplier feel that the supplier, the services and/or systems they are providing to the HSE are fully compliant with the GDPR?

	

	
41.
	
How can the supplier demonstrate their compliance with the GDPR?




	

	
Supplier Declaration

I hereby acknowledge that all the information supplied by my organisation to the HSE in the course of completing this HSE Supplier GDPR Assessment Questionnaire is true and correct to the best of my knowledge and belief.


	
Supplier Name:

	

	
Name:

	

	
Position:

	

	
Contact Details 

	

	
Signature


	

	
Date 

	



In complete, unsigned or questionnaires which do not contain enough detailed answers, and questionnaires which are not accompanied by the necessary documentary evidence will be returned to the supplier.

17

image1.png




