RESTRICTED TENDER - STAGE 1
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[bookmark: _Toc238480334]Instructions to Tenderers
Tenderers must answer all questions. Where a capability is unavailable, state “No” or “Not available”. Where a service is delivered by a subcontractor or technology partner, identify that party. Responses should be concise, specific and limited to the capability requested.
Do not assume knowledge of the Contracting Authority’s current technology environment.
Provide product names where specifically requested.
For certifications, provide the certified legal entity, scope and expiry date.
For service locations, disclose all locations that may access, process or store customer security data.
Supporting evidence may be requested during evaluation.
[bookmark: _Toc238480335]Tenderer Eligibility and Company Information
2.1 Provide the Tenderer’s legal name, registered address, company registration number, principal place of business and website.
	Tenderer response:





2.2. Was the Tenderer’s annual revenue at least €2,000,000 in its most recently completed financial year?
Response:  ☐ Yes     ☐ No
2.3. List all offices and operational locations used by the Tenderer, including the function performed at each location.
Identify locations used for SOC delivery, engineering, support, administration or customer-data access.
	Tenderer response:






2.4. Identify any subcontractor or third party that would deliver any material part of the proposed service.
State “None” if the service would be delivered entirely by the Tenderer.
	Tenderer response:





[bookmark: _Toc238480336]24x7x365 Managed SOC
3.1. Do you provide a continuously staffed 24 hours a day, 7 days a week, 365 days a year managed SOC detection and response service?
Response:  ☐ Yes     ☐ No
3.2. Is the 24x7x365 service delivered by your own employees?
Response:  ☐ Yes     ☐ No
3.3. If any element of the service is delivered by another entity, identify the entity, location and service responsibility.
	Tenderer response:





3.4. Briefly describe how alerts are monitored, triaged, investigated, escalated, responded to and closed.
	Tenderer response:






[bookmark: _Toc238480337]SOC Response Capabilities
For each action below, indicate whether the SOC can perform the action as part of the standard service. State whether the action can be pre-authorised, requires customer approval, or is notification/advice only.
	Response action
	Available (Y/N)?
	SOC can be Pre-authorised to carry out
	Approval required before any action
	Advise only

	Isolate a user workstation or endpoint
	
	
	
	

	Isolate a server
	
	
	
	

	Disable or suspend a user account
	
	
	
	

	Revoke active user sessions or authentication tokens
	
	
	
	

	Block a malicious IP address, domain, URL or file hash
	
	
	
	

	Quarantine or remove a malicious email
	
	
	
	

	Terminate a malicious process or quarantine a file
	
	
	
	

	Apply another agreed containment action through an integrated security tool
	
	
	
	


4.1. Can your service apply different response permissions according to asset type, so that workstations may be isolated under agreed conditions while servers are never isolated without explicit customer approval?
Response:  ☐ Yes     ☐ No
4.2. Confirm that all response actions performed by the SOC are recorded in an auditable case record.
Response:  ☐ Yes     ☐ No
[bookmark: _Toc238480338]Alert Classification and Service Levels
Provide the standard service levels that would apply to Tier 1, Tier 2 and Tier 3 alerts. If your service uses different terminology, map your classifications to these three tiers and define the meaning of each tier.
5.1. Define P1, P2 and P3 alerts within your service, including the severity and business impact associated with each tier.
	Tenderer response:






5.2 Please provide your SLA’s to the below stages of alerting and triage
	Alert tier
	Acknowledge
	Begin triage
	Notify customer
	Escalate
	Contain/respond

	Tier 1
	
	
	
	
	

	Tier 2
	
	
	
	
	

	Tier 3
	
	
	
	
	


5.3. State whether the service levels above operate 24x7x365 and identify any exclusions, dependencies or conditions.
	Tenderer response:





5.4. State whether the service levels are contractual commitments or operational targets.
	Tenderer response:




[bookmark: _Toc238480339]Threat Hunting
6.1. Is proactive threat hunting included as part of your standard managed SOC service?
Response:  ☐ Yes     ☐ No
6.2. If yes, state the minimum frequency at which threat hunts are conducted for each customer.
For example: weekly, monthly, quarterly or another defined frequency.
	Tenderer response:




6.3. Describe how threat-hunt topics are selected and prioritised.
Address threat intelligence, emerging threats, customer risk, sector-specific threats, detection gaps and hypotheses raised by previous incidents.
	Tenderer response:






6.4. Describe the standard threat-hunting process from hypothesis development through investigation, validation, reporting and creation of follow-up detection content.
	Tenderer response:






6.5. State the standard outputs provided to the customer following each threat hunt.
	Tenderer response:







[bookmark: _Toc238480340]Detection Engineering
7.1. Is detection engineering included as part of your standard managed SOC service?
Response:  ☐ Yes     ☐ No
7.2. State the number of unique production detection rules currently maintained and deployed across your managed customer services.
Exclude duplicate copies of the same rule deployed to multiple customers. If totals vary by platform, provide a breakdown by SIEM/XDR platform.
	Tenderer response:





7.3. Describe how frequently new detection rules are deployed and what process is used to develop and deploy such detection rule sets.
	Tenderer response:






[bookmark: _Toc238480341]Technology Solutions Offered
Complete the table below for each technology solution that can be supplied or managed as part of the proposed service. Add rows where required. Please note, non-Microsoft SIEM/XDR technologies will be scored higher.
	Type
	Product / platform
	On-premises
	Cloud
	Supply and/or manage

	SIEM
	
	
	
	

	SIEM
	
	
	
	

	XDR
	
	
	
	

	XDR
	
	
	
	

	EDR
	
	
	
	

	EDR
	
	
	
	

	AV
	
	
	
	

	AV
	
	
	
	


8.1. For each SIEM and XDR solution listed, describe the available hosting model and identify who owns and administers the platform.
	Tenderer response:






8.2. For each EDR product listed, state whether you can supply the product, manage a customer-owned deployment, or both.
	Tenderer response:






8.3. For each AV product listed, state whether you can supply the product, manage a customer-owned deployment, or both.
	Tenderer response:






[bookmark: _Toc238480342]GDPR, Data Storage and Service Locations
9.1. Confirm that the proposed service can be delivered in compliance with the GDPR and applicable EU data-protection requirements.
Response:  ☐ Yes     ☐ No
9.2. List every country in which customer security data may be stored, replicated or backed up.
	Tenderer response:






9.3. List every country from which customer security data may be accessed by SOC analysts, engineers, administrators, support personnel or subcontractors.
	Tenderer response:






9.4. Can all customer security data be stored and backed up exclusively within the EU/EEA?
Response:  ☐ Yes     ☐ No
9.5. Can access to customer security data be restricted to personnel located within the EU/EEA?
Response:  ☐ Yes     ☐ No
[bookmark: _Toc238480343]SOC Personnel and Development
10.1. Describe the minimum education, professional certification and practical experience requirements used when hiring SOC analysts in each tier.
	Tenderer response:






10.3. List the principal technical and professional certifications currently held across your SOC workforce.
	Tenderer response:






10.4. Describe what efforts are made to ensure your analysts maintain up to date knowledge and skill sets (certifications, training days etc).
	Tenderer response:









[bookmark: _Toc238480344]Industry Frameworks, Certifications and Assurance
List all current organisational certifications, attestations, accreditations and independently assessed frameworks relevant to the proposed service. Evidence may be requested. (The following is not an exhaustive list, just some examples, please add rows as appropriate)
	Certification / framework
	Held?
	Certified entity and scope
	Expiry / report period

	ISO/IEC 27001
	
	
	

	SOC 2 Type I / Type II
	
	
	

	ISO 22301
	
	
	

	ISO/IEC 20000-1
	
	
	

	ISO/IEC 27035
	
	
	

	CREST or equivalent SOC/IR accreditation
	
	
	

	Cyber Essentials Plus or equivalent
	
	
	

	Other relevant certification or framework
	
	
	


12.1. Provide details of any additional industry or technology-vendor certifications relevant to the proposed SOC, SIEM, XDR, EDR, threat-hunting or detection-engineering service.
	Tenderer response:





 Incident Response Retainer
Tenderers shall provide details of any incident response retainer service available as part of, or alongside, the proposed managed SOC service. Responses should clearly distinguish between services included in the standard SOC service and services delivered under a separate incident response retainer.
12.1. Provide the size and composition of the incident response team available during business hours and outside business hours.
Include analyst, forensic, malware analysis, cloud, network, containment, recovery, crisis-management and incident-lead roles where applicable.
	Tenderer response:






12.2. State the SLA for a local incident response resource to attend the customer site, if required.
Specify the SLA during business hours, outside business hours, weekends and public holidays. Identify any dependency on customer location, travel availability, severity, approval or commercial authorisation.
	Tenderer response:





12.3. Provide high-level commercial details for the incident response retainer.
Include the number of prepaid incident response hours, how hours are drawn down, expiry or carry-forward rules, rate cards for additional hours, minimum call-out charges, and any additional licensing, tooling, forensic, travel, accommodation, logistics or third-party costs.
	Tenderer response:






12.4. Describe how the incident response team would support the customer ICT team during a major cyber incident.
Address incident command structure, escalation routes, secure communications, virtual war room arrangements such as Slack or Microsoft Teams, cadence of updates, evidence handling, containment support, recovery support, executive reporting, regulatory support and post-incident review.
	Tenderer response:






Commercially Confidential 
