 PQQRD Version 1 Siem/SOC 2026 and Appendix 3

		

PRE-QUALIFICATION QUESTIONNAIRE
RESPONSE DOCUMENT (PQQRD) 

TENDER FOR THE PROVISION OF SIEM/SOC SOLUTION
 FOR THE IRISH AIR NAVIGATION SERVICE 

RESTRICTED COMPETITION 
REFERENCE:  TENDER NO 20 Siem/SOC Solution  
(STAGE 1)

3rd November 2026

RESPONSE DEADLINE 12 NOON ON 08th December 2026 





	
Please read the instructions carefully. 
Tenderers should use this PQQRD and once completed and signed submit it to The Irish Air Navigation Service (AirNav) via www.eTenders.ie by 12.00hrs on 10th Nov 2026.
Failure to complete or respond in an adequate manner to the information requested shall render the PQQ submission non-compliant.






Instructions for Completion of Appendix 1 PQQRD
Candidates should read the Pre-Qualification Questionnaire (PQQ) before they attempt to complete this Response Document (PQQRD).  
If you consider that the PQQ is missing any sections which would prevent you from preparing a comprehensive response, please contact AirNav as soon as possible via the messaging function on eTenders and prior to the closing date for queries.     
Where there is a discrepancy between the contents and/or instructions in this PQQRD and the PQQ, the PQQ will take precedence.   
Candidates must follow the instructions contained in this document. 

                                                                                 ****

STEP 1

COMPLETE THE EUROPEAN SINGLE PROCUREMENT DOCUMENT Appendix 5

The ESPD can be accessed on eTenders in the notice that advertised this tender opportunity. Once logged in, open the document on eTenders. You will be prompted to respond to several questions dealing with exclusion and selection criteria. Once reviewed and completed, press the ‘Submission’ button. This will automatically upload the ESPD as part of your tender response. If you intend to rely on sub-contractors, they too must also complete the ESPD as is the case with each member of a Consortium.






STEP 2

COMPLETE COMPANY DETAILS AS SET OUT IN TABLE HEREUNDER

	Candidate/Consortium Name (Actual Candidate/Consortium, not agent) 
	

	Candidate/Consortium Legal Form 
	

	Registered Address
	

	Business Address (if different)
	

	Company Registration Number
	

	VAT Registration Number
	

	Tax Clearance Certificate Access Number
	

	Contact Person
	

	Date business commenced trading
	

	Email
	

	Phone/Mobile
	

	URL
	

	Authorised Representative (if different)
	

	Authorised Representative address 
	

	Authorised Representative contact details
	

	In the case of a Consortium - please provide identification, address and contact details for each member
	

	If sub-contractors are being used, provide a brief explanation about their involvement in contract delivery and associated inputs
	

	Nature of the business and relevance to this requirement
	



Subcontractor/Other entities
If sub-contractors are used their details should be provided using the table hereunder. 

Use the table multiple times as appropriate.

Note: all subcontractors, consortium members or otherwise who are manufacturing elements and/or are part of any Tender submission of the proposed SIEM/SOC Service, must be outlined here and their role identified. Failure to identify subcontracts, consortium members or otherwise in this Stage 1 PQQ, may result in such entities from being excluded from subsequent stages in this competitive process. 


	Name of company 
	

	Company Role in Tender
	
	Sub-contractor

	
	
	Consortium member

	
	
	Supplier

	
	
	Other (provide details)

	Responsibility in Tender  
	

	Legal relationship with Main Contractor/Consortium lead
	

	Address for correspondence
	

	Company registration address (if different)
	

	Company Registration Number 
	

	VAT Registration Number
	

	Tax Clearance Certificate Access Number
	

	Contact Person
	

	Legal status
	

	URL
	

	Email
	

	Phone/Mobile
	

	Nature of the business and relevance to this requirement
	



STEP 3

VERIFY THAT YOU SATISFY THE SELECTION CRITERIA AND WILL SUPPLY SUPPORTING EVIDENCE WITHIN SEVEN WORKING DAYS IF SO REQUESTED (tick box as appropriate)

RULE: This is a Pass/Fail requirement: if the tenderer does not self-declare it meets all the selection criteria listed hereunder, the tender submission shall be considered as non-compliant and excluded from the competition. Evidence supporting these declarations will be sought from the preferred tenderer only.

	Selection Criteria
	Yes
	No

	Comply in full with the economic and financial selection criteria set out in section 3.2.2 of the PQQ and have turnover in excess of €2m in any one of the last three years with a turnover of at least €2m in each of the last 3 years.
	
	

	Comply in full with the technical specifications and functional requirements set out in the PQQ (Appendix 1). 
	
	

















STEP 4

RULE: Candidates must demonstrate a proven track record in the provision of this service  by way of three verifiable reference contracts in progress or completed in the past five years. This is a Pass/Fail requirement: 

CONTRACT REFERENCE 1

	Name of Project/Contract
	

	Name of Buyer
	

	Details of quantity and types delivered (including accessories)
	

	Contract Description
	

	Contract Type (Tender/ Framework etc.)
	

	Contract value excluding Vat
	 

	Contract Duration (Start/Finish)
	

	How is this reference comparable?
	

	How was contract performance measured?
	

	Name of Client Referee (for verification purposes)
	

	Address of Client Referee
	

	Telephone of Client Referee
	

	Email Address of Client Referee
	







CONTRACT REFERENCE 2

	Name of Project/Contract
	

	Name of Buyer 
	

	Details of quantity and types delivered (including accessories)
	

	Contract Description
	

	Contract Type (Tender/ Framework etc.)
	

	Contract value excluding Vat
	 

	Contract Duration (Start/Finish)
	

	How is this reference comparable?
	

	How was contract performance measured?
	

	Name of Client Referee (for verification purposes)
	

	Address of Client Referee
	

	Telephone of Client Referee
	

	Email Address of Client Referee
	

















CONTRACT REFERENCE 3

	Name of Project/Contract
	

	Name of Buyer 
	

	Details of quantity and types delivered (including accessories)
	

	Contract Description
	

	Contract Type (Tender/ Framework etc.)
	

	Contract value excluding Vat
	 

	Contract Duration (Start/Finish)
	

	How is this reference comparable?
	

	How was contract performance measured?
	

	Name of Client Referee (for verification purposes)
	

	Address of Client Referee
	

	Telephone of Client Referee
	

	Email Address of Client Referee
	



STEP 5

Candidates may submit evidentiary documents (certificates, product standards for example) to support their responses. In such an event, please insert (and correctly reference) the documentation in the box hereunder.
	
Insert Evidentiary Documentation Here







STEP 6


COMPLETE AND SIGN THE ‘CANDIDATE’S STATEMENT’ HEREUNDER (PQQ APPENDIX 2)


TO: The Irish Air Navigation Service 

RE: PQQ for the supply of  SIEM/SOC SOLUTION

Having examined this PQQ, the selection criteria, and the requirements and specifications (Appendix 1), and the instructions in the PQQRD, we hereby agree and declare the following:

	1.
	We understand the nature and extent of the Service required to be delivered as described in the requirements and specifications at Appendix 1 to the PQQ.

	2.
	We accept all of the Terms and Conditions if awarded in Appendix 4 of the PQQ and the Confidentiality Agreement at Appendix 3 of the PQQ.

	3.
	We confirm that we have complied with all requirements as set out at Part 2 of this PQQ. 

	4.
	We accept all the selection criteria as set out in Part 3 of the PQQ. 

	5.
	We shall if awarded any Contract have in place on the effective date of the Contract all insurances  as required by paragraph 2.21.1 of the PQQ. 

	6.
	We agree that if awarded any Contract we shall, in the performance of such contract, comply with all applicable obligations in the field of environmental, climate, social and labour law.

	7.
	We confirm that all Data Subjects whose Personal Data is provided in our application have consented to the processing of such Personal Data by us, the Contracting Authority, the evaluation team and the supplier of the etenders.gov.ie website, for the purposes of our participation in this competition or that we otherwise have a legal basis for providing such Personal Data to the Contracting Authority for the purposes of our participation in this competition and that we will provide evidence of such consent and / or legal basis to the Contracting Authority upon request.
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Signed: (Authorised Signatory)
	

	Print Name in Block Capitals:
	Click here and insert name

	Position:
	Click here and insert details

	Company/Candidate:
	Click here and insert details

	Date:
	Click here and insert date






STEP 7

COMPLETE AND SIGN THE CONFIDENTIALITY AGREEMENT HEREUNDER (APPENDIX 3)

               THIS AGREEMENT is made on the [date] day of [month] 20 [year] BETWEEN:
              The Irish Air Navigation Service whose principal place of business is at The Times building 11-12 D’Olier Street Dublin 2 (“the Contracting Authority”) of the one part;
and
[         Name       ], with offices at [                    address                ] (hereinafter called “the Contractor”) of the other part.
WHEREAS 
	A.
	Further to this PQQ of Tender No 15 2025 and any CFT arising thereon, (if any), for the supply of Lenovo Equipment to The Irish Air Navigation Service (the “PQQ/CFT”) the Contracting Authority invited responses from qualified economic operators for the provision of the Goods/Services described in Appendix 1 of the PQQ/CFT (the “Goods” “Services”) (“the Competition”). The Contractor is submitting a response to the PQQ/CFT on even date.  

	B.
	For the purposes of all stages of the Competition and any subsequent contract awarded thereunder (if any), (“the Contract”), certain confidential information as defined at clause 2 of this Agreement, will be furnished to the Contractor. The Confidential Information is confidential to the Client. 


NOW IT IS HEREBY AGREED:
	1.
	The Contractor acknowledges that Confidential Information may be provided to them by the Contracting Authority and that each item of Confidential Information shall be governed by the terms of this Agreement.

	2.
	For the purposes of this Agreement "Confidential Information" means:

	
	2.1
	unless specified in writing to the contrary by the Contracting Authority all and any information (whether in documentary form, oral, electronic, audio-visual, audio-recorded or otherwise including any copy or copies thereof and whether scientific, commercial, financial, technical, operational or otherwise) relating to the Contracting Authority, the supply of Goods/Services under the Contract and all and any information supplied or made available to the Contractor (to include employees, agents, Subcontractors and other suppliers) for the purposes of the Contract(s)  including personal data within the meaning of the Data Protection Laws; and

	
	2.2
	any and all information which has been derived or obtained from information described in sub-paragraph 2.1.

	3.
	For the purposes of this Agreement “Data Protection Laws” means all applicable national and EU data protection laws, regulations and guidelines, including but not limited to Regulation (EU) 2016/679 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing  Directive 95/46/EC (the “General Data Protection Regulation”), and any guidelines and codes of practice issued by the Office of the Data Protection Commission or other supervisory authority for data protection in Ireland from time to time
	

	4.
	Save as may be required by law, the Contractor agrees in respect of the Confidential Information:

	
	4.1
	to treat such Confidential Information as confidential and to take all necessary steps to ensure that such confidentiality is maintained;

	
	4.2
	not, without the prior written consent of the Contracting Authority, to communicate or disclose any part of such Confidential Information to any person except:

	
	
	I
	to those employees, agents, Subcontractors and other suppliers on a need-to-know basis; and/or

	
	
	II
	to the Contractor’s auditors, professional advisers and any other persons or bodies having a legal right or duty to have access to or knowledge of the Confidential Information in connection with the business of the Contractor

	
	
	PROVIDED ALWAYS that the Contractor shall ensure that all such persons and bodies are made aware, prior to disclosure, of the confidential nature of the Confidential Information and that they owe a duty of confidence to the Contracting Authority; and shall use all reasonable endeavours to ensure that such persons and bodies comply with the provisions of this Agreement.

	5.
	The obligations in this Agreement will not apply to any Confidential Information:

	
	i
	in the Contractor’s possession (with full right to disclose) before receiving it from the Contracting Authority; or

	
	ii
	which is or becomes public knowledge other than by breach of this clause; or

	
	iii
	is independently developed by the Contractor without access to or use of the Confidential Information; or

	
	iv
	is lawfully received from a third party (with full right to disclose).

	6.
	The Contractor undertakes:

	
	6.1
	to comply with all directions of the Contracting Authority with regard to the use and application of all and any Confidential Information or data (including personal data as defined in the Data Protection Laws );

	
	6.2
	to comply with all directions as to local security arrangements deemed reasonably necessary by the Contracting Authority including, if required, completion of documentation under the Official Secrets Act 1963 and comply with any vetting requirements of the Contracting Authority including by police authorities;

	
	6.3
	upon termination of the Competition (or the Contract) for whatever reason to furnish to the Contracting Authority all Confidential Information or at the written direction of the Contracting Authority to destroy in a secure manner all (or such part or parts thereof as may be identified by the Contracting Authority) Confidential Information in its possession and shall erase any Confidential Information held by the Contractor in electronic form. The Contractor will upon request furnish a certificate to that effect should the Contracting Authority so request in writing.  For the avoidance of doubt “document” includes documents stored on a computer storage medium and data in digital form whether legible or not.

	7.

	The Contractor shall not obtain any proprietary interest or any other interest whatsoever in the Confidential Information furnished to them by the Contracting Authority and the Contractor so acknowledges and confirms.

	8.
	The Contractor shall, in the performance of the Contract, access only such hardware, software, infrastructure, or any part of the databases, data or ICT system(s) of the Contracting Authority as may be necessary for the purposes of the Competition (and obligations thereunder or arising therefrom) and only as directed by the Contracting Authority and in the manner agreed in writing between the Parties.

	9.
	The Contractor agrees that this Agreement will continue in force notwithstanding any court order relating to the Competition or termination of the Contract (if awarded) for any reason.

	10.





	The Contractor agrees that this Agreement shall in all aspects be governed by and construed in accordance with the laws of Ireland and the Contractor hereby further agrees that the courts of Ireland have exclusive jurisdiction to hear and determine any disputes arising out of or in connection with this Agreement.
A.  In this Agreement, the following terms shall have the meanings respectively
 ascribed to them:
“Data Controller” has the meaning given under the Data Protection Laws; 
 “Data Processor” has the meaning given under the Data Protection Laws; 
 “Data Subject” has the meaning given under the Data Protection Laws; 
         “Data Subject Access Request” means a request made by a Data Subject in 
          accordance with rights granted under the Data Protection Laws to access his
          or her Personal Data;       
          “Personal Data” has the meaning given under Data Protection Laws;
          “Processing” has the meaning given under the Data Protection Laws;
B. The Contractor shall comply with all applicable requirements of the Data Protection Laws.
C. The Parties acknowledge that for the purposes of the Data Protection Laws, the Client is the Data Controller and the Contractor is the Data Processor in respect of Confidential   Information which is Personal Data.  
D. Without prejudice to the generality of clause 10(B), the Contractor shall, in relation to any Confidential Information which is Personal Data:-
(1)  process that Personal Data only on the written instructions of the Client; 
(2) ensure that it has in place appropriate technical and organisational measures, reviewed and approved by the Client,  to protect against unauthorised or unlawful processing of Personal Data and against accidental loss or destruction of, or damage to, Personal Data, appropriate to the harm that might result from the unauthorised or unlawful processing or accidental loss, destruction or damage and the nature of the data to be protected, having regard to the state of technological development and the cost of implementing any measures (those measures may include, where appropriate, pseudonymising and encrypting Personal Data, ensuring confidentiality, integrity, availability and resilience of its systems and services, ensuring that availability of and access to Personal Data can be restored in a timely manner after an incident, and regularly assessing and evaluating the effectiveness of the technical and organisational measures adopted by it);
(3) ensure that all personnel who have access to and/or process Personal Data are obliged to keep the Personal Data confidential;
(4) not transfer any Personal Data outside of the European Economic Area unless the prior written consent of the Client has been obtained and the following conditions are fulfilled;
i. appropriate safeguards are in place  in relation to the transfer, to ensure that Personal Data is adequately protected in accordance with Chapter V of Regulation 2016/679 
(General Data Protection Regulation); 
ii. the data subject has enforceable rights and effective legal remedies;
iii. The Contractor complies with its obligations under the Data Protection Laws by providing an adequate level of protection to any Personal Data that is transferred; and
iv. The Contractor complies with reasonable instructions notified to it in advance by the Client with respect to the processing of the Personal Data;
E. The Contractor shall promptly notify the Client if it receives a Data Subject Access Request to have access to any Personal Data or any other complaint, correspondence, notice, request  any order of the Court or request of any regulatory or government body relating to the Client’s obligations under the Data Protection Laws and provide full co-operation and assistance to the Client in relation to any such complaint, order or request (including, without limitation, by allowing Data Subjects to have access to their data).
F. The Contractor shall without undue delay report in writing to the Client any data   compromise involving Personal Data, or any circumstances that could have resulted in unauthorised access to or disclosure of Personal Data.
G. The Contractor shall assist the Client in ensuring compliance with its obligations under the Data Protection Laws with respect to security, impact assessments and consultations with supervisory authorities and regulators.
H. The Contractor shall at the written direction  of the Client, amend, delete or return Personal Data and copies thereof to the Client on termination of this Agreement unless the Contractor is required by the laws of any member of the European Union or by the laws of the European Union applicable to the Contractor to store the Personal Data.
I. The Contractor shall permit the Client, the Office of the Data Protection Commission or other supervisory authority for data protection in Ireland, and / or their nominee to conduct audits and or inspections of the Contractor’s facilities, and to have access to all data protection, confidentiality and security procedures, data equipment, mechanisms, documentation, databases, archives, data storage devices, electronic communications and storage systems used by the Contractor in any way for the provision o]f the services.  The Contractor shall comply with all reasonable directions of the Client arising out of any such inspection, audit or review.
J. The Contractor shall fully comply with and implement policies that are communicated or notified to the Contractor by the Client from time to time.
K. The Contractor shall maintain complete and accurate records and information to demonstrate its compliance with this clause 11 and allow for inspections and contribute to any audits by the Client or the Client’s designated auditor.
L. The Contractor shall:-
1. take all reasonable precautions to preserve the integrity of any Personal Data which it processes and to prevent any corruption or loss of such Personal Data;
2. ensure that a back-up copy of any and all such Personal Data is made [insert frequency] and this copy is recorded on media from which the data can be reloaded if there is any corruption or loss of the data; and
3. in such an event and if attributable to any default by the Contractor or any Sub-contractor, promptly restore the Personal Data at its own expense or, at the Client’s option, reimburse the Client for any reasonable expenses it incurs in having the Personal Data restored by a third party.
M. The Client does not consent to the Contractor appointing any third-party processor of Personal Data under this agreement 
N. Save for clauses 11B, 11C, 11D (4) and 11E, all the obligations on the Contractor in this clause 11 relating to the processing of Personal Data shall apply to the processing of all Confidential Information.


	SIGNED for and on behalf of the Contracting Authority



__________________________
(being a duly authorised officer)
	SIGNED for and on behalf of the Contractor


____________________________
	

	Witness
	Witness
















STEP 8
SAVE AND SUBMIT THIS PQQRD (and the ESPD) VIA ETENDERS by 1200hrs 11th November 2025
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