            USER REQUIREMENT SPECIFICATION: DELIVERY OF PERFORMANCE DEVELOPMENT SOFTWARE FOR THE IBTS 


1. [bookmark: _INTRODUCTION][bookmark: _Toc124156877][bookmark: _Toc124401268][bookmark: _Toc128553796]INTRODUCTION 

The Irish Blood Transfusion Service (IBTS) is a non-commercial state agency with responsibility for collecting, testing, processing and distributing the national blood supply. In addition, the IBTS is also responsible for the Irish Unrelated Bone Marrow Registry and carries out several functions in relation to tissue banking. 

The IBTS is audited by the Comptroller and Auditor General and subject to the requirements thereof. The IBTS is regulated by the Health Protection Regulatory Authority (HPRA). The IBTS is also subject to the corporate governance procedures of the ‘Code of Practice for the Governance of State Bodies’ issued by the Department of Finance.  The IBTS is a public body to which the provisions of the Freedom of Information Act 2014 and the Data Protection Acts 1988 to 2003 apply.

The IBTS currently employs circa 620 employees distributed between eight centres nationwide, Dublin, Cork, Ardee, Carlow, Limerick, Tuam, D’Olier St. and Stillorgan. The Dublin (National Blood Centre) and Cork (Munster Regional Transfusion Centre) centres operate on a 365, 24/7 basis. 

More details on the IBTS and its functions are available at www.giveblood.ie.  

[bookmark: _OBJECTIVE]

2. [bookmark: _Toc124156878][bookmark: _Toc124401269][bookmark: _Toc128553797]OBJECTIVE
	
This User Requirement Specification (URS) prospectively defines the requirements to secure the software platform for the delivery of the IBTS’ Performance Development (PD) process. The functional and mandatory requirements are listed in section 5.

[bookmark: _Toc124156880][bookmark: _Toc124401271]
3. [bookmark: _Toc128553798]SCOPE

The IBTS is seeking the provision of a configurable software solution that can facilitate our Performance Development (PD) process. 

The IBTS Performance Development (PD) process is a broad term that includes ongoing performance management and employee development. It involves both assessing and managing the work that needs to be done and providing opportunities for professional and personal growth and development. The focus is on developing organisational, team and employee capability. It is a shared process between managers, their teams and the employees they manage.

Below is an overview of the steps and person responsible as part of the current PD process.

	Steps in process
	Responsible

	1. Employee completes their self-evaluation. (Employee reviews team goals and prepares individual PD goals for PD meeting)
	Employee

	2. Employee sends the self-evaluation form to the manager before the scheduled conversation.
	Employee

	3. Manager acknowledges the self-evaluation has been read and gives supportive feedback to the employee to assist with the PD conversation. Managers’ comments are returned to the employee before the PD conversation. 
	Manager

	4. PD Conversation is held (no less than 30 minutes and no more than 1.5 hours is recommended per meeting)
	Manager / Employee

	a) Manager discusses PD evaluation and gives feedback on 3 categories. 
	Manager / Employee

	b) [footnoteRef:1]Manager and employee will discuss the team goals and the individual’s contribution to the goals, as well as individual goals. [1:  Employee takes notes & inputs the PDP after the meeting] 

	Manager / Employee

	c) Where applicable, manager and employee review previous objectives and personal development plan.  [footnoteRef:2]Manager and employee agree the next personal development plan. [2:  Employee takes notes & inputs the PDP after the meeting] 

	Manager / Employee

	d) Manager and employee agree and document the date for the next check in. 
	Manager / Employee

	5. Employee: 
a) inputs the agreed PD Goals and development plan 
b) signs off as agreed
c) sends to the manager
	Employee

	6. Manager:
a) checks the goals and development plan (If make suggested changes return to employee to sign off again)
b) signs off as agreed.
	Manager

	7. Manager signs off the PD document and sends to employee and to the Learning and Development Manager. .
	Manager

	8. Employee updates progress under each goal during the year. Regular on-going feedback and support is provided by the Manager. Check-in conversations are held and documented.
	Employee/ Manager

	9. Submitted development goals are reviewed to build and schedule training for relevant employees.
	L&D



The IBTS wishes to have the new system operational in Q1 2027. The provider must include a proposed project schedule for the project deliverables and requirements including a breakdown of the timings for the various stages/phases e.g. discovery, planning, implementation, testing training (this list is not exhaustive).



4. [bookmark: _Toc124156881][bookmark: _Toc124401272][bookmark: _Toc128553799]RESPONSIBILITIES

The following departments have responsibility for this user requirement specification.

	Role
	Responsibility

	L&D Department
	Gathers and determines requirements identified in the URS. Reviews responses from Providers.

	IT Department
	Provides IT/cyber requirements. Reviews responses from Providers.

	Data Protection Office
	Provides data protection requirements. 
Reviews DP responses from Providers

	Procurement Manager
	Provides procurement requirements and tender instructions.



5. [bookmark: _Toc124156882][bookmark: _Toc124401273][bookmark: _Toc128553800]
DETAILED USER REQUIREMENTS 

	The intending Provider will respond to the IBTS User Requirement Specification by:
· Clearly indicating full / none / partial compliance to each of the listed IBTS requirements.
· Clearly cross-referencing in the tender response where the IBTS can verify the Provider claim.
· Provide all the requested documentation / certification, etc., listed in the requirement specification.
· Note that the IBTS may require a follow-up audit on any Provider.

	The IBTS will review and verify the response to the user requirement specification by:
· A Relevant group will formally review the potential Provider’s response to each user specification requirement. This will form part of the tender process.
· The formal response by the potential Provider will clearly indicate full / none / partial compliance to each of the listed IBTS requirements.
· The formal response by the potential Provider will clearly cross-reference the relevant section(s) in the supporting documentation where the claim is substantiated. 
· All the requested documentation / certification will be reviewed.
· Consideration should be given to Provider audit as part of this process.


The URS is written using the following term:

Must: Is mandatory requirement 
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[bookmark: _Toc124156883][bookmark: _Toc124401274][bookmark: _Toc128553801]5.1	System Requirements

	[bookmark: _Hlk208242598]5.1 General Requirements

	Ref.
	Description
	Requirement Provided
	Reference
Document Section
	Verified By / Date
	Validation Test

	
	
	Yes
	No
	Partial
	
	
	

	1.
	The system shall be end user configurable and provide enough flexibility to manage future evolution of IBTS Performance Development (PD) processes.
	
	
	
	
	
	

	2.
	It shall provide the ability for IBTS staff to participate in the PD process.
	
	
	
	
	
	

	3.
	It shall provide the ability for IBTS administrators to manage the majority of the main configuration of the system without additional development or costs.
	
	
	
	
	
	



	5.2 Software Appearance and Navigation

	Ref.
	Description
	Requirement Provided
	Reference
Document Section
	Verified By / Date
	Validation Test

	
	
	Yes
	No
	Partial
	
	
	

	1.
	The system shall be device responsive. It must be easily navigable across the full range of digital devices including and not limited to, smart phones and tablets, and at the same time, be fully functional on traditional desktop and laptop technology.
	
	
	
	
	
	

	2.
	The system shall be uncluttered and simple to navigate to provide the user with the best user experience possible
	
	
	
	
	
	

	3.
	The system architecture and visual design shall ensure that the user will be able to access and input the information they require as easily and as quickly as possible.
	
	
	
	
	
	

	4.
	The system shall be able to support IBTS branding
	
	
	
	
	
	

	5.
	The system shall support two-way communications between the line manager and employee.
	
	
	
	
	
	

	6.
	The system shall have clear headings for identifying, recording and planning performance and development activity.
	
	
	
	
	
	



	5.3 Integration/Interface

	Ref.
	Description
	Requirement Provided
	Reference
Document Section
	Verified By / Date
	Validation Test

	
	
	Yes
	No
	Partial
	
	
	

	1.
	It shall be possible to interface with current externally hosted HRIS PeopleXD. Provider to share details of how this can be achieved.
	
	
	
	
	
	

	2.
	It shall be possible for any changes in employee details to be easily and seamlessly uploaded/updated either through integration with HRIS or another architecture.
	
	
	
	
	
	

	3.
	It shall be possible to integrate and/or migrate employee data from the current HRIS with the system. Response must include details about the Provider’s process/approach for completing this task in a secure manner
	
	
	
	
	
	

	4.
	Provider shall share options for capturing current and historical IBTS PD records (which are currently hosted on a different platform).
	
	
	
	
	
	



	5.4 Accessibility

	Ref.
	Description
	Requirement Provided
	Reference
Document Section
	Verified By / Date
	Validation Test

	
	
	Yes
	No
	Partial
	
	
	

	1.
	As a public sector organisation, the IBTS is committed to ensuring that the information and services provided through the system is accessible to all potential users including older people and people with disabilities.

Please provide evidence of applying universal design principles and providing solutions that are accessible to the widest user audience, including older users and users with disabilities
	
	
	
	
	
	

	2.
	The system shall be designed in line with the following accessibility guidelines:
· Be technically accessible, in that it is possible for all
users to access all information and functionality;
· Be equally usable, in that it is not prohibitively difficult
or time consuming for users with disabilities to carry out normal
tasks;
· Be capable of being adapted or configured by individual users
to meet their specific needs and preferences;
Be capable of interfacing with appropriate, widely available
assistive technologies employed by users.
	
	
	
	
	
	



	5.5 Functional Requirements

	Ref.
	Description
	Requirement Provided
	Reference
Document Section
	Verified By / Date
	Validation Test

	
	
	Yes
	No
	Partial
	
	
	

	1.
	It shall be possible for an employee to complete a Performance Development Self-evaluation
	
	
	
	
	
	

	2.
	It shall be possible for the manager to be notified, and acknowledge receipt of the self-evaluation and provide additional input.
	
	
	
	
	
	

	3.
	The system shall contain functionality that allows the input of Strategic Goals, Team Goals and Performance Development Goals which are visible to the appropriate users.
	
	
	
	
	
	

	4.
	It shall be possible to configure and make available the IBTS Competency Framework and link it to each employee’s role.
	
	
	
	
	
	

	5.
	It shall be possible to configure and record learning and development activities in a development plan (e.g. CPD, seminars, events, courses).
	
	
	
	
	
	

	6.
	It shall be possible for the employee and Manager to mutually agree and sign off the Performance Development Record following the PD conversation
	
	
	
	
	
	

	7.
	Tenderers shall include details of their proposed approach to the development of appropriate workflows
	
	
	
	
	
	

	8.
	It shall be possible to configure a workflow that mirrors the IBTS Performance Development process shared above (section 3. Scope).
	
	
	
	
	
	

	9.
	It shall be possible for configuration of alerts to notify users that steps in the process have been commenced, are in progress and completed.
	
	
	
	
	
	

	10.
	It shall be possible for configuration of sign off by the manager when the PD record is completed.
	
	
	
	
	
	

	11.
	The system shall be able to support the upload of standard document formats e.g. Excel, Word PDF in a simple, secure and reliable manner
	
	
	
	
	
	

	12.
	It shall be possible to archive and search for past Performance Development Records.
	
	
	
	
	
	

	13.
	Providers should share details about how issues/errors are to be raised within the platform, and any specific costing’s relating to this element of the solution.
	
	
	
	
	
	

	14.
	It shall be possible for supporting information to be available for users to access in relation to the PD process, such as helpful tips, supporting documentation and/or guides.
	
	
	
	
	
	

	15.
	It shall be possible for employees and managers to print their PD record from the system
	
	
	
	
	
	

	16.
	It shall be possible for users to input information partially and save their data on an on-going basis. 
	
	
	
	
	
	

	17.
	Line managers must be able to see their team’s progress, view employees’ evaluations, goals, and notes.
	
	
	
	
	
	

	18.
	Administrators must be able to log in as users to help troubleshoot, and access information as needed.
	
	
	
	
	
	

	19.
	It shall be possible for dashboard reporting that can be tailored to a user’s access level and role.
	
	
	
	
	
	

	20.
	It shall be possible for compliance reporting at each stage of the PD process, at the individual, department and organisation level.
	
	
	
	
	
	

	21.
	It shall be possible to report on commencement, in progress and completion in line with the process workflows.
	
	
	
	
	
	

	22.
	It shall be possible to report on the training and development needs from the PDP at the individual, department and organisation levels.
	
	
	
	
	
	

	23.
	It shall be possible to report the PD goals at individual, department and organisation level.
	
	
	
	
	
	

	24.
	It shall be possible to configure reports and for reports to be exported in excel format.
	
	
	
	
	
	

	25.
	Tenderer shall supply details of available reporting from the system and if there are any associated costs.
	
	
	
	
	
	

	26.
	The proposed solution shall include a training component and supporting documentation. The tenderer must provide details in relation to end user training and documentation for the use of the system and relevant technical supporting documentation.
	
	
	
	
	
	




	5.6 Environment (Hosting)

	Ref.
	Description
	Requirement Provided
	Reference
Document Section
	Verified By / Date
	Validation Test

	
	
	Yes
	No
	Partial
	
	
	

	1.
	The provider must share details of the proposed technical architecture of the system solution, both application and infrastructure (including physical and logical security) at the hosting location. The provider must also describe the shared-responsibility model between themselves and any cloud provider and confirm whether the service is single- or multi-talent.	Comment by Deepak Budhiraja | Waystone: Suggested we add - Tenderer must describe the shared-responsibility model between themselves and any cloud provider, and confirm whether the service is single- or multi-tenant. 

Please indicate if the solution is being provided via a public or private cloud service. 
(Note: A public service is offered without modification by the supplier.
A private service is where the supplier modifies the service to meet specific IBTS requirements.)
	
	
	
	
	
	

	2.
	All IBTS data, including backups, DR replicas, logs and support copies, must be stored and processed in the EU/EEA. Any remote access to IBTS data from outside the EEA (e.g. follow-the-sun support) is a transfer and must be declared, together with the transfer mechanism (adequacy decision, EU SCCs 2021, or EU-US Data Privacy Framework) and a Transfer Impact Assessment.
	
	
	
	
	
	

	3.
	The provider must share evidence of best practice in data protection protocols from any proposed hosting data centre, including but not limited to data breach notification protocols, frequency of security audits, response times to issues with data centre etc.
	
	
	
	
	
	

	4.
	The provider must share a full list of sub-processors (name, service, location), commit to giving IBTS at least 30 days’ notice of changes with a right to object, and flow down equivalent security obligations such as NIS2.
	
	
	
	
	
	

	5.
	If the provider is not the primary hosting provider, please confirm that the provider will manage all aspects of the service, including costs with the primary hosting provider, i.e. IBTS will not be required to engage with any 3rd party hosting provider.
	
	
	
	
	
	

	6.
	The provider should share details in relation to security auditing of the hosting data centre for the database and software application including the following:
· Is the data centre regularly audited for security purposes to an internationally recognised security standard (e.g. ISO/IEC 27001:2022 certification (scope must cover the services offered), and/or SOC 2 Type II report (within the last 12 months)	Comment by Deepak Budhiraja | Waystone: Update to “ISO/IEC 27001:2022 certification (scope must cover the services offered), and/or SOC 2 Type II report (within the last 12 months). Add: “IBTS reserves the right to audit, or to receive third-party audit reports, annually. 
· IBTS reserves the right to audit, or to receive third-party audit reports, annually. 
· How often are security audits performed and by whom?
· Does the data centre have a current independently compiled security audit of their site?
· Can a copy of the latest security audit and certification be provided?
Please also provide relevant current security accreditation details for the data centre.
	
	
	
	
	
	



	5.7 Application and Data Security, Access Control, and Authentication

	Ref.
	Description
	Requirement Provided
	Reference
Document Section
	Verified By / Date
	Validation Test

	
	
	Yes
	No
	Partial
	
	
	

	1.
	The provider must detail their approach to data security and indicate how their solution maintains data securely in line with best practices standards such as ISO/IEC 27001:2022 and OWASP application security guidance (www.owasp.org) and incorporates privacy by design and default.
	
	
	
	
	
	

	2.
	Tenderer must provide details about how IBTS data will be protected from access by other organisations if stored as part of a cloud service.
	
	
	
	
	
	

	3.
	Tenderer must provide details about how it will control access to IBTS data stored within the tenderer’s organisation. What steps are taken to safeguard sensitive information? 
	
	
	
	
	
	

	4.
	Tenderer must provide details about how the application is securely supported. Can support staff access the system via remote access? What rights do they have on the system ( e.g. admin/standard).
	
	
	
	
	
	

	5.
	Tenderer must supply current copies of their IT security policies and supporting documentation.
	
	
	
	
	
	

	6.
	Tenderer must provide information in relation to the backup of IBTS data: 
· How are backups secured
Is data encryption used and what encryption mechanism is used?
	
	
	
	
	
	

	7.
	All relevant security accreditations and certifications e.g.  ISO/IEC 27001:2022, that the Tenderer has achieved must be referenced.
	
	
	
	
	
	

	8.
	An independent penetration test (e.g. CREST-accredited) must be performed at least annually and after major releases, with an executive summary provided to IBTS.
	
	
	
	
	
	

	9.
	Where Tenderer is providing any mobile application as part of the proposed solution  and with reference to the OWASP Mobile Top 10 2016 ( www.owasp.org) they must provide details about how the mobile application is tested and secured to ensure the protection of customer data.
	
	
	
	
	
	

	10.
	All traffic must be encrypted using TLS 1.2 or higher (TLS 1.3 preferred). Weak ciphers and older protocols must be disabled, and HSTS enabled.
	
	
	
	
	
	

	11.
	All IBTS data being transferred between the  Tenderers system and any other  agreed system (e.g. Core for personnel records) must be encrypted in transit irrespective of mechanism.
	
	
	
	
	
	

	12.
	There should be an audit trail within the application for each write/modify/delete. Tenderer should also provide details if your software supports audit trail on read access.
	
	
	
	
	
	

	13.
	The system must support role based access, 
· it must be possible to assign different roles in the system with different access rights as required
it must be possible to assign an administrator role to manage user access and configuration.
	
	
	
	
	
	

	14.
	The system should be capable of producing a report of all system users with associated rights to allow system administrators periodically audit user authorisation.
	
	
	
	
	
	

	15.
	It should be possible to remove from view any screens/functionality that a user does not require/have access to.
	
	
	
	
	
	

	16.
	Every user must be uniquely identified within the system
	
	
	
	
	
	

	17.
	All users must be required to authenticate using at least a username and password to gain access to the system. It must not be possible to access the system without valid credentials.	Comment by Deepak Budhiraja | Waystone: The solution must support multi-factor authentication and IBTS must be able to enforce it for all users, and mandatorily for administrators. 

The solution must support multi-factor authentication and IBTS must be able to enforce it for all users, and mandatorily for administrators.
	
	
	
	
	
	

	18.
	The system must support password rules that enforce:
· Minimum 8 characters alphanumeric;
· Complex and upper and lower case characters.
	
	
	
	
	
	

	19.
	It must be possible to force users to change password after a configurable period of time.
	
	
	
	
	
	

	20.
	It must be possible to restrict the reuse of previously used passwords.
	
	
	
	
	
	

	21.
	It should be possible for the user to request a password reset themselves.
	
	
	
	
	
	

	22.
	The system must support configurable application timeout.
	
	
	
	
	
	

	23.
	It must be possible to suspend user access.
	
	
	
	
	
	

	24.
	If the system supports Active Directory/LDAP/Oracle single sign on, please provide details.
	
	
	
	
	
	

	25.
	The provider should list any operating systems or software/software versions that the proposed solution cannot work on, e.g. version of Java etc.
	
	
	
	
	
	

	26.
	The provider should list any web browsers or versions that the vendor’s product cannot work on. 
	
	
	
	
	
	

	27.
	Tenderer must describe their vulnerability and patch management, with remediation targets (e.g. critical within 14 days, high within 30 days).
	
	
	
	
	
	

	28.
	Tenderer must have a documented incident response plan, tested annually, with defined notification to IBTS for security incidents (not only personal data breaches).
	
	
	
	
	
	

	29.
	Uploaded files must be malware-scanned and restricted to permitted file types and sizes.
	
	
	
	
	
	

	30.
	Tenderer must declare any AI/ML functionality. IBTS data must not be used to train models without written consent. Any AI used for evaluating employee performance must comply with the EU AI Act high-risk obligations, including human oversight. It must be possible to disable AI features.
	
	
	
	
	
	

	31.
	Tenderer must provide the information IBTS needs to complete a Data Protection Impact Assessment.
	
	
	
	
	
	




	5.8 Exit

	Ref.
	Description
	Requirement Provided
	Reference
Document Section
	Verified By / Date
	Validation Test

	
	
	Yes
	No
	Partial
	
	
	

	1.
	Ownership of the data entered into the system will remain the property of IBTS at all times.  Tenderer must provide details about how the data will be securely returned to the IBTS on termination of the service or in the event that the vendor ceases trading and how it will be removed from their system including backups.
	
	
	
	
	
	

	2.
	Upon completion of the contract with the successful provider, it must be possible to migrate existing data in a common format to a new provider if required. Response must include details about the tenderers process/approach for completing this task.
	
	
	
	
	
	

	3.
	What standard notice period does the vendor expect to receive from the IBTS before terminating the service?
	
	
	
	
	
	

	4.
	What notice does the vendor have to give to the IBTS before termination of the service?
	
	
	
	
	
	




	5.9 IT Service Delivery, Maintenance, and Support

	Ref.
	Description
	Requirement Provided
	Reference
Document Section
	Verified By / Date
	Validation Test

	
	
	Yes
	No
	Partial
	
	
	

	1.
	The system must be highly available at least 99.99% of the time and support available during normal working hours 
	
	
	
	
	
	

	2.
	Response must include details in relation to on-going support and maintenance options, including scheduled maintenance plans, uptime, and response times, once the new system has been implemented. This must include SLA details and any associated costing. Any additional costing must be included in the overall pricing submission
	
	
	
	
	
	

	3.
	Tenderer should provide a sample service level agreement detailing maintenance and support services 
	
	
	
	
	
	

	4.
	Response must include details in relation to the upgrade path for the system
	
	
	
	
	
	

	5.
	The tenderer must provide details on how the testing of system upgrades or enhancements is managed
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	5.10 Sustainability Requirements 

	Ref.
	Description
	Requirement Provided
	Reference
Document Section
	Verified By / Date
	Validation Test

	
	
	Yes
	No
	Partial
	
	
	

	1.
	Climate Action and Low Carbon Development (Amendment) Act 2021 (section 17) 
A relevant body shall, in so far as practicable, perform its functions in a manner consistent with —
a) the most recent approved climate action plan;
b) the most recent approved national long term climate action strategy;
c) the most recent approved national adaptation framework and approved sectoral adaptation plans;
d) the furtherance of the national climate objective, and;
e) the objective of mitigating greenhouse gas emissions and adapting to the effects of climate change in the State.
	
	
	
	
	
	

	2. 
	S.I. 284/2016 European Union Award of Public Authority Contracts), Regulation 18(4) and
S.I. 286/2016, Regulation 35(4)
Contract terms must require the main contractor and any subcontractors/suppliers to comply with all applicable obligations in the fields of environmental law that apply at the place(s) where the works are carried out or the services provided.
	
	
	
	
	
	

	3. 
	S.I. 284/2016 European Union (Award of Public Authority Contracts), Regulation 69(5) and S.I. 286/2016 Regulation 93(5). Abnormally low tenders must be rejected where they do not comply with the environmental obligations set out in Regulation 18(4).
	
	
	
	
	
	




	5.11 Data Protection Requirements.

	Ref.
	Description
	Requirement Provided
	Reference
Document Section
	Verified By / Date
	Validation Test

	
	
	Yes
	No
	Partial
	
	
	

	1.
	The provider must comply with the GDPR, Data Protection Act 2018 and all other applicable data protection legislation in connection with the provision of the services.
	
	
	
	
	
	

	2.
	The provider must comply with the data protection obligations contained in Section 25 (Data Protection) of the IBTS Service Contract and any applicable Data Processing Agreement entered into with IBTS.
	
	
	
	
	
	

	3.
	Where the provider processes Personal Data on behalf of IBTS, the provider will act as a Data Processor and must process Personal Data only on documented instructions from IBTS, unless otherwise required by applicable law.
	
	
	
	
	
	

	4.
	The platform must support the processing of only the Personal Data necessary for agreed performance and professional development purposes. This may include employee identification and organisational information, objectives, development plans, performance assessments or ratings, feedback, comments, review records and associated system/audit information.
	
	
	
	
	
	

	5.
	The provider must ensure that personnel authorised to process Personal Data are subject to appropriate confidentiality obligations and access Personal Data only to the extent necessary for their authorised role.
	
	
	
	
	
	

	6.
	The provider must implement and maintain appropriate technical and organisational measures proportionate to the risks presented by the processing, including appropriate access controls, authentication, encryption, logging, vulnerability management, backup, recovery and security monitoring measures.
	
	
	
	
	
	

	7.
	The solution must support role-based access controls capable of restricting access to employee Personal Data according to authorised IBTS roles and responsibilities and applying the principle of least privilege.
	
	
	
	
	
	

	8.
	The provider must notify IBTS without undue delay after becoming aware of any actual or suspected Personal Data breach affecting IBTS Personal Data and provide IBTS with the information and assistance reasonably required to investigate, manage and meet its statutory reporting obligations.
	
	
	
	
	
	

	9.
	The provider must assist IBTS, taking account of the nature of the processing, in responding to requests from Data Subjects exercising their rights under applicable data protection legislation, including access, rectification, erasure and restriction where applicable.
	
	
	
	
	
	

	10.
	The provider must provide functionality and/or appropriate assistance to enable IBTS to apply its retention requirements to Personal Data held within the platform. Personal Data must be securely returned or deleted at the end of the contract, at IBTS's direction, subject to any applicable legal requirements.
	
	
	
	
	
	

	11.
	The provider must ensure that IBTS Personal Data can be securely exported in an appropriate and commonly usable format to facilitate data subject rights, records management, business continuity and migration to another provider where required.
	
	
	
	
	
	

	12.
	The provider must not appoint a sub-processor to process IBTS Personal Data except in accordance with IBTS's prior written authorisation requirements. The provider must maintain and make available an up-to-date list of relevant sub-processors, their processing functions and the countries/locations from which processing will take place, and must impose equivalent data protection obligations on approved sub-processors.
	
	
	
	
	
	

	13.
	Tenderers must identify the countries in which IBTS Personal Data will be stored, hosted, accessed or otherwise processed, including processing by sub-processors. Personal Data must not be transferred outside the EEA except with IBTS's prior written authorisation and in compliance with applicable requirements governing international transfers.
	
	
	
	
	
	

	14.
	Personal Data processed on behalf of IBTS must not be used by the provider or its sub-processors for their own purposes, including advertising, marketing, profiling, product development or the development or improvement of products or services, unless expressly authorised in writing by IBTS and permitted by applicable data protection legislation.
	
	
	
	
	
	

	15.
	IBTS Personal Data must not be used to train or improve general-purpose or provider AI/machine-learning models without the prior explicit written authorisation of IBTS.
	
	
	
	
	
	

	16.
	The provider must clearly identify any artificial intelligence, automated assessment, profiling, recommendation, scoring or similar functionality included in or available through the platform and explain what Personal Data it uses, how the functionality operates and whether its outputs may be used in decisions concerning employees. Such functionality must be capable of being disabled where required by IBTS.
	
	
	
	
	
	

	17.
	The platform must support data protection by design and by default, including data minimisation, appropriate default privacy settings and the ability for IBTS to configure access, retention and functionality proportionate to its requirements.
	
	
	
	
	
	

	18.
	The provider must make available sufficient information to demonstrate compliance with its data protection obligations and facilitate reasonable audits, assessments or inspections by or on behalf of IBTS.
	
	
	
	
	
	

	19.
	The provider must provide IBTS with reasonable assistance in conducting and maintaining any Data Protection Impact Assessment relating to the platform, including information concerning data flows, hosting, sub-processors, security measures, retention, international transfers and new or materially changed functionality.
	
	
	
	
	
	

	20.
	The provider must enter into an Article 28 compliant Data Processing Agreement with IBTS prior to any processing of Personal Data on behalf of IBTS.
	
	
	
	
	
	





APPENDICES

None
