[bookmark: a801687]SCHEDULE– CYBERSECURITY
This schedule will be amended to reflect the requirements of the National Cyber Security Act as soon as reasonably practicable. 
Definitions: 
Capitalised terms used but not defined herein have the meanings assigned to them in this Schedule, unless the context otherwise requires:
Cybersecurity Requirements: all laws, regulations, codes, guidance (from regulatory and advisory bodies, whether mandatory or not), international and national standards, and sanctions, applicable to either party and relating to security of network and information systems and security breach and incident reporting requirements, including Directive (EU) 2022/2555 and the General Data Protection Regulation ((EU) 2016/679) and national implementing legislation in respect of the same, all as amended or updated from time to time.
[bookmark: a682012]Good Industry Practice: the exercise of that degree of skill, care, prudence, efficiency, foresight and timeliness as would be expected from a leading company within the relevant industry or business sector.
Incident: any Vulnerability, Virus or security incident which:
1. may affect the [Services/Goods]; 
2. may affect the Contractor's network and information systems such that it could potentially affect the Client or the [Services/Goods]; or
3. is reported to the Contractor by the Client.
[bookmark: a321245]Virus: any program which contains malicious code or infiltrates or damages a computer system without the owner's informed consent or is designed to do so or which is hostile, intrusive or annoying to the owner or user and has no legitimate purpose.
Vulnerability: a weakness in the computational logic (for example, code) found in software and hardware components that, when exploited, results in a negative impact to confidentiality, integrity, or availability, and the term Vulnerabilities shall be interpreted accordingly.
[bookmark: _Toc256000028][bookmark: a446471]Security of network and information systems
[bookmark: a968088]The Contractor shall at all times implement appropriate and proportionate technical, operational and organisational measures to:
protect the Client’s network and information systems against unauthorised or unlawful access and against accidental or unlawful loss, destruction, damage, alteration, or disclosure;
comply with the Cybersecurity Requirements; 
The Contractor shall have in place measures to ensure a level of security appropriate to the risk involved, including as appropriate:
the encryption, and if relevant pseudonymisation, of data;
Good Industry Practice controls for authentication and authorisation of access for its employees, including Multi-Factor Authentication where appropriate;
the ability to ensure the ongoing confidentiality, integrity, availability and resilience of systems and services;
the ability to restore the availability and access to data in a timely manner in the event of an Incident; 
a process for regularly testing, assessing and evaluating the effectiveness of security measures; and
imposing obligations on its Subcontractors and agents, by way of separate contracts/agreements which include terms that are the same as, or equivalent to those terms set out in this Schedule in respect of the security of the Client’s network and information systems. 
[bookmark: a723954]The Contractor shall notify the Client without undue delay if it becomes aware of any Incident and shall respond immediately to all queries and requests for information from the Client, and any persons appointed by it, about any Incident, whether discovered by the Contractor or the Client, in particular bearing in mind the extent of any reporting obligations the Client may have under the Cybersecurity Requirements and that the Client may be required to comply with statutory or other regulatory timescales. 
[bookmark: a945130]The Contractor will ensure the business continuity of the [Project/Work/Services] at all times in accordance with [insert reference to IBTS DR plan/requirements], the information on business continuity management set out in ANNEX A and any relevant policies referred to in clause 2.6, with a view to ensuring the continuity of any services to be provided by the Client. 
[bookmark: a793866]The Contractor shall co-operate with the Client, including any persons appointed by it, without delay in relation to: 
[bookmark: a170022]all aspects of its compliance with Cybersecurity Requirements;
[bookmark: a603815]any requests for information, audit or inspection, made by it, including any persons appointed by it, in connection with the Cybersecurity Requirements;
any requests for information, or inspection, made by any regulator, including any persons appointed by it, in connection with the Cybersecurity Requirements;
[bookmark: a966753]any request for information made in respect of any of the information provided in ANNEX A or any policies referred to in clause 2.6; and
[bookmark: a310834]any Incident.
[bookmark: a698401][bookmark: a666781]The Contractor shall (and warrants and represents that it shall) at all times in accordance with Good Industry Practice implement, operate, maintain, and adhere to, appropriate policies to cover the issues specified in ANNEX A 
[bookmark: a233971]The Contractor shall provide copies of the policies referred to in clause 2.6 promptly on request by the Client.
[bookmark: _Toc256000006][bookmark: a338002]Warranties and indemnities
[bookmark: a287030]The warranties and indemnities given in this schedule are in addition to the warranties and indemnities given in other parts of this agreement.
[bookmark: a802293][bookmark: a275723]The Contractor shall indemnify the Client against any loss or damage suffered by the Client in relation to any breach by the Contractor or its Subcontractors or agents of its obligations under this agreement, which results in the Client breaching the Cybersecurity Requirements.
The Contractor warrants that its technical, operational and organisational measures are appropriate to protect the Client’s network and information systems against accidental or unlawful destruction or accidental loss, alteration, unauthorised disclosure or access and against all other unlawful forms of access, and that its technical, operational and organisational measures ensure a level of security appropriate to the risks under the Agreement having regard to best practice  and where applicable relevant European and International standards technical and organisational measures.
The Contractor warrants that the information in ANNEX A on the security of its network and information systems is up to date and accurate and that it will update the Client immediately in the event of any changes to such information. 
The Contractor warrants that:
[bookmark: a425295]the [Goods] will comply with the Cybersecurity Requirements;
[bookmark: a950188]it is in compliance with, and will [perform the Services/deliver the Goods/System] in compliance with, all applicable law and regulations, including the Cybersecurity Requirements;
[bookmark: a108424][bookmark: a375269][the Hardware recommended or supplied by the Contractor on or after the date of this agreement will when assessed on its own or as part of the System comply with the Cybersecurity Requirements]; 
[bookmark: a415450][bookmark: a764248]In performing its obligations under this agreement, the Contractor shall comply with all applicable laws, statutes, regulations and codes from time to time in force, including the Cybersecurity Requirements and the Contractor will inform the Client as soon as it becomes aware of any changes to the same.
[bookmark: a453847]The Contractor shall not be entitled to any increase in the Charges with respect to any changes requested by the Client which are necessary to comply with changes to Cybersecurity Requirements which take effect after the Commencement Date.
[bookmark: a567474]The Contractor shall ensure that each New Release shall comply with the Cybersecurity Requirements.
ANNEX A [bookmark: _Toc256000067][bookmark: a649530][bookmark: _Ref163133926]Contractor's network and information systems security
[bookmark: _Toc256000068][bookmark: a380668]Security of systems and facilities
A description or mapping of the Contractor's information system insofar as it relates to the Client and any policies the Contractor has in place for managing information security, including risk analysis, human resources, security of operations, security architecture, secure data and system life cycle management encryption multi factor authentication and its management.
Its measures to protect the security of its network and information systems from damage using an all-hazards risk-based approach, addressing without limitation system failure, human error, malicious action or natural phenomena.
Its measures including policies to ensure the accessibility and traceability of critical elements used in the provision of the [Services/System/Goods].
Any measures to ensure that the physical and logical access to network and information systems, including administrative security of network and information systems, is authorised and restricted based on business and security requirements.
[bookmark: _Toc256000069][bookmark: a339198]Incident handling
Its detection processes and procedures for ensuring timely and adequate awareness of anomalous events and details of the ways in which it maintains and tests these processes and procedures.
Its processes and policies on reporting incidents and identifying weaknesses and vulnerabilities in its information systems.
Its procedures for assessing the severity of a security incident, documenting knowledge from incident analysis which may serve as evidence and support a continuous improvement process.
[bookmark: _Toc256000070][bookmark: a448412]Business continuity management
Its contingency procedures for ensuring business continuity for the [Services/System/Goods] and details of the ways in which it regularly assesses and tests these.
Its disaster recovery capabilities and details of the ways in which these are regularly assessed and tested.  
[bookmark: _Toc256000071][bookmark: a365404]Monitoring, auditing and testing
Its policies and the maintenance of such policies on:
Conducting planned sequences of observations or measurements to assess whether network and information systems are operating as intended.
Inspection and verification to check whether a standard or set of guidelines is being followed, records are accurate, and efficiency and effectiveness targets are being met.
A process (including technical processes and personnel involved in the operation flow) intended to reveal flaws in the security mechanisms of a network and information system that protect data and maintain functionality as intended. 
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SIGNED for and on behalf of the Client SIGNED for and on behalf of the Contractor

(being a duly authorised officer)

Witness Witness




