EPA Cloud Principles

The tenderer must comply with the applicable EPA cloud principles in the delivery of the service. Please confirm by entering ‘Yes’, ‘No’, or ‘NA’ in the Confirmation column. In the Rationale / Evidence of Compliance column, provide details of how the solution meets the principle, including any relevant controls, processes, standards, certifications, or technical capabilities. Where 'No' or 'N/A' is selected, a clear justification must be provided.

	[bookmark: RANGE!A2]Core Principles
	Confirmation
	Rationale / Evidence of Compliance

	1. Adhere to the compliance and security requirements of the EPA
	
	

	2. Principle of least privilege should be followed
	
	

	3. Data at rest and in transit is required to be encrypted
	
	

	4. Production workloads must be separated from lower tiers
	
	

	5. All modifications to systems are subject to change control
	
	

	6.  EPA-owned directory will be the origin for identity requirements and MFA is required
	
	

	7. Adhere to EPA security requirements for public endpoints. Private endpoints are preferable where possible
	
	

	8.  Enable security logging and auditing directed to a SIEM
	
	

	9.  Use native platform solutions where compliant, unless otherwise specified by EPA
	
	

	10. Support high availability and business continuity /disaster recovery in line with EPA requirements
	
	

	11. Evaluate and challenge on-premises system architecture patterns
	
	

	12.  Use the least complex solution that supports the requirements
	
	

	13. The most cost-efficient design should be used where it can support the solution
	
	

	14.  Use automation and CI/CD where appropriate
	
	

	15. Adhere to EPA and cloud-provider reference architectures
	
	

	16. Solutions cannot go live without successful service introduction
	
	

	17. Explicitly detail the geographical provision of hosting and/or services
	
	

	18.  The service provider agrees to comply with the EPA vulnerability management programme, including mandatory remediation of all critical vulnerabilities within 72 hours of identification or disclosure
	
	

	19.  Solutions are designed sustainably to optimise resource utilisation, minimise environmental impact, including energy use and carbon emissions, and allow comprehensive sustainability reporting, such as greenhouse gas reporting
	
	

	20.  Disclose any AI components and ensure they comply with the AI Act 2024/1689, all relevant regulations, and ethical guidelines for responsible and transparent AI usage
	
	

	21. Ensure cloud solutions are designed and implemented to be accessible to all users by adhering to relevant accessibility standards and best practices outlined in the latest European Accessibility Act
	
	

	
	
	

	Identity Principles
	Confirmation
	Rationale / Evidence of Compliance

	1. External systems cannot provision accounts or modify existing accounts
	
	

	2. Federation of authentication to EPA Microsoft Entra ID is required
	
	

	3. MFA for administration and user access is required
	
	

	4. Preference is for MFA to be facilitated via the existing EPA service
	
	

	5. Source required user attributes directly from EPA Microsoft Entra ID
	
	

	6. Provide an identity access matrix detailing access and role permissions
	
	

	7. Conduct an access review before go-live
	
	

	8.  EPA reserves the right to request periodic reviews of assigned roles and permissions
	
	

	9.  Where required, break glass accounts must adhere to EPA security requirements
	
	

	10. Generic accounts are not allowed; named accounts are required
	
	

	11.  Assignment of elevated permissions is subject to change control. Just-in-time access is preferable, for example through Privileged Identity Management
	
	

	12. Automatic provisioning of accounts to external systems from EPA Microsoft Entra ID is preferred
	
	

	13. Fully record system and service accounts and where each account is used
	
	

	
	
	

	Network Principles
	Confirmation
	Rationale / Evidence of Compliance

	1. All network traffic, regardless of source or destination, must be filtered and protected by an EPA-approved firewall
	
	

	2. All network traffic must be encrypted.
	
	

	3. Modifications to firewall configuration are subject to change control
	
	

	4. Firewall configuration must allow only the minimum access required
	
	

	5. Separate networks by tier, with access restrictions for Production
	
	

	6. Requests for site-to-site VPN access to EPA are subject to technical review and justification
	
	

	7. Approved site-to-site VPN connections must adhere to EPA IPSec standards
	
	

	8. Point-to-site VPN connectivity to EPA will not be provided
	
	

	9. Public inbound endpoints are subject to EPA security requirements
	
	

	10. Where functionality exists, enable logging for troubleshooting and security audits
	
	

	11. Document potential impact to bandwidth and provide it for EPA review
	
	

	12. Document external secondary network services required for functionality and provide them for EPA review
	
	

	
	
	

	[bookmark: _Hlk234574474]Data Principles
	Confirmation
	Rationale / Evidence of Compliance

	1. Complete, assess and obtain EPA DPO sign-off on a DPIA form before introducing a new system
	
	

	2. Provide the classification of data.
	
	

	3. Where PII is identified, agree data ownership between EPA and the third party and put a data processing agreement in place
	
	

	4.  Specify data residency where the solution is not hosted by EPA
	
	

	5. Adhere to EPA compliance requirements for data storage and retention
	
	

	6. Apply industry-standard encryption as standard
	
	

	7.  EPA must retain an independent ability to decrypt EPA data
	
	

	8. Recovery of data must adhere to EPA RPO requirements
	
	

	9. Document performance and capacity requirements for EPA review
	
	

	10. Ensure the ability to export EPA data where data is externally hosted
	
	

	11. Modifications to data-access permissions are subject to change control
	
	

	12. Separate data by tier, with access restrictions for Production
	
	

	13. Non-production tiers must use non-live, anonymised data
	
	

	14. Enable logging and auditing for troubleshooting and security audits
	
	

	15. Notify the EPA DPO immediately of any data breach and adhere to GDPR legislation
	
	

	16. Where data migration is required, document the format and method and provide them for EPA review
	
	

	17. Provide details of automated integrity checks used to ensure the reliability and accuracy of hosted data
	
	

	
	
	


	Security Principles
	Confirmation
	Rationale / Evidence of Compliance

	1. An EPA-owned penetration test will be completed, and outcomes actioned before go-live
	
	

	2. EPA reserves the right to conduct penetration tests at regular intervals throughout the solution lifetime
	
	

	3. Notify the EPA Information Security Officer immediately of all presumed and/or confirmed breaches
	
	

	4. Hosted solutions must follow best-practice security-update policies and software end-of-life procedures
	
	

	5. A detailed incident-response procedure must be in place
	
	

	6. Provide details of all certified security standards maintained or followed
	
	

	7. EPA reserves the right to request detailed vulnerability-resolution procedures.
	
	

	8. Clearly understand and accurately record which security responsibilities remain with the organisation and which are performed by suppliers
	
	

	9. Enable and retain audit logs for 365 days and provide them to EPA for analysis on request
	
	

	10. Log and analyse administrative actions to identify suspicious or abnormal behaviour
	
	

	11. Investigate and report activities outside normal, expected bounds
	
	

	12. Complete a security review of assigned permissions against capabilities before go-live
	
	

	
	
	

	Operational Principles
	Confirmation
	Rationale / Evidence of Compliance

	1. Provide EPA-required documentation before go-live and/or service introduction
	
	

	2. Complete detailed handover and/or training appropriate to the solution
	
	

	3. Successfully complete onboarding of services before go-live
	
	

	4. Meet EPA BCDR requirements as appropriate to the solution
	
	

	5. Store EPA backup data within an immutable storage solution
	
	

	6. Provide point-in-time restore capability and test it quarterly, as appropriate to the solution
	
	

	7. Provide detailed email-integration requirements and ensure integration meets EPA system requirements
	
	

	8. Do not use the EPA domain for notification, messaging or communication services
	
	

	9. Where externally hosted, email communications must follow best practice
	
	

	10. Provide details of adherence to SBOM compliance
	
	

	11. Integrate EPA-hosted solutions with EPA SIEM. For externally hosted solutions, integrate and detail an equivalent service
	
	

	12. For externally hosted solutions, provide details of monitoring patterns. For EPA-hosted solutions, detail application-specific monitoring requirements
	
	

	13. Where suitable, shut down or deallocate lower-tier environments when not in use and decommission or retire them when no longer required
	
	

	14. Detail the ability to scale up/down and in/out
	
	




	Glossary of Terms
	Meaning

	AI
	Artificial Intelligence

	AIE
	Access to Information on the Environment

	BCDR
	Business Continuity and Disaster Recovery

	CI/CD
	Continuous Integration/Continuous Deployment

	DPIA
	Data Protection Impact Assessment

	DPO
	Data Protection Officer

	EPA
	Environmental Protection Agency

	FOI
	Freedom of Information

	GHG
	Greenhouse Gas

	IaaS
	Infrastructure as a Service

	ISO
	Information Security Officer

	IPSec
	Internet Protocol Security

	MFA
	Multi-Factor Authentication

	Microsoft Entra ID
	New name for Azure Active Directory

	OWASP
	Open Worldwide Application Security Project

	PaaS
	Platform as a Service

	PII
	Personally Identifiable Information

	PIM
	Privileged Identity Management

	RPO
	Recovery Point Objective

	SaaS
	Software as a Service

	SBOM
	Software Bill of Materials

	SIEM
	Security Information and Event Management

	VPN
	Virtual Private Network

	WAF
	Web Application Firewall
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