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[bookmark: _Toc110950331][bookmark: _Toc165293459]Section C – Data Protection
Please answer all the questions, if the answer is ‘not applicable’ please indicate this by stating N/A.

	1. Service Description and Data Flow: Describe how the proposed service will receive, process, store, transmit and dispose of personal data throughout the service lifecycle. Include:
· Data inputs and outputs.
· System architecture overview.
· Integration points.
· Data flow between systems.
· Any third-party hosted components.

	




	2. Personnel Security: Describe the measures used to ensure personnel handling personal data are trustworthy and appropriately trained. Include:
· Recruitment screening.
· Confidentiality obligations.
· Security vetting (where applicable).
· Ongoing training.
· Leaver management processes.

	




	3. Data Location and International Transfers

Processing and Storage Locations: Provide a complete list of all countries where personal data may be:
· Processed.
· Stored.
· Backed up.
· Accessed remotely.
· Supported or administered.
Include both primary and secondary locations

International Transfers: State whether any personal data will be transferred, accessed, stored or processed outside the EEA. Yes:  ☐ No:  ☐ 
If yes:
· Identify all relevant countries.
· Explain the purpose of each transfer.
· Identify the data involved.
· Describe who will receive the data.

Transfer Mechanisms: Where transfers outside the EEA occur, describe the transfer mechanism(s) that will be used. Specify whether the transfer relies on:
· European Commission Adequacy Decision.
· Standard Contractual Clauses (SCCs).
· Binding Corporate Rules (BCRs).
· Approved Certification Mechanism.
· Approved Code of Conduct.
· Article 49 GDPR Derogation.
· Other lawful mechanism (specify).

Transfer Risk Assessment: Describe the assessment performed to determine whether transferred data receives an equivalent level of protection. Your response should include:
· Whether a Transfer Impact Assessment (TIA) has been completed.
· Frequency of review.
· Consideration of local surveillance or disclosure laws.
· Any supplementary technical, contractual or organisational measures adopted.

EU/EEA Data Residency: Can the proposed service operate with all personal data remaining exclusively within the EU/EEA? Yes:  ☐ No:  ☐
If yes, describe how this is achieved.
If no, explain the limitations and identify any processing activities that cannot be confined to the EU/EEA.

	




	4. Sub-processors and Third Parties

Sub-processor Register: Provide details of all sub-processors or third parties that may process, access or store personal data. For each sub-processor provide:
· Legal name.
· Service provided.
· Processing purpose.
· Processing location.
· Storage location.
· Whether data leaves the EEA.

Due Diligence and Oversight: Describe how you assess, appoint and monitor sub-processors. Include:
· Security assessments.
· GDPR assessments.
· Contractual requirements.
· Audit rights.
· Ongoing monitoring arrangements.

Change Control: Describe your process for appointing new sub-processors. Include:
· Notification process.
· Approval process.
· Typical notice periods.
Customer objection rights.

	




	5. Retention, Return and Secure Deletion

Retention Framework: Describe your retention policy for all personal data processed under the contract. Include:
· Retention periods.
· Business justification.
· Legal or regulatory requirements.
· Review processes.

End of Contract Arrangements: Describe your process for returning, transferring or disposing of personal data at contract expiry or termination. Include:
· Timescales.
· Handover arrangements.
· Format of returned data.
· Verification procedures.

Secure Deletion: Describe how personal data is permanently deleted or irreversibly anonymised. Include:
· Methods used.
· Systems affected.
· Verification procedures.
· Destruction standards applied.

Backup Deletion: Explain how personal data contained within backups is managed following deletion requests or contract termination.

Deletion Certification: Confirm whether you can provide formal deletion certification or written confirmation of destruction upon request. Yes:  ☐ No:  ☐
If yes, describe the information that will be provided.

	



	6. Data Subject Rights Assistance and Personal Data Breaches

Data Subject Rights Support: Describe how you support the Authority in responding to:
· Access requests.
· Rectification requests.
· Erasure requests.
· Restriction requests.
· Portability requests.
· Objection requests.

Data Discovery and Retrieval: Describe the tools, systems and processes used to identify and locate personal data quickly. Include:
· Search capabilities.
· Record indexing.
· Audit trail functionality.
· Data mapping arrangements.

Response Times: Provide your typical and contractual response times for assisting with data subject requests.

Personal Data Breaches: Describe your breach detection, escalation and notification process. Include:
· Investigation approach.
· Internal escalation arrangements.
· Customer notification timelines.
· Information provided to the Authority.
· Post-incident review activities.

	



	7. Governance, Accountability and Compliance

Data Protection Governance: Describe your overall data protection governance framework. Include:
· Accountability arrangements.
· Policies and procedures.
· Risk management processes.
· Records of processing activities.

Data Protection by Design and Risk Assessment: Describe how privacy and data protection requirements are incorporated into service design. Include:
· Privacy by Design principles.
· Data Protection Impact Assessments.
· Security risk assessments.
· Change management processes.
· New product and service reviews.

Audit and Compliance Assurance: Describe the assurance mechanisms used to demonstrate ongoing compliance. Include:
· Internal audits.
· External audits.
· Compliance monitoring.
· Customer audit rights.
· Remediation tracking.

Data Protection Officer: Confirm whether you have a Data Protection Officer or equivalent privacy lead. Yes:  ☐ No:  ☐
If yes, provide:
· Role title.
· Reporting structure.
· Responsibilities.

Training and Awareness: Describe how staff receive and maintain data protection training. Include:
· Mandatory training requirements.
· Frequency.
· Contractor training.
· Role-based privacy training.

	







	Signed by the Tenderer
	




	Title

	

	For and on Behalf of
	


	Date
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