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CONTROLLER TO PROCESSOR AGREEMENT

THIS AGREEMENT is made on………. day of……………. 2026
BETWEEN: 
1. Rásaíocht Con Éireann / Greyhound Racing Ireland, company number 8145 having its registered office at Greenpark, Dock Road, Limerick (the “Data Controller”); and 

2.  _____________________incorporated and registered in Ireland under company number _________________ whose registered office is at _______________________(the “Data Processor”). 

3. (Each a “Party” and collectively the “Parties”).
RECITALS:
A. The Parties have agreed to enter into this Agreement to facilitate the provision of services by one Party to the other Party to the extent that the provision of such services involves the processing of Personal Data and/or Special Categories of Data, for the purposes of ensuring compliance with Data Protection Laws (defined below). 

B. The Parties will ensure compliance with Regulation (EU) 2016/679, the Data Protection Act 2018 and any other applicable data protection law. 

C. The Parties agree to Process such Personal Data and Special Categories of Data in accordance with and subject to the terms and conditions hereafter appearing.

D. The Parties listed in Schedule I agree to the clauses set out herein, including the Schedules to ensure compliance with Article 28 (3) and (4) of Regulation (EU) 2016 /679. 

E. These clauses apply to the processing of personal data as specified in Schedule II.

OPERATIVE TERMS:
The Parties agree as follows:
1. DEFINITIONS AND INTERPRETATION
1.1 In this Agreement (including the Recitals and Schedules), unless the context otherwise requires, the following terms shall have the following meanings:

“Data Protection Laws” 	means the data protection and information privacy laws of Ireland and the European Union and includes any legislation in force from time to time which implements the General of Data Protection Regulation EU 2016/679 (the "GDPR"), and Data Protection Acts 1988 and 2018 (as amended) and/or any corresponding or equivalent EU or Irish laws or regulations, once in force and applicable.
“Effective Date” 				means the date of this Agreement. 
“Law”	means any constitution, law, treaty, statute, ordinance, code, rule, regulation, executive order, administrative order or other order, judgment or determination of any Governmental Authority, Regulatory Requirement, applicable principle of common or civil law, or any binding agreement with any Governmental Authority, as amended from time to time within the scope of this Agreement.	

“Personal Data” 	has the meaning as set out in Data Protection Laws.

“Services”	means any services provided by the Data Processor to the Data Controller under the terms of this Agreement and/or any other agreement entered between the Data Processor and Data Controller including but not limited to past and future agreements; and 

“Special Categories of Data”	has the meaning as set out in Data Protection Laws.
The interpretation of clauses is to be in line with the General Data Protection Regulation (EU) 2016/679
1.2 In this Agreement:

1.2.1 references to clauses, sub-clauses and schedules are to the clauses and sub-clauses of and schedules to this Agreement;

1.2.2 the Schedules form part of this Agreement and shall have effect as if set out in full in the body of this Agreement; 

1.2.3 the clause headings are included for convenience only and shall not affect the construction of this Agreement;

1.2.4 words denoting the singular shall include the plural and vice versa and words denoting any gender shall include a reference to each other gender;

1.2.5 a reference to writing or written includes faxes and e-mail;

1.2.6 any obligation in this Agreement on a person not to do something includes an obligation not to agree, allow, permit or acquiesce in that thing being done;

1.2.7 where the words include(s), including or in particular are used in this Agreement, they are deemed to have the words without limitation following them. Where the context permits, the words other and otherwise are illustrative and shall not limit the sense of the words preceding them;

1.2.8 references to persons shall be deemed to include references to natural persons, firms, partnerships, companies, corporations, associations, organisations, foundations, and trusts (in each case whether or not having separate legal personality); and

1.2.9 references in this Agreement to statutory provisions shall (where the context so admits and unless otherwise expressly provided) be construed as references to those provisions as respectively amended, consolidated, extended, or re-enacted during the term of this Agreement (as the context requires) and to any orders, regulations, instruments, or other subordinate legislation made under the relevant statutes.

2. APPOINTMENT AND TERM
2.1 Any capitalised terms used in this Agreement (including the Recitals) will have the meaning given to them in the Data Protection Laws.

2.2 The sole purpose of this Agreement is to deal with the effects of Data Protection Laws and to ensure compliance with Data Protection Laws, where the Personal Data of Data Subjects is shared by the Parties. It does not purport to implement any other contractual terms in respect of the relationship between the Parties, nor to amend any such terms as may exist at the date of this Agreement PROVIDED THAT if, and to the extent that, any other contractual terms that have been agreed, or may in future be agreed, between the Parties conflict with the terms of this Agreement, the terms of this Agreement shall prevail except where such contractual terms are specifically expressed to vary the terms of this Agreement.

2.3 The purpose of this Agreement is to describe the terms and conditions which govern the appointment of ____________________________________in respect of the Processing of Personal Data and Special Categories of Data on behalf of Rásaíocht Con Éireann / Greyhound Racing Ireland the Data Controller. 

2.4 The Data Processor acknowledges and agrees that it will receive and Process certain Personal Data and Special Categories of Data, details of which are set out in Schedule II (Description of Processing) of this Agreement, in order and for as long as is necessary to perform its obligations under this Agreement.

2.5 This Agreement shall commence on the Effective Date and shall continue in force unless and until terminated by either Party. 

3. [bookmark: _Ref505938766]DATA PROCESSING
3.1 The Data Processor shall ensure that its internal operating systems only permit properly authorised personnel to access Personal Data and Special Categories of Data.

3.2 [bookmark: _Ref505938781]The Data Processor shall provide appropriate training to its personnel with respect to:

(i) the correct handling of Personal Data and Special Categories of Data to minimise the risk of security breaches; and

(ii) the requirements of the applicable Data Protection Laws.

3.3 The Data Processor acknowledges and agrees that it will:

(i) only Process Personal Data and Special Categories of Data in accordance with the Data Controller’s written instructions as set out in this Agreement and Schedule II unless required to do so by Union or Member State law to which the processor is subject. In this case, in accordance with Clause 3.8, the processor shall inform the Data Controller of that legal requirement before processing unless the law prohibits this on important grounds of public interest. 

(ii) subsequent instructions may also be given by the Data Controller throughout the duration of the processing of personal data. These instructions shall always be documented.

(iii) only use, reproduce or otherwise Process any Personal Data collected in connection with providing the Services to the extent necessary to provide the Services.

(iv) not modify, amend, or alter the contents of the Personal Data, except as directed by the Data Controller. 

(v) not, without the Data Controller’s written approval, process any Personal Data and Special Categories of Data on any Data Processor systems on which data (including any Personal Data and Special Categories of Data) is Processed for any person outside of the Data Controller; and

(vi) implement and maintain a system for logging and identifying all Data Processor personnel accessing any Personal Data and Special Categories of Data through Data Processor systems and if requested by the Data Controller, the Data Processor shall provide to the Data Controller a copy of the access log.

3.4 [bookmark: _Ref505938998]The Data Processor shall implement appropriate technical and organisational measures (in particular those required under the GDPR) to assure a level of security appropriate to the risk to the security of Personal Data and Special Categories of Data, in particular, from accidental or unlawful destruction, loss, alteration, unauthorised, disclosure of or access to Personal Data in accordance with the Data Processor’s obligations under Data Protection Laws and Schedule III of this Agreement (the “Technical and Organisational Measures…Including Measures to Secure the Data”). The Security Measures may also include as appropriate:

(i) the pseudonymisation and encryption of Personal Data;
 
(ii) the ability to ensure the ongoing confidentiality, integrity and availability of the Personal Data and Special Categories of Data and resilience of the Data Processor systems used for such Processing.

(iii) the ability to restore the availability and access to the Personal Data and Special Categories of Data, in a timely manner but no later than 24 hours, in the event of a physical or technical incident; and

(iv) a process for regularly testing, assessing, and evaluating the effectiveness of technical and organisational measures for ensuring the security of the processing. 

3.5 The Data Controller may notify the Data Processor immediately if it does not consider that the Security Measures ensure an appropriate level of security for Personal Data and Special Categories of Data. The Data Controller shall notify the Data Processor of any additional or amended security controls or measures which the Data Controller considers in its reasonable opinion is necessary to ensure compliance with Data Protection Laws. The Data Processor agrees to implement such additional security controls or measures.

3.6 The Data Processor agrees and warrants that the Security Measures are appropriate to protect Personal Data and Special Categories of Data against accidental or unlawful destruction or accidental loss, alteration, unauthorised disclosure or access, in particular where the processing involves the transmission of data over a network, and against all other unlawful forms of Processing, and that these measures ensure a level of security appropriate to the risks presented by the Processing and the nature of the Personal Data and Special Categories of Data to be protected having regard to the state of the art and the cost of their implementation.

3.7 [bookmark: _Ref505938856]Without limiting the Data Processor's other obligations under this Clause 3.7, the Data Processor:

(i) may disclose Personal Data and Special Categories of Data to its Personnel but only those who:

a) need to know for the purpose of providing the Services (and only to that extent);

b) have been trained in accordance with Clause 3.2; 

c) are subject to a binding contract to keep the Personal Data confidential (or are under an appropriate statutory obligation of confidentiality), and

(ii) may only disclose Personal Data to any other person with the prior written consent of the Data Controller, and, where the Data Controller provides its consent, only where the person is subject to a binding commitment to keep the Personal Data confidential (or are under an appropriate statutory obligation of confidentiality).

3.8 [bookmark: _Ref505938747]If the Data Processor or Data Processor personnel are required by Law and/or an order of any court or competent jurisdiction or any regulatory, judicial or governmental body to disclose the Personal Data and Special Categories of Data, the Data Processor shall, except where prohibited by Law, first:

(i) give the Data Controller notice of the details of the proposed disclosure;

(ii) give the Data Controller a reasonable opportunity to take any steps it considers necessary to protect the confidentiality of the Personal Data and Special Categories of Data including but not limited to seeking such judicial redress as the Data Controller may see fit in the circumstances;

(iii) give any assistance reasonably required by the Data Controller to protect the confidentiality of the Personal Data and Special Categories of Data; and

(iv) inform the proposed disclosee that the information is confidential.

3.9 Without limiting the Data Processor's other obligations under this Agreement, the Data Processor shall not engage any third-party processors to Process Personal Data and Special Categories of Data without the prior written consent of the Data Controller. If the Data Processor engages any third party to Process any Personal Data and Special Categories of Data, the Data Processor shall impose on such third party, by means of written contract the same data protection obligations as set out in this Agreement (including the stipulations contained in the Schedules). 

3.10 The Data Processor shall inform the Data Controller of any intended changes concerning the addition or replacement of any third-party processors and shall not make any such changes without the prior written consent of the Data Controller.

3.11 The Data Processor shall remain liable to the Data Controller for Processing by such third parties as if the Processing was being conducted by the Data Processor.

3.12 The Data Processor acknowledges and agrees that the Data Processor or Data Processor personnel may not transfer Personal Data and Special Categories of Data to any Third Country except to the extent that the transfer is expressly approved by the Data Controller in writing. 

3.13 [bookmark: _Ref505938874]The Processor shall not process, access, store, transfer or otherwise make Personal Data available outside the European Economic Area without the prior written authorisation of the Controller. 

ASSISTANCE

3.14 Each Party shall co-operate with the other party to the extent necessary to enable that party to comply with any requests of the Office of the Data Protection Commission or other competent Supervisory Authority in respect of the Personal Data.

3.15 [bookmark: _Ref505938812]The Data Processor shall: 

(i) [bookmark: _Ref505938797]make available to the Data Controller all information necessary to demonstrate compliance with the obligations set out in Article 28 of the GDPR;

(ii) immediately inform the Data Controller if, in its opinion, an instruction given or request made pursuant to Clause 3.15 (i) infringes Regulation (EU) 2016/679 or other Data Protection Laws;

(iii) taking into account the nature of the Processing, provide such assistance including by using appropriate technical and organisational measures as the Data Controller may require for the fulfilment of the Data Controller’s obligation to respond to requests for exercising the Data Subject's rights laid down in Chapter III of the GDPR;

(iv) provide such reasonable co-operation and assistance as the Data Controller may require to enable the Data Controller to comply with its obligations and in particular those obligations under Articles 32-36 of the GDPR, including without limitation to notify the Data Controller without undue delay and in any event within twenty four (24) hours following the Data Processor becoming aware of a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, Personal Data (“Personal Data Breach”). The Data Controller shall without undue delay notify the Data Processor of any Personal Data Breach affecting the Data Processor;

(v) immediately notify the Data Controller of any monitoring activities and measures undertaken by the Data Supervisory Authority that supervises the applicable Data Protection Laws;

(vi) support the Data Controller regarding the Data Controller’s obligations to provide information about the collection, processing or usage of Personal Data and/or Special Categories of Data to a Data Subject;

(vii) deal promptly and properly with all inquiries from the Data Controller relating to its Processing of the Personal Data and Special Categories of Data;

(viii) if the Data Processor receives any request by any person to access or correct Personal Data and/or Special Categories of Data, the Data Processor shall, within two (2) Business Days, notify the Data Controller and provide the Data Controller with the full details of that request; and 

(ix) ensure that the Personal Data and Special Categories of Data are not in any way used, manipulated, distributed, copied, or processed for any other purpose than for the fulfilment of the contractual obligations as explicitly agreed upon and arising from this Agreement.

(x) provide reasonable assistance to the Data Controller with any data protection impact assessments, and prior consultations with Supervising Authorities or other competent data privacy authorities, which the Data Controller reasonably considers to be required by article 35 or 36 of the GDPR or equivalent provisions of any other Data Protection Law, in each case solely in relation to Processing of Controller Personal Data by, and taking into account the nature of the Processing and information available to, the Contracted Processors.
[bookmark: _Ref505938883]
AUDIT

3.16 The Data Processor shall maintain proper records of any Personal Data and Special Categories of Data recovered from or on behalf of the Data Controller and of all training carried out regarding the technical and organisational data Security Measures. 

3.17 [bookmark: _Hlk232584691][bookmark: _Hlk232585494]The Data Processor shall make available to the Data Controller on request all information necessary to demonstrate compliance with the obligations set out in Article 28 of the GDPR and this Agreement, and shall allow for and contribute to audits, including inspections, by the Data Controller or an auditor mandated by the Data Controller in relation to the Processing of Data Controller Personal Data by the Contracted Processor/s. 

3.18 The Data Processor may satisfy audit requests in the first instance by providing relevant certifications, audit summaries, security documentation and other compliance materials reasonably sufficient to demonstrate compliance with this Agreement, including evidence relating to the Data Processor’s ISO/IEC 27001-certified information security management system. Any audit shall be subject to reasonable confidentiality, security and operational restrictions and shall not permit access to data, systems or confidential information relating to other customers of the processor.

3.19 Audits shall be conducted on not less than 10 days' written notice, during normal business hours, no more than once per calendar year (except where there is reason to suspect a breach of the obligations may have occurred). The costs of any audit shall be borne by the Data Controller unless the audit reveals material non-compliance, in which case the costs shall be borne by the Data Processor.
[bookmark: _Ref505938891]
INFORMATION OBLIGATIONS 

3.20 If the Data Processor cannot provide compliance or foresees that it cannot comply with its obligations as set out in this Agreement, for whatever reasons, it agrees to promptly inform the Data Controller of its inability to comply, in which case the Data Controller is entitled to suspend the transfer of Data.

3.21 The Data Processor will promptly notify the Data Controller about:

(i) any legally binding request for disclosure of the Personal Data and/or Special Categories of Data by a law enforcement authority unless otherwise prohibited, such as a prohibition under criminal law to preserve the confidentiality of a law enforcement investigation;

(ii) any accidental, unauthorised access, or other event that constitutes a Personal Data Breach; and

(iii) any request received directly from the Data Subjects without responding to that request, unless it has been otherwise authorised to do so.
[bookmark: _Ref505938908]BREACH AND INDEMENITY 

3.22 [bookmark: _Ref505938830]If the Data Processor becomes aware of any Personal Data Breach including that it or any person is accessing, using, disclosing or otherwise Processing any Personal Data in contravention of this Agreement or Data Protection Laws (or has done so), the Data Processor shall without undue delay and in any event within 24 hours give the Data Controller notice of the full details of the contravention. 

3.23 The Data Processor acknowledges and agrees that the Data Controller’s knowledge of, or response to, any notice given pursuant to Clause 3.22, whatever form that may take, does not affect any other rights of the Data Controller under this Agreement.

3.24 [bookmark: _Hlk232601197][bookmark: _Ref505938930]The Controller and the Processor shall each comply with their respective obligations under this Agreement and Applicable Data Protection Laws and each shall (to the extent permitted by law) be liable for all losses, damages, claims, costs, and expenses arising out of or in connection with its own breach of this Agreement, its breach of applicable data protection law, its negligence or wilful misconduct. Neither Party shall be liable for the acts, omissions or breaches of the other party. 

RETURN OR DESTRUCTION OF PERSONAL DATA

3.25 The Data Processor shall, at any time, on request by the Data Controller:

(i) not use, copy disclose or otherwise Process any Personal Data and/or Special Categories of Data and promptly return the Personal Data to the Data Controller; and

(ii) if requested by the Data Controller, securely destroy all copies of the Personal Data and/or Special Categories of Data received and/or processed by it under this Agreement unless European Union or Member State law requires storage of the Personal Data and/or Special Categories of Data.

(iii) Within thirty (30) days of termination or expiry of the Agreement, the Data Processor shall, and procure that its Sub-processors, if any, shall: return all Personal Data to the Data Controller; or destroy all Personal Data in a manner agreed to by the Data Controller, unless a law binding on the Data Processor or its Sub-processors prevents it from doing as requested.

4. AMENDMENTS
 
4.1 In the event that the Data Protection Laws are amended or replaced by subsequent legislation or regulations or in the event that case law or findings of the relevant Data Protection Authority pursuant to the Data Protection Laws require amendments to this Agreement, in the reasonable opinion of the either Party then the other Party shall agree to such amendments to this Agreement and will enter into a deed of variation to effect such amendments.

5. TERMINATION 
 
5.1 [bookmark: _Ref505938943]The Parties agree that on the termination of the Services, the Data Processor and any Sub-Processors shall return all the Personal Data and Special Categories of Data transferred including any data storage media supplied to the Data Processor, and the copies thereof to the Data Controller or shall delete all the Personal Data and certify to the Data Controller that it has done so, unless legislation imposed upon the Data Processor prevents it from returning or deleting all or part of the Personal Data transferred. 


6. COSTS AND EXPENSES

6.1 The Parties shall pay its own costs, charges and expenses incurred in relation to the preparation, execution and carrying into effect of this Agreement.

7. WAIVER

7.1 A failure by either Party to exercise and any delay, forbearance, or indulgence by either Party in exercising any right, power or remedy under this Agreement shall not operate as a waiver of that right, power or remedy or preclude its exercise at any subsequent time or on any subsequent occasion. The single or partial exercise of any right, power or remedy shall not preclude any other or further exercise of that right, power, or remedy. No custom or practice of the Parties at variance with the terms of this Agreement shall constitute a waiver of the rights of either Party under this Agreement.

8. [bookmark: _Ref505938985]NOTICES

8.1 Any notice required to be given under this Agreement shall be in writing and shall be served if hand delivered or sent by prepaid recorded or special delivery post or prepaid international recorded airmail to the address and for the attention of the relevant Party set out in Clause 8.2 or at such other address as either Party may designate from time to time in accordance with this Clause.

8.2 [bookmark: _Ref505938973]The identity and addresses of the Parties for the purposes of written notices are:

(i) Data Controller:
Rásaíocht Con Éireann / Greyhound Racing Ireland
Greenpark
Dock Road
Limerick
V94 Y17X

(ii) Data Processor:


or such other address as may be notified in writing from time to time by the relevant Party to the other. Any such change to the place of service shall take effect immediately after notice of the change is received or (if later) on the date (if any) specified in the notice as the date on which the change is to take place.
8.3 Any notice sent pursuant to this Clause 8 shall be deemed to have been served if hand delivered or sent by prepaid recorded or special delivery post or prepaid international recorded airmail, at the time of delivery.

9. FURTHER ASSURANCE

Each Party shall do and execute, or arrange for the doing and executing of, each necessary act, document, and thing reasonably within its power for the purpose of giving full effect to this Agreement.

10. SEVERABILITY

If any Clause or part of this Agreement is found by any court, tribunal, administrative body or authority of competent jurisdiction to be illegal, invalid or unenforceable then that provision will, to the extent required, be severed from this Agreement and will be ineffective without, as far as is possible, modifying any other Clause or part of this Agreement and this will not affect any other provisions of this Agreement which will remain in full force and effect, unless the substantive purpose of this Agreement is then frustrated, in which case either Party may terminate this Agreement on written notice to the other.

11. ENTIRE AGREEMENT

This Agreement constitutes the entire agreement between the Parties with respect to the subject matter of this Agreement unless otherwise agreed to in writing.

12. VARIATIONS

No variation of this Agreement shall be effective unless made in writing, expressed to be a variation of this Agreement, and signed by or on behalf of each of the Parties.

13. COUNTERPARTS

This Agreement may be executed in any number of counterparts, each of which so executed will be an original, but together will constitute one and the same instrument.
14.     TRANSFERS OUTSIDE THE EEA
The Data Processor shall not transfer Personal Data outside the EEA without the prior written consent of the      Data Controller. Any authorised processing outside the EEA shall be undertaken only in accordance with Chapter V of the GDPR and the Processor shall ensure that appropriate transfer safeguards remain in place throughout the processing period. The Processor shall immediately notify the Controller of any actual or suspected inability to comply with this clause.
15. GOVERNING LAW AND JURISDICTION 

This Agreement is governed by and shall be construed in accordance with the laws of Ireland. The courts of Ireland have exclusive jurisdiction to hear and decide any suit, action, or proceedings, and to settle any disputes, which may arise out of or in connection with this Agreement and, for these purposes, each Party irrevocably submits to the exclusive jurisdiction of the courts of Ireland.

THIS AGREEMENT has been signed on the date stated at the beginning of the Agreement.
	
SIGNED for and on behalf of 
Rásaíocht Con Éireann / Greyhound Racing,
as Data Controller.

By: Owen O’Doherty 

Print Name: Owen O’Doherty

Title: Head of Legal & Compliance/DPO
	
SIGNED for and on behalf of

as Data Processor

By: __________________________

Print Name: __________________________

Title:  ____________________________




Date: ____________________				    Date:  ____________________________




SCHEDULE I
LIST OF PARTIES

Controller:
1. Rásaíocht Con Éireann / Greyhound Racing Ireland
Contact person’s name, position and contact details: …
Signature: Owen O’Doherty
Data Protection Officer: Owen O’Doherty
Data Protection Officer contact details:
[bookmark: _Hlk232590918]Rásaíocht Con Éireann / Greyhound Racing Ireland
Greenpark
Dock Road
Limerick
V94 Y17X

Email: owen.odoherty@grireland.ie
Processor(s): 



Contact person’s name, position and contact details: …
Signature: …
Tite:
Date:



SCHEDULE II 
DESCRIPTION OF THE PROCESSING
Categories of data subjects whose personal data is processed.
	

	










	[●]



Elements of personal data processed.
	

	














	[●]




Sensitive personal data processed (if applicable) and applied restrictions or safeguards that fully take into consideration the nature of the data and the risks involved, such as for instance strict purpose limitation, access restrictions (including access only for staff having followed specialised training), keeping a record of access to the data, restrictions for onward transfers or additional security measures.
Special category personal data
	







	




The Service Provider is required to provide information in respect of its personal data processing related to its Services, the extent of which is determined and controlled by the Service Provider at its sole discretion, and which may include, but is not limited to, Personal Data relating to the following categories of Data Subjects and categories of Personal Data:
Subject Matter of Processing: 

Nature of Processing: 

Purpose of Processing: 


Duration of Processing: 






















SCHEDULE III 
TECHNICAL AND ORGANISATIONAL MEASURES INCLUDING TECHNICAL AND ORGANISATIONAL MEASURES TO ENSURE THE SECURITY OF THE DATA






























SCHEDULE IV
SUB-PROCESSORS 

	
	Name
	Purpose
	Location
	Adequacy Mechanism

	1.
	
	
	
	

	2.
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