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Guidance Note for DPIA Template
A DPIA is a risk assessment on the likely impact on the rights and freedoms of individuals caused by a given processing activity. DPIAs are required under Part 5 of the Data Protection Act 2018 (Section 84) and the General Data Protection Regulation (Articles 35 and 36) where a particular processing activity is likely to result in a high risk to the rights and freedoms of individuals. A DPIA must include:
· a systematic description of the proposed processing activity to which it relates, including the necessity and proportionality of the processing to the stated purpose of the activity;
· an assessment of the potential risks to the rights and freedoms of data subjects as a result of the proposed processing activity; and,
· a description of any safeguards, security measures or mechanisms proposed to be implemented by An Garda Síochána as the data controller to mitigate any risks and ensure the protection of personal data.

Where a DPIA identifies high risks that cannot be reduced by mitigating measures, the Data Protection Commission (DPC) must be consulted on the draft DPIA. An Garda Síochána’s Data Protection Unit has developed this template for business areas to complete DPIAs, can provide advice and guidance on draft DPIAs and manages any related consultation processes with the DPC.

This template sets out how you can record the Data Protection Impact Assessment (DPIA) process and results, through completion of the following Stages:
· Stage 1 provides an initial screening exercise to summarise the processing activity and assess whether or not a DPIA is required;
· Stage 2 is where a detailed description of the processing activity should be outlined;
· Stage 3 is where the features of the processing activity should be documented, including the technical and organisational measures in place to safeguard the data being processed, to confirm the activity is in compliance with the key principles of data protection;
· Stage 4 is where the specific controls for ensuring data subject’s rights are protected are documented alongside the procedures for notifying any data breaches to the DPC;
· Stage 5 is where the approach to stakeholder engagement and consultation on the given processing activity can be documented;
· Stage 6 is the risk assessment where all risks related to the processing activity are documented along with relevant safeguards and mitigations to provide an assessment of their impact, likelihood, and overall risk score;
· Stage 7 is where consultation with the DPC is considered and documented, including a summary of any feedback provided by the DPC on the draft DPIA; and,
· Stage 8 is where the final sign off for the processing activity and DPIA is documented and review arrangements outlined. 

· Appendix A outlines examples of risks and risk categories that may be of assistance in completing the risk assessment in Stage 6.
· Appendix B includes a template for reviewing your DPIA to account for any changes to the scope of the processing activity or the introduction of new processing activities. Depending on the nature of the changes to be introduced, this template allows you to review and update your DPIA, and in particular your risk assessment, without necessarily having to complete a new draft DPIA in its entirety.

You can start to fill in details from the beginning of the project, after the screening questions have identified the need for a DPIA to be completed. 

All text highlighted in yellow (including this guidance note) is intended to assist and inform the completion of the assessment and can be deleted from your DPIA as the draft develops.

Further guidance on DPIAs is available on the DPC website, including a DPC Guidance Note on DPIAs and a list of types of data processing operations that require a DPIA.
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Processing Activity to which this DPIA relates

	Processing Activity
	The processing activity involves the temporary deployment, live operation and short-term data storage of overt Closed-Circuit Television (CTTV) for, State Security–related or large-scale special events being delivered at short notice. These events often involve heightened national-security considerations, the presence of dignitaries, protected persons, or critical infrastructure, and requires enhanced situational awareness and real-time monitoring to prevent potential threats.

CCTV will be deployed to:

· Enhance public and dignitary safety
· Provide live situational awareness to State Security and policing teams
· Support protective operations, counter-terrorism monitoring and tactical risk assessments
· Deter, detect, and respond to serious criminal activity or security threats
· Assist with crowd management, access-control oversight, and protection of restricted zones
· Support coordination between Garda units, specialist security teams, and national security partners


	Data Controller
	An Garda Síochána 

	Business Owner
	Assistant Commissioner, Roads Policing & Community Engagement

	Data Protection Officer
	Liam Behan, An Garda Síochána DPO

	Processor(s)
	Winning vendor of upcoming procurement competition 
Power to process data obtained under this Part 34 of Garda Síochána (Recording Devices) Act 2023. 

A member of Garda personnel may, for a purpose referred to in section 27 (1), and in accordance with an applicable code of practice, process data (including personal data) obtained—
 
(a) pursuant to an authorisation given under this Part, and
(b) where the authorisation was given to a local authority under section 28 , pursuant to access given to members of Garda personnel under subsection (4)(a) of that section.



	Version
	DPIA V.1 

	Version notes
	Initial draft

	Date
	28/07/2026
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	Acronyms
	Meaning

	AGS
	An Garda Síochána

	CCTV
	Closed – Circuit Television

	COP
	Code of Practice

	DEMS
	Digital Evidence Management System

	DPA
	Data Protection Act

	DPC
	Data Protection Commissioner

	DPIA
	Data Protection Impact Assessment

	DPO
	Data Protection Officer

	DPP
	Director of Public Prosecutions

	DPU
	Data Protection Unit

	EEA
	European Economic Area

	ECHR
	European Convention on Human Rights 

	EU
	European Union

	GardaSAFE
	Situation Awareness for Enhanced Security

	GSOC
	Garda Síochána Ombudsman Commission

	GDPR
	General Data Protection Regulation

	GNCSIS
	Garda National Crime & Security Intelligence Service

	HQ
	Headquarters

	ID 
	Identification

	ICT
	Information and Communication Technology

	LED
	Law Enforcement Directive

	NVB 1a
	Vetting Invitation Form

	POF
	Proof of Concept

	RFT
	Request for Tenders 

	SLAs
	Service Level Agreements 

	TPRM
	Third Party Risk Management





List of Annexes 
The table below contains a list of annexes available as reference for Tender review. 
	No.
	Description
	File name
	Available 

	1.
	Signage Design Specification to outline the size, quality and content of the signs required for CCTV for Special Events
	Annex 1 - CCTV Signage Specification For Town Centres
	Yes

	2.
	
	Annex 2 - 01b CathexisVision 2026 Cybersecurity Overview.pdf
	Yes

	3.
	
	Annex 3 - 02 SilverNet PRO Range Gen 5 Cybersecurity Compliance Pack.pdf
	Yes

	4.
	
	Annex 4 - 03a CathexisVision Audit Trail Example 01.PNG
	Yes

	
	
	Annex 5 - 03b CathexisVision Audit Trail Example 02.PNG
	Yes









Stage One: Identify the need for a DPIA

1.1 Provide a General Description of the Processing Activity

The temporary deployment of CCTV for special events by An Garda Síochána aims to record and monitor real-time video footage in public spaces during high-profile, high-density or major events. 
The primary objectives are to: 
· Ensure Public Order and Safety: monitor crowd dynamics and traffic flow to maintain public order and precent safety hazards
· Crime prevention and Deterrence: Deter potential criminal acts, anti-social behaviours and terrorism threats 
· Incident management and Investigations: Provide live situation awareness to operational commanders to enable fast emergency response

The nature of the processing activity involves the real-time visual monitoring, recording, transmission, storage and review of personal date – specifically facial images, physical appearances, and movements  - of members if the public captured by the temporary CCTV systems deployed in publicly accessible spaces. 
The benefits to having in place these CCTV cameras can be identified across several stakeholders 
· Benefits to An Garda Síochána
· Enhanced Situational Awareness: provides real-time visibility to command units, allowing for proactive crowd management and rapid deployment of resources during incidents 
· Operational Efficiency & Evidence Gathering:  Delivers high-quality objective video footage to support criminal investigations, speed up detections and ais prosecutions
· Officer Safety: Acts as a deterrent against violence or assault targets at responding officers
· Benefits to the Public and Event Attendees
· Crime Deterrence & Enhances Safety: reduces the likelihood of public order offences, theft, assaults and anti-social behaviour in crowded spaces
· Faster Emergency Response: Enables quicker detection of medical emergencies, security threats, improving overall event safety 
· Public Reassurance: Visible surveillance increases the feeling of security for attendees and residents 
· Benefits to other Interested Parties
· Inter-Agency Coordination: Supports shared operational planning and real-time coordination with event security, fire and ambulance services 
· Traffic and Crowd Optimisation Helps local authorities and transport providers manage crowd ingress/egress, traffic congestion and emergency access routes efficiently 

This activity processes personal data (facial images, physical appearance, and spatial movements) of large volumes of the public with the potential to incidentally capture special category data, it constitutes processing for a law enforcement purpose under Part 5, Section 71 of the Data Protection Act 2028.  The underlying statutory mandate is anchored in Section 7 of the Garda Síochána Act 2005,which obligates the organisation to preserve peace, protect life and property, and prevent crime, while the specific operational power to deploy temporary recording devices and process surveillance footage is governed by the Garda Síochána (Recording Devices) Act 2023 and its associated statutory Codes of Practice.
· Outline the details of the business area with responsibility for the processing and any key external stakeholders or partner organisations that have a role in the processing activity (e.g. another public body also acting as a data controller for their own purposes in relation to the processing activity, or a contracted service provider acting on behalf of An Garda Síochána); and,

Power to process data obtained under this Part 34 of Garda Síochána (Recording Devices) Act 2023. 

A member of Garda personnel may, for a purpose referred to in section 27 (1), and in accordance with an applicable code of practice, process data (including personal data) obtained—
 
(c) pursuant to an authorisation given under this Part, and
(d) where the authorisation was given to a local authority under section 28 , pursuant to access given to members of Garda personnel under subsection (4)(a) of that section.


 



1.2	Is personal data being processed?

Personal Data means any information relating to an identified or identifiable natural person. 

A data subject is an individual to whom personal data relates. A data subject can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to their physical, physiological, genetic, mental, economic, cultural or social identity.

	Categories of Data Subject

	Categories of Personal Data Processed

	Guests, audience members, or members of the public inside the designated event zone or venue perimeter
	· Visual & Physical Identifiers: Clear facial images, physical appearance, clothing, hair, height
· Location & Time Data: Spatial coordinated within the venue, entry/exit timestamps, dwell times in specific zones 
· Behavioural Data: Movement direction, crowd density/flow and interaction with event facilities 

	Passerby or Surrounding Public (Non – Attendees)
	· Visual & Physical Identifiers: Facial images and physical characteristics captured incidentally on public footpaths or roadways 
· Location & Time Data: Timestamped transit history outside the official event perimeter
· Vehicle Data: Licence plates number and vehicle details


	Event Staff, Security, Garda Members , Vendors & Volunteers
	· Visual & Physical Identifiers: Facial images and physical appearance, and staff uniform/accreditation badge details 
· Workplace & Operational Data: Shift duration, presence at assigned posts, work pace and response activities during duties 
· Location & Movement Data: real-time location tracking  


	Vulnerable Data Subjects 
	· Visual & Physical Identifiers: Images revealing age (children/minors) or physical vulnerabilities
· Special Category Data (Art 9 GDOR Health Data): Visible indicators of physical disability, medical distress, mobility assistance or visible intoxication 
 


	Performers, Speakers, VIPs & Participants 
	· Visual & Physical Identifiers: High-definition facial features, entourage or companion images 
· Location & Travel Data: Exact movement timelines through high-security areas  


	Persons involved in security incidents or suspicious activity 
	· Criminal Offence Data Art 10 GDPR/Section55 Data Protection Act 2018: Video footage of alleged illegal acts, assaults, public disorder, theft or perimeter breaches
· Incident Metadata: High-precision timestamps, camera Angles







1.3	Are Special Categories of Personal Data Being Processed?

Special Category personal data refers to particular categories of personal data that are subject to additional protections and restrictions on processing under Part 5 of the Data Protection Act 2018 and the GDPR.

No direct special category data is intentionally collected.

Incidental capture may include:

· Political affiliation indicators (flags, badges, attire)
· Religious attire or symbolism
· Trade union insignia
· Biometric traits (facial features, gait)

Such capture is incidental, unavoidable, and proportionate to the national-security context.
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1.4	Processing of Personal Data concerning Criminal Convictions and Offences

Article 10 of the GDPR requires that personal data relating to criminal convictions and offences should only be processed under the control of an official authority or when the processing is authorised by Union or Member State law. 

Section 55 of the Data Protection Act 2018 further defines processing under the control of an official authority and the alternative bases that may apply to the processing of so-called ‘Article 10’ data concerning criminal convictions and offences.

Processing of personal data, including data concerning criminal convictions and offences, for law enforcement purposes as defined under Section 70(1)(a) of the Data Protection Act 2018 is subject to Part 5 of the Data Protection Act 2018, which transposed the Law Enforcement Directive (LED, EU 2016/680) into national law, and not the GDPR.

[Complete the below checklist to identify the basis for processing of criminal convictions/offences data]

	Is personal data being processed for the purposes of preventing, investigating, detecting, prosecuting criminal offences, including the safeguarding against, and the prevention of, threats to public security; or the execution of criminal penalties? 
	
Yes

	Is data concerning criminal convictions and offences (Article 10 data) being processed?
	Yes

	If Article 10 data is to be processed under GDPR, which provisions of Section 55 apply to the processing activity?
	Under Section 55 of the Data Protection Act 2018, CCTV processing Article 10 offence data is permitted when carried out under official authority (s55(1)(a)), to prevent injury or damage (s55(1)(b)(iv)) and under statutory powers (s55(1)(b)(v)). 


	


1.5	‘High Risk’ Processing

DPC guidance identifies circumstances where processing is likely to result in a high risk to the rights and freedoms of natural persons, and where therefore a DPIA is required. The DPC guidance references a list of circumstances identified by the EU’s Article 29 Data Protection working party and the DPC’s own guidance note on types of processing activities requiring a DPIA. The below checklist of high risk processing activities is based on this guidance.

[Complete the below checklist to identify any high risk processing that would necessitate completion of a DPIA. In respect of the risk of large scale processing, where it is possible provide an estimate as to the number of data subjects within scope of the proposed processing activity]

	Is it High Risk Processing?
	Yes/No

	Evaluation or scoring (including profiling and predicting)
	No

	This processing is seen as high risk especially when it concerns the data subject's performance at work, economic situation, health, personal preferences or interests, reliability or behaviour, location or movements.

Examples could include screening data subjects against watch lists or reference databases. The DPC view processing using profiling or algorithmic means that could result in legal or other similarly significant effects as inherently high risk such that a DPIA is mandatory. Profiling activities that process data concerning individuals at a large scale or are targeted at vulnerable persons (including children) are also seen as high risk.
	

	Automated-decision making producing legal or other significant effects
	No

	Automated processing that may lead to the exclusion or discrimination against individuals.  
	

	Systematic monitoring
	Yes

	Processing used to systematically observe, monitor, track or control data subjects’ behaviour. This includes, but is not limited to, data collected through a systematic monitoring of a publicly accessible area (e.g. CCTV in public places). 
	

	Processing of sensitive personal data
	Yes

	Can include processing of special categories of personal data or Article 10 data (see Sections 1.3 and 1.4 above, includes biometric, DNA or health data processing) or processing of other sensitive data (e.g. location data, financial data, personal or private communication data). The CCTV data could indicate political affiliation or Religious belief by association or presence near a religious site also by the way one dresses. Other inferences could be made by association with other data subjects.
	

	Data processed on a large scale 
	Yes

	While ‘large scale’ is not defined in data protection legislation the following matters have been considered in determining if this criterion has been met: Some event sites could have as many as 80,000 individuals at any one time
· the estimated number of data subjects concerned either as a specific number or a proportion of the relevant population; 
· the volume of data and/or the range of different data items being processed; 
· the duration, or permanence, of the data processing activity; and,
· the geographical extent of the processing activity.

The DPC also view large scale processing as being particularly high risk where it is processed for a purpose other than that for which it was originally collected or involves special category personal data.This data will not be processed outside of the original purpose for which it was collected.
	

	Datasets that have been matched or combined
	YES

	Matching or combining datasets is seen as high risk where the data is sourced from two or more data processing operations performed for different purposes and/or by different data controllers in a way that would exceed the reasonable expectations of the data subject, does not ensure adequate transparency for the data subject on the purpose of the processing, or where the linking significantly contributes to or is used for profiling/behavioural analysis.  It is not unknown for CCTV data to be used in investigations and compared or matched to other CCTV Data which the subject may have been captured on. However this is always carried out manually and cross checked carefully against other data.
	

	Data concerning vulnerable data subjects
	Yes

	Includes processing where there is power imbalance between the data subject and the data controller such that the data subject may be unable to easily consent to, or oppose, the processing of their personal data. Vulnerable groups of data subjects may include children, employees of the data controller, mentally ill persons, elderly individuals or asylum seekers.
It is always the case that any incident captured on CCTV may include vulnerable or unintended captures of children etc. but AGS always ensures the data is managed carefully in that case.
	

	Innovative use or applying technological or organisational solutions
	No

	The use of a new technology can trigger the need to carry out a DPIA, particularly when using state of the art or emerging technologies or introducing new and novel technology to existing ways of working.Written authorisation will be required from the Garda Commissioner before any new technologies are deployed fro processing and a separate DPIA will be required if that is the case.
	

	Data transfer across borders outside the European Union
	Yes

	Transfer outside of the EU requires a specific assessment as to the legal basis for same, the safeguards in place governing transfer and the agreed understanding between the parties regarding arrangements for onward transfer once personal data is disclosed. It is possible that events at a special event or at a VIP visit may lead to the sharing of CCTV footage outside the jurisdiction but again this will be managed under existing cross border agreements.   
	

	When the processing prevents data subjects from exercising a right or using a service or contract
	No

	Linked to profiling, processing is deemed to be high risk where it prevents a data subject from accessing a service or entered into a contract (e.g. vetting or other character reference checks)
	





0. Additional Considerations 

DPC guidance states that a DPIA is not required in circumstances where:
· Processing operations do not result in a high risk to the rights and freedoms of individuals; 
· Processing was previously found not to be at risk by DPIA; 
· Processing has already been authorised by the DPC;
· Processing already has an existing clear and specific legal basis in EU or Member State law and where a DPIA has already been carried out as part of the establishment of that legal basis or where the legal basis states that a DPIA is not required; or
· Where the processing is listed by the DPC as one that does not require a DPIA.

DPIAs are not required where the purpose of processing is outside of the scope of either the GDPR or Part 5 of the Data Protection Act 2018. This includes, per Section 8(1)(a) of the Data Protection Act 2018, where processing is for the purposes of safeguarding the security of the State. The Data Protection Act of 1988 (as amended) continues to apply for processing of personal data for this purpose and the other purposes listed under Section 8. 

0. Conclusion

	Is there a requirement to proceed to complete the DPIA?

	Yes a DPIA is required
[If the conclusion is Yes, proceed to complete Stages 2 through 6 of the DPIA and submit a draft to the Data Protection Unit for review – GDPR.dataprotection@garda.ie]
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Stage Two: A detailed description of the processing activity
 
[In this Section, expand on the summary provided in Section 1.1 to provide a detailed description of the processing activity and information flows. 

0. The purpose(s) of the processing

The primary purpose of deploying temporary or special event CCTV is to support An Garda Síochána in fulfilling its statutory duty to maintain public order and safety during high density public gathering. The deployment aims to 

· Enhance public and VIP safety
· Provide live situational awareness to State Security and policing teams
· Support protective operations, counter-terrorism monitoring and tactical risk assessments
· Deter, detect, and respond to serious criminal activity or security threats
· Assist with crowd management, access-control oversight, and protection of restricted zones
· Support coordination between Garda units, specialist security teams, and national security partners

The activity involves the temporary installation, operation and monitoring of CCTV camera units in publicly accessible areas for the duration of the event.
· Data Collected: Continuous visual video recordings (and live feeds) of individuals with camera range including metadata
· Operation: Live monitoring for operational command centres
· Retention: Recorded footage retained from the initial installation day before the event (for testing and commissioning) until the day of camera removal. Video data may be retained for 30 days post event. 

The benefits to An Garda Síochána of these services include, enhanced tactical oversight, accelerated response tines to incidents, protects operation members, and provides robust admissible video evidence for prosecutions, For the public, it improves safety and security at major gathering, acts as a visual crime deterrent and aids in missing person tracing or medical emergency management. For Event organiser and Local Businesses, it ensures a secure environment, reduces property damage or vandalism and helps maintain public infrastructure and transport flows around the venues. 
The Garda Commissioner acts as the legal Data Controller for processing under law enforcement legislation (e.g. Data Protection Act 2018. Law Enforcement Directive and the Garda Síochána (recording Devices) Act 2023). The Strategic Commander of the event oversees the operational deployment and day to day monitoring during the event. The Garda Data Protection Officer (DPO) ensures adherence to data protection principles. 
In respect to external stakeholders, there are a number including Third-Party Contractor, Event Management, Local Authorities and Public Transport Operators. 



0. A systematic description of the envisaged processing operations

· Detail the full life cycle of the processing activity (collection, retention, consultation and use, procedures for review and deletion/destruction of records when no longer required);
· If available, include a flow diagram to clearly outline and explain data flows and how data is kept secure at each stage of the processing activity;
· Detail the control mechanisms in place to govern each stage of the processing activity’s life cycle. Reference any relevant policies/procedures/manuals applicable to the processing activity, along with arrangements for logging and audit/review mechanisms for AGS personnel involved in the processing of personal data as part of the activity.
· Note in respect of logging that for automated processing systems, it is a requirement under Section 82 of the Data Protection Act 2018 for the data controller to create and maintain a data log of operations carried out by that system, including:
· The collection of personal data and the alteration of any such data;
· The consultation of the personal data by any person;
· The disclosure of the personal data, including transfer, to any other person;
· The combination of the personal data with other data; and,
· The erasure of the personal data in part or in full.
· The data log should record the date, time and reason for the consultation or disclosure of any data held, the identity of the individual consulting the data, and the identity of any individual to whom personal data is disclosed.

CCTV systems are deployed on a temporary basis to support State Security operations and Special Events in the public arena. This includes a combination of fixed, mobile, and vehicle-mounted units configured for high-risk environments.

Processing activities include:

· Live monitoring by trained Garda and State Security personnel
· Real-time liaison with protective-operations teams
· Integration with command-and-control systems for threat escalation
· Monitoring of security perimeters, controlled access points, and VIP transit routes
· Temporary recording and secure storage of footage
· Use of zoom or enhanced imaging for threat identification, where proportionate
· Download and analysis of incidents earmarked for investigation 

Footage is encrypted end-to-end, stored securely, and accessible only to authorised and vetted operational staff with a demonstrated need-to-know.

Audit logs record:

· Access to review or playback events
· Data exports on written authorisation only
· System changes
· Operator interventions


Mobile units and elevated or telescopic camera platforms are secured physically to prevent tampering, sabotage, or unauthorised access.
Retention.

· Recorded footage retained from the installation day before the event (for testing and commissioning) until the day of camera removal.  Video data may be held for 30 days post event.
· Footage required for threat analysis, security investigations, or intelligence purposes may be retained longer in accordance with specific statutory exemptions
· All deletions follow secure-erasure standards appropriate for Garda systems


Stage Three: Compliance with key principles of Data Protection

This section outlines how the proposed processing activity is carried out in compliance with the key principles of data protection outlined under Section 71 of the Data Protection Act 2018 and Article 5 of the GDPR, as applicable.

0. Lawfulness and fairness of processing

Section 7(1) of the Garda Síochána Act 2005 outlines that the function of An Garda Síochána is to provide policing and security services for the State with the objective of:
1. preserving peace and public order
1. protecting life and property
1. vindicating the human rights of each individual
1. protecting the security of the State
1. preventing crime
1. bringing criminals to justice, including by detecting and investigating crime, and
1. regulating and controlling road traffic and improving road safety.

This is the underlying statutory mandate for the provision of special event CCTV. 

0. Transparency

While for operational reasons certain details may be withheld due to security sensitive nature. Where event CCTV is being put in place, the following transparency measures are also deployed 
· Public notices and signage (see Annex 1)
· Garda Website Public CCTV FAQs What is Public Closed Circuit Television? - Garda
· Advance public communications when security permits 
· Garda Siochana (Recording Devices ) Act 2023
· Code of Practice  on Public Closed Circuit Television (CCTV)

In addition to seeking the views of the public the Garda Commissioner is also mandated to seek views from the:
· Minister for Justice, Home Affairs and Migration
· Policing & Community Safety Authority
· Office of the Police Ombudsman - Fiosrú
· Data Protection Commission
· Irish Human Rights and Equality Commission
Prior to the Code of Practice being issued in a Part 8 consultation process, a Human Rights Impact Assessment was conducted and a Data Protection Impact Assessment will also be conducted before the Code of Practice can be considered by the Minister for Justice, Home Affairs and Migration for publication as a Statutory Instrument.
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0.1 Necessity and proportionality of the proposed processing

Where an event presents an elevated threat profile requiring enhance surveillance 
CCTV is necessary because:
· It enables rapid detection of hostile threats
· It increases officer situational awareness in large crowds
· It prevents, disrupts, or monitors high-risk behaviours
· Less intrusive alternatives are insufficient for national security protection
· Surveillance areas are restricted to operational necessity, and data is retained only as long as essential.


	Ref
	Proposed Processing Activity
	Rights of Data Subject affected
	Purpose of processing and necessity and effectiveness of the processing activity for meeting this objective
	Scope, extent and intensity of intrusiveness of processing vs. alternatives
	Safeguards introduced
	Summary evaluation (a ‘fair balance’) of necessity and proportionality of processing

	1
	[Give a clear, concise description of proposed activity]. 
	[Consider and document which fundamental rights (as listed in the EU Charter of Fundamental Rights) are impacted by the processing activity (e.g. right to privacy, freedom of expression, free movement)]. 
	[Outline why the proposed processing is necessary for meeting the stated purpose. Why is this purpose an important and legitimate objective to achieve? What benefits does the processing achieve – does it help to protect fundamental rights, deliver on a legislative function/requirement or solve a distinct problem?]. 
	[Document here the potential negative impacts of the processing activity i.e. the level of intrusiveness with the right to privacy or other rights affected. Document any less intrusive alternatives to the processing activity. What are the reasons why these would not achieve the same benefits?]
	[Summarise here the safeguards introduced to govern the processing activity such that the impact on rights is mitigated. For example, is there a defined scope and circumstances for the processing (including set policies and procedures), technical safeguards on access and use of data, or limitations on how long or in what form personal data is held?]
	[Conclude here with the rationale for why, on balance, the proposed processing is necessary and proportionate for the stated purpose]

	2
	Event Safety 
	Live monitoring of the event environment 
	· Enhance public and dignitary safety
· Provide live situational awareness to State Security and policing teams
· Support protective operations, counter-terrorism monitoring and tactical risk assessments
· Deter, detect, and respond to serious criminal activity or security threats
· Assist with crowd management, access-control oversight, and protection of restricted zones
· Support coordination between Garda units, specialist security teams, and national security partners

	The right to privacy is a general expectation of all private individuals going about their business. However there is an expectation that An Garda Siochana will ensure the safety and well being of the public at  all special events and major security events and this expectation outweighs the right to privacy which is normally the case. 
	An Garda Siochana publish the Code of Practice for CCTV in a public place and how the data will be processed lawfully.

Adequate Signage will be installed. (see Annex 1) 

FAQs are available on the Garda Website 
	A member of Garda personnel may apply in writing to the Commissioner of the Garda Síochána for an authorisation for the installation, operation or both, of CCTV in one or more specified locations for the sole or primary purpose of recording a public place for
(a) the prevention, investigation, detection or prosecution of criminal offences
(b) safeguarding against, and the prevention of, threats to public security, including securing public safety and public order, or
(c) the protection of the security of the State

	3
	Threat detection and security operations
	Live Monitoring of the Event environment with a view to detecting any dangerous acts or placement of devices 
	· Enhance public and dignitary safety
· Provide live situational awareness to State Security and policing teams
· Support protective operations, counter-terrorism monitoring and tactical risk assessments
· Deter, detect, and respond to serious criminal activity or security threats
· Assist with crowd management, access-control oversight, and protection of restricted zones
· Support coordination between Garda units, specialist security teams, and national security partners

	
	An Garda Siochana publish the Code of Practice for CCTV in a public place and how the data will be processed lawfully.

Adequate Signage will be installed. (see Annex 1)

FAQs are available on the Garda Website 
	A member of Garda personnel may apply in writing to the Commissioner of the Garda Síochána for an authorisation for the installation, operation or both, of CCTV in one or more specified locations for the sole or primary purpose of recording a public place for
(d) the prevention, investigation, detection or prosecution of criminal offences
(e) safeguarding against, and the prevention of, threats to public security, including securing public safety and public order, or
the protection of the security of the State

	4
	Policing and crime prevention 
	Live view of Garda interaction with the public and event patrons. This ensures that all actions are monitored and recorded 
	· Enhance public and dignitary safety
· Provide live situational awareness to State Security and policing teams
· Support protective operations, counter-terrorism monitoring and tactical risk assessments
· Deter, detect, and respond to serious criminal activity or security threats
· Assist with crowd management, access-control oversight, and protection of restricted zones
· Support coordination between Garda units, specialist security teams, and national security partners

	
	An Garda Siochana publish the Code of Practice for CCTV in a public place and how the data will be processed lawfully.

Adequate Signage will be installed.(see Annex 1)

FAQs are available on the Garda Website 
	A member of Garda personnel may apply in writing to the Commissioner of the Garda Síochána for an authorisation for the installation, operation or both, of CCTV in one or more specified locations for the sole or primary purpose of recording a public place for
(f) the prevention, investigation, detection or prosecution of criminal offences
(g) safeguarding against, and the prevention of, threats to public security, including securing public safety and public order, or
the protection of the security of the State

	5
	Post event analysis where required for lawful purposes
	Any incidents which require further investigation or prosecution 
	Ensures Garda response to any incidents identified are proportionate and ensures that a criminal activity is followed up and prosecuted.
	
	An Garda Siochana publish the Code of Practice for CCTV in a public place and how the data will be processed lawfully.

Adequate Signage will be installed. (see Annex 1)

FAQs are available on the Garda Website 
	A member of Garda personnel may apply in writing to the Commissioner of the Garda Síochána for an authorisation for the installation, operation or both, of CCTV in one or more specified locations for the sole or primary purpose of recording a public place for
(h) the prevention, investigation, detection or prosecution of criminal offences
(i) safeguarding against, and the prevention of, threats to public security, including securing public safety and public order, or
the protection of the security of the State

	6
	
	
	
	
	
	



	
0.2 Purpose limitation

Data will be used solely for:
· Event safety
· Threat detection and security operations
· Policing and crime prevention
· Post-event analysis where required for lawful purposes
· No unrelated secondary uses are permitted.




0.3 Data Minimisation

[This principle requires that controllers only collect and process personal data that are adequate, relevant, and limited to what is necessary for the purposes for which they are processed. 

To satisfy this principle 

· Cameras are positioned to avoid unnecessary intrusion into private spaces
· Zoom and tracking used only for security-relevant purposes
· Only essential operational metadata is collected
· Data is only used if authorised for investigation purposes and requires written consent from the Data Controller before it can be removed
· Data will be destroyed after 30 days post event



0.4 Accuracy

This principle requires that controllers ensure personal data are accurate and, where necessary, kept up to date. Controllers should take every reasonable step to ensure that personal data which are inaccurate are erased or rectified without delay, having regard to the purposes for which they are processed. 

In satisfy this principle

· Real-time operator oversight ensures correct interpretation
· Systems provide accurate timestamps, device IDs, and geolocation metadata
· Operational checks ensure cameras remain correctly aligned and calibrated
· Data is stored securely 




0.5 Storage Limitation

This principle requires that controllers must hold personal data, in a form which permits the identification of individuals, for no longer than is necessary for the purposes for which the personal data are processed. 
To meet this principle there is a standard deletion policy across all special events camera of 30 days after the event
Extended retention permitted only where footage relates to:
· Active investigations
· Security intelligence
· Offences detected or suspected




0.6 Integrity & Confidentiality

This principle requires that personal data should be processed in a manner that ensures appropriate security and confidentiality of the personal data. This includes protection against unauthorised or unlawful access to or use of personal data and the equipment used for the processing. It also requires the use of appropriate technical or organisational measures to guard against accidental loss, destruction or damage.

The following mechanism are employed to satisfy this principle 
· Encryption (device, system, and transmission, rest, transit)
· Vetted personnel only
· Segregated State Security access levels
· Secure control rooms and operational bases
· Full audit logging and regular supervisory checks




3.7.1 Electronic security controls
	[bookmark: _Hlk236834763]Security Control
	Description
	Control(s) implemented

	Encryption
	Encryption can be implemented to ensure the confidentiality of data stored (in a database, archive storage and/or backups, etc.). The procedure for managing encryption keys (creation, storage, change in the event of suspected cases of data compromise, etc.) should also be detailed, along with the encryption used to ensure data is secure in transit as part of data flows. 
	[Outline all relevant security controls in place for the processing activity related to this topic.

Where a security control is not applied, provide a brief explanation as to why it is not relevant or suitable as a control mechanism for the processing activity.]
See accompanying guides -  01b CathexisVision 2026 Cybersecurity Overview.pdf and 02 SilverNet PRO Range Gen 5 Cybersecurity Compliance Pack.pdf for details of the encryption measures in place on the NVR and on the wireless links used for these cameras. (see Annex 2 and 3)

	Anonymisation
	Anonymisation enhances the security of personal data by removing information that identifies or could identify an individual data subject. Some techniques are reversible and are classified as pseudononymisation.
	CCTV is by its nature capturing the Data subjects image as it collects the data so it is not possible in this case to anonymise the data but in the context of the situation in general the persons identity is mainly unknown unless the person is already known to the police and we do not attempt to name anyone unless we have a incident and we need it.

	Data partitioning (in relation to the rest of the information system)
	Data partitioning enhances security by separating types of personal data by category and applying different access solutions based on business needs (e.g. archiving of older data or applying additional security measures to more sensitive data)
	This is generally not required as data is only held for a maximum of 30 days unless there is a legitimate reason for saving the data. We generally do not categorise CCTV data as it is mainly anonymised data.

	Logical Access Control
	Logical access control requires the validation of an individual user’s identity through a mechanism such as a password, PIN number or other token to facilitate their access to data. It can also be used to differentiate access privileges to individuals depending on their roles and responsibilities in an organisation. Section 77 of the Data Protection Act 2018 outlines specific requirements for data controllers and processors to implement technical and organisational measures for automated systems designed to prevent unauthorised access and use.

Indicate here whether the users' profiles are defined and attributed for the processing activity and specify the authentication means implemented and the rules applicable to authentication (e.g. minimum requirements for passwords in respect of length, characters, lock out mechanisms for failed access attempts).
	All CCTV systems used for Special events are password protected, and user rights are role specific. In general no garda user has the right to download data and must have permission to download the data.

In general, it is very rare that Special event CCTV data has to be downloaded it is the exception not the rule.
Access to the special event CCTV is generally for control room users and no one else has access to it at present.
Some observation rooms may be setup for other event agencies and control to what they see is strongly monitored.


	Managing Devices/
Workstation Access
	Describe here the controls implemented on workstations and devices used for the processing activity in addition to logical access controls (e.g. automatic locking, firewalls etc).
	The access to the Work stations are at present for Control room staff involved with the event at present. No one else has access to the workstations. In the case of CCTV data being sent to an existing Garda CCTV system for storage then all the same rules around CCTV storage and access applies to the users involved.

	Traceability & Logging
	Traceability and logging refers to the facility in a system to record and track discrete events and provide a continuous view of the usage of a system. User logs can provide an accountable record of the actions taken by individual users. Section 82 of the Data Protection Act 2018 outlines specific requirements for automated processing systems to have the capability to create and maintain data logs that capture information on the collection, alteration, combination, consultation, disclosure and erasure of data held on the system. In respect of any consultation or disclosure, the log should also record the date and time, reason for access, the identity of the user accessing the system, and the identity of any recipient to whom data was disclosed.
	The NVR Audit Server/Site menu is a full view on the servers history and every action that have been taken and by whom.  This cannot be edited by anyone and can be exported directly from the GUI as a report.  This report allows you to filter by specific users, specific actions and on specific resources (Cameras, I/O, Monitors, Integrations).

The logged actions are as follows:
• Archive Camera
• Change Configuration
• Change Login
• Change Users
• Control Output
• Login/Logout
• Monitor Control
• PTZ Control
• Review Camera
• Start/Stop Monitoring Camera

See accompanying sample screenshots - 03a CathexisVision Audit Trail Example 01.png and 03b CathexisVision Audit Trail Example 02.png (see Annex 4 and 5)

	File Integrity Monitoring
	File Integrity Monitoring (FIM) is an internal control or process that validates the integrity of an operating system or application software by verifying the current state against a trusted baseline. This monitoring can be implemented to occur at regular or irregular intervals or in real time, and can be applied to data at rest (i.e. in storage) or in transit (as part of data flows).
	The supplier of the equipment ensures the integrity of the system they are fully qualified and PSA registered and they check the workstations and storage systems regularly to ensure the integrity of the CCTV system.

	Backups
	Backups are a copy of data held in a secondary location for preservation in case of equipment failure or other issue arising that causes corruption or loss of the original data. Section 77 of the Data Protection Act 2018 requires that automated systems have the facility to be restored in the event of a service interruption and that personal data stored on the system cannot be corrupted by means of a malfunctioning of the system.

Indicate for the processing activity how backups are managed. Clarify how backup data is stored securely.
	Not Applicable.  CCTV footage is not backed up as there is no operational requirement for it or benefit to this.  The large database sizes involved in storing high resolution recordings across numerous cameras make the creation of backups effectively impractical and prohibitively expensive.  The integrity of the primary CCTV recording database is assured through the use of RAID storage.

	Archiving
	Archiving is the process of securely storing inactive information for long term retention. Archived data is often subject to separate and more defined access controls than data required for day-to-day use. 

Only personal data required to be retained should be subject to archiving measures. Such measures should work in tandem with either a set retention period for personal data or an established review mechanism to assess whether there is a continued rationale for retaining personal data (including personal data that may have been archived).

In describing the processes for archive management it may be of assistance to refer to HQ Directive 11/2009. This directive is the current organisational policy in respect of management (including archiving) of Departmental records in An Garda Síochána in line with the provisions of National Archives legislation.
	In general, the CCTV data is overwritten after 30 days at present. Daat is only archived when the CCTV data is used in investigations of incident s which have occurred at the special event.

The management of any CCTV Data downloaded for evidential purposes will come under evidence management protocols and the data should be backed up and stored in PEMS for the duration of its use. CCTV data may be shared with the defence solicitors and Courts but there are will know practices which surround this used in the sharing of all Evidential data

	Operating Security
	Describe here how software updates to operating systems or applications used as part of the processing activity are managed and the ongoing integrity of the processing maintained.]
	As the CCTV systems utilised for special events are short term usually under a week the systems supplied by the supplier should updated before we utilise it

	Website Security
	If a web-based application or website is used as part of the processing activity (including internal Garda Portal pages or browser applications), describe the security features implemented
	Not Applicable 

	Clamping down on Malicious Software
	Outline whether antivirus software is installed and updated at regular intervals on the devices used as part of the processing activity.
	Antivirus software is utilised where it is required by the vendor

	Security of computer channels and networks
	Describe here the type of network on which the processing is carried out (isolated, private or Internet) at each stage of the processing activity and data flow.

Specify firewall systems, intrusion detection systems or other active or passive devices in place to ensure network security at each stage.
	Not Applicable.  The primary NVR for each deployment is typically housed as a stand-alone device in a secure location (local Garda Station) with only local access through the NVR monitor, keyboard and mouse

	Monitoring
	Indicate here whether real-time monitoring (including data flows across networks) is implemented in respect of the processing activity and by what means. Indicate whether monitoring of hardware and software configurations is carried out and by what means.
	Not applicable as the NVR is isolated and not connected to any other network devices with access to the recordings.  The NVR software includes real-time monitoring of critical conditions that could compromise its operation with audible and visual alerts generated if a critical fault develops.

	Testing
	Indicate here whether and how device and/or system testing is performed in secure test environments (e.g. using non live/real data) and with what frequency.
	Not Applicable. NVRs in service are not subject to device and/or system testing.  





3.7.2 Physical security controls
	Security Control
	Description
	Control(s) implemented

	Physical access control
	Outline how physical access control is carried out regarding relevant premises accommodating the processing activity (e.g. designated secure areas, physical access controls through locks/electronic passes, procedures for escorting of visitors, warning or alarm systems in place in the event of unauthorised access).
	Live camera monitors will operate inside a restricted access control bun. Entry is limited to authorized, vetted personnel. Visitors must sign in, be escorted by AGS personnel at all times. 

	Physical hardware security
	Indicate here the controls applied to ensure the physical security of servers and workstations/devices used for the processing activity.
	Cameras will be mounted above three meters or housed in vandal proof enclosures. Recording servers and network switches will be locked inside secure cabinets

	Maintenance
	Describe here how maintenance of hardware is managed, and state whether this is contracted out. Indicate whether the remote maintenance of any software used for the processing activity is authorized, and according to what arrangements. Specify how defective equipment is managed. 
	Only security-cleared vendor engineers may maintain equipment

	Paper Document Security
	If paper or other physical documents containing data are used as part of the processing activity, outline how they are generated, stored, exchanged and destroyed securely.
	Control room staff will enforce a strict clean desk policy. Any temporary physical documentation containing personal data or screen captures will be destroyed shredding at the conclusion os the event 

	Protecting against environmental sources of risk
	Outline here whether the area in which hardware is stored and/or processing is carried out is subject to risk of environmental disasters (flood zone, proximity to chemical industries, dangerous products, fire risks or other environmental risks).

Describe the means of preventing environmental risks such as fire and flood/water damage, or disruption to the power supply. Describe how environmental incidents are detected and the safeguards in place to respond and secure the data being processed.

	Outdoor hardware will meet weatherproofing standards to withstand extreme rain and dust. Recording units will feature Uninterruptible Power Supplies (UPS) to prevent data corruption during power outages. 






3.7.3 Organisational security controls
	Security Control
	Description
	Control(s) implemented

	Policy and procedures 
	Outline how the processing activity is governed by established policies and procedures for personnel to refer to in respect of how the processing activity is to be carried out.
	CCTV operations will adhere strictly to An Garda Síochána Code of Practice, Data Protection Acts and GDPR principles.

	Roles and responsibilities for internal personnel
	Outline how the roles and responsibilities for all personnel with a role in the processing activity are defined. 

	CCTV operators will be assigned specific duties regarding feed monitoring and log maintenance. System administration and access management will be restricted to nominated , authorized Garda personnel. 

	Training and awareness raising for internal personnel
	Outline how personnel with specified roles in carrying out processing, including newly recruited personnel, are trained in how to carry out their roles in a way that ensures the security of personal data.

	This training will be carried out by internal AGS ICT team in line with AGS policies and procedures 

	Relations with third parties (external personnel)
	Indicate here whether any external contractors (e.g. ICT service or maintenance providers) or stakeholders (e.g. partner organisations such as local councils or government departments) have access to the data being processed, and the relevant controls in place to govern same (e.g. contracts including controller-processor obligations that satisfy the requirements outlined under Section 80 of the Data Protection Act 2018 for contracted processors, or data sharing agreements/joint controller agreements to manage processing carried out in partnership with other data controllers.
	A legally binding Data Processing Agreement will bind the awarded vendor to Garda security standards, Vendor staff will undergo background vetting prior to site access. 

	Project supervision: risk management and ongoing monitoring
	Specify whether there is assigned responsibility in respect of the processing activity for ongoing monitoring of the risks associated with the project, including reporting on the identified risks through corporate risk management structures.
	Continuous risk assessment will identify emerging privacy or operational threats throughout the event lifecycle. Daily audit logs, camera positioning reviews and access register checks will monitor compliance 




0.7 Accountability

This principle requires that the data controller be accountable and responsible for demonstrating compliance with the principles of data protection outlined in Sections 3.1 to 3.7.

Its principle is satisfied by employing the following mechanisms 
· An Garda Síochána or local authority is the data controller
· State Security units act under controlled access conditions
· Data subject rights are respected unless exemptions apply (e.g., in national security situations)
· Breach handling procedures follow mandatory standards
· DPIA will be reassessed if technology or operational scope changes


[bookmark: _Toc116639541]Stage Four: The Rights of Data Subjects and Data Breaches

4.1 Exercising Data Subjects Rights 

Both Part 5 of the Data Protection Act 2018 (DPA 2018) and the GDPR outline a set of rights that the data subject can exercise in relation to personal data processed by a data controller concerning them.

Common to Part 5 of the DPA 2018 and the GDPR are the following rights:
· The right to information (Section 90 DPA 2018, Articles 13 and 14 GDPR);
· The right of request access (Section 91 DPA 2018, Article 15 GDPR);
· The right to request rectification of inaccurate data (Section 92 DPA 2018, Article 16 GDPR);
· The right to request erasure (Section 92 DPA 2018, Article 17 GDPR);
· The right to request restriction of processing in certain circumstances (Section 92 DPA 2018, Article 18 GDPR); and 
· Rights in relation to automated decision making that produces a decision based solely on automated processing, including profiling that produces legal or otherwise significant effects (Section 89 DPA 2018, Article 22 GDPR).

Data subjects also have additional rights specific to personal data processed under GDPR:
· The right of data portability (Article 20 GDPR) and,
· The right to object to processing (Article 21 GDPR).

An Garda Síochána has appointed a Data Protection Officer (DPO) and established a dedicated Data Protection Unit (DPU), and all requests concerning the exercise of their rights under data protection legislation. DPU’s main activity relates to the management of subject access requests (SARs) made by data subjects under Article 15 GDPR or Section 91 Data Protection act 2018. Any requests made by data subjects concerning the processing activity that is the subject of this DPIA should be immediately brought to the attention of the Data Protection Unit (GDPR.dataprotection@garda.ie). General information on An Garda Síochána’s processing of personal data, and how data subjects can exercise their rights, is available on the Garda website.

[Outline in brief any additional information (e.g. online notices, signage, information pages on the Garda website) concerning the specific processing activity that is the subject of the DPIA that can be provided to data subject in addition to the general information referred to above (e.g. the specific purpose of a processing activity, details about the processing concerned and contact information for queries specific to the processing activity)]	Comment by Kearney, Catherine: Not sure if we have anything here?	Comment by Kavanagh, Siobhan: Codes of Practice, AGS website and signage could be referred to 	Comment by Murphy, John: Hi Siobhan can you put the signage template in the back of this document	Comment by Murphy, John: This was already covered earlier in the document 

· Public notices and signage (see Annex 1)
· Garda Website Public CCTV FAQs What is Public Closed Circuit Television? - Garda
· Advance public communications when security permits 
· Garda Siochana (Recording Devices ) Act 2023
· Code of Practice  on Public Closed Circuit Television (CCTV)

In addition to seeking the views of the public the Garda Commissioner is also mandated to seek views from the:
· Minister for Justice, Home Affairs and Migration
· Policing & Community Safety Authority
· Office of the Police Ombudsman - Fiosrú
· Data Protection Commission
· Irish Human Rights and Equality Commission
Prior to the Code of Practice being issued in a Part 8 consultation process, a Human Rights Impact Assessment was conducted and a Data Protection Impact Assessment will also be conducted before the Code of Practice can be considered by the Minister for Justice, Home Affairs and Migration for publication as a Statutory Instrument.


4.2 Restrictions on the rights of Data Subjects 

The rights of data subjects as outlined in Section 4.1 may be restricted only where it is necessary and proportionate to do so and in accordance with data protection legislation, with due regard for the fundamental rights and legitimate interests of the data subject.

Section 94 of the Data Protection Act 2018 refers in respect of restrictions that may be applied to the rights of data subjects for processing activities for law enforcement purposes and subject to Part 5 of the Data Protection Act 2018. Section 60 of the Act refers in respect of restrictions that may be applied to the rights of data subjects for processing activities subject to GDPR.
	Comment by Kearney, Catherine: Anything to add?	Comment by Kavanagh, Siobhan: n/a
[Where general information on the processing activity is not provided through any means to data subjects, outline the rationale for same with reference to the applicable sections above.]

4.3 Managing Data Breaches

The AGS Data Protection Unit manages notification of personal data breaches to the Data Protection Commission. 

Where a data breach or suspected data breach in relation to the processing activity that is the subject of this DPIA occurs, it will be reported immediately to the Data Protection Unit (GDPR.dataprotection@garda.ie) in order for the Data Protection Unit to advise on next steps in respect of notification of the breach to the Data Protection Commission and recommended measures to mitigate against the impact of the breach on affected data subjects and the An Garda Síochána as a data controller. The initial notification to the Data Protection Unit of the suspected breach will describe at minimum:
· The nature of the personal data breach.
· The categories and numbers of data subjects affected.
· The categories and numbers of personal data records concerned.
· The cause of suspected cause of the breach.
· The likely consequences of the breach.
· The measures taken or proposed to be taken to address the breach; and,
· The relevant contact persons for next steps regarding the breach.






Stage Five: Stakeholder Consultation

[Stakeholder consultation is an important part of the DPIA process and can reveal risks that may otherwise have gone unnoticed. For the processing activity that is the subject matter of this DPIA, determine the key consultees (internal and external) for the project. You can use consultation at any stage of the DPIA process, and it may be of benefit to return to stakeholders for further consultation throughout and prior to finalising the project.

In this section summarise the key stakeholders for the project, and why it is necessary or appropriate to consult with them. The table overleaf can be use (and amended as appropriate) to record the outcome of stakeholder consultation, including the purpose of the consultation and any issues/risks associated with the processing activity identified by the stakeholder.







	Stakeholders Consulted
	Purpose of Consultation
	Issues and Risks Identified
(Record any Risk(s) identified and quote the Risk Reference Number from Stage 6 here)

	Data Protection Officer (must be consulted)
	Provide independent oversight, advise on DPIA completeness, compliance with statutory obligations and sign off on risk mitigation strategies 
	

	Executive/Senior Leadership
	Ensure alignment with organizational strategy, approve risk appetite decisions, secure finding and maintain high level accountability for governance
	

	Business Sponsor
	
	

	Business Owner
	
	

	Project Team
	Evaluate system architecture, infrastructure requirements, secure storage, physical camera placement and operational integration 
	

	IT Section
	
	

	Risk Management Section
	Ensure Legal Compliance, align with organisational polices and integrate identified risks into the corporate risk register 
	

	Finance
	Manage budget allocations 
	

	Procurement
	Ensure vendor contracts are in place 
	

	Legal Dept
	Ensure Legal Compliance, align with organisational polices and integrate identified risks into the corporate risk register
	

	Policy Section
	Ensure Legal Compliance, align with organisational polices and integrate identified risks into the corporate risk register
	

	Data Protection Commission (In addition to Stage 7)
	Engaged for prior consultation if high risks remain unmitigated or to seek regulatory guidance on temporary surveillance measures
	

	Processors (Contractors)
	Ensure CCTV vendors and technical contractors comply with Article 28 requirements via legally binding Data Processing Agreements 
	






Stage Six: Risk Assessment

6.1 Guidance on Risk Assessment and Risk Matrix
The identification of data protection and other related risks is the most important aspect of the DPIA.

The template for risk identification, scoring and assessment is outlined overleaf in Section 6.2. All identified risks related to the processing activity (to data subjects, An Garda Síochána as the data controller, and any other relevant stakeholders) should be documented here, along with the proposed solutions and safeguards designed to reduce or eliminate the identified risk.

[image: ]All risks should be scored before and after the implementation of the identified mitigating safeguards according to impact, likelihood, and the resulting combined risk score, and in line with the below risk matrix. Impact and likelihood are assessed on a scale of 1-5. The overall Risk Rating is the product of Impact and Likelihood of the identified risk, before and after mitigation.

Where a risk remains rated as high following mitigation, consultation with the Data Protection Commission on the draft DPIA is mandatory.

6.2	Risk Assessment

	Risk Reference Number
	Details of the risk identified
	Proposed Solution(s); Safeguards; Mitigating Measures to address the risk
	Impact of the identified risk
(1 – 5)



	Likelihood of the identified risk
(1 – 5)
	Overall Risk Rating
(1 – 25) 

	Summary and evaluation of risk

	
	
	
	Before
	After
	Before
	After
	Before 
	After 
	

	1
	Unauthorised Access could compromise operational tactics or national security.


	· Encrypted storage and transmission
· Tiered access roles (Garda vs. State Security)
· Operational access briefings
· Physical control room security
· Continuous audit-log review

	5


	2

	3

	1

	15

	2

	Risk reduced following the implementation of tiered access controls, secure operational environments and audit logging. Residual risk considered low and acceptable within the operational State Security context.

	2
	Sensitive recordings could be retained longer than justified, increasing risk of misuse or unauthorised disclosure.
	· Event-specific retention schedule
· Security-sensitive retention reviewed by senior officer
· Automated deletion
· Exception logging for investigations only

	4
	2
	3
	1
	12
	2
	Risk reduced through the implementation of an event-specific retention schedule, automated deletion processes and supervisory oversight for any extended retention. Residual risk considered low and proportionate to the operational requirements.

Any CCTV Data held for evidential purposes must be treated as evidence and this should mitigate any risk here


	3
	The presence of state security operations may limit what can be publicly disclosed, potentially reducing transparency
	· Clear general signage
· Public information appropriate to security sensitivity
· Use of DPIA exemptions only where legally justified

	3
	2
	3
	2
	9
	4
	Risk reduced using public signage and appropriate information measures while balancing national security sensitivities. Residual risk considered acceptable within the legal exemptions applicable to security operations.

	4
	Footage of threat actors could inadvertently reveal patterns, associates, or operational details that become actionable intelligence if leaked or misused.
This could compromise investigations or escalate threats.
	· Strict classification of sensitive footage
· Controlled sharing protocols with need-to-know basis
· Redaction of identifiable markers before external review
· Secure chain-of-custody for intelligence-related recordings

	5
	2
	3
	1
	15
	2
	Risk reduced through strict classification controls, restricted information sharing protocols and secure chain-of-custody procedures for sensitive recordings. Residual risk considered low within the controlled operational environment.


	5
	Deliberate interference with surveillance systems—such as jamming wireless feeds or sabotaging hardware—could blind security operations during critical events.

	· Hardened network infrastructure with anti-jamming measures
· Redundant wired and wireless feeds
· Tamper-evident hardware seals
· Real-time system health monitoring and alerts

	5
	3
	3
	1
	15
	3
	Risk reduced through hardened infrastructure, redundant communication channels, tamper protection measures and real-time system monitoring. Residual risk considered low and acceptable given the safeguards in place.


	6
	Collaboration between multiple agencies increases exposure to insider threats, where individuals with legitimate access misuse their privileges for espionage or sabotage.

	· Vetting and background checks for all personnel
· Segregated access based on operational role
· Continuous behavioural monitoring and anomaly detection
· Mandatory confidentiality agreements and periodic re-briefings
	4
	2
	3
	1
	12
	2
	Risk reduced through personnel vetting, role-based access controls, behavioural monitoring and confidentiality obligations. Residual risk considered low within the managed operational environment.


	7
	High-pressure environments may lead to incorrect identification of individuals as threat actors, resulting in operational errors or rights violations.
	· Multi-factor verification protocols
· Clear escalation procedures for uncertain cases
Post-incident review and corrective training
	4
	2
	3
	2
	12
	4
	Risk reduced through multi-factor verification procedures, escalation protocols and post-incident review processes. Residual risk considered acceptable within the operational decision-making context.




Stage Seven: Consultation with the DPC

If the DPIA outcomes suggest that any identified risks remain high following mitigation, it is a legislative requirement under Section 84 of the Data Protection Act 2018 and Article 36 GDPR to consult with the Data Protection Commission before the commencement of the processing activity. 

Depending on the nature of the processing activity, the Data Protection Unit may recommend informal consultation on a draft DPIAs to seek their expertise and feedback on the processing activity and the safeguards identified.

[bookmark: _Toc116639547][This section can be updated as required to:
· Document the consultation feedback from the DPC (whether from formal or informal consultation) and the changes made to the DPIA to account for the DPC’s feedback; or,
· Document the rationale, on the basis of the processing activity and the risks identified for why consultation with the DPC is not required for this DPIA.]


Stage Eight: Final Sign-Off and Review

Final Sign-Off

[This section can be updated as required to:
· Document the sign off and finalisation of the DPIA by  the business owner responsible for the processing activity;
· Document that the Data Protection Officer has been consulted on the DPIA and their feedback incorporated; 
· Document the consent to the processing as outlined in the DPIA by any other key stakeholders (e.g. ICT Security, external partner data controllers) involved in the project, as required.

	
Name
	Stakeholder Role
	Contact Details

	
	Business Owner
	

	
	Data Protection Officer
	gdpr.dataprotection@garda.ie  

	
	[Add additional key stakeholders as required]
	

	
	
	



Repetition & Review
[The effectiveness of the measures/solutions put in place to manage the data protection risks should be evaluated and assessed as the processing activity is implemented. This section can be updated to record the review mechanism for the DPIA for the given processing activity.

DPIAs should be reviewed after 3 years, or sooner if the scope and nature of the processing is subject to changes such that the risks and safeguards associated with the processing require re-evaluation (e.g. expanding the scope or scale of data being processed, or introducing new processing activities related to the DPIA’s subject matter)]






Appendix A: Example Risks

To assist with developing and completing the risk assessment for a DPIA (Section 6.2), below are a set of example risks based on previous assessments that can be used as guidance for issues to consider for a given processing activity.

Note that this list is not exhaustive, and that not every risk will be relevant to every processing activity. Based on the processing activity that is the subject of the DPIA, some of the examples below may need to be split into sub-categories of risk based on the nature of the activity.

	Example Risk Reference
	Example Risk
	Guidance on identifying and documenting mitigations

	Risk Category 1 - Legal risks

	1.1
	Processing of personal data without an adequate legal basis
	· Outline in the DPIA the legal basis for processing, based on relevant statutory functions, provisions relevant to specific processing activities and relevant provisions of data protection legislation
· Seek Legal advice as required for any particular areas of concern
· Consult with the Data Protection Unit and Data Protection Commission, as required, on the draft DPIA

	1.2
	Processing of special category personal data without an adequate legal basis and/or additional protections
	· As above for Example Risk 1.1, with additional content outlined for the legal basis for processing to address the specific basis for processing of special category data under Article 9 GDPR or Section 73 of the Data Protection Act 2018, as applicable
· Reference additional technical/organisational safeguards for special category personal data in DPIA 

	1.3
	Processing of data concerning criminal convictions and offences without an adequate legal basis and/or additional protections

	· As above for Example Risk 1.1, with additional content outlined for the legal basis for processing to address the specific basis for processing of data concerning criminal convictions and offences for non-law enforcement purposes (i.e. with reference to Section 55 of the Data Protection Act 2018)
· Reference additional technical/organisational safeguards for data concerning criminal convictions and offences in DPIA

	1.4
	Processing does not take account of other legal or procedural requirements 
	· Reference other relevant requirements and how the processing concerned aligns with and satisfies these requirements in your description of the processing activity (Stage 2) and the legal basis sections of the DPIA (Stage 3)
· Seek further advice from subject matter experts (e.g. Policy Owners for specific processing activities) as required

	1.5
	Risk of enforcement action by the Data Protection Commission on account of infringements of or non-compliance with data protection law
	· Refer to content outlined in Stage 3 to demonstrate adherence to key data protection principles
· Consult with the Data Protection Unit and Data Protection Commission, as required, on the draft DPIA

	1.6
	Risk of litigation by data subjects on account of infringements of or non-compliance with data protection law
	· As above for Example Risk 1.5

	Risk Category 2 - Processing Risks

	2.1
	Risk of unnecessary or disproportionate processing
	· Ensure the necessity/proportionality assessment in Stage 3 is completed in full to demonstrate the necessity and proportionality of the processing versus less intrusive alternatives.
· Outline why each of the categories of personal data and data subjects need to be included within scope of the processing activity to achieve the stated purpose of processing

	2.2
	Data is further processed for incompatible or unlawful purposes

	· Refer to the safeguards in respect of purpose limitation outlined in Stage 3 to demonstrate the controls in place to ensure any further processing is compatible with the original purpose for which the data is being collected

	2.3
	Excessive data is collected and processed that is irrelevant to the processing activity
	· Refer to the safeguards in respect of data minimisation outlined in Stage 3 to demonstrate the controls in place to ensure that only the data that is necessary and proportionate to achieving the purpose of the processing activity is collected and processed.

	2.4
	Data collected is inaccurate or out of date
	· Refer to the safeguards in respect of the accuracy of the data outlined in Stage 3 to demonstrate the controls in place to ensure any further processing is compatible with the original purpose for which the data is being collected
· Include specific reference to policies and procedures designed to ensure data quality and in particular to ensure data collected is both accurate and kept up to date
· Reference any relevant audit or other checking mechanisms used to ensure the accuracy of data held.

	2.5
	Data obtained from other connected systems is inaccurate of out of date 

	· Outline the safeguards in place to ensure data from connected systems (internal or external) is accurate and kept up to date
· Outline how often communication of changes to data in a connected system is updated in the system that is the subject of the DPIA.

	2.6
	Risk that live data is not adequately distinguished from historical (i.e. out of date) data
	· Detail the design features and safeguards that distinguishes historic (i.e. out of date) data from live data for users


	2.7
	Metadata generated by system (including logs of user activity) is inaccurate

	· Detail the design features that ensure that metadata generated by the system as part of the processing activity is kept accurate and securely stored for review as required

	2.8
	Data retained for longer than is required
	· Refer to the safeguards in respect of storage limitation outlined in Stage 3 to demonstrate the controls in place to ensure data is kept for no longer than is necessary for the purposes for which the personal data are processed
· Reference any applicable retention periods for the data held, how these retention periods are applied (e.g. manually or automatically)
· Reference any applicable review periods applicable to check that the rationale for retention continues to apply

	2.9
	Risk of automated processing producing a decision that has a significant effect on the data subject
	· For automated processing activities relevant to the processing activity that is the subject of the DPIA, detail the measures in place to ensure that no automated decision making can take place that produces a significant effect on a data subject
· Outline the human intervention points in any automated process to ensure accountability and oversight of any significant decisions made

	Risk Category 3 – Rights of Data Subjects

	3.1
	Insufficient information available to data subjects
	· Outline the measures in place to provide information to data subjects on the processing activity in question (e.g. signage for CCTV schemes, FAQs or notices on the Garda website, press/media coverage of a processing activity) and where they can seek additional information or exercise their rights

	3.2
	Risk that data subjects will not be able to exercise their right to access in accordance with data protection legislation
	· Refer to the content in Stage 4 of the DPIA to outline how data subjects can exercise their rights under the data protection framework applicable to the processing activity in question. 

	3.3
	Risk that data subjects will not be able to exercise their right to request rectification or erasure or personal data, or a restriction on processing in accordance with data protection legislation
	· As above for Example Risk 3.2

	3.4
	Risk that data subjects will not be able to exercise their rights concerning data portability or their right to object to processing of data in accordance with data protection legislation
	· As above for Example Risk 3.2
· Note that these rights apply to processing under GDPR, and are not applicable to processing under Part 5 of the Data Protection Act 2018

	3.5
	Risk of reluctance of data subjects to exercise their right to freedom of expression and assembly due to processing activity 
	· Outline why the processing activity is not anticipated to have a chilling effect on the rights and freedoms of data subjects in respect of freedom of expression or assembly
· Outline particular safeguards in place to ensure processing is based on necessity and proportionality and subject to oversight and accountability in respect of any surveillance activity or other activity that could have an impact on freedom of expression or assembly

	3.6
	Inability to identify, notify and mitigate against data breaches and adequately manage their impact on data subjects
	· Refer to the content in Stage 4 of the DPIA to outline how data breaches are identified and the procedures in place to notify a breach to the Data Protection Commission as required
· Outline measures undertaken to ensure personnel involved in the processing activity are aware of what constitutes a personal data breach and the procedures to report same
· Outline any mitigations that can be deployed quickly in the event of a personal data breach to reduce the risks to affected data subjects

	Risk Category 4 – System and User Risks

	4.1
	Inadequate technical security measures for personal data processed
	· Refer to the key technical and organisational safeguards outlined under the Integrity and Confidentiality section in Stage 3 that help to mitigate against this risk
· If there are distinct aspects of the processing activity that are subject to separate safeguards, break this risk into multiple entries to assess the likelihood, impact and safeguards separately for the distinct aspects of the processing activity

	4.2
	Inadequate physical security measures for personal data processed

	· Refer to the key technical and organisational safeguards outlined under the Integrity and Confidentiality section in Stage 3 that help to mitigate against this risk
· For processing undertaken across multiple locations, focus on the common security standards in place to protect the personal data processed

	4.3
	Risk of breach of ICT system on account of hacking by malicious third parties

	· Refer to the key technical and organisational safeguards outlined under the Integrity and Confidentiality section in Stage 3 that help to mitigate against this risk


	4.4
	Risk of system failure leading to loss/corruption of data

	· As above for Example Risk 4.3, but highlighting the most relevant safeguards and mitigations in place to address this specific risk

	4.5
	Risk of access to personal data by unauthorised users

	· As above for Example Risk 4.3, but highlighting the most relevant safeguards and mitigations in place to address this specific risk

	4.6
	Unauthorised processing or deliberate misuse of data by system users

	· As above for Example Risk 4.3, but highlighting the most relevant safeguards and mitigations in place to address this specific risk
· Reference both technical safeguards (e.g. logging of access and usage of systems) and organisational controls (vetting of staff, policies, procedures, audit, communications and training) 

	4.7
	Unauthorised disclosure of system or user data to third parties

	· As above for Example Risk 4.6


	4.8
	Risk of unsuitable personnel being authorised for access

	· As above for Example Risk 4.6


	4.9
	Inadequate controls to ensure system access is removed from users when no longer required

	· As above for Example Risk 4.3, but highlighting the most relevant safeguards and mitigations in place to address this specific risk


	4.10
	Insufficient system logging of user activity

	· As above for Example Risk 4.3, but highlighting the most relevant safeguards and mitigations in place to address this specific risk

	4.11
	Insufficient audit of system logs and/or oversight of user activity

	· As above for Example Risk 4.3, but highlighting the most relevant safeguards and mitigations in place to address this specific risk

	4.12
	Failure of system logging and/or audit procedures

	· As above for Example Risk 4.3, but highlighting the most relevant safeguards and mitigations in place to address this specific risk

	4.13
	Insufficient policies, procedures and guidance for system use

	· As above for Example Risk 4.3, but highlighting the most relevant safeguards and mitigations in place to address this specific risk

	4.14
	Insufficient training for system users

	· As above for Example Risk 4.3, but highlighting the most relevant safeguards and mitigations in place to address this specific risk

	Risk Category 5 – Data Sharing and Transfers

	5.1
	Inadequate technical security measures for personal data processed by partner organisations (data processors or other data controllers)
	· Reference key controls/assurances in place for data processed (received from or disclosed to) partner organisations, including any relevant provisions of agreements with those partner organisations and/or internal policies and procedures in place within those organisations to keep personal data secure, accurate, and up to date

	5.2
	Inadequate technical security measures for personal data transfer mechanisms

	· Reference key controls/assurances in place for the transfer mechanisms by which data is shared with partner organisations as part of the processing activity

	5.3
	Inadequate controls on data processors processing data on behalf of An Garda Síochána as part of the processing activity

	· Reference agreements in place with data processors along with any other key safeguards (e.g. vetting of processer personnel, access controls to the personal data itself) to ensure security of personal data processed on behalf of An Garda Síochána by a data processor

	5.4
	Inadequate controls on other data controllers involved in the processing activity

	· Reference agreements in place with other data controllers along with any other key safeguards (e.g. vetting of controller personnel, access controls to the personal data itself) to ensure security of personal data shared by An Garda Síochána with another data controller

	5.5
	Risk that personal data will be transferred outside of the EU without a clear legal basis or adequate safeguards

	· Reference controls in controller and/or processor agreements defining arrangements for any transfer of personal data outside of the EU
· Reference internal controls on transfers of data outside of the EU







Appendix B: Assessment Template for New Processing Activities

The below template can be completed for any new processing activities or changes in scope to the processing activity that is the subject of the DPIA to capture the impact on the existing scope of processing, risks and safeguards outlined in the DPIA.

	1. Overview/Purpose – outline a summary of what the additional processing activity aims to achieve - the purpose(s) of processing

	· 

	2. Personal data processing - will we process personal data?

	· Confirm what personal data will be processed that is additional to the existing scope of the DPIA
· List the types of personal data e.g. names, addresses, date of birth, aliases, associates, motor vehicle, height, hair and eye colour etc.
· Specify whether any additional special category personal data is to be processed
· Detail types of data subject in scope for the additional processing
· Detail expected additional volumes of personal data for the processing activity

	3. Processing overview – describe in brief how the new processing activity will achieve its purpose by processing the identified personal data 

	· 

	4. Compliance with data protection law – Review of Stage 3 measures

Review the relevant sections of Stage 3 of the DPIA in respect of compliance with data protection law and outline how the additional processing activity will build on the existing safeguards and approach outlined against each of the key principles in this section.

	· Lawfulness, fairness and transparency
· Necessity and proportionality of processing
· Purpose limitation
· Data minimisation
· Accuracy
· Storage limitation
· Integrity and confidentiality
· Accountability

	5. Review of Risk Assessment

Review the relevant sections of Stage 6 of the DPIA in respect of identified risks, safeguards and the scoring of impact, likelihood and overall risk both before and after mitigation. Detail overleaf any updates to existing risks and or additional risks identified on account of the proposed new processing activity.




	Risk Reference Number
	Details of the risk identified
	Proposed Solution(s); Safeguards; Mitigating Measures to address the risk
	Impact of the identified risk
(1 – 5)



	Likelihood of the identified risk
(1 – 5)
	Overall Risk Rating
(1 – 25) 

	Summary and evaluation of risk

	
	
	
	Before
	After
	Before
	After
	Before 
	After 
	

	[Reference the original risk number impacted by the new activity, or identify this risk as a new risk on account of the additional processing]

	[Provide a brief description of the identified risk, detailing any updates on account of the new processing concerned]

	[Outline relevant and updated safeguards to manage the risk]

	[Score impact of risk before mitigation (1-5)]


	[Score impact of risk after mitigation (1-5)]

	[Score likelihood of risk before mitigation (1-5)]

	[Score likelihood of risk after mitigation (1-5)]

	[Calculate overall risk score before mitigation (impact x likelihood)
(1-25)]

	[Calculate overall risk score after mitigation
(impact x likelihood)
(1-25)]

	[Outline whether the risk has been 
reduced on account of mitigations (i.e. lower risk score following mitigation), eliminated (i.e. risk is now zero) or 
accepted (i.e. no change but initial risk score seen as acceptable)]
Document rationale for continuing processing activity on account of the risk score after mitigation.





	6. Document conclusions – outline your conclusions, based on the review of the new processing activity and the impact it has on your original risk assessment, and outline any further actions required.

Note: 

If the change in the scope of the processing activity fundamentally changes either:

· the nature of the processing activity (for example, the introduction of an entirely new system); or,
· the risks associated with a given processing activity (for example, the processing of new and sensitive categories of personal data not previously within the scope of the DPIA); 

              it is recommended that a new DPIA be completed in full.


	· 





Annex 1: CCTV Signage Specification For Town Centres

Purpose of CCTV Signage Specification Document
The purpose of this document is to provide Tenderers with An Garda Síochána design specification and requirements for signage required when erecting CCTV in Town Centres.  

		Request Overview


It is required to supply and install CCTV Signage which will provide information to the general public.
There will be two sign designs.  The first will be placed on access routes to the town centres.  The second will be attached to the poles on which CCTV cameras are mounted.
· All signs are to be aluminum with rounded corners. 
· They are to be 3mm thick to road sign standard.
· Brackets are to be supplied and suitable for permanent road signs
· All Irish language text is to be above English language text as per legislation - Official Languages Act 2003 (as amended).
· All Irish language text is to be no less than equal in size to equivalent English language text.
· Signs must have a black border
· Fonts are to be Calabri or Cabin font as appropriate.
· Garda Crest template attached
· Any images used by suppliers must have all copyright fees paid on behalf of AGS with proof of same (retained). 
· Official certified English to Irish translation is required before signing off on signage.  The Irish language below is indicative only.


	Design Requirements


	1. Town Edge
	· 600 x 600 mm
· Reflective surface.  
· Text Irish: CCTV na nGardaí i bhFeidhm
· Text English: Garda CCTV In Operation
· CCTV symbol
· Garda Crest

	2. CCTV Pole
	· 200 x 300 mm Portrait
· Suggested Template attached
· Garda Crest 
· CCTV Symbol
· Text as per design template below



	Design Sample

	CCTV Pole (Suggested design)
	[image: C:\Users\t080924\Desktop\CCTV Tender\CCTV Sign 200x300 Design 2.jpg]

	Garda Crest
	[image: C:\Users\t080924\Desktop\CCTV Tender\Garda-Crest - External - Vertical-charcoal.jpg]
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CCTV i bhFEIDHM

An tAcht um Chosaint Sonrai, 2018 — Fogra CCTV
Ta CCTV & Thaifeadadh
Chun Criocha

Cosc agus Brath Coireachta & Sabhailteacht an Phobail a Chinntiu
Is & an Garda Siochana an Rialaitheoir Sonrai
Ta do chearta iomlana faoi alt 90 den Acht um Chosaint Sonrai 2018 ar féil ag

www.garda.ie

CCTV IN OPERATION

Data Protection Act, 2018 — CCTV Notice
CCTV is Being Recorded

for Crime Prevention and Detection Purposes & Ensuring Public Safety
The Data Controller is An Garda Siochdna
Your full rights under s. 90 of the Data Protection Act 2018 are available at
www.garda.ie
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