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Commission for Regulation of Utilities – SaaS Services
Cover Sheet
Recitals 
A. By Request for Tender entitled “Request for Tenders dated [insert date] for the Provision of [insert the name of the tender] advertised on eTenders Notice Number [insert date] of 202[X] (“the RFT”) the CRU invited tenders from economic operators for the provision of the services described in Appendix 1 to the RFT. References to the RFT shall include any clarifications issued by the CRU via the messaging facility on www.etenders.gov.ie between [XXX] and [XXX] (the “RFT Clarifications”). The RFT (including the RFT Clarifications) is hereby incorporated by reference into this Agreement.	
B. The Supplier submitted a response to the RFT dated [insert date] (“the Submission”). References to the Submission shall include any clarifications issued by the Supplier in writing to the CRU between [XXX] and [XXX] (the “Submission Clarifications”). The Submission (including the Submission Clarifications) is hereby incorporated by reference into this Agreement but excluding any conditions, caveats, assumptions or anything else which makes the tender equivocal in any way or any obligations placed on CRU (or any other persons other than the Supplier and its personnel).
C. The Supplier is willing to provide the Services to the CRU subject to the terms and conditions set forth in this Agreement, commencing from the Effective Date.
D. The Supplier has provided to the CRU, either via the Submission or otherwise, its proposed contract for the provision of the services referred to above at Recital C, which are included in this Agreement at Schedule 2. The CRU has agreed to allow the Supplier Terms to apply to the provision of the services subject to, and in accordance with, the terms of the CRU Terms.  
Contract Details
	Supplier Details
	[Company name, company number and company registered address to be included following completion of the tender process]

	Initial Term 
	[XXX]

	Effective Date
	[XXX]

	Application 
	 [Please insert details of the software service and application to be provided here]

	Fees / other charges 
	[XXX]

	Operational Requirements 
	[Please insert detail of the CRU’s basic requirements for the SaaS solution, I.E. The baseline specification]



Execution: 
This Agreement (as defined below) has been executed by the duly authorised representatives of the parties on the day and year noted in the electronic signature below. The parties agree that such electronic signatures express their consent for this Agreement to be legally binding and to serve as evidence on the same account as a paper document signed by hand.

	SIGNED for and on behalf of the COMMISSION FOR REGULATION OF UTILITIES  

 
 
 
(being a duly authorised officer) 
	SIGNED for and on behalf of the [INSERT SUPPLIER NAME]




(being a duly authorised officer)

	Witness 
	Witness 

	DATE ______________________
	DATE ______________________


































SCHEDULE 1
CRU Terms
[bookmark: _Toc289684140][bookmark: _Toc118459109]DEFINITIONS AND INTERPRETATION
In this Agreement unless the context requires otherwise the following words and expressions shall have the following meanings:
“Agreement” means the Cover Sheet, these CRU Terms and the Supplier Terms;
“Affiliate” means any company or separate legal entity within a Party’s Group, including their officers, agents, employees, representatives and subcontractors;
"AI Act” means Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying down harmonised rules on artificial intelligence;   
“AI System” means a machine-based system designed to operate with varying levels of autonomy and that may exhibit adaptiveness after deployment and that, for explicit or implicit objectives, infers, from the input it receives, how to generate outputs such as predictions, content, recommendations, or decisions that can influence physical or virtual environments; 
[bookmark: _Hlk38525434]“Applicable Laws” means all national laws of Ireland, EU laws and any other laws applicable to the CRU and/or the Supplier which are relevant to the performance of this Agreement, including without limitation international conventions, EU charters, constitutions, legislation, statutes, statutory instruments, orders, rules, regulations, instruments, provisions, case law, court orders, judgments, decrees, codes of practice, codes of conduct, guidance or practice notes, opinions (whether or not having the force of law) including but not limited to social and labour law listed in Schedule 7 of the European Union (Award of Public Authority Contracts) Regulations 2016 (Statutory Instrument 284 of 2016) (the “Procurement Regulations”) and any other rule of law, in force from time to time;
“Application” means the Supplier’s software-as-a-service application which is identified in the Cover Sheet; 
“Authorised Users” means any individuals or entities, including but not limited to employees, agents, independent contractors, consultants, representatives, external stakeholders, members of the public, and other third parties, who are expressly permitted by the CRU to access or use  the Application; 
“Business Day” means a day (not including a Saturday, Sunday or public holiday) on which banks generally are open for business in the Republic of Ireland;
“Change” means any actual or proposed change to the nature, level and/or extent of the Services or Service Levels or the manner in which the Supplier implements or is to implement or provides or is to provide the Services (whether resulting in additions to, reductions in, or amendments to the Services or the Service Levels);
“CRU Materials” means all data, information, text, configurations, drawings, statistics, analysis and other materials embodied in any form, relating to the CRU provided to the Supplier, the CRU and/or which the Supplier (and/or any Subcontractors) generates, collects, processes, stores or transmits directly or indirectly in connection with this Agreement including the CRU Systems and any information derived from the same, in each case including metadata;
“CRU Systems” means the software, hardware, and other equipment under the control of the CRU and which are from time to time used by the CRU to receive and/or use the Services (but excluding the Supplier Systems);
“CRU Terms” means this Schedule 1 and its annexes;
“Confidential Information” means the terms of this Agreement and any and all information in whatever form disclosed by or on behalf of either Party to the other Party in connection with this Agreement, including without limitation: any information relating to its business, activities, operations, processes, management, strategies, products, services, prices, customers and/or employees (including their Personal Data), Intellectual Property Rights, or its financial affairs, its accounts, transactions, or its contractual or other arrangements with Third Parties, which in each case are not in public domain other than as result of a breach of a confidentiality obligation by either Party to the other, and which are expressly marked or indicated by the disclosing Party as “confidential” or which a reasonable person in the circumstances of the recipient would consider to be confidential;
[bookmark: _Hlk20221303]“Control” shall mean in relation to any company, partnership or other entity, the beneficial ownership of more than fifty per cent (50%) of the issued share capital of, or the legal power to direct or cause the direction of the general management of such company, partnership or other entity in question or its holding company or parent undertaking;
“Cover Sheet” means the first page of this document, which is entitled “Cover Sheet”;
“CRU” means the Commission for Regulation of Utilities, of The Grain House, The Exchange, Belgard Square North, Tallaght, Dublin 24, D24PXW0;
[bookmark: a503265]“CRU Data” means the data inputted by the CRU, Authorised Users, or the Supplier on the CRU's behalf for the purpose of using the Services or facilitating the CRU’s use of the Services and any data generated by, or derived from the CRU’s use of the Services, whether hosted or stored within the Services or elsewhere;
“Data Protection Laws” means the Data Protection Acts 1988-2018,  the GDPR , the e-Privacy Regulations and any other data protection and/or privacy legislation which may be applicable to the processing of Personal Data, including but not limited to any guidance or practice notes, code of practice, codes of conduct, opinions and regulations, together with any further Irish or EU legislation, international convention or EU charter adopted in respect of data protection and/or privacy and any relevant case law, court order, judgment or decree applicable in any jurisdiction in which personal data is processed;
[bookmark: _Hlk114167164]“Data Subject”, “Controller”, “Processor”, “processing” (and “process” and “processed” shall have a corresponding meaning), “Personal Data” and “Personal Data Breach” shall have the same meanings as set out in the Data Protection Laws;
[bookmark: _Hlk38526533]“Discloser” means the Party which discloses its Confidential Information to the other Party;
“Disaster” means an event which materially impacts the normal operation of the Services so as to prevent achievement of the Service Levels or otherwise prevents the Supplier from performing its obligations and providing any of the Services; 
“Documentation” means the document(s) made available to the CRU by the Supplier from time to time which sets out a description of the Application and the user instructions for the Services. 
“e-Privacy Regulations” means S.I. No. 336/2011 – European Communities (Electronic Communications Networks and Services) (Privacy and Electronic Communications) Regulations 2011 and any legislation that succeeds it;
“Effective Date” has the meaning given in the Cover Sheet; 
“Fees” means the fees calculated and invoiced in accordance with ANNEX 1; 
[bookmark: _Hlk20220187]“Force Majeure Event” means any event beyond the reasonable control of either Party excluding any increases in the cost of labour, goods or services;
“GDPR” means Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC;
“Good Industry Practice” means such practices which, according to a suitably qualified person with reasonable experience of the nature of the Services, comprise generally accepted good practice within the relevant industry or business sector, exercising that degree of skill, care, diligence, prudence, foresight, efficiency, professional conduct and integrity which would be expected from a leading supplier of services the same as or similar to the Services (as a whole or in part) within the relevant industry or business sector;
[bookmark: _Hlk20220234]“Group” means in relation to each Party, all its holding companies, all its subsidiaries and all subsidiaries of such Party’s holding companies (excluding the Party itself). “Subsidiary” and “holding company” shall have meanings assigned to them under Sections 7 and 8 of the Companies Act, 2014;
[bookmark: a876267]“Incident” means any Vulnerability, Virus or security incident which:
(a) may affect the Application or the Services;
(b) may affect the Supplier's network and information systems, such that it could potentially affect the CRU or the Application or the Services; or
(c) is reported to the Supplier by the CRU.
“Initial Term” means the period specified in the Cover Sheet;  
“Insolvency Event” means:
(a) such Party suspending or ceasing to suspend (or threatening to suspend or cease) all or a substantial part of its operations;
(a) other than for the purposes of a bona fide reconstruction or amalgamation, such Party passing a resolution for its winding up, or a court of competent jurisdiction making an order for it to be wound up or dissolved, or that Party being otherwise dissolved; or
(b) the appointment of an administrator of, or the making of an administration order in relation to such Party, or the appointment of a receiver or administrative receiver of, or an encumbrancer taking possession of or selling, the whole or any part of the entity's undertaking, assets, rights or revenue; or 
(c) that Party entering into an arrangement, compromise or composition in satisfaction of its debts with its creditors or any class of them, or taking steps to obtain a moratorium, or making an application to a court of competent jurisdiction for protection from its creditors; or
(d) that Party being unable to pay its debts as they fall due, or being capable of being deemed unable to pay its debts within the meaning of Section 570 of the Companies Act, 2014, or suspending or threatening to suspend making payments on any of its debts; or 
(e) that Party entering into any arrangement, compromise or composition in satisfaction of its debts with its creditors;
[bookmark: _Hlk38527909][bookmark: _Hlk20220258]“Intellectual Property Rights” means all patents, rights to inventions, copyright (including rights in software) and related rights, trademarks, service marks, all rights in get up and trade names, internet domain names and goodwill, all rights to sue for passing off, all rights in designs, database rights, rights in confidential information and trade secrets (including  know-how) and any other intellectual property rights, in each case whether registered or unregistered and including all applications for and all rights to apply for, and renewals and extensions of, the registration of such rights and all similar or equivalent rights or other forms of protection, in each case which exist now or come into existence in the future in any part of the world;
“Losses” means any losses, damages, payments, costs, expenses (including legal costs and expenses), claims, proceedings, awards, charges, fines and/or liabilities of any kind;
[bookmark: a859576]“Mitigate” means the taking of such reasonable steps that would be taken a prudent supplier in accordance with Good industry Practice to mitigate against the Incident in question, which may include (in the case of a Vulnerability) coding changes, but could also include specification changes (for example, removal of affected protocols or functionality in their entirety) provided these are approved by the CRU in writing in advance, and the terms Mitigated and Mitigation shall be construed accordingly;
“Operational Requirements” means those specified in the Cover Sheet; 
“Party” a party of this Agreement; 
“Performance Failure” means the failure of any Service to meet an applicable Service Level;
[bookmark: _DV_M59]“Recipient” means the Party which receives the other Party’s Confidential Information;
[bookmark: _Hlk20220475]“Records” means such records which shall enable the CRU to monitor the Services and the Supplier’s compliance with the terms of this Agreement, and any records required to be kept under Applicable Laws which relate to the Services; 
[bookmark: _Hlk20220561]“Replacement Supplier” means a new service provider appointed or to be appointed by the CRU  (which may be a Third Party) to replace the Supplier in providing the Services;
“Services” means the provision of the Application and all associated services, functions, deliverables, and obligations related to the Application to be provided by the Supplier to the CRU under this Agreement, including the services and/or functions described in the RFT, and/or the Submission (except to the extent CRU designates otherwise) and any statement of work or work order which may be agreed by the Parties;
“Service Credits” means the service credits payable in respect of any Performance Failure as provided for in this Agreement; 
“Service Levels” means the service levels or SLAs set out in Annex 1 of this Agreement; 
“Subcontractor” means a subcontractor of Supplier engaged by Supplier to provide any part of the Services;
“Supplier” means the supplier Party identified in the Cover Sheet; 
“Supplier Personnel” means those personnel employed by Supplier (including employees, contractors, Subcontractors, agents, counsel, consultants and invitees of Supplier or of its Affiliates, collectively or individually as applicable) whose functions or job assignments relate in whole or in part to the provision of Services;  
“Supplier Systems” means the hardware, software, communications and other facilities used by or on behalf of the Supplier or any Subcontractor in connection with the provision of the Services;
“Supplier Terms” means the Supplier’s terms set out at SCHEDULE 2 of this Agreement; 
“Term” means the Initial Term and any extension to the Initial Term pursuant to Clause 18; 
“Third Party” means any person or entity other than the parties to this Agreement;
“TUPE Regulations” means S.I. No. 131/2003 – European Communities (Protection of Employees on Transfer of Undertakings) Regulations 2003 (as amended) and any similar or equivalent legislation in any other jurisdiction; 
“VAT” means value added tax (or any equivalent replacement tax); 
”Virus” means any program which contains malicious code or infiltrates or damages a computer system without the owner's informed consent or is designed to do so or which is hostile, intrusive or annoying to the owner or user and has no legitimate purpose; and
“Vulnerability” means a weakness in the computational logic (for example, code) found in software and hardware components that, when exploited, results in a negative impact to confidentiality, integrity, or availability, and the term Vulnerabilities shall be interpreted accordingly.
[bookmark: _Hlk20221155]In this Agreement, save where the context otherwise requires: 
References to clauses, sub-clauses, schedules, annexes and paragraphs are references to clauses, sub-clauses, schedules, annexes and paragraphs of this Agreement.
Any reference to any statute, statutory provision, subordinate legislation or code of practice shall be construed as a reference to it as amended, consolidated, re-enacted or replaced from time to time.
Any reference to a “person” shall be construed to include any natural person, firm, company, government, state or agency of a state, any joint venture, association or partnership (whether or not having separate legal personality).
The words “includes”, “including”, “for example” and “in particular” and similar expressions shall be construed as if the words “without limitation” immediately followed them.
The expressions “written” or “in writing” shall not include email or any other form of electronic communication, unless expressly stated otherwise.
[bookmark: _Toc118459110]STRUCTURE and PRECEDENCE
This Agreement is comprised of the Cover Sheet, these CRU Terms and the Supplier Terms. In the event of conflict or ambiguity the following order of precedence will apply:
the Cover Sheet; 
these CRU Terms; and
the Supplier Terms.  
[bookmark: _Toc118459111][bookmark: _Hlk20221249]SERVICES AND SUPPLIER’S OBLIGATIONS 
The Supplier hereby grants to the CRU a non-exclusive, non-transferable right and licence to permit the Authorised Users to use the Application during the Term. 
The Supplier shall, during the Term, provide the Services and make available the Documentation to the CRU.
The Supplier shall provide the Services on and subject to the terms and conditions of this Agreement and in compliance with all Applicable Laws. Supplier shall provide all reasonable co-operation required by the CRU in relation to the Services and/or this Agreement. 
The Supplier shall perform the Services in accordance with any guidelines, instructions or policies notified in writing (including email) from time to time by the CRU, including those relating to what matters should be taken into account when performing the Services. 
The Supplier shall immediately notify the CRU of any development which has or may have a material impact on its ability to carry out the Services in accordance with the terms of this Agreement (including the availability of the Application) and in compliance with all Applicable Laws.
Unless expressly stated otherwise, nothing in this Agreement shall oblige the CRU to procure a minimum number, frequency or value of Services from the Supplier or prevent the CRU from appointing a Third Party to provide the Services or similar services.
All Applicable Laws shall take precedence over the terms of this Agreement and in the event that any change in the Applicable Laws results in the provision of part or all of the Services to the CRU becoming unlawful, the CRU may terminate without penalty the affected Services immediately, upon service of written notice to the Supplier. Nothing in this Agreement shall require either Party to act other than in accordance with Applicable Laws.
[bookmark: _DV_M67][bookmark: _DV_M68][bookmark: _DV_M79][bookmark: _DV_M80][bookmark: _Ref118455537]The Supplier undertakes and represents that:
it has all necessary authority, power and capacity to enter into and perform this Agreement and that all necessary actions have been taken to enter into it properly and lawfully;
this Agreement is validly executed by its duly authorised representative;  
it shall at all times and in all respects comply and ensure that its employees, agents and sub-contractors comply with all Applicable Laws in the performance of its obligations under this Agreement;
the status of the Supplier, as declared in the “Declaration as to Personal Circumstances of Tenderer” which has been provided by the Supplier in connection with the Submission which confirms that none of the excluding circumstances listed in Regulation 57 of the Procurement Regulations apply to the Supplier, remains unchanged; 
the receipt and/or use of the Services by the CRU will not infringe the Intellectual Property Rights of any Third Party; and
it holds, shall hold and shall maintain all rights, authorisations, licences and consents required to perform its obligations under this Agreement.
[bookmark: _Hlk95402676]SERVICES AND APPLICATION
The Supplier warrants that during the Term: 
the Services will be performed in accordance with Good Industry Practice;
it has and will maintain at all times the necessary skill, expertise, systems, technology, equipment, suitably qualified staff and all other resources required to provide the Services on the terms set out herein; 
the Application shall operate in accordance with the Documentation;
the Application shall comply with, and meet, the Operational Requirements; 
the Application will be free of material defects and errors;
it shall not introduce any Viruses and/or Vulnerability onto the CRU Systems while performing the Services;
the Application will not contain any Viruses and/or Vulnerability; 
it shall perform the Services, when applicable, in compliance with the Service Levels;
the Services will be delivered by Supplier in accordance with the requirements of Applicable Laws;
it has and will maintain appropriate business continuity and disaster recovery plans for the Services, in accordance with Good Industry Practice and shall regularly test same; 
it can, and will, fully meet, satisfy and comply with the RFT and Submission in providing the Services and performing its other obligations under this Agreement;
it will perform the Services using persons with all necessary experience, qualifications, skills, expertise, training and language skills and whom are fully acquainted with the Services and all requirements related to their role;
the Services and any materials and goods supplied to the CRU in providing the Services are, and will be, fit for the purpose intended as specified in the RFT;
the Services are performed in compliance with the Agreement; and
the implementation, maintenance and provision of the Services shall:
conform with reasonable precautions designed to promote safety, avoid accidents and prevent injury to person or property;
remain compatible with the configuration of the CRU Systems and ensure that there is appropriate operating interface with the CRU Systems in order for Supplier to provide the Services; and
not, except as consented to in writing by the CRU  in advance delay, restrict, impose any tasks, costs or obligations other than as set forth herein upon the CRU with respect to, or interfere in any material respect with, the use or operation of the CRU Systems.
[bookmark: _Toc118459114]COOPERATION WITH THIRD PARTY SERVICE PROVIDERS
Upon the CRU 's request, Supplier agrees to fully cooperate and work in good faith with any Third Party designated by the CRU in connection with this Agreement (and the employees, agents and contractors of such Third Party), including in the installation of services and resolution of issues. Such cooperation may include: 
providing access to any facilities, equipment and software being used to provide the Services, as needed to enable such Third Parties to perform the work assigned to them; 
exchanging information with a Third Party on the CRU 's written instruction; and
resolving differences and conflicts arising between the Services and a Third Party's services or activities.  
The Supplier shall immediately notify the CRU if an act or omission of a Third Party is likely to cause, or has caused, a problem or delay in providing the Services, and shall work with the CRU  to prevent or circumvent such problem or delay. 
[bookmark: _Toc118459115]CHANGES IN SERVICES
During the course of this Agreement, the CRU may request Changes in the Services. Supplier shall respond to such request with its best technical and financial proposal, on terms no less favourable than those under which this Agreement was initially executed. Supplier shall also specify in its proposal the impact of the Change on the Services and the Fees and the consequences for the Services, if any. 
Supplier shall not charge the CRU for evaluating and responding to the CRU 's Change requests.  
Any Change shall be effective upon the execution by the Parties (including each of CRU and UR) of an agreement in writing setting forth the requested Changes and their impact (if any) on the Fees to be paid to the Supplier ("Change Order").  
Until such time as a Change Order is agreed and executed by the Parties, this Agreement shall remain unchanged and the Parties shall, unless otherwise agreed in writing, continue to perform their obligations in accordance with this Agreement. Any work undertaken by Supplier which has not been authorised in advance by way of a fully executed Change Order and/or amendment agreement shall be undertaken entirely at the expense and liability of Supplier.
[bookmark: _Toc118459116][bookmark: _Ref114164356]SERVICE LEVELS, DELAYS AND REMEDIES
Service Levels and Reporting
Supplier will perform the Services, under an obligation of result, in a manner that meets or exceeds the Service Levels. Within five (5) Business Days of the end of each month, the Supplier shall provide the CRU with reports of its performance against Service Levels as set in ANNEX 1 in the previous month in such format as may reasonably be required by the CRU. 
Supplier and the CRU shall mutually agree on the dates and times of any planned maintenance that will impact the availability or performance of the Services so as to minimise any disruption to the CRU 's normal work and business operations ("Planned Maintenance"). The CRU may, at any time during or prior to any Planned Maintenance, require Supplier to reschedule such Planned Maintenance where it is, or is likely to be, disruptive to the CRU 's business operations.
In the event of any Performance Failure, Supplier shall, without prejudice to any other remedies available to the CRU:
promptly investigate and notify the CRU of the problem causing the Performance Failure; 
deploy all additional resources and take all remedial action that is necessary to rectify the Performance Failure and to prevent the Performance Failure from recurring; and
advise the CRU , providing such detail as may be requested by the CRU , of the status of remedial efforts being undertaken with respect to the Performance Failure and provide the CRU  with reasonable evidence that the cause of the Performance Failure has been or will be corrected.
If a Performance Failure occurs then, without prejudice to any other remedies available to the CRU, and without diminishing or limiting the Supplier’s liability for such breach, Supplier shall pay or credit to the CRU the applicable Service Credits in accordance with ANNEX 1. For the avoidance of doubt, Service Credits are not a sole and exclusive remedy and are in addition to any other remedy which may be available to the CRU. 
In the event of multiple failures to provide the Services, Supplier shall communicate to the CRU  its plans for corrective action(s), which shall include establishing priorities for restoration of such Services after consultation with (and subject to change at the direction of) the CRU. Any restoration of Services provided by Supplier shall be in accordance with all applicable rules and regulations and the standards set forth in this Agreement.
Monitoring and reporting
Supplier will continually monitor performance of the Services against all Service Levels and will maintain adequate technical and organisational procedures and auditable tools to enable appropriate and accurate monitoring and reporting.
[bookmark: _Ref114164375]At any time upon the CRU 's written request, and in any event as part of the report provided pursuant to Clause 7, Supplier will provide a written report to the CRU detailing (in respect of the previous month or such other period requested by the CRU):
the performance of the Services against the applicable Service Levels;
the occurrence of any Performance Failure, and the circumstances surrounding such Performance Failure, the cause, the impact on any other Services or any Third Party services, and the steps taken to remediate the Performance Failure; and
any Service Credits becoming payable.
Supplier acknowledges that the CRU is entitled to monitor and evaluate the Services, on an ongoing basis, through the governance and reporting provisions of this Agreement. In addition to providing the information specified in Clause 7.2.2, Supplier will provide such other assistance or information reasonably requested by the CRU to enable the CRU to effectively monitor and evaluate the Services.
[bookmark: _Ref114164430][bookmark: _Toc118459117][bookmark: _Ref289701454]ACCEPTANCE TESTING

The Supplier shall ensure that, prior to delivery of any part of the Services which the CRU has specified is subject to acceptance testing (“Deliverable”), it performs tests (“Acceptance Tests”) on such Deliverables to demonstrate that Deliverable meets all functional and performance criteria and complies with the applicable specifications (“Acceptance Criteria”) before they are made available to the CRU. On provision of the relevant Deliverable to the CRU, the Supplier will provide to the CRU a certificate confirming the successful completion of the Acceptance Tests. As soon as practicable after such provision of the relevant Deliverable, the CRU shall re-test the Deliverable in accordance with the Acceptance Tests and the CRU shall complete the Acceptance Tests and notify the Supplier of the results of the Acceptance Tests within a reasonable time period following their completion (the “Review and Acceptance Period”). The Supplier shall: (i) provide all reasonable assistance in respect of such Acceptance Testing; and (ii) be permitted to be present at such Acceptance Tests.
If, in the reasonable opinion of the CRU, the relevant Deliverable meets all of the Acceptance Criteria, those Deliverable shall have passed their Acceptance Tests, are accepted and the CRU will issue to the Supplier via e-mail an acceptance (“Acceptance Certificate”). In addition, a Deliverable shall be treated as accepted by the CRU if the CRU starts using the Deliverable in a live production environment (other than as part of agreed review and acceptance testing procedure).
If the relevant Deliverable do not pass its Acceptance Tests, the CRU shall provide the Supplier with written reasons for such failure. In such circumstances, the Supplier shall be given the opportunity, for a period of time specified by the CRU, to correct any errors in the relevant Deliverable and re-submit it for Acceptance Testing in accordance with this clause. 
If the relevant Deliverable fails a second Acceptance Test carried out by the CRU, the CRU shall, at its sole option, have the following rights: 

without prejudice to the CRU's other rights and remedies (including but not limited to the right to claim contractual damages), to accept by written notice such part(s) of the relevant Deliverable as the CRU specifies (such part(s) as the CRU accepts being the “Partially Accepted Part(s)” and such part(s) as the CRU rejects being the “Partially Rejected Part(s)”) in which case: 

in respect of the Partially Accepted Part(s), the CRU shall pay such amount to the Supplier as the CRU reasonably believe reflects a fair and reasonable proportion of the Fees and the CRU shall, at its sole option, elect in such notice whether the Supplier should no longer be required to provide the Services in respect of such Deliverable(s) that are not so accepted; and
in respect of the Partially Rejected Part(s), the Fees payable by the CRU to the Supplier 		relating to the part(s) of the Deliverable(s) that have passed their Acceptance Tests but are rendered partially unusable or of diminished value by the failure of the Partially Rejected Part(s) to pass their Acceptance Tests shall be reduced by such amount as the CRU reasonably believes reflects a fair and reasonable proportion of the Fees therefor (“Proportionate Reduction”), (and in the event that such Fees have already been paid, the CRU shall obtain a partial refund from the Supplier of those Fees to in the amount of the applicable Proportion Reduction);

to allow for a further Acceptance Test to be carried out within such time period as the CRU may specify; or
without prejudice to the CRU's other rights and remedies (including but not limited to the right to claim contractual damages), to terminate this Agreement with immediate effect and without any cost or liability whatsoever, in which event the Supplier will on demand refund to the CRU any the Fees paid to the Supplier arising from this Agreement.
In the event that the CRU allows for a further Acceptance Tests pursuant to Clause 8.4.2 and the relevant Deliverable does not pass its Acceptance Test again Clause 8.4 shall apply.
PAYMENT AND INVOICING 
In consideration of the supply of the Application and the provision to the CRU of the Services by the Supplier, the CRU shall pay to the Supplier the Fees in the manner and in accordance with the proportions provided for in Annex 1. All Fees payable to Supplier under this Agreement shall be detailed, categorised and clearly stated on an invoice in accordance with the terms of Annex 1 and this Clause 9. All invoices shall clearly refer to this Agreement and provide full details of the Services provided, the dates and times on which they were provided, the amount of Fees due for same and any applicable VAT. 
All undisputed invoices are payable within thirty (30) days of invoice issuance date. 
	Discharge of the Fees is subject to the following:

	Compliance by the Supplier with the provisions of this Agreement including but not limited to any milestones.

	The furnishing by the Supplier of valid invoices to the CRU and such supporting documentation as may be required by the CRU from time to time. 

	Invoices being submitted in accordance with as the terms set out in ANNEX 1. All and any queries relating to the invoices and/or the Services for any billing period (including whether or not Services have been accepted, rejected, satisfactorily re-performed or as the case may be) may be raised by or on behalf of the CRU within 30 working days of receipt of the invoices by the CRU. In circumstances where no queries are raised within the said 30 working day period the invoices shall be deemed accepted. Upon resolution of any queries on the invoices to the satisfaction of the CRU or upon such deemed acceptance the invoices shall be payable. Payment is subject to any rights reserved by the CRU under any other provision of this Agreement.

	The CRU being in possession of the Supplier’s current Tax Clearance Certificate or (where appropriate), having being supplied with the Supplier’s Tax Clearance Access Number and Tax Reference Number for the Republic of Ireland, have verified the Supplier’s tax status within the Republic of Ireland and are satisfied that the Supplier’s tax affairs are in order. The Supplier shall comply with all EU and domestic taxation law and requirements.

	The European Communities (Late Payment in Commercial Transactions) Regulations, 2012 shall apply to all payments. Incorrect invoices will be returned for correction with consequential effects on the due date of payment.

	Wherever under this Agreement any sum of money is recoverable from or payable by the Supplier (including any sum which the Supplier is liable to pay to the CRU in respect of any breach of this Agreement), the CRU may deduct that sum from any sum then due, or which at any later time may become due to the Supplier under the Agreement or under any other agreement or contract with the CRU. Any overpayment by or on behalf of CRU, whether of the Fees or of VAT or otherwise, shall be a sum of money recoverable by the Party on whose behalf the overpayment was made from the Party in receipt of the overpayment.

	The Fees are inclusive of any and all costs or expenses incurred by the Supplier, its employees, servants and agents in the performance of its obligations under this Agreement, except, if applicable, to the extent set out in ANNEX 1.

	Any and all taxes applicable to the provision of the Services will be the sole responsibility of the Supplier and the Supplier so acknowledges and confirms.


Any sums payable by the CRU to the Supplier under this Agreement may be set-off against any sums owed to the CRU from the Supplier in connection with this Agreement or otherwise.
The Fees shall be the sole remuneration payable to the Supplier for the performance of its obligations under this Agreement and for any rights (including Intellectual Property Rights) or licenses it agrees to grant or assign to the CRU hereunder.
[bookmark: _Ref118455967][bookmark: _Toc118459118]INSURANCE
[bookmark: _Ref118458856]Without prejudice to its express obligations under this Agreement, and in accordance, with Good Industry Practice, the Supplier agrees that during the Term and in respect of professional indemnity insurance during the Term and for a period of 6 years from Termination, it will maintain appropriate insurance policies in relation to the following risks with a reputable insurance provider in respect of the provision of the Services and all of the Supplier’s obligations under this Agreement providing for a payment of a sum no less than the amounts stated:
[bookmark: _Ref118458815]Professional indemnity insurance of [TBC] in the aggregate in a year and including costs and expenses;
Employer’s liability insurance of €12.7 million in the aggregate in a year, including costs and expenses;
[bookmark: _Ref118458836]Public liability insurance of €6.5 million in the aggregate in a year and including costs and expenses; and
Cyber insurance of €1 million the aggregate in a year and including costs and expenses. 
[bookmark: _Ref118458867]The Supplier shall notify the CRU in the event that claims against the policy have reached the aggregate policy limit in relation to professional indemnity insurance and the Supplier shall take such steps as are required to reinstate the professional indemnity insurance to the required levels as set out in Clause 10.1.1.
The Supplier acknowledges that the full scope of the Services may not be determined at the Effective Date, and the Supplier agrees that CRU shall be entitled to seek to vary the minimum insurance coverage requirements at Clause 10.1.1 to 10.1.3 above to reflect any amendment in the scope of the Services made during the Term provided that if such amendment results in a material increase in the costs of procuring such insurance the matter may be escalated for agreement. Following any amendment by CRU of the minimum insurance coverage requirements at Clause 10.1.1 to 10.1.3 above, the Supplier acknowledges that it shall seek to obtain appropriate insurance policies to reflect CRU’s amended requirements. 
The Supplier shall, on request, produce an insurance broker’s confirmatory letter (including confirmation of the period during which the relevant insurance is valid) or an insurance certificate to confirm that it is complying with its obligations under Clauses 0 and/or 10.2 above. The Supplier shall notify CRU immediately in the event that any of the required insurances ceases to be available. 
If the Supplier fails to obtain or maintain the insurance cover required pursuant to Clauses 0 and/or 10.2 above, the Supplier shall immediately inform CRU. 
Each policy with insurers, excluding the professional indemnity insurance policy, shall include an insurers waiver of subrogation rights in favour of CRU and their respective directors, officers and employees and such insurance shall be primary as to any other valid and collectible insurance which may be available to CRU. 
The insurance policies as noted at Clauses 10.1.1 and 10.1.3 above shall include, in each case, an indemnity to principals clause. None of the policies described in Clause 0 shall include any terms or conditions to the effect that the Supplier must discharge any liability before being able to recover from the insurers.
[bookmark: _Ref118458686]The Supplier shall not do so or cause anything to be done which would invalidate any of the insurance services effected pursuant to Clause 0 or to prejudice the entitlement of CRU under such policy and shall not alter the terms of such policies to diminish any benefits accruing to CRU thereunder. 
The Supplier shall be liable to pay the full amount of any deductibles or excess amounts payable under the policies of insurance required pursuant to Clause 0 above in the event of a claim under any of the policies. 
Such insurance benefits and coverage as required pursuant to this Agreement shall not be deemed to limit or exclude the liability of the Supplier hereunder.
[bookmark: _DV_M121][bookmark: _DV_M122][bookmark: _Toc289684096][bookmark: _Toc289684145][bookmark: _Toc289331478][bookmark: _Toc289684103][bookmark: _Toc289684152][bookmark: _Toc289331479][bookmark: _Toc289684104][bookmark: _Toc289684153][bookmark: _Toc289331480][bookmark: _Toc289684105][bookmark: _Toc289684154][bookmark: _Toc289331481][bookmark: _Toc289684106][bookmark: _Toc289684155][bookmark: _Toc71618064][bookmark: _Ref289683703][bookmark: _Toc289684160][bookmark: _Ref114164552][bookmark: _Ref114164560][bookmark: _Ref114164568][bookmark: _Ref114164904][bookmark: _Ref118458539][bookmark: _Toc118459119][bookmark: _Hlk20224054]AUDITS AND GOVERNANCE
[bookmark: _Ref289332136]In no event shall any Party’s participation in any meetings convened pursuant to this Clause 11  be deemed a waiver or alteration of any right or obligation imposed by this Agreement.
For the Term, the Supplier shall (at no cost to the CRU):
keep and maintain the Records and provide copies of the same to the CRU within 2 Business Days of receiving a request from the CRU;
permit the CRU, its employees and/or any Third Party nominated by it (each and all, “Auditors”) to audit the Records and the Supplier’s performance of its obligations under this Agreement. In particular, the CRU  and its Auditors may audit and inspect all Records, premises, equipment, Supplier Personnel, Supplier Systems, system configuration data, controls, and other data and records relating to the Services. 
The CRU shall use reasonable endeavours to ensure Audits are conducted with minimal disruption to the Supplier’s business.
Supplier shall procure that its subcontractors grant the CRU the right to conduct an Audit on the same terms as set out in this Clause 11.
A copy of the audit report will be delivered to Supplier when finalised and allowable. Should the Audit report identify a breach by Supplier of its contractual obligations, Supplier undertakes (i) to provide the CRU  with an action plan to cure the default(s) within five (5) Business Days following the date of receipt of the Audit report by Supplier and (ii), unless a longer time period is expressly agreed by the CRU  in certain specific circumstances, to implement the corrective measures within ten (10) Business Days following the CRU ’s approval on the action plan proposed by Supplier. This action plan may include making refund of any overpayment by the CRU in the form of a credit on the invoice for the first full billing cycle after the Parties have agreed upon the accuracy of the Audit results. If the CRU  determines that the required corrective measures have not been implemented by Supplier within the aforementioned ten (10) Business Days period (or agreed longer period), this will constitute an irremediable material breach of this Agreement by Supplier and the CRU may terminate this Agreement in accordance with Clause 18. 
[bookmark: _DV_M139][bookmark: _DV_M140][bookmark: _DV_M145][bookmark: _DV_M146][bookmark: _DV_M147][bookmark: _Ref289683713][bookmark: _Ref289684049][bookmark: _Toc289684161][bookmark: _Toc118459120]DATA PROTECTION 
Unless agreed otherwise in writing by the CRU: (i) the Supplier acknowledges and accepts that it is a data processor for the purposes of the Services; and (ii) the Supplier shall comply with Annex 3 (Data Protection Addendum). 
The Supplier shall and shall ensure its employees, agents, contractors, sub-contractors and sub-processors (if any) comply with the Data Protection Laws. 
The Supplier shall, upon request by the CRU and at no cost to the CRU, promptly and without delay provide all information and assistance reasonably required by the CRU to comply with its obligations under the Data Protection Laws.
The Supplier agrees that any information relating to this Agreement and / or the performance of this Agreement may be passed by the CRU to the Office of Government Procurement (“OGP”) anonymised as provided for under Data Protection Laws and that the OGP may use this information in the analysis and reporting of spend data including the preparation and publishing of reports.
[bookmark: _Toc118459121]Security of network, information systems and ai
The Supplier shall comply with ANNEX 2 - INFORMATION SECURITY  (Information Security Annex). 
[bookmark: _Ref118458088]The Supplier shall notify the CRU immediately it becomes aware of any Incident, and respond without delay to all queries and requests for information from the CRU about any Incident, whether discovered by the Supplier or the CRU.
The Supplier agrees to co-operate with the CRU in relation to:
any requests for information, or inspection, made by any regulator; 
any request for information made in respect of any of the information provided in ANNEX 2 - INFORMATION SECURITY ; and
any Incident.
The Supplier shall (and warrants and represents that it shall) at all times in accordance with Good Industry Practice: 
implement, operate, maintain, and adhere to, appropriate policies to cover the issues specified in ANNEX 2 - INFORMATION SECURITY , including an incident management process which shall enable the Supplier, as a minimum, to discover and assess Incidents, and to prioritise those Incidents, sufficient to meet its reporting obligations under Clause 13.2; and
mitigate against all Incidents.
The Supplier warrants, represents and undertakes that: (i) the use of any AI System as part of the Services is compliant with the AI Act; (ii) it has and will continue to comply with Data Protection Laws in respect of any AI System used as part of the Services and any personal data that is processed by any AI System used as part of the Services; (iii) it has obtained and will continue to obtain all consents, licences and permissions for the use of any data, including training, test and verification data used as part of the AI System; (iv) no Viruses, disabling code (including code intended by the Supplier to limit or prevent use of the AI System) or malicious software (including spyware) are contained in the AI System; (v) the development, installation, use or possession of the AI System will not infringe the Intellectual Property Rights of any Third Party; (vi) it shall not use or deploy in the Services any (A) AI System that is prohibited under Article 5 of the AI Act, or (B) high-risk AI System under Annex II or III of the AI Act; (vii) it shall not use any CRU information (including any CRU Data) in the training of any AI System; (viii) the AI System will not provide any output which causes unlawful discrimination, or is inaccurate, incomplete, incorrect or offensive; and (ix) the AI System is transparent and interpretable such that its output can be traced back to the input data.
[bookmark: _Ref289683722][bookmark: _Toc289684162][bookmark: _Ref114164881][bookmark: _Ref114164945][bookmark: _Ref118458605][bookmark: _Toc118459122]INTELLECTUAL PROPERTY RIGHTS
The CRU acknowledges and agrees that the Supplier and/or its licensors own all Intellectual Property Rights in the Services, Application and the Documentation. The only rights and/or licences the CRU has in respect of the Services, Application or the Documentation are those provided for in this Agreement. The Supplier confirms that it has all the rights in relation to the Services, Application and the Documentation that are necessary to grant all the rights it purports to grant under, and in accordance with, the terms of this Agreement.
The CRU shall own all Intellectual Property Rights in and title to the respective CRU Materials and no right or license to same is granted or transferred to the Supplier as a result of this Agreement or otherwise, save as expressly set out in this Agreement.
The CRU hereby grants to the Supplier, or shall procure the grant to the Supplier of, a non-exclusive, revocable, non-transferable, royalty-free licence to use the CRU Materials for the Term and any period after the expiration or termination of this Agreement during which the Supplier continues to provide the Services for the sole purpose of performing the Supplier's obligations under this Agreement. The Supplier shall only be entitled to sub-license the use of the CRU Materials to any sub-contractor who is approved by the CRU in accordance with Clause 16 and such sub-license may only be used for the purpose of performing the Supplier’s obligations under this Agreement. 
[bookmark: _Ref114164793]Unless required by Applicable Laws or to perform its obligations under this Agreement, the Supplier shall not use the name of the CRU or any trade name, trademark, logo or service mark owned by or licensed to the CRU, including (without limitation) in any media release or public announcement (including any publicity or marketing material, on any website, customer lists or business presentations). Neither Party shall make any public announcement relating to this Agreement or its subject matter without the prior written approval of the other party, unless required to do so under Applicable Laws.
The Supplier shall indemnify, defend and hold harmless the CRU on demand against all Losses arising out of or in connection with any allegation that the receipt, use or possession of the Services including the Application and/or Documentation as permitted by this Agreement, infringes the Intellectual Property Rights of any Third Party (“IPR Claim”). 
If the CRU becomes aware of any IPR Claim, the CRU shall:
promptly notify the Supplier in writing and shall not make any admissions of liability without the prior written consent of the Supplier;
give the Supplier sole control of the defence and settlement of such IPR Claim, provided that no liability is admitted or incurred on behalf of the CRU , without the CRU ’s prior written consent and provided the Supplier resolves such IPR Claim without delay and without causing adverse publicity to the CRU ; and
at the request and cost of the Supplier, provide all reasonable assistance with the defence of such IPR Claim.
[bookmark: _Ref289683731][bookmark: _Ref289684061][bookmark: _Toc289684163][bookmark: _Toc118459123]CONFIDENTIALITY
[bookmark: _Toc289684164][bookmark: _Ref114164753][bookmark: _Toc118459124]The Recipient agrees to keep secret and confidential, and not to use or disclose, any Confidential Information of the Discloser unless this Agreement permits. The Recipient must take all steps and do all such things as may be necessary or prudent in order to secure and protect the confidentiality of the Confidential Information of the Discloser and to prevent any unauthorised access to it. The Recipient must use the Confidential Information of the Discloser only for the performance of its obligations under this Agreement and for no other reason.
The Recipient may disclose Confidential Information of the Discloser to the Recipient’s employees, contractors and professional advisers only to the extent that each has a need to know that information for the purposes of this Agreement.
The Recipient is responsible for ensuring that the Confidential Information of the Discloser is kept confidential and secure by any person to whom the Recipient discloses that information.
The obligations in Clause 15.1 do not apply to Confidential Information that is:
in the public domain other than as a result of a breach of this Agreement or another obligation of confidence;
created by the Recipient, whether alone or jointly with any person, independently of the Discloser’s Confidential Information (provided the Recipient has evidence in writing that the information falls within this exception); or
already known by the Recipient independently of its involvement in this Agreement or its interaction with the Discloser and free of any obligation of confidence.
If Applicable Laws require a Recipient to disclose any Confidential Information of the Discloser to a third person, the Recipient may do so and will (to the extent it is legally permitted to do so) notify the Discloser and give the Discloser a reasonable opportunity to take any steps that the Discloser considers necessary to protect the confidentiality of that information.
[bookmark: _Ref205556414]On termination or expiry of this Agreement or otherwise on request by the CRU, the Supplier must immediately stop using the CRU's Confidential Information and return to the CRU, or at the CRU’s choice destroy, all CRU Confidential Information stored in any medium, including any copies of the Confidential Information and all other information or data created as part of or for the purpose of performing the Services which is in the possession or control of the Supplier.
[bookmark: _Ref118817457][bookmark: _Ref114164953]ASSIGNMENT AND SUBCONTRACTING
Neither Party shall not assign, transfer, charge, subcontract, or otherwise deal with their respective rights or obligations under this Agreement without the prior written consent of the other Party. 
[bookmark: _Ref118291726]If the CRU grants consent for the Supplier to use a Subcontractor, the Supplier shall remain fully responsible for performance of this Agreement, including any obligations performed by its Subcontractors and any acts and omissions of any Subcontractors (whether or not such acts or omissions are authorised by Supplier). The Supplier shall be liable for the acts and omissions of its Subcontractors as if such acts and omissions where its own.  
Where the CRU becomes aware that any of the exclusion grounds set out in Regulation 57 of the Procurement Regulations apply to any Subcontractor, the CRU reserves the right to require the Supplier to immediately replace such Subcontractor and the Supplier shall comply with such requirement. The Supplier shall include in every sub-contract a right for the Supplier to terminate the sub-contract where any of the exclusion grounds in the Procurement Regulations apply to the Subcontractor and a requirement that the Subcontractor, in turn, includes a provision having the same effect in any sub-contract which it awards.
[bookmark: _Ref118458975][bookmark: _Toc118459125]LIABILITy
	Subject to Clause 17.4, no Party is liable for any indirect or consequential loss.  However, this does not limit or affect the Supplier’s liability for any direct losses including, amongst other things, any liability of the CRU to any third parties arising out of or as a result of any breach of this Agreement, wilful misconduct or negligence of the Supplier, its Subcontractors or either of their employees or agents or any other person for which the Supplier has responsibility.

	Should the CRU find itself obliged to order services from elsewhere in consequence of the failure of the Supplier to deliver Services, the CRU shall be entitled to recover from the Supplier any excess prices which may be paid by the CRU.

	Except as otherwise expressly provided by this Agreement, all remedies available to any Party for breach of this Agreement are cumulative and may be exercised concurrently or separately, and the exercise of any one remedy shall not be deemed an election of such remedy to the exclusion of other remedies. The acceptance or payment by the CRU in respect of any matter or deliverable does not limit or affect the CRU’s rights and remedies under or connection this Agreement.
[bookmark: _Ref118458959]Nothing in this Agreement excludes or limits the liability of the Supplier:
arising out of or in connection with fraud or fraudulent misrepresentation;
arising out of or in connection with death, sickness or personal injury to any person arising as a result of the negligence or other acts or omissions of the Supplier, its Subcontractors or either of their employees or agents or any other person for which the Supplier has responsibility; 
arising out of or in connection with any breach of, or under, any of the provisions in Clause 20 (TUPE), Clause 14.5 (third party IP indemnity) and Clause 21 (Conflicts);
arising out of or in connection with any abandonment or wilful breach of any provision of this Agreement by the Supplier, its Subcontractors or either of their employees or agents or any other person for which the Supplier has responsibility; 
arising out of or in connection with any wilful misconduct by the Supplier, its Subcontractors or either of their employees or agents or any other person for which the Supplier has responsibility; and/or 
to the extent prohibited by Applicable Laws. 
Subject to Clauses 17.4 and 17.6, the limit of each Party’s aggregate liability to the other Party under this Agreement (whether under statute, tort, equity or common law) shall not under any circumstances exceed the higher of (a) EUR 500,000; and (b) three hundred per cent (300%) of the Fees projected to be payable over the maximum Term of this Agreement.
Subject to Clause 17.4, the Supplier’s liability arising out of or in connection with any breach of, or under, any of the provisions in Clause 12 (Data Protection) (including Annex 3 (Data Protection Addendum), Clause 13 (Security of Network, Information Systems and AI) and Clause 15 (Confidentiality), shall not exceed the higher of (a) EUR 1,000,000; and (b) six hundred per cent (600%) of the Fees projected to be payable over the maximum Term of this Agreement.
Any Service Credits are not applied or counted towards the Supplier’s limitation on liability in Clause 17.


[bookmark: _Ref289683604][bookmark: _Ref289683616][bookmark: _Toc289684166][bookmark: _Ref114164577][bookmark: _Ref114164932][bookmark: _Toc118459126][bookmark: _Ref289683670][bookmark: _Ref114164286]DURATION AND TERMINATION
This Agreement shall commence on and from the Effective Date and continue in force for the Initial Term unless:
terminated earlier in accordance with the terms of this Agreement; or
extended pursuant to Clause 18.2.
[bookmark: _Ref118458991][bookmark: _Ref289683682]The CRU may (but shall be under no obligation to) extend the term of this Agreement for successive periods of up to twelve (12) months (with a maximum of [2] extensions) by giving at least [sixty (60) day’s] notice, such notice to be given at any time, and to expire  on or before the last day of the Initial Term or the then current extended Term (“Extension Notice”).  If this Agreement is extended pursuant to this Clause 18, the Supplier shall accept such extension and any extended period shall form part of the Term.
This Agreement may be terminated by a Party, with immediate effect, upon service of written notice if the other Party:
commits a remediable material breach of this Agreement and fails to remedy such breach within 21 days of being given written notice to do so;
commits an irremediable material breach of this Agreement; or
suffers an Insolvency Event.
The CRU may terminate this Agreement:
immediately, upon serving written notice on the Supplier, in the event of a change of Control of the Supplier; 
for convenience, upon serving written notice of such termination on the Supplier no less than one hundred and eighty (180) days in advance of such termination taking effect; 
immediately, upon serving written notice on the Supplier, if the Supplier is affected by a Force Majeure Event(s) for more than fourteen (14) calendar days (whether or not consecutive) in aggregate over the Term; 
if Supplier has committed a series of minor breaches (to include breaches of Service Levels) which in aggregate represent a material breach by Supplier which has not been remedied within thirty (30) days from the date of written notice requiring it to do so; 
immediately if the Supplier subcontracts any part of the Services without the CRU 's written approval as required under Clause 16; or
immediately if the CRU assesses Supplier’s management and security of Confidential Information and/or Personal Data and concludes, acting reasonably, that there are material weaknesses which give rise to security or confidentiality risks.
Any right the CRU may have to terminate this Agreement includes the right to terminate part or all of this Agreement, and/or part or all of the Services. For the avoidance of doubt CRU may terminate any portion of this Agreement that relates solely to Services or obligations provided to it and so that that the non-terminating Party may still continue to receive the benefit of this Agreement.  Where the CRU terminates only a part of this Agreement or the Services, the Fees shall be reduced proportionally based upon the value of the Services or obligations terminated; which value shall be determined to the extent possible in accordance with ANNEX 1. 
[bookmark: _Toc289684167]CONSEQUENCES OF TERMINATION
Termination Assistance Services 
Upon termination of this Agreement (in whole or in part), for any reason whatsoever (including expiry of the Agreement), the Supplier shall provide the CRU, at no additional costs, with its full cooperation in ensuring a smooth transition of the Services from the Supplier to the CRU or a Replacement Supplier with minimal disruption to the CRU 's activities. 
To facilitate an orderly transition of the Services to the CRU and/or a Replacement Supplier, the Supplier shall undertake the following at no additional cost:
provide to the CRU and/or any Replacement Supplier such information, assistance and advice as the CRU may reasonably request in relation to the Services and the termination or transfer thereof; and
provide to the CRU and any Replacement Supplier all necessary access to the systems and sites from which the Services were provided; 
(together, "Termination Assistance Services".)
The Supplier acknowledges that its obligation to provide Termination Assistance Services is unconditional and applies irrespective of the circumstances in which termination (including expiry) takes place.
Consequences of Termination
Upon the expiry or termination of this Agreement or the provision of Services hereunder, for any reason any accrued rights or liabilities of either Party arising prior to such expiry or termination shall not be affected.
Either Party may only retain any of the items or materials to the minimum extent required by Applicable Laws or if obliged to do so by the terms of this Agreement.
On termination of this Agreement for any reason, the Supplier:
shall make no further use of the CRU Data;
at the written direction of the CRU, the Supplier shall destroy or return the CRU Data, and if the CRU requires the return of the CRU Data it shall be provided promptly and in a machine readable and market standard format; and
the Supplier shall preserve all CRU Data in its possession until it has received any such instructions from CRU.
If the CRU terminates this Agreement for any reason the Supplier shall within seven (7) days of such termination refund to the CRU  any Fees paid by it in advance which relate to the period after such termination.
Any terms and conditions of this Agreement expressly identified or that would by their nature survive the expiration or termination of this Agreement, for any reason whatsoever, shall so survive.
[bookmark: _Ref118458570][bookmark: _Toc118459130]TUPE REGULATIONS 
[bookmark: _Ref114165031]The parties agree that the TUPE Regulations are not intended to apply to transfer any employees of the Supplier to the CRU  or any replacement provider of the Services (“Replacement Provider”) on the expiration or termination of the Supplier’s appointment under this Agreement or otherwise.
If, notwithstanding Clause 20.1, any person who has been employed or engaged by the Supplier transfers or claims to have transferred to the employment of the CRU  or any Replacement Provider as a result of the application of the TUPE Regulations, or otherwise as a result of or in connection with the termination of the Supplier’s appointment under this Agreement, then: 
the CRU or the Replacement Provider, as appropriate, will be entitled, within three months of becoming aware of such person's transfer, to dismiss any such person; and 
[bookmark: _Ref114165039]the Supplier shall indemnify, keep indemnified and hold harmless the CRU and the Replacement Provider on demand against any and all Losses whatsoever suffered or incurred by the CRU  and/or the Replacement Provider arising out of or in connection with that person's employment or its termination (in either case whether prior to such person's transfer to the CRU  or the Replacement Provider or thereafter).
The indemnity to be provided by the Supplier under Clause 20.2.2 shall include but not be limited to:
any claim relating to redundancy (whether pursuant to statutory requirements or otherwise) breach of contract, wrongful dismissal, unfair dismissal, discrimination by reason of sex, race, disability or religious belief, equal pay, health and safety (including industrial injury) and any other claim relating to such person's employment or its termination whether under Irish or European law, the Treaty of Rome or otherwise; and
any claim arising out of any failure by the Supplier to comply with any obligations relating to the provision of information and/or consultation in relation to such person whether pursuant to the TUPE Regulations, any other statutory requirement, any collective agreement or otherwise.
[bookmark: _Ref118458615][bookmark: _Toc118459131]Conflicts 
	The Supplier confirms that it has carried out a conflicts of interest check and is satisfied that neither it nor any Subcontractor nor agent as the case may be has any conflict of interest in relation to the Services and its obligations undertaken under this Agreement, except (if applicable) to the extent set out in a separate conflict of interest disclosure letter that expressly refers to this Clause (and, in which case, the Supplier shall comply with any conflict of interest mitigation or management measures, procedures and protocols set out or referred to in such conflict of interest side letter). The Supplier hereby undertakes to notify the CRU immediately should any conflict of interest come to its attention during the currency of this Agreement and to comply with the CRU’s directions in respect thereof. In the event of such notification, the CRU shall have the right (in addition to any other rights which it has at law) to terminate this Agreement immediately and without liability for compensation or damages. A “conflict of interest” in this Agreement means any actual, potential or perceived conflict of interest or bias or any other factor, whether arising through personal interest, current or prospective contractual obligations or any other activity or association that the Supplier, Subcontractor or any of their personnel or subcontractors has which could compromise the independence of the Supplier in its performance of the Services or any aspect of the Services or Agreement and any of their subject matter or which could create the perception that the independence of the Supplier in its performance of the Services might be so compromised and includes, without limitation:
a substantial pecuniary interest (whether by way of a shareholding or otherwise) in any person regulated by the CRU or potentially affected by any decisions of the CRU;
an agreement (whether oral or written) with any person regulated by the CRU or potentially affected by any decisions of the CRU or which represent any persons regulated or potentially affected by decisions of the CRU; and/or
a position of employment, directorship (whether executive or non-executive) or any position of emolument with any person regulated by the CRU or potentially affected by any decisions of the CRU or which represent any persons regulated or potentially affected by decisions of the CRU.

	Any registrable interest involving the Supplier (and any Subcontractor or agent as the case may be) and the CRU, the Ceann Comhairle (Speaker), or any member of the Governments, or any member of the Oireachtas, or their relatives must be fully disclosed to the CRU immediately upon such information becoming known to the Supplier (Subcontractor or agent as the case may be) and the Supplier shall comply with the CRU’s directions in respect thereof, to the satisfaction of the CRU. In the event of such disclosure, the CRU shall have the right (in addition to any other rights which it has at law) to terminate this Agreement immediately and without liability for compensation or damages. The terms “registrable interest” and “relative” shall be interpreted as per section 2 of the Ethics in Public Office Act, 1995 (as amended) a copy of which is available on request.

	[bookmark: _Ref118459037]The Supplier shall not offer or agree to give any public servant or civil servant any gift or consideration or commission of any kind as an inducement or reward for doing or forbearing to do or for having done or forborne to do any action in relation to the obtaining or execution of this or any other public contract. Any breach of this Clause 21.3 or the commission of any offence by the Supplier, any Subcontractor, agent or employee under the Criminal Justice (Corruption Offences) Act 2018, shall entitle the CRU to terminate this Agreement immediately and without liability for compensation or damages and to recover the amount of any loss resulting from such cancellation, including but not limited to recovery from the Supplier of the amount or value of any such gift, consideration or commission.


[bookmark: _Toc118459132][bookmark: _Ref118459043]GENERAL
Notices. Any notice or other communication required to be given in writing (excluding email) under this Agreement shall be sent by registered post or delivered by hand to the other Party at its registered offices as set out of this Agreement and shall be addressed for the attention of [TBC] (in the case of the CRU ) and [TBC] in the case of the Supplier), or to such other address or addressees as the parties may notify each other of in writing from time to time in accordance with this Clause 22. Any such notices or communications shall be deemed to have been duly served on the other Party at the time of delivery, in the case of delivery by hand or two Business Days from the time of posting, in the case of service by registered post.
Force Majeure. Neither Party shall be liable for any failure to perform, or delay in performing,  its obligations under this Agreement to the extent caused by a Force Majeure Event, provided it: (i) uses all reasonable endeavours to mitigate its effects; (ii) resumes performance of its obligations as soon as the event ceases to affect it; and (iii) notifies the other Party in writing (including email) of the event, immediately upon becoming aware of it, and provides all information reasonably required by the other Party as to the effects of such event on it, their actual and expected duration and its plans and actions to mitigate same.
No Partnership or Agency. Nothing in this Agreement shall be construed as constituting or evidencing any partnership, contract of employment or joint venture of any kind between either of the parties or as authorising either Party to act as agent for the other. 
Variation. Unless expressly stated otherwise in this Agreement, any amendment to its terms shall only be effective if it is made in writing and signed by the authorised representatives the parties.
Entire Agreement. This Agreement constitutes the entire agreement between the parties relative to its subject matter and shall supersede and override all prior agreements and negotiations between the parties relating to its subject matter. No warranty, representation or statement made or given by either Party prior to the execution of this Agreement shall be binding on it unless expressly restated herein. 
Severance. If any provision in this Agreement is deemed to be invalid, illegal, void or unenforceable by a court or a regulatory authority of competent jurisdiction such provision shall be deleted but the validity, legality and enforceability of the remaining provisions of this Agreement shall not be impaired or affected in any way. 
Waiver. Any failure by either Party to exercise its rights under this Agreement shall not be deemed to be a waiver or continuing waiver of those rights or prevent any subsequent exercise of such rights. Any waiver of either party’s rights hereunder shall only be effective if made in writing and signed by the Party granting it. 
Remedies. Any right or remedy either Party has under this Agreement may be enforced separately from or concurrently with any other right or remedy it available to it. All rights and remedies either Party has under this Agreement are in addition to and not exclusive of its rights and remedies at law or in equity.
[bookmark: _Hlk39658519]Counterparts. This Agreement may be executed in any number of counterparts (including those in electronic format), and by the parties on separate counterparts, but shall not be effective until each Party has executed at least one counterpart and delivered it to the other Party (including by email or other electronic means). This Agreement shall be a single instrument comprised of all such counterparts with the same legal effect as if the parties had signed one physical document.
[bookmark: _Toc289684127][bookmark: _Toc289684176][bookmark: _Toc289684128][bookmark: _Toc289684177][bookmark: _Toc289684178][bookmark: _Toc118459133]GOVERNING LAW AND JURISDICTION
This Agreement shall be governed by and construed in accordance with the laws of the Ireland and the parties irrevocably agree that the courts of Ireland shall have exclusive jurisdiction to settle any disputes which may arise out of or in connection with this Agreement.
[bookmark: _Toc118459134]



[bookmark: _Ref118794531][bookmark: _Toc55119641][bookmark: _Toc55189679][bookmark: _Toc55795820][bookmark: _Toc59338011][bookmark: _Toc289684180]ANNEX 1
SERVICES, SERVICE LEVELS AND SERVICE CREDITS AND FEES
[bookmark: _Toc289684183][bookmark: _Toc71618083][bookmark: _Ref47516042][bookmark: _Toc53908627][Note: Relevant information from the successful tender’s submission to be included here]
[bookmark: subject]

[bookmark: _Toc118459136][bookmark: _Ref118795151]ANNEX 2 - INFORMATION SECURITY ANNEX

Technical and organisational security measures

The following describes the minimum core technical and organisational security measures that the Supplier shall implement and maintain throughout the term of the agreement. The measures shall be appropriate to the nature, scope, context and purposes of the services and processing, and to the risks presented to the confidentiality, integrity and availability of information and personal data. Where a measure is not applicable, the Supplier shall document the reason and identify any equivalent or compensating control. On request, the Supplier shall provide reasonable evidence of implementation and operating effectiveness.
1. Information Security Policies and Standards
The Supplier shall maintain a documented information security programme supported by approved policies and standards covering, as applicable, acceptable use, asset management, access control, cryptography, physical security, operations security, supplier management and incident response. Policies shall be reviewed at least annually and following material changes. Relevant personnel shall acknowledge and comply with them.
2. Confidentiality
The Supplier shall protect confidential information against unauthorised access, use, alteration, disclosure, loss or destruction throughout its lifecycle. Employees, contractors and relevant third parties shall be bound by appropriate confidentiality obligations before access is granted. The Supplier shall apply controls for staff working on CRU systems, to include secure workspaces, clear desks and screens, and the authorised use, transport and disposal of removable media and records.
3. Compliance and Certification
The Supplier shall comply with applicable data protection, cybersecurity, records management and sector-specific legal and regulatory requirements, including, where applicable, Directive (EU) 2022/2555 on measures for a high common level of cybersecurity across the Union (NIS2), as transposed into Irish law, and any related binding guidance or regulatory requirements. The Supplier shall maintain an appropriate information security management framework and, where represented or contractually required, current independent certification or assurance. Evidence may include certificates, audit reports, statements of applicability, compliance mappings, NIS2-related risk-management and incident-reporting procedures, and remediation plans. Data hosting, processing locations and international transfers shall comply with contractual and legal requirements.
4. Physical Security
The Supplier shall secure offices, facilities and information-processing locations against unauthorised physical access, interference, damage and environmental threats. Controls shall include, as appropriate, defined security perimeters, controlled entry, visitor management, monitoring, protection of equipment and secure disposal. Where hosting or facilities are provided by a third party, the Supplier shall obtain assurance that equivalent physical controls are maintained.
5. Organisational Security
The Supplier shall define and assign information security roles, responsibilities and decision-making authority. Appropriate segregation of duties shall be applied to reduce the risk of error, fraud or misuse. Management oversight, risk ownership, escalation paths and competent security, operations, continuity and incident response resources shall be maintained.
6. Network Security
The Supplier shall design, configure and monitor networks to restrict traffic to authorised services and destinations. Controls shall include, as appropriate, network segmentation, firewalls or equivalent controls, secure gateways, web application protection, denial-of-service mitigation, hardened configurations, restricted administrative interfaces and controlled remote access. Systems containing customer data shall not be directly exposed to public networks unless expressly required and appropriately protected.
7. Logical Separation
The Supplier shall logically separate customer data and services from those of other customers and from the Supplier’s internal environments. Access controls, tenant identifiers, roles, encryption boundaries, storage permissions or equivalent mechanisms shall prevent unauthorised cross-customer access. Production environments shall be separated from development and test environments, and production data shall not be used in non-production environments unless authorised and appropriately masked, anonymised or otherwise protected.
8. Host and Configuration Management
Where the Supplier hosts CRU Data, all servers, endpoints, virtual machines, containers and other computing hosts used to host or process that data shall be centrally managed and maintained. Such systems shall use supported software, secure baseline configurations and hardened images or builds. Unnecessary accounts, ports, services and software shall be removed or disabled. Security patches and configuration changes shall be risk-assessed, tested, approved, deployed within defined timescales and recorded.
9. Access Control and System Logging
The Supplier shall apply least privilege, need-to-know access and role-based or attribute-based access controls. User and privileged access shall be authorised, provisioned, periodically reviewed and promptly revoked when no longer required. Shared accounts shall be prohibited or strictly controlled. Security-relevant system, application, database and administrative activity shall be logged, protected against alteration and reviewed in accordance with documented procedures.
10. Multi-Factor Authentication
The Supplier shall require multi-factor authentication for all privileged access, remote access, administrative tools and other high-risk access paths. Authentication factors and recovery processes shall be securely managed, and controls shall protect against credential theft, replay and unauthorised enrolment or reset.
11. Single Sign-On and Identity Federation
Where supported or required, the Supplier shall provide secure single sign-on and identity federation using recognised standards. Integration shall enable centralised authentication, user lifecycle management and enforcement of the customer’s access policies. Federation configurations, tokens, certificates and secrets shall be securely managed and periodically reviewed.
12. Data Encryption in Transit and at Rest
The Supplier shall use current, industry-accepted cryptographic protocols and algorithms to protect sensitive data in transit and at rest. Weak or deprecated protocols and ciphers shall be disabled. Encryption keys, certificates and secrets shall be generated, stored, accessed, rotated, backed up and retired through controlled key-management processes, with access limited to authorised personnel and services.
13. Virus and Malware Controls
The Supplier shall implement layered controls to prevent, detect, quarantine and remediate viruses and malware on relevant endpoints, servers, workloads, email, uploads and network traffic. Virus and malware protection shall be kept current and centrally monitored. Application allow-listing, restricted installation privileges and user awareness controls shall be applied based on risk.
14. Logging, Monitoring and Intrusion Detection
The Supplier shall continuously monitor relevant systems and networks for anomalous or malicious activity. Logs shall capture sufficient detail to support detection, investigation, audit and forensic analysis; be time-synchronised; have defined retention periods; and be protected from unauthorised access, alteration and deletion. Alerts shall be triaged and escalated to authorised personnel within documented response times.
15. Secure Product and Service Development
The Supplier shall integrate security into all development and change lifecycle, including requirements, architecture, design, coding, testing, approval, release and maintenance. Controls shall include secure coding standards, peer review, automated or manual security testing, dependency and component management, vulnerability remediation, change control and separation of development responsibilities and environments.
16. Personnel Security and Awareness
The Supplier shall conduct lawful and proportionate pre-employment or pre-engagement screening for personnel in sensitive roles. Personnel shall receive information security and data protection training during onboarding and at least annually thereafter, with role-specific training where appropriate. Security responsibilities shall be reflected in employment or engagement terms, and a documented disciplinary process shall address policy or security violations.
17. Availability and Resilience
The Supplier shall design and operate services to meet agreed availability, capacity and performance requirements. The architecture shall minimise or appropriately mitigate single points of failure through redundancy, fault tolerance, automated recovery, spare capacity or documented rapid-recovery procedures. Health monitoring, alerting, maintenance and recovery arrangements shall support the service levels and recovery objectives agreed with the customer.
18. Disaster Recovery, Backup and Business Continuity
The Supplier shall maintain documented, approved and tested business continuity and disaster recovery arrangements. Recovery Point Objectives and Recovery Time Objectives shall be defined for critical services and aligned with contractual requirements. Backups shall be encrypted where appropriate, access-controlled, monitored, retained in accordance with policy, protected from common-mode failure and periodically restored to verify integrity and recoverability. Plans shall be exercised at least annually and after material changes.
19. Incident Management and Response
The Supplier shall maintain a formal security incident response process covering preparation, detection, reporting, assessment, containment, eradication, recovery, evidence preservation, communication and post-incident review. Personnel shall know how and when to report suspected incidents. The Supplier shall notify the customer of incidents affecting the services or customer data without undue delay and within any contractual or legal timeframe, provide timely updates, cooperate with investigations and implement corrective actions.
20. Vulnerability Management and Independent Assurance
The Supplier shall maintain a risk-based vulnerability management programme covering identification, assessment, prioritisation, remediation and verification. Relevant systems and public-facing services shall undergo periodic vulnerability scanning and independent security testing, including penetration testing where appropriate and after significant changes. Findings shall be tracked to closure within defined timescales, and material unresolved risks shall be communicated to the customer. The Supplier shall provide appropriate summaries or assurance evidence on request, subject to reasonable confidentiality and security restrictions.
21. Right to Audit — Contractual and NIS2 Compliance
Without prejudice to any other audit, inspection, access or assurance right under the Agreement, the CRU, its auditors and any competent authority shall have the right, on reasonable notice or immediately where required by law, regulation, an Incident or a material security concern, to audit, inspect and assess the Supplier’s and its Subcontractors’ compliance with this Annex, the Agreement, Applicable Laws and, where applicable, Directive (EU) 2022/2555 (NIS2) as transposed into Irish law. The Supplier shall provide full and timely access to relevant premises, personnel, systems, networks, applications, configurations, policies, procedures, risk assessments, security records, logs, testing results, certifications, incident records, supply-chain assurance and other evidence reasonably required for that purpose. 

The Supplier shall cooperate fully, at no additional cost to the CRU, shall not unreasonably restrict the scope or method of an audit, and shall ensure that equivalent rights are enforceable against all relevant Subcontractors and service providers. The CRU may require the Supplier to complete remediation actions arising from an audit within timescales specified by the CRU, taking account of the severity of the finding and any applicable legal or regulatory deadline. The Supplier shall promptly provide evidence of completion. Nothing in this Section limits the powers or access rights of any competent authority or regulator or prevents the CRU from exercising any other contractual or legal remedy.

ANNEX 3 – DATA PROCESSING ADDENDUM

DETAILS OF THE PROCESSING ACTIVITIES
This DPA concerns the following personal data (“Relevant Data”):
Subject matter: The subject matter of the processing is the provision of the Services. 
Type of Personal Data: [INSERT DETAILS OF THE TYPES OF PERSONAL DATA WHICH WILL BE PROCESSED BY THE SUPPLIER ARISING FROM THE SERVICES]
Categories of data subjects: Any natural person whose details are made known to the Supplier arising from the provision of the Services. 
Special categories of data: [INSERT DETAILS. IF NOT SPECIAL CATEGORY DATA IS PROCESSED THEN STATE “N/A”] 
The Parties agree, with respect to Relevant Data processed by the Supplier under this DPA that:
CRU is the data controller of the Relevant Data processed by the Supplier under this DPA; and
the Supplier is engaged by CRU as data processor with respect to all Relevant Data processed by the Supplier under this DPA. 
CRU’s obligations and rights are as outlined in the Agreement and this DPA. CRU is responsible for issuing instructions to the Supplier and complying with its other obligations in the Agreement and this DPA.
The subject-matter and duration of the processing carried out by the Supplier on behalf of CRU, the nature and purpose of the processing, the type of Relevant Data and categories of data subjects are described in above.
ASSURANCES
The Supplier confirms that it shall implement and maintain appropriate technical and organisational measures in such a manner that the processing of any Relevant Data will meet the requirements of the GDPR and ensure the protection of the rights of data subjects.
[bookmark: _Ref205547494]PROTECTION OF PERSONAL DATA
In discharging its obligations under the Agreement, the Supplier is responsible for and shall comply with Data Protection Laws. The Supplier shall perform the services and discharge its obligations under the Agreement in such a way that CRU does not breach its obligations under Data Protection Laws.
The Supplier shall process the Relevant Data only to the extent necessary to perform its obligations under the Agreement as applicable to the Relevant Data and for no other purpose. The Supplier shall comply with any data protection related policies of the CRU notified to the Supplier from time to time and, to the extent they do not conflict with the provisions and requirements of this DPA, any data protection related policies of the Supplier (including, in both cases, any incorporated or referred to in the Agreement).
The Supplier shall treat the Relevant Data as confidential information for the purposes of the Agreement. 
[bookmark: _Ref205547540]Without limiting or affecting the other provisions in this clause 3, the Supplier shall:
process the Relevant Data only on written instructions from CRU (which may, in particular, be given electronically or through the functionality of the service), including with regard to transfers of Relevant Data to a third country or an international organisation, unless required to do so by European Union or Member State law to which the Supplier is subject; in such a case, the Supplier shall inform CRU of that legal requirement before processing, unless that law prohibits such information on important grounds of public interest; 
ensure that persons authorised to process the Relevant Data have committed themselves to confidentiality or are under an appropriate statutory obligation of confidentiality, even after the end of their employment contract or at the end of their assignment or engagement; 
takes all measures required pursuant to Article 32 of the GDPR in relation to the Relevant Data;
taking into account the nature of the processing, assist CRU by appropriate technical and organisational measures, insofar as this is possible, for the fulfilment of obligation to respond to requests for exercising the data subject's rights laid down in Chapter III of the GDPR in relation to the Relevant Data; 
assist CRU in ensuring compliance with the obligations pursuant to Articles 32 to 36 of the GDPR taking into account the nature of processing of the Relevant Data and the information available to the Supplier; 
[bookmark: _Ref205547688]at the choice of CRU, delete or return all the Relevant Data to CRU after the end of the provision of services relating to processing, and delete existing copies unless European Union or Member State law requires storage of the Relevant Data; 
[bookmark: _Ref205547543]make available to CRU all information necessary to demonstrate compliance with the obligations laid down in this DPA and Article 28 of the GDPR and allow for and contribute to audits, including inspections, conducted by CRU or another auditor mandated by CRU; and
with regard to clause 3.4(G), the Supplier shall immediately inform CRU if, in its opinion, an instruction from CRU infringes the GDPR or other European Union or Member State data protection provisions.
The Supplier shall fully and effectively indemnify CRU in respect of any losses, liabilities, demands, damages, costs, claims, expenses, awards and/or fines suffered or incurred or paid out by CRU arising out of or in connection with any:
fines and/or administrative sanctions imposed by, and/or engagement with and/or inspections and/or audits by, data protection or other authorities; and/or 
any claims or proceedings by any data subjects,
that arise out of, in connection with or as a result of any breach of this DPA by, and/or any acts, omissions or misconduct by, the Supplier and/or its subprocessors (and/or any of their employees, representatives or agents).
Except to the extent required to do so by applicable law, the Supplier shall not make any payment or any offer of payment to any data subject in response to any complaint or any claim for compensation arising from or relating to the processing of Relevant Data without CRU’s prior written agreement.
DATA SUBJECT RIGHTS
The Supplier shall inform CRU in writing quickly and without delay (and, in any event, within no more than two (2) days) if Supplier receives a request or a notice of withdrawal of consent from a data subject in respect of such data subject’s Relevant Data. The Supplier shall not respond to any such data subject request or otherwise correct, amend, delete, block or provide access to or a copy of the data subject’s Relevant Data without CRU’s documented instructions.  
RETENTION, DELETION AND RETURN
The Supplier shall comply with any data retention and/or deletion policies (and any amendments to them) communicated to the Supplier by CRU from time to time.  The Supplier shall certify in writing its compliance in this regard and its compliance with clause 3.4 3.4(F) promptly on request by CRU from time to time.
The Supplier shall, upon request by the CRU, provide a complete copy of such of the Relevant Data as CRU may request by secure file transfer in such format as is reasonably notified by CRU to the Supplier. The Supplier shall comply with any such written request within five (5) days.
SECURITY
Taking into account the state of the art, the costs of implementation and the nature, scope, context and purposes of processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, the Supplier shall implement and maintain appropriate technical and organisational measures in relation to the Relevant Data to ensure a level of security appropriate to the risk (including at a minimum the CRU Minimum Security Requirements), including inter alia as appropriate:
the pseudonymisation and encryption of Relevant Data;
the ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing systems and services;
the ability to restore the availability and access to Relevant Data in a timely manner in the event of a physical or technical incident; and
a process for regularly testing, assessing and evaluating the effectiveness of technical and organisational measures for ensuring the security of the processing. 
In assessing the appropriate level of security to be applied to the Relevant Data, the Supplier shall take account in particular of the risks that are presented by processing, in particular from accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to Relevant Data transmitted, stored or otherwise processed. 
The Supplier shall take steps to ensure that any natural person acting under the authority of the Supplier (or its permitted subprocessors) who has access to Relevant Data does not process them except on instructions from CRU, unless he or she is required to do so by European Union or Member State law.  The Supplier is liable for any disclosure of Relevant Data by such person as if it had made such disclosure.
PERSONAL DATA BREACH
The Supplier shall notify CRU without undue delay and, in any event, within no more than twelve (12) hours, after becoming aware of an actual or suspected Personal Data Breach.  The Supplier shall assist CRU in fulfilling its obligations under Articles 33 and 34 of the GDPR and otherwise to notify the relevant supervisory authority and data subjects of a Personal Data Breach. 
The Supplier shall, as soon as possible (and, unless not possible, within twenty four (24) hours of becoming aware of it), provide CRU with the following information with respect to any actual or suspected Personal Data Breach:
a detailed description of the cause and nature of the breach including the categories and approximate numbers of data subjects concerned and the categories and approximate number of Relevant Data records concerned;
the measures being taken to contain, investigate and remediate the Personal Data Breach;
the likely consequences and risks for CRU, organisations and data subjects as a result of the Personal Data Breach; 
any mitigating actions taken; and
a proposed plan to mitigate any risks for data subjects, CRU and others affected as a result of the Personal Data Breach.
If the Supplier cannot provide all of this information within twenty four (24) hours of becoming aware of the actual or suspected Personal Data Breach, the Supplier shall provide as much of the above information as possible within such timeline, and provide the outstanding information as soon as possible afterwards (in tranches if necessary).
[bookmark: _Ref205547819]The Supplier shall, in connection with any actual or suspected Personal Data Breach:
quickly and without delay, take such steps as are necessary to contain, remediate, minimise any affects of, prevent the recurrence of and investigate any actual or suspected Personal Data Breach (whilst persevering any evidence) and to identify its cause;
maintain records of all information relating to the Personal Data Breach, including the results of its own investigations and authorities’ investigations as well as remedial actions taken;
co-operate with CRU (and, upon request by CRU, others impacted) and provide CRU (and, upon request by CRU, others impacted) with such assistance and information as it may reasonably require in connection with the containment, investigation, remediation and/or mitigation of the Personal Data Breach;
maintain strict confidentiality; 
not make any public statements or engage or communicate with others impacted without CRU’s prior written approval;
immediately notify CRU in writing of any request, inspection, audit or investigation by a data protection or other authority or any request by others impacted;
without limiting or affecting clause 7.3 (H), provide a copy of all proposed written communications with a data protection or other authority or any others impacted so that CRU has a reasonable opportunity to comment in such respect and have due and proper regard to all comments or concerns of CRU in such respect;
[bookmark: _Ref205547825]not communicate with any data protection or other authority or any others impacted without CRU’s prior written permission, except to the extent required to do so by applicable law to which the Supplier is subject in which case the Supplier shall inform CRU in writing as soon as possible of any communications with the relevant authority or others (and shall provide a copy or detailed minute of all such communications); 
permit and enable CRU to attend all calls, video conferences, site visits, inspections, audits, meetings and other communications with any data protection or other authority or any others impacted, except to the extent restricted from doing so by applicable law to which the Supplier is subject (and promptly provide, upon request, a copy or detailed minute of all such engagement and communications); and
where required to do so by CRU, provide notifications (in a form approved by CRU) to affected data subjects and others affected and relevant data protection and other authorities.
The Supplier shall do all that is necessary to recover, restore, rebuild, repair and/or recreate any Relevant Data, databases and/or files affected by a Personal Data Breach. If the Supplier does not do so (or indicates that it will not do so) within a reasonably quick period, CRU is entitled to do so itself (or using a third party) in which case Supplier shall promptly pay CRU in full any costs and expenses its incurs in such regard as a debt.
The Supplier shall fully and effectively indemnify CRU in respect of any losses, liabilities, demands, damages, costs, claims, expenses, awards and/or fines suffered or incurred or paid out by CRU arising out of or in connection with any actual or suspected Personal Data Breach and/or its consequences (including any arising out of or in connection with the containment, investigation, remediation and mitigation of the Personal Data Breach and its consequences, administrative sanctions by and/or engagement with any data protection or other authorities and correspondence with, and mitigation measures (such as two (2) years credit and identity theft monitoring services) for impacted data subjects and others impacted and the recovery and reconstruction of any affected Relevant Data and related files and data).
SUBPROCESSING
[bookmark: _Ref205547862]The Supplier shall not engage a subprocessor to process any Relevant Data, or replace or change the scope of work or role of a permitted subprocessor, unless CRU approves such in writing in which case the Supplier shall comply with clause 8.2 in such regard. 
[bookmark: _Ref205547879]The Supplier shall, where it engages any subprocessor in accordance with clause 8.1 (whether an existing or new subprocessor): 
carry out appropriate due diligence on the subprocessor prior to engaging it to verify that it is capable of complying with the data protection obligations under this DPA and the Agreement, to the extent applicable to the services it is to perform (and shall document such due diligence and provide a copy of such to CRU promptly on request);
only use a subprocessor that has provided sufficient guarantees to implement appropriate technical and organisational measures in such a manner that the processing will meet the requirements of the GDPR, this DPA and the Agreement and ensure the protection of the rights of the data subject; and
impose, through a legally binding contract between the Supplier and subprocessor that is governed by Irish or Member State law, the same data protection obligations as set out in this DPA on the subprocessor, in particular providing sufficient guarantees to implement appropriate technical and organisational measures in such a manner that the processing will meet the requirements of the GDPR.
The Supplier shall, upon request by CRU, promptly provide CRU with the identity and location of each subprocessor and a description of the processing being subcontracted to each subprocessor, together with a copy of the data protection related provisions in the agreement between the Supplier and subprocessor.
The Supplier acknowledges and agrees that if any subprocessor fails to fulfil its obligations in the agreement between the Supplier and subprocessor, the Supplier shall remain fully liable to CRU for the performance of the subprocessor’s obligations.
TRANSFERS 
The Supplier shall not transfer any Relevant Data to, or grant access to any Relevant Data to any recipient (including the Supplier), outside the European Economic Area without CRU’s prior written consent.
INTERPRETATION
In this DPA, the following terms have the meanings given to them below:
“CRU Minimum Security Requirements” means the technical and organisational measures set out in Appendix 2 of the Agreement.
 “delete” means securely and irrevocably remove or destroy so that the Relevant Data is removed or obliterated such that it cannot be recovered or reconstructed.
“DPA” or “Data Processing Addendum” means this Data Processing Addendum.
“Effective Date” means the of the Agreement.
“Member State” means a member state of the European Union.



[bookmark: _Ref118795300]SCHEDULE 2
SUPPLIER TERMS

[Note: Supplier terms to be included HERE]
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