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1. [bookmark: _Toc169596994]Introduction 

Mary Immaculate College (the ‘Contracting Authority’), founded in 1898, is a university-level Catholic College of Education and the Liberal Arts.

The Contracting Authority promotes excellence in teaching, learning and research at undergraduate and postgraduate levels. It seeks to foster the intellectual, spiritual, personal, and professional development of students within a supportive and challenging environment that guarantees the intellectual freedom of staff and students.

In particular, the Contracting Authority seeks to foster in its students a spirit of justice and compassion in the service of others, together with openness to the religious tradition and values of each individual. 

The Contracting Authority promotes a sense of identity enriched by an awareness of its Catholic tradition, the cultures, languages and traditions of Ireland, and its exceptional commitment to the Irish language. The Contracting Authority respects cultural diversity. It strives to promote equity in society and to provide an environment where all have freedom and opportunity to achieve their full potential.

Class Timetabling, Exam Scheduling, Room Booking and Space Utilisation System

The Scheduling and Exams team in the Student Academic Administration (SAA) Office are responsible for producing a centralised Class Timetable for Teaching Staff and Students each semester. The team currently schedule a new Class Timetable for Spring & Autumn semesters for 4,300 FTE students with an additional 876 part time students. There are approximately 263 Teaching Staff in MIC who receive a Class Timetable. 

In addition to this, students receive exam timetables in the autumn and spring semesters along with repeat exam schedules. Faculties can also schedule tutorials locally by following their own internal processes. The team also rely on bespoke systems to support data gathering and timetable publication. This has resulted in a cumbersome timetabling process with many areas of risk. 

The College has identified several opportunities for improvement and central to this will be to replace the current Class Timetabling, Exam Scheduling, Room Booking, Data Gathering and Publication system and processes with a single Cloud based SaaS system provided by a single vendor which also contains a single UX for all users of the system. 

This must be an ‘off the shelf’ product which is specifically designed for higher education needs and have the ability to seamlessly integrate with MIC’s on-premise systems. The new integrated system will support the Scheduling and Exams team to manage scheduling requirements including data gathering, creation and publication of timetables to staff and students. The new system will be scalable and integrated with other College backend systems (Unit-E, Core HR etc.) to ensure that system performance and stability are maintained. The system will also need to support growth in student numbers to cover Timetabling activities over the duration of the contract. 

Room Booking software will be critical to support Timetabling activities. The Scheduling and Exams team will be able to book rooms to support timetabling activities but also, staff will be able to submit room booking requests via the system which will be routed through an appropriate approvals workflow.

Timetables will be accessible to staff and students via an online secure portal which is protected by multi-factor authentication software. Prospective students may also have the option to view timetables online via an online app. 

Through the implementation of this project, it is hoped that process automation will increase. This will reduce the number of risks associated with manual timetabling whilst also reducing re-work for Student Academic Administration, Lecturers and students pre and post release of the timetable.

The new system will also streamline data management activities by centralising databases and reducing manual workload.  In turn, we hope that such improvements will improve staff experience by introducing a single unified timetabling system. 

2. [bookmark: _Toc169596995]Summary of Requirements 
High Level Requirements & Desired Outcomes
Implementation of a Class Timetabling, Exam Scheduling, Room Booking and Space utilisation system initially within the Student Academic Administration (SAA) Office with future capability to extend system capabilities. The new system should facilitate data gathering, planning and forecasting, timetable creation, publication and management of both class and exams timetables. This should also include room booking and relevant workflow approval processes.
The new system will have the required functionality to support business processes, including 

Class Timetable System
· Data collection system
· Automated and manual scheduling 
· Student allocation and student self-registration
· Schedule publishing and viewing

Exam Scheduling System
· Data collection system
· End-to-end Exam Management Module
· Schedule publishing and viewing

Room Booking System
· One-off reservations and Room Booking Module
· Publishing and viewing

The new system should operate in line with best practices for all new ICT systems
· A single cloud-based SaaS system that is provided by a single vendor and can be integrated with MIC’s on-premises systems using existing solutions
· A scalable solution that can accommodate additional departments, administrative users and students as the College grows
· A supplier with enhanced offerings in implementation, training and support services

The desired outcomes are as follows:
· Introduce a new Class Timetabling, Exam Scheduling, Room Booking and Space utilisation system including a new user interface which will be used by staff across the College. Bespoke data gathering and publication systems will be retired upon a successful Go-Live
· The new ICT solution will be scalable and integrated with Unit-e, the student record system and other College backend systems (Core HR etc.).
· The existing manual timetable processes will be replaced by the new Timetabling system 
· Increase process automation and reduce risks associated with the delivery of timetable
· Streamline data management activities by centralising databases and reducing manual workload by introducing automated workflows
· Improve staff user experience by replacing bespoke systems to create a unified Timetabling system
     
3. [bookmark: _Toc169596996]Programme Requirements
The Contracting Authority has set out below a Response Document to be used by all Tenderers. Tenderers must give their response to this request for tender by completing the questions as set out in the response section provided below. This document must be completed in full providing sufficient information so as to facilitate the evaluation panel in evaluating your tender submission.
Any additional pages/information must be clearly marked with the Tenderers’ Name and the relevant heading indicated on each associated page.
Please note it is not sufficient to state the information is contained in any brochure's information attached, although these may be referenced to provide additional clarity. In all cases keep the level of detail as concise and relevant as possible. Where a question asks for a description, please ensure the description is relevant.
The successful Tenderer must provide evidence which demonstrates and supports their ability to deliver the specified requirements in an optimal manner to the Contracting Authority. The following questions will be used to assess and score each Tenderer’s response.
It is acknowledged that some proposals may surpass the minimum requirements and, where details are clearly provided in Tenderers’ responses, marks will be awarded up to the maximum for each section. Failure to address a specific requirement will result in a nil score for that particular requirement.
This specification document is designed to assist the contracting authority in its evaluation of your tender and to enable suppliers provide structured responses to key deliverables. It is structured to reflect the award criteria as set out in the RFT.
The Requirement specifications for the Goods/ Services required are described below in the Specification Forms. The Goods/Services must meet the technical specification requirements outlined in the Technical Specification Table below.
Suppliers MUST provide all information relating to the instrument and the associated consumables in the response boxes below. Responses will be scored accordingly by the Technical Evaluation team as set out in the Award Criteria in the RFT document.
Please ensure all cost submissions are kept separate and included in the Excel file entitled:            Appendix 2 – Pricing Schedule.

4. [bookmark: _Toc169596997]Mandatory Requirements

	Tenderer must confirm the following mandatory requirements:
	

	Data is stored within the European Union:
	Yes ☐

	MIC Cloud Governance Technical Questionnaire (appendix 7 of this document) has been completed in full:
	Yes ☐

	Governing law and jurisdiction: 
This Agreement and any dispute or claim, including a dispute or claim of a non-contractual nature, arising under or in connection with this Agreement shall be governed by and construed in accordance with the law of Ireland and any dispute arising under or in connection with this Agreement shall be subject to the exclusive jurisdiction of the courts of Ireland, to which each of the parties irrevocably submits.
	Yes ☐

	Successful Tenderers at the Technical Evaluation stage may be required to attend a MS Teams verification meeting:
	Yes ☐

	**Only Tenderers who fulfil these requirements will progress to evaluation**



The Goods/Services Contract will be awarded on the basis of the most economically advantageous tender(s) as identified in accordance with the following award criteria:
5. [bookmark: _Toc169596998]Award Criteria

	[bookmark: _Toc165279957][bookmark: _Toc169596999][bookmark: _Hlk95726324]AWARD CRITERIA

	MIC***** - Request for Tenders for a Class Timetabling, Exam Scheduling, Room Booking and Space Utilisation System for Mary Immaculate College (MIC)

	Please Note: Minimum Scores Requirement 60% for each section A, B, C & D 

	
	Criteria
	Weighting
	Total Maximum Score
	Min Score Requirement (60%)

	A
	
 Functional Merit
· General Functional Requirements



	30%
	300
	180

	B
	Overall Service & System Capabilities
· System Integration and Technical Capabilities
· Service Delivery
· Compliance to MIC Policies, Architecture and Governance
· Technology Roadmap
	15%
	150
	90

	C
	Technical Implementation 
· Project Approach and Team
· Project Methodology
· Training
· Exit Strategy
	10%
	100
	60

	D
	 Environmental and Sustainability
· Sustainability Practices
	5%
	50
	30

	E
	 Ultimate Cost   
(See Appendix 2: Pricing Schedule for Details)
	40%
	       400
	N/a

	Total Maximum Score Available  
	100%
	1000
	[bookmark: _Hlk79483334]



Tenderers must achieve a minimum of 60% on all tender award criteria above, excluding Ultimate Cost, in order to avoid elimination from the competition. Only tenderers who have achieved the 60% will be evaluated against Ultimate Cost. 
Next Ranked Supplier
The award of any contract is subject to the successful tenderer meeting the required specification and standards as set out in this RFT and Appendix 1. Should the required specification and standards not be met, the MIC reserves the right, to award any contract to the next highest-ranked Tenderer.
Tie Break
If the evaluation outcome results in a tie between two or more Tenders, then the Tender with the highest score for the highest weighted criterion shall be deemed the most economically advantageous tender. If the score remains in a tie, the remaining criterion will be assessed by the highest weighted until there is no longer a tie.  If the score remains a tie after all criterion are assessed, the tenderers will be asked to submit a Best and Final Offer (BAFO). 
No commitment of any kind, contractual or otherwise shall exist unless and until a formal written contract has been executed by or on behalf of the Contracting Authority. Any award of notification of preferred bidder status by the Contracting Authority shall not give rise to any enforceable rights by the Tenderer. The Contracting Authority may cancel this public procurement competition at any time prior to a formal written contract being executed by or on behalf of the Contracting Authority. The Contracting Authority does not bind itself to accept the lowest priced or any tender.
Suppliers please note:
· This specification document is designed to assist the contracting authority in its evaluation of your tender and to enable suppliers to provide structured responses to key deliverables. It is structured to reflect the award criteria as set out in the RFT.

· Please note responses to individual questions will NOT be scored separately but collectively they will provide a basis for assessing the merits of the tenderer’s overall response to each award criterion and sub-criterion.

· Only those Tenderers who have qualified in accordance with paragraph 3.2 of the RFT will proceed to be evaluated under paragraph 3.3.1

· This is the minimum specification required.  All tenderers must meet or exceed this minimum specification to progress through the award criteria to cost evaluation.  Additional functionality should be identified in the comments section to facilitate scoring under the award criteria.

· Where specifications include reference to manufacturer or brand names this is a result of difficulties in specifying the product required. In these instances, the phrase “or equivalent” is inferred. 
· It is acknowledged that each Tender’s product line may differ from these specifications.  As such, each seller is free to propose variances from these specifications. Alternative proposals favourable to the Contracting Authority may be suggested. It is required, however, that, whenever a variance from these specifications occurs, the proposed item must meet or exceed the specified characteristics or level of performance.


A failure to answer question(s) may leave the contracting authority with insufficient information on which to base a thorough evaluation and in turn may result in loss of marks in respect of the relevant Award Criterion. 
Therefore, please ensure you complete ALL sections of this questionnaire.

6. [bookmark: _Toc169597000]Scoring Methodology

The award of contract(s) will be on the basis of the Most Economically Advantageous Tender received, in accordance with the detailed award criteria and weightings set out below. 
The lowest Ultimate Cost tender will receive the maximum score achievable under this criterion.
	Pricing Score =
	Lowest Tendered Price x Max Points
	

	
	Price of bid being evaluated
	



Responses for non-cost Award Criteria items will be scored using the following matrix. 
	[bookmark: _Hlk150952951]Band
	Scoring Range
	Meaning

	 
Excellent
	91% – 100%
	Excellent response that fully meets and exceeds requirements, providing comprehensive, detailed, and convincing assurance that the Tenderer will deliver to an exceptional standard.

	
Very Good
	80% – 90%
	A very good response that demonstrates real understanding and fully meets the requirements and provides convincing assurance that the Tenderer will deliver to high standard.  

	
Good
	60% – 79%
	A satisfactory response which demonstrates a reasonable understanding of requirements and provides reasonable confidence that the minimum requirements will be delivered. However, it does not provide sufficiently convincing assurance to award a higher mark. 

	
Fair
	30% - 59%
	A response where reservations exist due to a lack of convincing details and comprehensive credibility. There is a significant risk that the requirements will not be delivered to a satisfactory standard.

	
Poor
	1% – 29%
	A response that raises significant reservations, due to insufficient detail, critical or notable deficiencies, that seriously lacks credibility, presenting a high risk of non-delivery.

	0

	0%
	No Response or partial Response that completely fails to address the criterion under consideration



Scoring of the Qualitative Award Criteria including all sub-criteria will be based on an assessment of the information provided by Tenderers, which must be supplied by Tenderers via the completed 6. Specification Required & Supplier Response. The Evaluation Group will assess the information provided and each response element will be awarded marks using the scoring methodology set out above. Scores may fall within the specified bands e.g. a Very Good score may fall at any point between 80% and 90%.







7. [bookmark: _Toc169597001]Specification Required & Supplier Response

Suppliers MUST complete the MIC Cloud Governance Technical Questionnaire & provide all information relating to the service and the associated elements in the blue response boxes below. Responses will be scored accordingly by the Evaluation team as set out in the Award Criteria in the RFT document.
Please ensure all cost submissions are kept separate and included in the Excel file entitled:            Appendix 2 - Pricing Schedule

	Tender Documentation Checklist

	Please confirm that the information in Sections 3.2.A and 3.2.B of the RFT have been completed and returned as requested
	Confirm Yes/No

	Please confirm that the Appendix 2 Pricing Schedule & Appendix 1 Technical Specification has been completed, returned and included in your proposal.
	Confirm Yes/No

	Please confirm that Appendix 3 and Appendix 4 of the RFT have been completed and returned as requested
	Confirm Yes/No

	A mere affirmative statement by the Tenderer that it can / will do so or a reiteration of the tender requirements is NOT sufficient in this regard.
	Confirm Yes/No

	If multiple system solutions are available which suit the specifications required, please provide details of each option on a separate Appendix 1 and Appendix 2, clearly defining each option.
	Confirm Yes/No

	Please ensure that all supporting documentation is submitted in the English language
	Confirm Yes/No
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	Class Timetabling, Exam Scheduling & Room Booking System
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	COMMENT
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	General Functional Requirements 
(Class Timetabling System)
	
	
	

	
	A1
	The system Must Have functionality to gather Class Timetable data and contain the following requirements:

1. A user-friendly interface for data entry. Users will be able to input data that aligns with current data/information. In addition to this, multiple users will be able to input and update their data simultaneously. The system will ensure that data segmentation is supported according to pre-defined parameters.
2. Provide relevant pre-populated data from Student Record System (SRS) e.g. Module Details, Events (Lecture, Lab, Tutorials.)
3. Provide real-time data validation.
4. Provide a report on data input status from Users e.g. Chase Functionality, Workflow Tracking.
5. Highlight missing or conflicting data.
6. Notify Users of successful data submissions, errors, or required actions e.g. Reminders for Users to input or update their data in accordance with deadlines.
7. Provide a customisable dynamic form to gather data from Users.
8. Manually add an event.

Provide examples or screenshots of these Forms.
Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	A2
	The system Must Have the ability to create multiple timetables with data/user separation, including:

1. Create multiple timetables for use by multiple users.
2. Allow only certain users to work on specific instances.
3. Each timetable must maintain its own data and data collection.

Please Confirm and Detail

	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	A3
	The system Must Have configurable class timetable logic to support business rules, including:

1. Allow minimum and maximum room fill percentage (capacity), i.e., set a range cap on rooms. 
2. Generate student class lists per module for lectures and tutorials.
3. Select the mode of delivery, i.e., online, in-person, or hybrid.
4. Customise and order the scheduling of lectures and tutorials in a flexible manner
5. Allow a User to group sets of modules and/or courses together (i.e. those that must remain clash-free from other grouped sets of modules and/or courses)
6. Automatically detect and highlight scheduling clashes and/or overlap in activities.
7. Create constraint profiles for staff and students
8. Set preference settings for timeslots 
9. Customisable instances of modules

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	A4
	The system Must Have the ability to provide reporting and dashboard functionality, including: 
1. Create customisable reports and dashboards. 
2. Control access to report functionality
3. Export reports/data in formats such as CSV, Excel, Pdf.

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	A5
	The system Must Have the ability to automatically save data, ensure real-time updates, perform data integrity checks, notify users of data saves/issues, provide backup and recovery options, and maintain an audit trail for accountability, including:

1. Continuous scheduling and timetabling of the timetable without the need to export and import data at the end of each day.
2. Implement automatic saving of scheduling and fitting data at regular intervals.
3. Ensure near real-time updates to the timetable as changes are made.
4. Perform data integrity checks to prevent data loss or corruption during the scheduling process.
5. Notify users of successful data saves and any issues encountered during the process.
6. Provide backup and recovery options to restore data in case of unexpected errors.
7. Ability to maintain an audit trail of all changes made to the timetable for accountability and troubleshooting.

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	A6 
	The system Must Have the ability to handle enhanced auto-scheduling conflicts, including clear error messages, detailed error descriptions, suggested fixes, error logging, a user-friendly interface, retry options, constraint visualization, and a notification system for immediate alerts, including:

1. Notify the user of the exact issue causing the auto-scheduling to stop.
2. Include a detailed description of the error, specifying which constraint rule or clash caused the issue.
3. Offer suggestions on how to fix the scheduling conflicts, such as adjusting constraints or resolving clashes.
4. Log all errors with timestamps and details for future reference and troubleshooting.
5. Ensure the error messages and resolution options are presented in a user-friendly manner.
6. Allow users to retry the auto-scheduling process after addressing the errors.
7. Provide a visual representation of the constraints and clashes to help users understand the issues better.
8. Implement a notification system to alert users immediately when an error occurs during auto-scheduling.
9. Allow users to skip or override an error message.

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	A7
	The system Must Have the ability to support enhanced constraint management, including a ranking system for constraints, exception handling, clear error notifications, constraint validation, a user-friendly interface, conflict resolution suggestions, constraint logging, and real-time feedback on constraint impacts. The new timetabling system must have the ability to capture, store, and process all constraints, including:

1. Implement a ranking system for constraints in the new timetable system
2. Handle exceptions for constraints to speed up the auto timetabling process
3. Provide clear error notifications when constraints affect the scheduling
4. Validate constraints upon setup to prevent scheduling conflicts
5. Ensure the interface allows easy input and modification of constraints
6. Offer suggestions for resolving conflicts caused by constraints
7. Log all constraint-related errors for future reference and troubleshooting
8. Provide real-time feedback on the impact of constraints during scheduling

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	A8
	The system Must Have the ability to support student fitting/allocation to modules/classes, implement automated checks for group sizes against module sizes, streamline the autofit process for efficiency, and provide accurate error messages with suggestions for manual fitting to resolve issues, including:

1. Implement automated checks to verify group sizes against module sizes
2. Streamline the autofit process to handle all students more efficiently, saving the scheduling team from having to break down students by year
3. Allow for the division of students when classes are split due to high number of registered students (double teaching).
4. Provide accurate error messages when autofitting and suggestions for manual fitting to resolve issues
5. Allow skipping/overriding of problem fittings, enabling users to return and fix them later
6.Enable placements to be included in the timetable and the scheduling processes even when scheduled off campus.
7. Build in capacity where known students are absent, i.e., pseudo student spaces for first-year allocations

Please Confirm and Detail

	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	A9
	The system Must Have the capability to allow Admin Users to forecast data, including: 

1. Forecast based on previous semesters data
2. Ability to upload external forecasting data in CSV format, such as predicted first-year student intake numbers

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	A10
	The system Must Have functionality to support online timetable publication, including: 

1. Manage the visibility of different timetable components, such as labs timetables, tutorials timetables, lectures timetables, module timetables, course timetables, room timetables, student timetables, and lecturer timetables to ensure certain student/course types can access specific information
2. Provide options to view timetables by calendar periods, such as day, month, semester, and course timetables
3. Integrate published timetables with MS Outlook and/or other calendar types
4. Ensure that timetable publications are accessible in accordance with the Universal Design for Learning principles
5. Allow partial publication of timetables
6. Ability to download the schedule in PDF and Excel formats
7. Ability to publish to Point of Information (POI) system 

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	A11
	The system Must Have advanced class timetable logic to support business rules, including: 

1. Support the creation of fixed/rollover timetables
2. Create a timetable from scratch each semester
3. Create both fixed and rollover timetable formats simultaneously
4. View timetables by student, staff, module, room, or course, and for administrators to switch between these different views
5. Customise timetables to meet specific departmental needs and constraints
6. Notify users about room optimisations
7. Automatically exclude holidays and other non-schedulable days defined by the admin user

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	A12
	The system Must Have the ability to automatically send communications to impacted staff/students regarding timetable changes, including:

1. Notify users about timetable changes
2. Provide notifications when the timetable or schedule is updated
3. Provide notifications to students and module leaders
4. Manage automatic notifications with access control
5. Approve and track notifications through a detailed workflow

Please Confirm and Detail

	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	A13
	The system Should Have advanced ability to model data, including: 

1. Facilitate the pre-modelling of a timetable to ensure clash-free scheduling when forecasting
2. Enable the testing of new module/course scheduling and identify the impact on the timetable, considering both hard and soft constraints, with a test environment available for this purpose
3. Provide suggestions for booking improvements based on different reporting periods, such as semester-on-semester or year-on-year

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	A14
	The system Should Have key reporting functionality, including:

1. A detailed overview of the reporting functionalities available within the system, including information on the types of reports that can be generated, customisation options, and any limitations
2. Offer various data visualisation options for dashboards, such as charts and graphs
3. Allow Users to interact with dashboards and reports within the system. 
4. Provide a detailed list of the standard out-of-the-box reports and dashboards included with your system, including examples and descriptions of the key metrics and data visualisations available in these standard offerings

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	A15
	The system Should Have the ability to add MIC branding to different aspects of the publication/system:

Incorporate MIC branding on customer-facing aspects, such as timetable publications

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	A16
	The system Should Have ability to track attendance. i.e.
Track student and staff attendance, for example, via QR code or other method(s)

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	A17
	The class timetabling system Should meet UX/UI requirements, including:

1. An intuitive UX/UI design for class timetabling
2. A user-friendly interface for class timetabling
3. Mobile-responsive class timetabling view

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	A18
	The system Should Have the ability to support the publication of Irish Language.

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	A19
	The system Could Have the functionality for students to build their own timetable view, including:

1. A dynamic view for students to see only the modules relevant to their course
2. Allow students to request changes to their lab/tutorial groups, including the process of triggering a notification to the module leader/course director for approval or rejection, and updating the timetable accordingly
3. Support self-service timetable creation, allowing students to create their own timetable
4. Manage and reflect live module capacity based on student selection

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	General Functional Requirements 
(Exam Timetabling System)
	
	
	

	
	A20
	The Exams system Must Have data gathering functionality to collect exam data/requirements

1. A user-friendly interface for data entry, allowing users to input their requirements that align with current data/information asked in the exam process, and allowing multiple users to input and update their data simultaneously
2. Relevant prepopulated data from SRS
3. Real-time validation to maintain data integrity
4. Generate reports on data input status from users, such as chase functionality and workflow tracking
5. Highlight missing or conflicting data
6. Notify users of successful data submissions, errors, or required actions, such as reminders for users to input or update their data
7. Create customisable dynamic forms to gather data from users, with examples or screenshots of these forms provided

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	A21
	The Exams system Must Have configurable class timetable logic to support business rules, including:

1. Auto/manually assign exams to specific rooms based on criteria such as capacity and room accessibility
2. Auto/manually schedule exams in multiple rooms or multiple exams in the same room
3. Auto/manually allocate students to exams in accordance with constraints and preferences
4. Manually override allocations and resolve exam/student conflicts
5. Allow admin users to schedule exam timetable period dates.
6. Provide desk assignments for students for each exam
7. Maintain a record of attendance roll sheet, which can be downloaded for invigilators

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	A22
	The Exams system Must Have the ability to extract/view a timetable period from the overall exam timetabling, including:
                                                                                        
1. Extract/view the timetable by its different components, such as rooms, modules, exam duration, etc.
2. Extract/view the timetable by different user-selected time periods for exams

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	A23
	The Exams system Must Have functionality to create a personalised exam timetable, including:
                                                                                                                                             
1. All students to receive personalised exam timetables, like class timetables
2. Invigilators to receive personalised timetables
3. Access the exams timetable online, in formats such as PDF and online viewing

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	A24
	The Exams system Must Have comprehensive exams reporting functionality, including:

1. Report on aspects of operational data, such as the number of invigilators, hours worked, attendance of invigilators and students, etc.
2. Report on exam details, such as modules scheduled, exam duration, room allocation.

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	A25
	The Exams system Should Have the following exam functionality features:

1. Schedule exams outside the formal exam period for assessments occurring at non-standard times
2. Schedule exams alongside existing units to avoid clashes for staff and students
3. Employ strategies to reschedule exams due to emergencies (e.g., weather) with minimal disruption and provide notifications
4. Model data and save draft schedules independently of the final schedule

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	A26
	The Exams system Should Have a communication tool / provide system notification following timetable changes, including: 
                                                                                          
1. Demonstrate how your system sends email notifications when the timetable or schedule has changed or been updated
2. Handle email notifications to students, module leaders, and invigilators

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	A27
	The Exams system Should Have comprehensive Access Support Services features and the ability to:
                                                                                                                                             
1. Schedule students according to their reasonable accommodation requirements, such as separate venues or smaller shared venues
2. Ensure that students receive personalised timetables according to their accommodations
3. Prevent double scheduling by extracting students with reasonable accommodations from the main timetable
4. Allow Access Support Services to action late referrals

Please Confirm and Detail
	Confirm (Yes / No)

	Insert Comment

	


	
	

	
	A28
	The Exams system Should Have UX/UI requirements, including: 

1. An intuitive UX/UI design for the exams system
2. A user-friendly interface for the exams system
3. A mobile-responsive exams system view
4. Exams system to match with the class timetable system, ensuring continuity of style and layout

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	


	
	

	
	A29
	The Exams system Should Have invigilator scheduling ability, including:
  
1. Gather details of individual invigilators
2. Schedule invigilators according to designated student-to-invigilator ratios based on availability
3. Invigilators to view personalised timetables
4. Allow for attendance tracking for exams
5. Allow for invigilator constraints to be built in

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	General Functional Requirements 
(Room Booking System)
	
	
	

	
	A30
	The Room Booking System Must Have configurable Room Booking Functionality, including:

1. Support class timetabling for each semester (Spring & Autumn) through a room booking system
2. Admin Users to block out rooms to prevent others from booking
3. List venues on the room booking system, including any attributes specific to each room (e.g., suitable for impaired mobility, chalkboard, movable chairs)
4. Users to assign departments/individual access to specific room(s)/building
5. Users to reserve rooms indefinitely for timetable categories
6. System to allow a booker to identify suitable room(s) that fit specific criteria (size, building, etc.) or a specific room by room number
7. View the current room timetable and specific room details (e.g., room capacity, room facilities)
8. Internal users (staff, faculty, scheduling coordinators, etc.) to self-service room booking functionality
9. Ability to confirm room booking/request (onscreen/email).
10. Implement a workflow to approve/decline room booking

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	A31
	The Room Booking System Should Have advanced room booking logic to support business rules, including: 

1. Allow users to add room maps and pictures to room bookings
2. Handle equipment booking within room bookings
3. Show how the system adds and tracks equipment in rooms
4. Facilitate internal self-service room or class booking swaps and modifications for staff
5. Manage parent-child relationships for room bookings, allowing aspects within a room to be booked while the room itself is booked

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	A32
	The Room Booking System Should Have External Room Booking Functionality to:

1. Facilitate external room bookings
2. Support the gathering of documents, such as insurance details, for external bookings
3. Ability to integrate with payment systems
4. Implement a workflow to approve/decline room booking
5. Handle external requests, including objects such as companies and reservation fields like invoicing details, contact person, etc.

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	A33
	The Room Booking System Should support UX/UI requirements, including:

1. An intuitive UX/UI design for room booking
2. Provide a user-friendly interface for room booking
3. Mobile-responsive room booking view

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	B. [bookmark: _Toc169597003]Overall Service and System Capabilities
	
	
	

	
	System Integration & Technical Capabilities
	
	
	

	
	B1
	The system Must Have the ability to host a single Cloud Based SaaS system that supports a unified user experience to facilitate key timetabling activities such as data gathering, scheduling, forecasting, and publishing all within the same system. 

1. It must cater to Class Timetabling, Exam Scheduling, and Room Booking activities managed by the System Administrators 
2. A single vendor is required to provide this comprehensive functionality 
3. The system must also have a single UX for all Users of the system

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	B2
	The system Must Have all required functionality in place at the time of tender publication for the Class Timetabling, Exams Scheduling, Room Booking system.

1. If a Tenderer has a system plan or roadmap for future system improvements, these should be clearly indicated as planned but not yet implemented, along with a target release date. 
2. Essential functional requirements must already be in use by other Higher Education Institutions.

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	B3
	Tenderers Must Have the ability to provide an “off-the-shelf" product which is specifically designed for higher education needs. 

Allow MIC to configure the system to align with the College’s needs without necessitating development or customisation of the solution. 

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	B4
	The system Must Have functionality that supports online timetable publication, including the following:

1. Allow the admin User to publish the Class Timetable online
2. Allow the admin User to publish the Exams Timetable online
3. Allow the admin User to publish the Room Booking availability online
4. Support the publication of a personalised timetable for all Students and Faculty
5. Provide/Publish provisional/draft/preliminary timetables to certain Users, such as Faculty, but not Students

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	B5
	The system Must be scalable to support growth in student numbers and timetable up to 5,000 students

1. System resilience must be maintained
2. System capacity must be maintained to meet periods of high demand for processing. E.g. when exam timetables or teaching timetables are published

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	B6
	The system Should integrate seamlessly with our on-premise systems. 

1. Detail how this integration will be achieved using our current ecosystem, or if another approach is recommended
2. If there are additional costs associated with this alternative integration approach. 
3. Provide a process (published APIs, sFTP or CSVs, etc) that MIC can use to extract information or push information to the proposed system
4. Provide details of any out of the box connectors that are available within the proposed solution
5. Outline in detail with diagrams where necessary the proposed integration architecture

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	Service Delivery
	
	
	

	
	B7
	Tenderers Must demonstrate a track record of Service Delivery of Class Timetabling, Exams Scheduling and Room Booking systems within the Higher Education sector in the UK/Ireland/Europe with at least 3 detailed case studies on the implementation of the proposed platform (of a comparable scale to MIC’s current scale for 5200 students and 263 Academic Staff).

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	B8
	Tenderers Must 

1. Provide details of the Service Level Agreement offered and how the system will be supported. 
2. Detail how support will be provided across Level 1,2,3. 
3. Include details of Tenderer’s helpdesk and how MIC will engage with the support provided.  
4. Provide details of Service Level Agreement offered for system availability and uptime
5. Provide details of system upgrades, maintenance schedule, and delivery plan, ensuring MIC has visibility of planned changes and the ability to assess their impact. 
6. Outline steps taken to ensure upgrades are delivered appropriately without adversely disrupting the operation or availability of the service, especially during peak scheduling periods of MIC’s Academic Year.
7. Include details on the amount of testing typically required by your customers when upgrades are being delivered

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	B9
	Tenderers Should 

Describe the strategies and practices their organisation will employ to ensure responsive account management and customer success management throughout the duration of the contract with MIC. This should include details of how Tenderers will actively engage with the College through regular review meetings and updates, supported by service quality reports and system reporting

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	B10
	Tenderers Should

Provide details of how their organisation manages content and data backups, including outlining procedures for disaster recovery and DR testing, and describing measures taken to ensure system resilience. 

Please confirm and detail indicating cost 

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	Compliance to Mary immaculate College Policies, Architecture & Governance
	
	
	

	
	B11
	The system Must meet IT Security and GDPR compliance:
 
1.Tenders for systems will be awarded subject to alignment with ISO compliance/certification, security best practices, incident management, incident reporting and accessibility compliance. Please provide details of provisions in these areas.

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	B12
	1. Tenderer’s relevant processors and sub-processors must support and enable compliance with all relevant European legislation such as GDPR and the EU AI Act in relation to data protection of MIC Data. Please provide evidence of same
2 Outline the role of third-party processors and sub-processors involved in providing the service and detail their role in data processing
3. The solution must allow for the simplified management of data to ensure ease of compliance with data retention regulations and policies, e.g. Facilitate a batch deletion facility and/or workflow to comply with GDPR requirements

Please Confirm and Detail
	
	
	
	
	

	
	B13
	The software Must Have measures in place for detecting, preventing, and responding to cybersecurity threats, including intrusion detection, malware protection, and incident response protocols

Please Confirm and Detail
	
	
	
	
	

	
	B14
	Tenderers Must demonstrate the following;

1. Please demonstrate the steps that have been taken to ensure the system meets accessibility guidelines WCAG 2.1.
2.Tenderers must maintain an up-to-date Accessibility Statement on a prominent area of their interface. 
3. The system should have a provision to manage Cookies in line with best practices and European GDPR requirements (where applicable)
 -have consent for cookies and other tracking technologies managing interaction with users. 
-display cookie consent banners or pop-ups to inform users about the use of cookies. 
- allow users to provide explicit consent for cookies. 
- provide options for users to manage cookie preferences and withdraw consent at any time. 
- ensure that cookies are not set until users have provided consent. 
-implement measures to record and store user consent preferences. 
-ensure transparency and user control over their data through clear privacy policies and cookie consent mechanisms.

Please Confirm and Detail
	
	
	
	
	

	
	B15
	Tenderers Must demonstrate the following;

1. The software Must support standard authentication protocols (Support Azure Entra SSO authentication). Any required local administrator must have mandatory 2FA/MFA

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	B16
	The system Should Have ability to provide robust security, access control and data governance capabilities:

1. Outline details of how roles and permissions can be managed to align with the principle of least privilege. Detail system capabilities in role-based access, role definition and management of roles. Include details of a sample of standard roles that may be needed
2. Outline how data segmentation can be achieved - outline how restriction of access to data on a field level can be managed (e.g. for sensitive information)
3. Outline the levels at which data segmentation is possible, e.g. access to fields, data structures (e.g. students or faculties), and functional modules.
4. Outline how the system can manage interoperability of data/data fields across departments

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	B17
	Tenderers Should provide the following information: 

Outline measures in place for providing file upload security such as validating file types, sanitising file names, scanning files for malware. 

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	Technology Roadmap
	
	
	

	
	B18
	Tenderers Should provide evidence of a planned future technology roadmap for the product and services, including:

1. Outline how the roadmap is planned, and to what extent Mary Immaculate College will be able to influence the roadmap
2. Demonstrate investment (e.g. R&D, Funding) in the product roadmap in the recent past (e.g. last year) and high level-plans upcoming in the next 3 years

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	C. Technical Implementation
	
	
	

	
	Project Approach, Team & Methodology
	
	
	

	
	C1
	Tenderers Must Have a Project Implementation plan and outline the proposed project methodology and approach e.g.  Tenderer’s resources, resources required by MIC, timelines, stakeholder engagement, risk management and project planning to facilitate all aspects of system implementation: 

1. Outline the proposed approach to the implementation of the system, include a sample project plan and sample timelines
2. Outline how the project plan can be flexible in line with MIC’s resource availability and academic year as appropriate.
3. Provide examples of recent project success in the implementation of a full end to end solution. (Minimum 3 project examples). All examples should be based on institutions that are a similar size to MIC and who timetable for greater than 5,000 students. Both institutions must be located within the European / UK market.

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	C2
	Tenderers Must Have UAT, including: 

1. Tenderers must provide a Test/UAT environment to support UAT 
2. Tenderers must support UAT triage process to assess and fix bugs and issues during UAT as well as providing a timeline for same
3. Test plan to be agreed between MIC and Tenderers including test exit criteria

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	C3
	The project Must Have a dedicated Implementation Manager/ or similar with Project Management experience/ skills to support the project team during MIC’s working hours, including:  
1. Outline the proposed structure and location of the implementation team.
2. Describe what resources will MIC be required to provide during the implementation.
3. Provide an overview of the proposed project team, including their roles and a summary of their individual skills and experiences to demonstrate their proficiency levels.

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	C4
	Tenderers Should Have a change management approach to ensure successful user adoption at MIC, including:
1. Provide details of a typical change management plan.
2. Outline resources will be assigned from your organisation to support this change management approach.
3. Outline resources that MIC will be required to provide to facilitate successful user adoption.

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	C5
	Tenderers Should outline the proposed support model following project delivery including resources that will be required to support the system after launch:
1. Outline the proposed support team, including the number of resources, their roles, responsibilities, and a summary of experience for the proposed team members
2. Describe what options do you provide for post go-live support. This may include a managed service, transition to Mary Immaculate College resources, or a combination of both.
3. Provide options for increased support (if applicable) including Support/ Service levels in the package that are not already included in the overall price or support levels already priced above. e.g. Gold, Silver Vs Standard Support Service levels. E.g. Dedicated Customer Success Manager. 
Please confirm and detail indicating cost in the Pricing Schedule.
4. Where applicable, can you provide the proposed handover and transition plan to MIC resources? 
 Please confirm and detail indicating cost (if any) in Pricing Schedule.

Please confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	C6
	Tenderers Should Have support for future growth of the system:
1. Describe how your organisation supports Users in evolving system use and practices post-project.
2. Describe how do you ensure Users stay updated with platform changes and deliver process improvements
3. Provide what support options you offer for these updates, including virtual workshops, in-person workshops, and 1:1 support

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	C7
	Tenderers Should include details of the proposed execution of the implementation across the full Software Development Life Cycle (SDLC): 
1. Provide a proposed approach to test the implementation of the platform and confirm if there are any additional costs associated with this testing approach. 
2. Provide details on the environment setup, including development, testing, and production environments
3. Describe what technical delivery methodologies do you use, such as Waterfall or Agile

Please confirm and detail indicating cost (if any) in the Pricing Schedule.

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	Training  
	
	
	

	
	C8
	Tenderers Must provide all system related documents, including systems architecture, data flow diagrams, user guides and FAQs provided. 
Please confirm and detail indicating cost in the Pricing Schedule.
Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	C9
	Tenderers Should 
1. Outline the training supports for all roles engaged with the proposed system/solution, such as end Users, Superusers, and Admins
2. Provide evidence of comprehensive and high-quality online training content and resources for staff and students. Outline the cost of providing training videos, if not already included in the overall subscription/ licence cost
3. Provide costs for training for business system administrators & include the number of days required. 
4. Provide details of a Tenderer’s sponsored Community for best practice sharing.
Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	Exit Strategy
	
	
	

	
	C10
	Tenderers Should
1. Include details of your proposed approach to extract information.
2. Outline previous experience in migrating data from legacy systems
3. Provide an example of the level of detail and type of data that can be imported in a migration

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	C11
	Tenderers Should
Describe how you would support the exit strategy of a client transitioning from your system/platform to another system/platform. Please include details on the exports and migration of data and any other relevant information, also period of time. 
Please confirm and detail indicating cost in the Pricing Schedule.
Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	D. Environmental and Sustainability
	
	
	

	
	Sustainability Practices      
	
	
	

	
	D1
	Tenderers Must

1. Outline the company policy for Environmental & Sustainability practices. Please provide appropriate statements
2. Provide information on any certifications (or working towards) or recognition your company have received for your environmental performance

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	D2
	Tenderers Must

1. Outline measures that your company has implemented to minimise the carbon footprint of your proposed solution
2. Describe efforts that have been made to minimise adverse environmental impact in the methods of services delivery and in materials used
3. Provide initiatives currently in place to promote the use of software that supports sustainable business practices

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	D3
	Tenderers Should

1. Describe your company’s approach to procurement of cloud-based software and what steps are taken to ensure that it is sustainably developed and maintained. How will this be introduced in this project?
2. Outline the KPIs/ Measures of success to measure adherence

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	D4
	Tenderers Should

Outline measures have been implemented to reduce the environmental impact of data centres and other IT infrastructure

Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment
	
	
	

	
	D5
	Tenderers Should
Provide information on any steps taken to ensure that the software products your company procures do not contribute to deforestation or other environmental destruction
Please Confirm and Detail
	Confirm (Yes / No)
	Insert Comment

	
	
	

	[bookmark: _Toc169597004]
	[bookmark: _Toc169597007]E. Ultimate Cost

	
	E1
	Please refer to Appendix 2: Pricing Schedule for Details
	Confirm (Yes / No)
	Insert Comment





Tenderers should ensure that all costs applicable to the services requested are included in Appendix 2 – Pricing Schedule. Where skillsets attract different rates, these must be clearly identified if not expressly requested.  Any additional expenses should be listed separately.


8. Appendix 7 - MIC Cloud Governance Technical Questionnaire
	
	MIC Cloud Governance Technical Questionnaire
	
	

	
	1 Certifications
	
	

	
	1.a.
	Security: Provide details on any IT security certifications e.g., ISO27001, PCS-DSS, SOC2, HIPAA, etc

	Insert Comment


	
	
	

	
	1.b.
	Accessibility: Provide details on any WCAG compliance and certifications? e.g., link or copy of your Accessibility Statement, details on WCAG2.1 compliance, VPAT statements, etc.
	Insert Comment


	
	
	

	
	1.c.
	Have you completed the Cloud Security Alliances (CSA) ‘Consensus Assessments Initiative Questionnaire’ (CAIQ) or similar? Please provide if possible.
	Insert Comment


	
	
	

	
	2. Audits
	
	

	
	2.a.
	Are regular IT security audits conducted by external independent auditors?
	Insert Comment


	
	
	

	
	3.Encryption and SSO:
	
	

	
	3.a.
	Will MIC data be encrypted at rest?
	Insert Comment


	
	
	

	
	3.b.
	Will MIC data be encrypted during any network transfer?
	Insert Comment


	
	
	

	
	3.c.
	Is single sign-on such as LDAP, SAML, Shibboleth or Azure AD supported?
	Insert Comment


	
	
	

	
	3.d.
	Please confirm that multi-factor authentication can be configured for all system accounts
	Insert Comment


	
	
	

	
	3.e.
	Describe the security controls in place for privileged accounts. e.g., Administration accounts. (Multi-Factor Authentication preferred)
	Insert Comment


	
	
	

	
	4. Geographic Location:
	
	

	
	4.a.
	In what countries will MIC data be stored?
	Insert Comment


	
	
	

	
	4.b.
	Will MIC data ever be transported outside the EU? If so, to where?
	Insert Comment

	
	
	

	
	4.c.
	As part of your service do you use sub-contractors or sub-processors?
	Insert Comment

	
	
	

	
	4.d.
	As part of your, or your sub-contractors, data management processes, will the data be routed outside or accessible from outside the EU?
	Insert Comment

	
	
	

	
	4.e.
	Please confirm that, if requested, you agree to sign the EU Model Contract (standard contractual clauses) for the transfer of personal data to non-EU or EEA countries.
	Insert Comment

	
	
	

	
	5. Policies and Procedures:
	
	

	
	5.a.
	Do you have written policies and procedures for (please provide links where available):

-Incident management
-Disaster recovery and business continuity planning
-Change control (logging and auditing)
-Software patches and upgrades
-Anti-malware control 
-System administration
-System development
-Controlling privileged system access

	Insert Comment


	
	
	

	
	5b
	
Do you have policies or procedures to mitigate against the risk of an internal data breach?
	Insert Comment

	
	
	

	
	5c
	Do you have procedures in place to enforce tenant data retention policies?
	Insert Comment

	
	
	

	
	5d
	If Single Sign-On is not supported, please detail the account management process. This should be documented and cover:
-How users request accounts
-How access/privilege is granted to users 
-How credentials are communicated to new users
-How lost/forgotten credentials are dealt with
-How accounts are decommissioned
	Insert Comment

	
	
	

	
	6.	Evidence of advanced security technologies
	
	

	
	6.a.
	Confirm that intrusion prevention/detection technologies are deployed as part of their solution and provide technical detail
	Insert Comment


	
	
	

	
	6.b.
	Confirm that DDOS prevention technologies are deployed as part of the solution and provide technical detail
	Insert Comment

	
	
	

	
	6.c.
	Confirm that content hygiene solutions e.g., anti-virus, anti-spam, WAF, etc, are in place in this system and provide technical detail
	Insert Comment

	
	
	

	
	7. Security Monitoring
	
	

	
	7.a.
	Confirm that the system will be monitored on an ongoing basis for security breaches
	Insert Comment


	
	
	

	
	7.b.
	Outline how the system will be monitored on an ongoing basis for security breaches
	Insert Comment

	
	
	

	
	7.c.
	Is the Tenderer aware of any IT Security breaches involving the proposed software or hosted service or its components in the last 12 months?
	Insert Comment

	
	
	

	
	8. Security Breach Procedures
	
	

	
	8.a.
	Outline the company procedures which will be implemented in the event of an IT security breach which affects MIC Data
	Insert Comment


	
	
	

	
	8.b.
	Provide the company breach disclosure policy
	Insert Comment

	
	
	

	
	8.c.
	Specify how soon after an incident will MIC be notified
	Insert Comment

	
	
	

	
	8.d
	Confirm if MIC be given access to all audit information, system logs etc. related to the MIC data.
	Insert Comment

	
	
	

	
	8.e.
	Describe what investigative support will be provided to MIC in the event of a breach
	Insert Comment

	
	
	

	
	9. Termination of Contract
	
	

	
	9.a.
	Outline procedures in place for the return of customer data

	Insert Comment


	
	
	

	
	9.b.
	Outline procedures in place for removal and disposal of customer data
	Insert Comment

	
	
	

	
	10. Integration with MIC Systems
	
	

	
	10.a
	Describe how users of your service can be authenticated by MIC systems (LDAP or Shibboleth enabled).


	Insert Comment


	
	
	

	
	10.b
	Security of MIC systems is a core requirement, and the tenderer must demonstrate their ability to ensure that MIC systems will not be compromised in any way by the use of their service and that MIC data is stored in a manner compliant with law, including data protection law, and Government policy. Please provide details.

	Insert Comment

	
	
	

	
	10.c
	MIC uses Microsoft Edge as the standard browser and the system must be compliant with this. Vendors must clearly set out any software requirements on the client.

	Insert Comment

	
	
	

	
	10.d
	Availability of the service is important, and tenderers should demonstrate resilience of the service and any associated systems and measures to ensure availability of the service
	Insert Comment

	
	
	

	
	10.e
	Should any element of the service be delivered from the outside the EU., tenderers should detail measures to ensure continuity of service and adherence to MIC requirements and to EU standards.

	Insert Comment

	
	
	

	
	10.f
	The vendor must provide details on their system upgrade policy and the extent that MIC will be charged for any upgrades.

	Insert Comment

	
	
	

	
	10.g
	Describe in detail the security of the service and how you propose to interface with MIC’s systems in a secure manner, including mapping user information between your systems and MIC and ensuring security of MIC data in compliance with legal requirements.

	Insert Comment

	
	
	

	
	10.h
	Please provide details on the Incident/Problem/Change Management processes that will be in place and on the level of support envisaged from MIC’s staff.

	Insert Comment

	
	
	

	
	11. Chatbot/AI specific (complete if applicable)
	

	
	11.a
	Has an AI Risk Assessment been carried out covering:
· AI model risks (model poisoning, bias, and hallucination)
· Phishing and other cyberattacks
· prompt usage risks (prompt injection and DoS attacks)
· exfiltration risks
· sensitive data risks
· data leakage risks
· non-regulatory compliance risks (European Union's AI Act and GDPR)


	Insert Comment


	

	
	11.b
	How are third-party integrations secured, especially if the chatbot interacts with other systems?
	Insert Comment

	

	
	11.c
	Data retention and storage: Can retention policies be applied to your solution to mitigate the storage of unnecessary or outdated information. Please detail how.

	Insert Comment

	



This form must be completed and signed by an authorized officer of the Tenderer’s organization.  
This offer will remain open for acceptance by you for a period of 12 months from the date of the deadline for submission of tenders. 
We acknowledge that you are not obliged to accept the lowest or any offer.
I/We undertake to deliver the products/services in accordance with the terms and conditions of the tender specification.   						
I/We undertake to maintain full confidentiality with regard to all aspects of this tender process.   

	

	
Signed:
	 
	Position:
	 

	
	
	
	

	Print Name:
	 
	Phone No: 
	

	
	
	
	

	Company Name: 
	 
	Date:
	 

	
	
	
	

	Address: 
	 

	
	

	Email:
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