Provision of Hosting Services for Supplygov.ie
TRD-5 Managed Services Requirements – Qualitative Award Criteria

	From:
	Name of Tenderer
	

	To:   
	The Contracting Authority         
	Local Government Operational Procurement Centre (operating under the auspices of Kerry County Council)

	Regarding:                       
	Request For Tender
	Provision of Hosting Services for Supplygov.ie



	AWARD CRITERION - TENDERERS RESPONSE

	3.4A Qualitative Criteria

	3.4A.2 Managed Services Requirements - Award Criteria
The LGOPC has set out ten (10) managed services requirements (criterion) below. 
TENDERERS RESPONSE: Provide explanation of how each requirement (criterion) (from 1 to 10) will be met under the contract (maximum words as indicated below). 
EACH CRITERION HEREUNDER WILL BE EVALUATED SEPARATELY IN ACCORDANCE WITH THE MARKING PROCEDURE SET OUT HEREUNDER AND IN SECTION 3.4 OF THIS REQUEST FOR TENDER. A Tenderer that fails to meet the Minimum Qualifying Threshold for each requirement (criterion) (from 1 to 10) shall be excluded from further participation in this Competition.
Maximum Marks Available for 3.4A.2 Managed Services Requirements - Award Criteria (1,000)
Minimum Qualifying Threshold for 3.4A.2 Managed Services Requirements - Award Criteria (500) A Tenderer that fails to meet the Minimum Qualifying Threshold for 3.4A.2 Managed Services Requirements (500) shall be excluded from further participation in this Competition.

	1)
	Change Management – 100 Marks Available for this criterion
	Tenderers Response (100 words Max) – 50 Marks Minimum Qualifying Threshold for this criterion

	
	There is a process for change management including planning, runbooks, approval process, scheduling, cutover, failbacks, and hyper-care.
	Provide details of your proposed solutions.

	2)
	Backup and Recovery – 100 Marks Available for this criterion
	Tenderers Response (100 words Max) – 50 Marks Minimum Qualifying Threshold for this criterion

	
	The MSP will implement robust backup and data protection mechanisms, which meet agreed RTO and RPO targets.
	Provide details of your proposed solutions.

	3)
	Capacity Management – 100 Marks Available for this criterion
	Tenderers Response (100 words Max) – 50 Marks Minimum Qualifying Threshold for this criterion

	
	Resource utilization will be continually monitored, and capacity issues will be proactively identified and resolved. Quarterly capacity assessment will be performed and recommendations provided to LGOPC.
	Provide details of your proposed solutions.

	4)
	Patch Management – 100 Marks Available for this criterion
	Tenderers Response (100 words Max) – 50 Marks Minimum Qualifying Threshold for this criterion

	
	A process is established to schedule, assess, perform and report on patch deployment on a monthly basis. There is also a process for emergency patch deployment.
	Provide details of your proposed solutions.

	5)
	Disaster Recovery Planning and Testing – 100 Marks Available for this criterion
	Tenderers Response (100 words Max) – 50 Marks Minimum Qualifying Threshold for this criterion

	
	The MSP will develop and maintain a disaster recovery plan with annual testing (successful).
	Provide details of your proposed solutions.

	6)
	MSP Sustainability – 100 Marks Available for this criterion
	Tenderers Response (100 words Max) – 50 Marks Minimum Qualifying Threshold for this criterion 

	
	The MSP has a strategy and processes to support and enable sustainability in its operations and hosting services.
	Provide details of your proposed solutions.

	7)
	Data Protection – 100 Marks Available for this criterion
	Tenderers Response (250 words Max) – 50 Marks Minimum Qualifying Threshold for this criterion

	
	Adequate data protection measures must be in place to comply with relevant GDPR legislation. The MSP must ensure that all data (including backups) remains within the European Economic Area (EEA) at all times. The MSP must enter into a Data Processing Agreement with Kerry County Council on award of the contract.
The MSP must demonstrate and maintain the following:
· Full disclosure of all sub processors involved in the delivery of the service
· Advance notification and approval process for any changes to sub processors 
· Documented processes for secure return, transfer, or deletion of data at contract termination or upon request 
· Secure deletion methods with verification and certification of destruction, including backups
· Strict access controls for MSP support personnel including logging & monitoring 
· Data minimisation principles applied to logs and monitoring data
· Documented personal data breach detection and notification procedures 
· Ability to notify KCC without undue delay, and in support of GDPR Article 33/34 obligations
· Encryption of data at rest and in transit, with encryption keys managed separately from encrypted data 
· Documented key access controls, rotation, and emergency (“break‑glass”) procedures
	Provide details of your proposed solutions.

	8)
	Exit Strategy – 100 Marks Available for this criterion
	Tenderers Response (100 words Max) – 50 Marks Minimum Qualifying Threshold for this criterion

	
	The MSP will provide an exit or transition plan for both the hosting and managed services.
	Provide details of your proposed solutions.

	9)
	Onboarding and data migration strategy – 100 Marks Available for this criterion
	Tenderers Response (100 words Max) – 50 Marks Minimum Qualifying Threshold for this criterion

	
	The MSP will provide an onboarding and data migration plan as part of the transfer from the current hosting provider.
	Provide details of your proposed solutions.

	10)
	Security and Vulnerability Managed Stance – 100 Marks Available for this criterion
	Tenderers Response (250 words Max) – 50 Marks Minimum Qualifying Threshold for this criterion

	
	The web application instances, database instances, and infrastructure for the Supplygov.ie environment must be managed against agreed security standards including OWASP and CIS benchmarks v2.0 or later. The MSP must provide, at a minimum: 
· Monthly authenticated vulnerability scanning of web, database, and infrastructure components 
· Annual penetration testing support, including planning, execution, remediation support, and re‑testing as required
· Remediation tracking from identification through to closure, with status visibility for Kerry County Council
· Regular configuration reviews
· Patch compliance reporting, including patch currency, exceptions, and outstanding risks
· Maintenance of a security exception and risk register
· LGOPC‑aligned security reporting dashboards, providing visibility of: 
· Vulnerability posture
· Remediation status
· Patch compliance
· Outstanding risks and exceptions
	Provide details of your proposed solutions.
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