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	From:
	Name of Tenderer
	

	To:   
	The Contracting Authority         
	Local Government Operational Procurement Centre (operating under the auspices of Kerry County Council)

	Regarding:                       
	Request For Tender
	Provision of Hosting Services for Supplygov.ie



	AWARD CRITERION - TENDERERS RESPONSE

	3.4A Qualitative Criteria

	3.4A.1 Web Hosting Requirements – Award Criteria
The LGOPC has set out twelve (12) web hosting requirements (criterion) below. 
TENDERERS RESPONSE: Provide explanation of how each requirement (criterion) (from 1 to 12) will be met under the contract (maximum words as indicated below). 
EACH CRITERION HEREUNDER WILL BE EVALUATED SEPARATELY IN ACCORDANCE WITH THE MARKING PROCEDURE SET OUT HEREUNDER AND IN SECTION 3.4 OF THIS REQUEST FOR TENDER. A Tenderer that fails to meet the Minimum Qualifying Threshold for each requirement (criterion) (from 1 to 12) shall be excluded from further participation in this Competition.
Maximum Marks Available for 3.4A.1 Web Hosting Requirements – Award Criteria (1,000)
Minimum Qualifying Threshold for 3.4A.1 Web Hosting Requirements – Award Criteria (500). A Tenderer that fails to meet the Minimum Qualifying Threshold for 3.4A.1 Web Hosting Requirements (500) shall be excluded from further participation in this Competition.

	1)
	High Level Design Diagram – 100 Marks Available for this criterion 
	Tenderers Response (100 words Max) – 50 Marks Minimum Qualifying Threshold for this criterion 

	
	Please attach a high level design diagram in PNG or JPG format (including environment, network, infrastructure and other components)
	Please attach a high level design diagram in PNG or JPG format (including environment, network, infrastructure and other components)

	2)
	Endpoint Level Protection – 100 Marks Available for this criterion
	Tenderers Response (100 words Max) – 50 Marks Minimum Qualifying Threshold for this criterion

	
	Anti-malware, intrusion detection, and intrusion prevention software at operating system level. Additionally, there should be virus scanning for all file uploads.
	Provide details of your proposed solutions.

	3)
	Web Application Firewall – 100 Marks Available for this criterion
	Tenderers Response (100 words Max) – 50 Marks Minimum Qualifying Threshold for this criterion

	
	Provision of 'WAF' capabilities on public endpoints and inbound traffic, including at a minimum the ability to implement OWASP 10 protection, 'geo-fencing', and blocking based on known bad sources, networks and applications.
	Provide details of your proposed solutions.

	4)
	SFTP – 50 Marks Available for this criterion
	Tenderers Response (250 words Max) – 25 Marks Minimum Qualifying Threshold for this criterion

	
	The MSP must provide a secure inbound SFTP service for file transfer. The solution must include:
· Multi‑factor authentication (MFA) for all administrative access
· Key‑based authentication for client access
· IP allowlisting where technically feasible
· Malware scanning
· Audit logging
· Automatic removal or secure archival of files after successful transfer, in line with defined retention and data‑handling policies

	Provide details of your proposed solutions.

	5)
	Patching and updates automation – 100 Marks Available for this criterion
	Tenderers Response (100 words Max) – 50 Marks Minimum Qualifying Threshold for this criterion

	
	Tooling and or services to allow for automatic application of patching and updates to operating systems and databases.
	Provide details of your proposed solutions.

	6)
	Backup and recovery – 100 Marks Available for this criterion
	Tenderers Response (100 words Max) – 50 Marks Minimum Qualifying Threshold for this criterion

	
	Tooling and or services to allow for automatic backup of data at the instance, databases, and file level, with customizable backup schedules, retention periods, and the ability to create immutable backups (for protection against malicious actions).
	Provide details of your proposed solutions.

	7)
	Monitoring - Infrastructure and Services – 50 Marks Available for this criterion
	Tenderers Response (100 words Max) – 25 Marks Minimum Qualifying Threshold for this criterion

	
	Tooling for monitoring of infrastructure and services in the areas of availability, performance, and capacity with alerting and dashboarding.
	Provide details of your proposed solutions.

	8)
	Monitoring - Application and Database – 50 Marks Available for this criterion
	Tenderers Response (100 words Max) – 25 Marks Minimum Qualifying Threshold for this criterion

	
	Tooling for monitoring of application and database in the areas of availability, performance, and capacity with alerting and dashboarding.
	Provide details of your proposed solutions.

	9)
	Monitoring - User Experience – 50 Marks Available for this criterion
	Tenderers Response (250 words Max) – 25 Marks Minimum Qualifying Threshold for this criterion

	
	Tooling for monitoring of user experience in the areas of usage, performance, and experience with alerting and dashboarding including the following -:
- Total Hits 
- Visitor Hits 
- Spider Hits 
- Average Hits per Day 
- Total Page Views
- Total Visitors 
- Average Visitors per Day 
- Total Bandwidth 
- Visitor Bandwidth
- Spider Bandwidth
- Average Bandwidth per Day 
- Average Bandwidth per Hit 
- Average Bandwidth per Visitor
	Provide details of your proposed solutions.

	10)
	Disaster Recovery Capability – 100 Marks Available for this criterion
	Tenderers Response (100 words Max) – 50 Marks Minimum Qualifying Threshold for this criterion

	
	Your design incorporates a disaster recovery plan with the ability to recover across more than one data centre, each with redundant power, networking, and connectivity, and housed in separate facilities.
	Provide details of your proposed solutions.

	11)
	DDoS Protection – 100 Marks Available for this criterion
	Tenderers Response (250 words Max) – 50 Marks Minimum Qualifying Threshold for this criterion

	
	The hosting provider must include Distributed Denial-of-Service (DDoS) protection for network, transport, and application layers for public endpoints. It must detect and mitigate volumetric and protocol-based attacks in real-time.
	Provide details of your proposed solutions.

	12)
	Secure Configuration Management – 100 Marks Available for this criterion
	Tenderers Response (100 words Max) – 50 Marks Minimum Qualifying Threshold for this criterion

	
	The hosting environment must follow CIS 1.0 or equivalent security baselines, ensuring hardening of operating systems, and database server.
	Provide details of your proposed solutions.
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