TRD-1 Compliance with Technical Specifications

	From:
	Name of Tenderer
	

	To:   
	The Contracting Authority         
	[bookmark: _Hlk219720961]Local Government Operational Procurement Centre (operating under the auspices of Kerry County Council)

	Regarding:                       
	The project
	Provision of Hosting Services for Supplygov.ie



	COMPLIANCE WITH TECHNICAL SPECIFICATONS
TENDERERS RESPONSE

	A) Web Hosting Requirements

	B) Managed Services Requirements

	TENDERERS RESPONSE: 
PASS Requirement: Tenderers must complete the Compliance with Technical Specifications form hereunder, confirming that they will comply fully with all of the requirements of the Technical Specification(s), supported by appropriate Details. 
EACH CRITERION WILL BE EVALUATED ON A PASS/FAIL BASIS ONLY. A TENDERER THAT FAILS A CRITERION SHALL BE EXCLUDED FROM FURTHER PARTICIPATION IN THIS COMPETITION.
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	COMPLIANCE WITH TECHNICAL SPECIFICATONS
TENDERERS RESPONSE

	A) Web Hosting Requirements

	TENDERERS RESPONSE: 
PASS Requirement: Tenderers must complete the Compliance with Technical Specifications form hereunder, supported by appropriate Details, confirming that under the contract, they will comply fully with all of the requirements (numbered 1 to 18) of the Technical Specification(s). 
EACH CRITERION WILL BE EVALUATED ON A PASS/FAIL BASIS ONLY. A TENDERER THAT FAILS A CRITERION SHALL BE EXCLUDED FROM FURTHER PARTICIPATION IN THIS COMPETITION.

	Requirement
	For each Requirement hereunder (1–18), please confirm your tender will meet the requirement
	Tenderers Response 

	1)
	Web Server Requirements
	
	Tenderers Response (100 words Max)

	
	Windows Server 2022 operating system with IIS 11+, ASP.Net 4.8, .Net Core 3.2 (migrating to .net 8 in future).
	Confirm Agreement to all:
Choose an item.
	Insert details to support your answer provided in the preceding column.

	2)
	Database Server Requirements
	
	Tenderers Response (100 words Max)

	
	Microsoft SQL Server 2019 Web Edition, with reporting services.
	Confirm Agreement to all:
Choose an item.
	Insert details to support your answer provided in the preceding column.

	3)
	Connectivity - Ingress to Production Website (Supplygov.ie)
	
	Tenderers Response (100 words Max)

	
	The production website must be able to serve public internet traffic with a minimum capacity of 10 Gbps. 
All public ingress traffic must terminate behind managed security services, including: 
· Managed DDoS protection
· Web Application Firewall (WAF)
· Rate limiting
· TLS termination and inspection where appropriate
No administrative or management interfaces may be exposed to the public internet.
	Confirm Agreement to all:
Choose an item.
	Insert details to support your answer provided in the preceding column.

	4)
	ISO27001
	
	Tenderers Response (100 words Max)

	
	The hosting environment shall be ISO27001 compliant (certified) or equivalent.
	Confirm Agreement to all:
Choose an item.
	Insert details to support your answer provided in the preceding column.

	5)
	Data Sovereignty 
	
	Tenderers Response (100 words Max)

	
	The data must be hosted within data centre(s) within the European Economic Area, throughout the provision of the solution (including business continuity) or within a country in respect of which an adequacy decision made by the European Commission under Article 45 GDPR is in force.
	Confirm Agreement to all:
Choose an item.
	Insert details to support your answer provided in the preceding column.

	6)
	Isolated network and firewall capabilities - Separation of Production and Non-Production.
	
	Tenderers Response (250 words Max)

	
	The SupplyGov.ie production environment must be hosted in a fully isolated network, protected by stateful firewall controls governing ingress and egress at the protocol, port, and service level.
Strict segregation between production and non‑production environments is mandatory, enforced through:
· No direct network connectivity between environments
· Separate network security policies for each environment
· Deny‑by‑default firewall rules
· Restricted and environment‑specific administrative access paths
· No shared administrative jump hosts, tooling, credentials, or management pathways
The provider must demonstrate the ability to enforce and maintain this isolation consistently across all infrastructure and services supporting SupplyGov.ie.
	Confirm Agreement to all:
Choose an item.
	Insert details to support your answer provided in the preceding column.

	7)
	SMTP Service
	
	Tenderers Response (100 words Max)

	
	Provision of a secure, dedicated SMTP relay service including configuration and support for SPF, DKIM and DMARC. The service shall enforce authenticated and encrypted (TLS) transmission and include a web-based dashboard for monitoring outbound email activity, including sent volumes, delivery status, and bounce backs.
	Confirm Agreement to all:
Choose an item.
	Insert details to support your answer provided in the preceding column.

	8)
	VPN Service
	
	Tenderers Response (100 words Max)

	
	Provision of secure VPN access to the hosting environment and servers where required.
	Confirm Agreement to all:
Choose an item.
	Insert details to support your answer provided in the preceding column.

	9)
	Management of SSL certificates
	
	Tenderers Response (100 words Max)

	
	Management, renewal and procurement of SSL Certificates for the environments. (Cost of SSL certificates will be reimbursed by the LGOPC with prior agreement). Enforcement of TLS 1.3 (or subsequent latest) is required.
	Confirm Agreement to all:
Choose an item.
	Insert details to support your answer provided in the preceding column.

	10)
	Backup and Recovery – RPO
	
	Tenderers Response (250 words Max)

	
	The provider must support a Recovery Point Objective (RPO) of 1 hour for instance‑level, database, and file‑based data stores supporting the SupplyGov.ie platform:
· Automated, scheduled backups for all in‑scope workloads
· Automated backup verification and integrity checks to confirm recoverability
· Backup immutability controls to protect against deletion, alteration, or ransomware
· Off‑site and/or logically segregated backup copies, isolated from the primary production environment
	Confirm Agreement to all:
Choose an item.
	Insert details to support your answer provided in the preceding column.

	11)
	Backup and Recovery – RTO
	
	Tenderers Response (250 words Max)

	
	The provider must support a Recovery Time Objective (RTO) of 4 hours for instance‑level, database, and file‑based data stores supporting the SupplyGov.ie platform.
Compliance with this RTO must be evidenced through:
· Periodic, documented restore and recovery testing for all in‑scope systems
· Validated recovery procedures demonstrating recovery within the 4‑hour RTO
· Documented recovery runbooks, maintained and regularly reviewed, detailing roles, steps, dependencies, and escalation paths
	Confirm Agreement to all:
Choose an item.
	Insert details to support your answer provided in the preceding column.

	12)
	Website SLA - Supplygov.ie
	
	Tenderers Response (100 words Max)

	
	Your design supports an availability SLA for the Supplygov.ie website of 99.95% (excluding scheduled downtime and maintenance windows).
	Confirm Agreement to all:
Choose an item.
	Insert details to support your answer provided in the preceding column.

	13)
	Log Management & Retention Policy
	
	Tenderers Response (250 words Max)

	
	The MSP must collate, centralise and retain  system, application, and security logs for a minimum of 12 months and ensure they are readily accessible for audit, forensic analysis, and upon request by KCC. Logging controls must include time-synchronised logs & tamper-evident storage with integrity protection. It must also include: 
· Authentication and authorisation events 
· Privileged access and role/permission changes 
· Administrative user activity 
· System and application configuration changes 
· Web Application Firewall (WAF) events 
· VPN and remote access events 
· Backup and recovery activity and events

	Confirm Agreement to all:
Choose an item.
	Insert details to support your answer provided in the preceding column.

	14)
	Monitoring - available to Kerry County Council (LGOPC)
	
	Tenderers Response (100 words Max)

	
	LGOPC is provided with access to view and export data from monitoring for infrastructure, services, applications, and user experience.
	Confirm Agreement to all:
Choose an item.
	Insert details to support your answer provided in the preceding column.

	15)
	High availability - Web Layer
	
	Tenderers Response (100 words Max)

	
	Your proposed design must include high availability for the web server layer.
	Confirm Agreement to all:
Choose an item.
	Insert details to support your answer provided in the preceding column.

	16)
	High availability - Database Layer
	
	Tenderers Response (100 words Max)

	
	Your proposed design must include high availability (HA) for the database server layer. Database HA must include automatic failover capability, backup integrity controls and clear failover and failback procedures. 
	Confirm Agreement to all:
Choose an item.
	Insert details to support your answer provided in the preceding column.

	17)
	Data Encryption
	
	Tenderers Response (250 words Max)

	
	All data must be encrypted at rest (AES-256) and in transit (TLS 1.3), ensuring compliance with ISO27001 and GDPR encryption standards. 
Encryption controls must include Key management that is full segregated from the encrypted data, documented key rotation policies and schedules, access control and documented break-glass procedures. 
	Confirm Agreement to all:
Choose an item.
	Insert details to support your answer provided in the preceding column.

	18)
	Cloud Security Posture Management (CSPM)
	
	Tenderers Response (100 words Max)

	
	If a cloud environment is used, CSPM tools must be employed to ensure compliance with security best practices and misconfiguration detection.
	Confirm Agreement to all:
Choose an item.
	Insert details to support your answer provided in the preceding column.





	B) Managed Services Requirements

	TENDERERS RESPONSE: 
PASS Requirement: Tenderers must complete the Compliance with Technical Specifications form hereunder, supported by appropriate Details, confirming that under the contract, they will comply fully with all of the requirements (numbered 1 to 9) of the Technical Specification(s). 
EACH CRITERION WILL BE EVALUATED ON A PASS/FAIL BASIS ONLY. A TENDERER THAT FAILS A CRITERION SHALL BE EXCLUDED FROM FURTHER PARTICIPATION IN THIS COMPETITION.

	Requirement
	For each Requirement hereunder (1–9), please confirm your tender will meet the requirement
	Tenderers Response

	1)
	Service Desk & Support
	
	Tenderers Response (100 words Max)

	
	The managed service provider (MSP) is to provide a fully operational and appropriately manned service desk based on ITIL Standards which will provide operational support to the LGOPC. The MSP will provide the Level 1 (L1), Level 2 (L2), and Level 3 (L3) lines of support.
Service desk support will include:
· A staffed service desk during office hours which are Mon-Fri, 9:00am to 5:00pm Irish time, excluding public holidays.
· A 24/7/365 response to P1 and P2 incidents and security incidents.
· The minimum required response and resolution targets are as follows:
	Priority
	Response Target
	Resolution Target

	P1 – Critical
	15 minutes
	4 hours

	P2 – High
	1 hour
	8 hours

	P3 – Medium
	4 hours
	3 business days

	P4 – Low
	1 business day
	5 business days



	Confirm Agreement to all:
Choose an item.
	Insert details to support your answer provided in the preceding column.

	2)
	Out of hours support for software deployments with fair usage policy.
	
	Tenderers Response (100 words Max)

	
	Availability of support for out of hours software deployments, scheduled a minimum of 48 hours in advance, between the hours of 6.30pm and 10pm, and not to exceed 4 hours or 2 occurrences per month, in which case the excess will be billable in accordance with the 'Project Rate Card'.
	Confirm Agreement to all:
Choose an item.
	Insert details to support your answer provided in the preceding column.

	3)
	Service Desk Issue Tracking and Review
	
	Tenderers Response (100 words Max)

	
	The MSP must provide a service desk capability that logs and tracks all  incidents, issues, service requests and change related issues.
Records must include and retain a complete audit history including ticket owner, severity, date & time stamps, actions taken and closure evidence.  
	Confirm Agreement to all:
Choose an item.
	Insert details to support your answer provided in the preceding column.

	4)
	Major Incident Management
	
	Tenderers Response (100 words Max)

	
	A definition of P1 and P2 incident must be agreed, and the MSP must maintain a documented Major Incident Management (MIM) procedure. The MIM procedure must include security incidents, ransomware scenarios, loss of service availability, certificate failures and third‑party dependency failures. 
	Confirm Agreement to all:
Choose an item.
	Insert details to support your answer provided in the preceding column.

	5)
	License Management
	
	Tenderers Response (100 words Max)

	
	The MSP will ensure that all necessary licenses and subscriptions for the website hosting environment are obtained, managed, and compliant.
	Confirm Agreement to all:
Choose an item.
	Insert details to support your answer provided in the preceding column.

	6)
	Governance and Reporting
	
	Tenderers Response (100 words Max)

	
	There will be a quarterly service meeting including reporting on backups, patching, security monitoring, and website availability compliance, problem management, and SLAs.
	Confirm Agreement to all:
Choose an item.
	Insert details to support your answer provided in the preceding column.

	7)
	Account Manager
	
	Tenderers Response (100 words Max)

	
	A Key Account Manager (KAM) is appointed as the single point of contact for any issues such as billing, and escalations.
	Confirm Agreement to all:
Choose an item.
	Insert details to support your answer provided in the preceding column.

	8)
	ISO27001 (Or Equivalent) Certification
	
	Tenderers Response (100 words Max)

	
	The MSP should hold the ISO27001 or equivalent certification.
	Confirm Agreement to all:
Choose an item.
	Insert details to support your answer provided in the preceding column.

	9)
	Proposed SLA for Vulnerability & Threat Response
	
	Tenderers Response (250 words Max)

	
	The MSP must define and meet Service Level Agreement (SLA) response and remediation times for vulnerabilities or threats identified through vulnerability scanning, penetration testing, threat intelligence or active security monitoring. 
Remediation targets must be aligned to CVSS Base Scores as follows:
Critical (CVSS 9.0 – 10.0)
· Response: Within 4 hours of identification
· Containment / Mitigation: Within 24 hours
· Full Remediation: Within 72 hours
High (CVSS 7.0 – 8.9)
· Response: Within 1 business day
· Mitigation: Within 3 business days
· Full Remediation: Within 7 calendar days
Medium (CVSS 4.0 – 6.9)
· Response: Within 3 business days
· Remediation: Within 30 calendar days, or included in the next scheduled patch cycle

	Confirm Agreement to all:
Choose an item.
	Insert details to support your answer provided in the preceding column.

	



