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Guidance Note for DPIA Template
A DPIA is a risk assessment on the likely impact on the rights and freedoms of individuals caused by a given processing activity. DPIAs are required under Part 5 of the Data Protection Act 2018 (Section 84) and the General Data Protection Regulation (Articles 35 and 36) where a particular processing activity is likely to result in a high risk to the rights and freedoms of individuals. A DPIA must include:
· a systematic description of the proposed processing activity to which it relates, including the necessity and proportionality of the processing to the stated purpose of the activity;
· an assessment of the potential risks to the rights and freedoms of data subjects as a result of the proposed processing activity; and,
· a description of any safeguards, security measures or mechanisms proposed to be implemented by An Garda Síochána as the data controller to mitigate any risks and ensure the protection of personal data.

Where a DPIA identifies high risks that cannot be reduced by mitigating measures, the Data Protection Commission (DPC) must be consulted on the draft DPIA. An Garda Síochána’s Data Protection Unit has developed this template for business areas to complete DPIAs, can provide advice and guidance on draft DPIAs and manages any related consultation processes with the DPC.

This template sets out how you can record the Data Protection Impact Assessment (DPIA) process and results, through completion of the following Stages:
· Stage 1 provides an initial screening exercise to summarise the processing activity and assess whether or not a DPIA is required;
· Stage 2 is where a detailed description of the processing activity should be outlined;
· Stage 3 is where the features of the processing activity should be documented, including the technical and organisational measures in place to safeguard the data being processed, to confirm the activity is in compliance with the key principles of data protection;
· Stage 4 is where the specific controls for ensuring data subject’s rights are protected are documented alongside the procedures for notifying any data breaches to the DPC;
· Stage 5 is where the approach to stakeholder engagement and consultation on the given processing activity can be documented;
· Stage 6 is the risk assessment where all risks related to the processing activity are documented along with relevant safeguards and mitigations to provide an assessment of their impact, likelihood, and overall risk score;
· Stage 7 is where consultation with the DPC is considered and documented, including a summary of any feedback provided by the DPC on the draft DPIA; and,
· Stage 8 is where the final sign off for the processing activity and DPIA is documented and review arrangements outlined. 

· Appendix A outlines examples of risks and risk categories that may be of assistance in completing the risk assessment in Stage 6.
· Appendix B includes a template for reviewing your DPIA to account for any changes to the scope of the processing activity or the introduction of new processing activities. Depending on the nature of the changes to be introduced, this template allows you to review and update your DPIA, and in particular your risk assessment, without necessarily having to complete a new draft DPIA in its entirety.

You can start to fill in details from the beginning of the project, after the screening questions have identified the need for a DPIA to be completed. 

All text highlighted in yellow (including this guidance note) is intended to assist and inform the completion of the assessment and can be deleted from your DPIA as the draft develops.

Further guidance on DPIAs is available on the DPC website, including a DPC Guidance Note on DPIAs and a list of types of data processing operations that require a DPIA.
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Processing Activity to which this DPIA relates

	Processing Activity
	[Add name of processing activity]

	Data Controller
	An Garda Síochána 

	Business Owner
	[Add name and rank/grade of responsible business owner for processing activity] 

	Data Protection Officer
	Michael Armstrong, An Garda Síochána DPO

	Processor(s)
	[Add details of any external parties processing personal data on behalf of An Garda Síochána in relation to the processing activity (e.g. contracted providers for maintenance or other services)]

	Version
	[Add version control for draft DPIA i.e. V1, V2 etc] 

	Version notes
	[Add details of version updates i.e. initial draft, revised following input from stakeholders etc.]

	Date
	[Add date version completed]
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Stage One: Identify the need for a DPIA

1.1 Provide a General Description of the Processing Activity

[In this Section, briefly summarise (in no more than one page): 
· The purpose of the processing activity that is the subject matter of the DPIA;
· The nature of the processing activity (i.e. is it a new ICT system, new business area being established, or other new processing activity that has prompted the development of a DPIA);
· The benefits to the organisation, the public or other interested parties from the processing concerned;
· The legal basis for the processing – is the processing carried out as part of An Garda Síochána’s statutory policing and security service functions (as outlined under Section 7 of the Garda Síochána Act 2005, or for administrative purposes (e.g. finance/HR functions)? Reference any specific legislation that is of particular relevance to this processing activity (e.g. legislation referring to particular offences that are relevant to the processing activity, or specific authorisation provisions for the processing e.g. Section 38 of An Garda Síochána Act 2005 for CCTV in public places);
· Outline the details of the business area with responsibility for the processing and any key external stakeholders or partner organisations that have a role in the processing activity (e.g. another public body also acting as a data controller for their own purposes in relation to the processing activity, or a contracted service provider acting on behalf of An Garda Síochána); and,
· If including acronyms throughout the document state acronym in full for first usage and then revert to acronym to keep document consistent (e.g. ‘An Garda Síochána (AGS)’ for first usage and then ‘AGS’ for any further references). For projects that involve many acronyms or technical terms it is recommended to include a glossary at the start of the document alongside the general description.]



 



1.2	Is personal data being processed?

Personal Data means any information relating to an identified or identifiable natural person. 

A data subject is an individual to whom personal data relates. A data subject can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to their physical, physiological, genetic, mental, economic, cultural or social identity.

	Categories of Data Subject

	Categories of Personal Data Processed

	[List each category of data subject whose personal data will be processed as part of the processing activity. Note that this can include different categories of members of the public and of AGS personnel, for example user data for AGS personnel accessing the system]
	[For each category of data subject, list all of the types of personal data that may be processed concerning them as part of the processing activity e.g.:
· Name
· Date of Birth
· Address
· Eircode
· Age
· Gender
· Unique identification numbers]

	[Add a new entry for each separate category of data subject]
	






1.3	Are Special Categories of Personal Data Being Processed?

Special Category personal data refers to particular categories of personal data that are subject to additional protections and restrictions on processing under Part 5 of the Data Protection Act 2018 and the GDPR.

[Complete the below checklist to identify any special categories of personal data being processed. If the answer is yes provide brief details of same]

	Special categories of personal data

	Yes/No

	race;
	

	ethnic origin;
	

	politics;
	

	religion;
	

	trade union membership;
	

	genetics;
	

	biometrics (where used for ID purposes);
	

	health;
	

	sex life or sexual orientation.
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1.4	Processing of Personal Data concerning Criminal Convictions and Offences

Article 10 of the GDPR requires that personal data relating to criminal convictions and offences should only be processed under the control of an official authority or when the processing is authorised by Union or Member State law. 

Section 55 of the Data Protection Act 2018 further defines processing under the control of an official authority and the alternative bases that may apply to the processing of so-called ‘Article 10’ data concerning criminal convictions and offences.

Processing of personal data, including data concerning criminal convictions and offences, for law enforcement purposes as defined under Section 70(1)(a) of the Data Protection Act 2018 is subject to Part 5 of the Data Protection Act 2018, which transposed the Law Enforcement Directive (LED, EU 2016/680) into national law, and not the GDPR.

[Complete the below checklist to identify the basis for processing of criminal convictions/offences data]

	Is personal data being processed for the purposes of preventing, investigating, detecting, prosecuting criminal offences, including the safeguarding against, and the prevention of, threats to public security; or the execution of criminal penalties? 
	
Yes/No

	Is data concerning criminal convictions and offences (Article 10 data) being processed?
	Yes/No

	If Article 10 data is to be processed under GDPR, which provisions of Section 55 apply to the processing activity?
	Detail with reference to Section 55(1)(a) and/or 55(1)(b) of the Data Protection Act 2018, as applicable


	


1.5	‘High Risk’ Processing

DPC guidance identifies circumstances where processing is likely to result in a high risk to the rights and freedoms of natural persons, and where therefore a DPIA is required. The DPC guidance references a list of circumstances identified by the EU’s Article 29 Data Protection working party and the DPC’s own guidance note on types of processing activities requiring a DPIA. The below checklist of high risk processing activities is based on this guidance.

[Complete the below checklist to identify any high risk processing that would necessitate completion of a DPIA. In respect of the risk of large scale processing, where it is possible provide an estimate as to the number of data subjects within scope of the proposed processing activity]

	Is it High Risk Processing?
	Yes/No

	Evaluation or scoring (including profiling and predicting)
	

	This processing is seen as high risk especially when it concerns the data subject's performance at work, economic situation, health, personal preferences or interests, reliability or behaviour, location or movements.

Examples could include screening data subjects against watch lists or reference databases. The DPC view processing using profiling or algorithmic means that could result in legal or other similarly significant effects as inherently high risk such that a DPIA is mandatory. Profiling activities that process data concerning individuals at a large scale or are targeted at vulnerable persons (including children) are also seen as high risk.
	

	Automated-decision making producing legal or other significant effects
	

	Automated processing that may lead to the exclusion or discrimination against individuals.  
	

	Systematic monitoring
	

	Processing used to systematically observe, monitor, track or control data subjects’ behaviour. This includes, but is not limited to, data collected through a systematic monitoring of a publicly accessible area (e.g. CCTV in public places) 
	

	Processing of sensitive personal data
	

	Can include processing of special categories of personal data or Article 10 data (see Sections 1.3 and 1.4 above, includes biometric, DNA or health data processing) or processing of other sensitive data (e.g. location data, financial data, personal or private communication data)
	

	Data processed on a large scale 
	

	While ‘large scale’ is not defined in data protection legislation the following matters have been considered in determining if this criterion has been met:
· the estimated number of data subjects concerned either as a specific number or a proportion of the relevant population; 
· the volume of data and/or the range of different data items being processed; 
· the duration, or permanence, of the data processing activity; and,
· the geographical extent of the processing activity.

The DPC also view large scale processing as being particularly high risk where it is processed for a purpose other than that for which it was originally collected or involves special category personal data.
	

	Datasets that have been matched or combined
	

	Matching or combining datasets is seen as high risk where the data is sourced from two or more data processing operations performed for different purposes and/or by different data controllers in a way that would exceed the reasonable expectations of the data subject, does not ensure adequate transparency for the data subject on the purpose of the processing, or where the linking significantly contributes to or is used for profiling/behavioural analysis.
	

	Data concerning vulnerable data subjects
	

	Includes processing where there is power imbalance between the data subject and the data controller such that the data subject may be unable to easily consent to, or oppose, the processing of their personal data. Vulnerable groups of data subjects may include children, employees of the data controller, mentally ill persons, elderly individuals or asylum seekers.
	

	Innovative use or applying technological or organisational solutions
	

	The use of a new technology can trigger the need to carry out a DPIA, particularly when using state of the art or emerging technologies or introducing new and novel technology to existing ways of working.
	

	Data transfer across borders outside the European Union
	

	Transfer outside of the EU requires a specific assessment as to the legal basis for same, the safeguards in place governing transfer and the agreed understanding between the parties regarding arrangements for onward transfer once personal data is disclosed.    
	

	When the processing prevents data subjects from exercising a right or using a service or contract
	

	Linked to profiling, processing is deemed to be high risk where it prevents a data subject from accessing a service or entered into a contract (e.g. vetting or other character reference checks)
	





0. Additional Considerations 

DPC guidance states that a DPIA is not required in circumstances where:
· Processing operations do not result in a high risk to the rights and freedoms of individuals; 
· Processing was previously found not to be at risk by DPIA; 
· Processing has already been authorised by the DPC;
· Processing already has an existing clear and specific legal basis in EU or Member State law and where a DPIA has already been carried out as part of the establishment of that legal basis or where the legal basis states that a DPIA is not required; or
· Where the processing is listed by the DPC as one that does not require a DPIA.

DPIAs are not required where the purpose of processing is outside of the scope of either the GDPR or Part 5 of the Data Protection Act 2018. This includes, per Section 8(1)(a) of the Data Protection Act 2018, where processing is for the purposes of safeguarding the security of the State. The Data Protection Act of 1988 (as amended) continues to apply for processing of personal data for this purpose and the other purposes listed under Section 8. 

0. Conclusion

	Is there a requirement to proceed to complete the DPIA?

	[If the conclusion is No, outline the rationale for same i.e. no high risk processing identified in Section 1.5, or processing falls outside of the scope of the GDPR/Data Protection Act 2018. A copy of this completed screening section should be retained to document the rationale for not completing a DPIA for the processing activity]

[If the conclusion is Yes, proceed to complete Stages 2 through 6 of the DPIA and submit a draft to the Data Protection Unit for review – GDPR.dataprotection@garda.ie]
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Stage Two: A detailed description of the processing activity
 
[In this Section, expand on the summary provided in Section 1.1 to provide a detailed description of the processing activity and information flows. 

0. The purpose(s) of the processing

· Expand on the summary in Section 1.1 to outline the purpose of the processing activity that is the subject matter of the DPIA;
· What is the nature of that processing activity, and the relevant legal basis for it? What function does it assist AGS to achieve?
· What are the benefits to the organisation, the public or other interested parties from the processing concerned?
· Who is responsible for the processing within AGS? 
· What external stakeholders are involved?


0. A systematic description of the envisaged processing operations

· Detail the full life cycle of the processing activity (collection, retention, consultation and use, procedures for review and deletion/destruction of records when no longer required);
· If available, include a flow diagram to clearly outline and explain data flows and how data is kept secure at each stage of the processing activity;
· Detail the control mechanisms in place to govern each stage of the processing activity’s life cycle. Reference any relevant policies/procedures/manuals applicable to the processing activity, along with arrangements for logging and audit/review mechanisms for AGS personnel involved in the processing of personal data as part of the activity.
· Note in respect of logging that for automated processing systems, it is a requirement under Section 82 of the Data Protection Act 2018 for the data controller to create and maintain a data log of operations carried out by that system, including:
· The collection of personal data and the alteration of any such data;
· The consultation of the personal data by any person;
· The disclosure of the personal data, including transfer, to any other person;
· The combination of the personal data with other data; and,
· The erasure of the personal data in part or in full.
· The data log should record the date, time and reason for the consultation or disclosure of any data held, the identity of the individual consulting the data, and the identity of any individual to whom personal data is disclosed.



Stage Three: Compliance with key principles of Data Protection

This section outlines how the proposed processing activity is carried out in compliance with the key principles of data protection outlined under Section 71 of the Data Protection Act 2018 and Article 5 of the GDPR, as applicable.

0. Lawfulness and fairness of processing

[The below content can be used as a basis for outlining the lawfulness of processing activities for law enforcement purposes as defined under Section 70(1)(a) of the Data Protection Act 2018. Fairness is a broad principle requiring that processing should be fair to the individual and avoid being unduly detrimental, unexpected, misleading or deceptive. As such, stating a clear legal basis for the processing concerned helps to ensure adherence with both aspects of this principle.] 

Section 7(1) of the Garda Síochána Act 2005 outlines that the function of An Garda Síochána is to provide policing and security services for the State with the objective of:
1. preserving peace and public order
1. protecting life and property
1. vindicating the human rights of each individual
1. protecting the security of the State
1. preventing crime
1. bringing criminals to justice, including by detecting and investigating crime, and
1. regulating and controlling road traffic and improving road safety.

Section 7(2) of the Act states that for the purpose of achieving its objectives, An Garda Síochána shall co-operate as appropriate, with other Departments of State, agencies and bodies having, by law, responsibility relating to any aspect of that objective.
[Add detail on any specific domestic or EU legislation permitting or requiring the processing activity that is the subject of the DPIA, including the particular functions of the business area, particular offences that are the target of the processing activity to prevent, detect, investigate or prosecute]

When processing personal data for law enforcement purposes (as defined by Section 70(1)(a) of the Data Protection Act 2018), An Garda Síochána operates under Part 5 of the Data Protection Act 2018. Section 71(2)(a) of the Data Protection Act 2018 states that the processing of personal data shall be lawful to the extent that the processing is necessary for the performance of a function of a controller for law enforcement purposes and the function has a legal basis in the law of the European Union or the law of the State.

[If special category personal data is to be processed, review the provisions of Section 73(1)(b) and state those that apply to the processing activity.]

Processing for non-law enforcement purposes (e.g. HR, finance or other administrative processing activities), while still relevant to the business of An Garda Síochána in performing its statutory function, falls outside of the scope of Part 5. 

The lawful basis for such processing should be outlined with reference to the applicable provisions of GDPR Article 6, alongside a lawful basis for processing of any special category personal data with reference to the applicable provisions of GDPR Article 9 and the lawful basis for processing data concerning criminal convictions or offences with reference to the applicable provisions of GDPR Article 10 and Section 55 of the Data Protection Act 2018

0. Transparency

[The principles of data protection for processing under GDPR also differ from the principles outlined in Part 5 in including a requirement for transparency in addition to lawfulness and fairness. For processing activities subject to GDPR outline in this section how the principle of transparency is adhered to in respect of:
· Availability of information provided to data subjects concerning the processing activity;
· How data subjects are informed of what personal data is collected concerning them as part of the processing activity and how it is to be used; and,
· How data subjects are advised, in easily accessible and easy to understand language, about the processing activity and where they can seek additional information.

While processing for law enforcement purposes does not include the same requirements for transparency as processing under GDPR, any additional information provided to data subjects (e.g. via the Garda website or other means of communication) concerning processing activities for law enforcement purposes should be documented here, in order to demonstrate how An Garda Síochána is complying with the requirements of Section 90 of the Data Protection Act 2018 in respect of information provided to data subjects. Note that the information to be provided to data subjects may be restricted under Section 94 where it is necessary and proportionate to do so. This includes where necessary to preserve the effectiveness of lawful methods, systems, plans or procedures employed for law enforcement purposes.]
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0.1 Necessity and proportionality of the proposed processing

[The legal basis (or bases) identified for the processing activity in Section 3.1 are only engaged where the processing is necessary and proportionate to the stated purpose. The below template is based on European Data Protection Supervisor (EDPS) guidelines on necessity and proportionality (summarised in a factsheet available here). An entry should be completed for each distinct aspect of the processing activity. It may not be the case that every processing activity can be sub-divided into discreet activities, but the definition of processing in Section 69 of the Data Protection Act 2018 encompasses many different kinds of activity that may be relevant to consider, including:
· The collection, recording, organisation, structuring or storing of the data;
· The adaptation or alteration of the data;
· The retrieval, consultation or use of the data;
· The disclosure of the data by its transmission, dissemination or otherwise making the data available;
· The alignment or combination of the data; or
· The restriction, erasure or destruction of the data].


	Ref
	Proposed Processing Activity
	Rights of Data Subject affected
	Purpose of processing and necessity and effectiveness of the processing activity for meeting this objective
	Scope, extent and intensity of intrusiveness of processing vs. alternatives
	Safeguards introduced
	Summary evaluation (a ‘fair balance’) of necessity and proportionality of processing

	1
	[Give a clear, concise description of proposed activity]. 
	[Consider and document which fundamental rights (as listed in the EU Charter of Fundamental Rights) are impacted by the processing activity (e.g. right to privacy, freedom of expression, free movement)]. 
	[Outline why the proposed processing is necessary for meeting the stated purpose. Why is this purpose an important and legitimate objective to achieve? What benefits does the processing achieve – does it help to protect fundamental rights, deliver on a legislative function/requirement or solve a distinct problem?]. 
	[Document here the potential negative impacts of the processing activity i.e. the level of intrusiveness with the right to privacy or other rights affected. Document any less intrusive alternatives to the processing activity. What are the reasons why these would not achieve the same benefits?]
	[Summarise here the safeguards introduced to govern the processing activity such that the impact on rights is mitigated. For example, is there a defined scope and circumstances for the processing (including set policies and procedures), technical safeguards on access and use of data, or limitations on how long or in what form personal data is held?]
	[Conclude here with the rationale for why, on balance, the proposed processing is necessary and proportionate for the stated purpose]

	2
	[Add additional entries as needed for any further distinct aspect of the processing (e.g. collection and storage as distinct from consultation or onward disclosure of personal data)].
	
	
	
	
	

	3
	
	
	
	
	
	

	4
	
	
	
	
	
	

	5
	
	
	
	
	
	

	6
	
	
	
	
	
	



	
0.2 Purpose limitation

[This principle requires that personal data shall be collected for one or more specified, explicit and legitimate purposes and shall not be processed in a manner that is incompatible with such purposes.

In this section, summarise the purpose of the processing activity and how it satisfies the above principle. How will it be ensured that the data processed will not be further processed for incompatible purposes?

In respect of any further processing, outline what this may entail, how it is compatible with the original purpose for collecting the data, and what safeguards are in place to control any further use of the data collected.

Note that in respect of personal data collected for law enforcement purposes, Section 71(5) of the Data Protection Act 2018 provides that data collected for one law enforcement purpose may be further processed by a data controller or another controller that is also a competent authority for law enforcement, in so far as the controller carrying out the further processing is authorised to do so under EU or Member State law, and the processing is necessary and proportionate for the purpose for which the data is being processed.

Both Part 5 of the Data Protection Act 2018 (Section 71(6)) and Article 5(1)(b) and 89 of the GDPR for processing for non-law enforcement purposes provide for further processing for:
· archiving purposes in the public interest;
· Scientific or historical research purposes; or
· Statistical purposes.
Such processing must be subject to appropriate safeguards for the rights and freedoms of data subjects
Where relevant, the above provisions of Part 5 and the GDPR should be referenced in respect of any further processing of the data collected].





0.3 Data Minimisation

[This principle requires that controllers only collect and process personal data that are adequate, relevant, and limited to what is necessary for the purposes for which they are processed. 

With reference to the detailed list of categories of data subjects and categories of personal data processed as part of the activity listed in Section 1.2, outline in this section why this scope of data collection represents the minimum amount of data necessary to collect for the intended processing operation.

Document any design features (e.g. anonymisation or masking of data, or set procedures as to when personal data concerning a data subject is recorded) designed to assist in data minimization in relation to the processing activity].


0.4 Accuracy

[This principle requires that controllers ensure personal data are accurate and, where necessary, kept up-to-date. Controllers should take every reasonable step to ensure that personal data which are inaccurate are erased or rectified without delay, having regard to the purposes for which they are processed. 

For the processing activity, document here how it is ensured that data processed is kept accurate, including any arrangements for audit/review and procedures for correction/erasure of data. If any third party processors are processing data on behalf of An Garda Síochána, what controls/standards and/or agreements are in place to ensure the accuracy of data received?] 




0.5 Storage Limitation

[This principle requires that controllers must hold personal data, in a form which permits the identification of individuals, for no longer than is necessary for the purposes for which the personal data are processed. 
Document here what the approach to retention of personal data will be for the processing activity. This should include consideration of the following issues:
· Is there a set retention period (or periods) for the data collected?;
· What, if any, are the exceptions to this retention period where certain categories of data may be further retained where required?;
· Is there any data held that could be anonymised such that it can be retained and put to further use, but not in a manner that allows for identification of individuals? Note that if the process of making the data anonymous is reversible the data is categorised as pseudonymised and is still categorised as personal data;
· If there is no set retention period for the data collected, what are the procedures and arrangements for periodic review of the data held to assess whether or not it is required to be retained?
· What are the arrangements for secure destruction or deletion of data once it is no longer required to be retained?

In considering and documenting the approach to retention, consider the full scope of activity relevant to the processing that may be required both as part of the initial collection and processing and to ensure accountability (e.g. through audit, quality assurance and review). Consider also any existing policy or legislative requirements which may necessitate the continued retention of the personal data processed as part of the activity].



0.6 Integrity & Confidentiality

[This principle requires that personal data should be processed in a manner that ensures appropriate security and confidentiality of the personal data. This includes protection against unauthorised or unlawful access to or use of personal data and the equipment used for the processing. It also requires the use of appropriate technical or organisational measures to guard against accidental loss, destruction or damage.

The tables overleaf on electronic security controls, physical security controls and organisational security controls should be completed to document relevant security controls in place to help ensure the security and confidentiality of the personal data processed. For some technical aspects it may be helpful to seek relevant input and assistance from colleagues in ICT security or in the case of processing where it is assisted by a service provider, from the vendor providing the service platform used for the processing activity.

Note that the controls detailed in these tables are not exhaustive and any additional security controls not referenced in the topics covered should be added to the relevant table]



3.7.1 Electronic security controls
	Security Control
	Description
	Control(s) implemented

	Encryption
	Encryption can be implemented to ensure the confidentiality of data stored (in a database, archive storage and/or backups, etc.). The procedure for managing encryption keys (creation, storage, change in the event of suspected cases of data compromise, etc.) should also be detailed, along with the encryption used to ensure data is secure in transit as part of data flows. 
	[Outline all relevant security controls in place for the processing activity related to this topic.

Where a security control is not applied, provide a brief explanation as to why it is not relevant or suitable as a control mechanism for the processing activity.]

	Anonymisation
	Anonymisation enhances the security of personal data by removing information that identifies or could identify an individual data subject. Some techniques are reversible and are classified as pseudononymisation.
	[Outline all relevant security controls in place for the processing activity related to this topic.

Where a security control is not applied, provide a brief explanation as to why it is not relevant or suitable as a control mechanism for the processing activity.]

	Data partitioning (in relation to the rest of the information system)
	Data partitioning enhances security by separating types of personal data by category and applying different access solutions based on business needs (e.g. archiving of older data or applying additional security measures to more sensitive data)
	[Outline all relevant security controls in place for the processing activity related to this topic.

Where a security control is not applied, provide a brief explanation as to why it is not relevant or suitable as a control mechanism for the processing activity.]

	Logical Access Control
	Logical access control requires the validation of an individual user’s identity through a mechanism such as a password, PIN number or other token to facilitate their access to data. It can also be used to differentiate access privileges to individuals depending on their roles and responsibilities in an organisation. Section 77 of the Data Protection Act 2018 outlines specific requirements for data controllers and processors to implement technical and organisational measures for automated systems designed to prevent unauthorised access and use.

Indicate here whether the users' profiles are defined and attributed for the processing activity and specify the authentication means implemented and the rules applicable to authentication (e.g. minimum requirements for passwords in respect of length, characters, lock out mechanisms for failed access attempts).
	[Outline all relevant security controls in place for the processing activity related to this topic.

Where a security control is not applied, provide a brief explanation as to why it is not relevant or suitable as a control mechanism for the processing activity.]

	Managing Devices/
Workstation Access
	Describe here the controls implemented on workstations and devices used for the processing activity in addition to logical access controls (e.g. automatic locking, firewalls etc).
	[Outline all relevant security controls in place for the processing activity related to this topic.

Where a security control is not applied, provide a brief explanation as to why it is not relevant or suitable as a control mechanism for the processing activity.]

	Traceability & Logging
	Traceability and logging refers to the facility in a system to record and track discrete events and provide a continuous view of the usage of a system. User logs can provide an accountable record of the actions taken by individual users. Section 82 of the Data Protection Act 2018 outlines specific requirements for automated processing systems to have the capability to create and maintain data logs that capture information on the collection, alteration, combination, consultation, disclosure and erasure of data held on the system. In respect of any consultation or disclosure, the log should also record the date and time, reason for access, the identity of the user accessing the system, and the identity of any recipient to whom data was disclosed.
	[Outline all relevant security controls in place for the processing activity related to this topic.

Where a security control is not applied, provide a brief explanation as to why it is not relevant or suitable as a control mechanism for the processing activity.]

	File Integrity Monitoring
	File Integrity Monitoring (FIM) is an internal control or process that validates the integrity of an operating system or application software by verifying the current state against a trusted baseline. This monitoring can be implemented to occur at regular or irregular intervals or in real time, and can be applied to data at rest (i.e. in storage) or in transit (as part of data flows).
	[Outline all relevant security controls in place for the processing activity related to this topic.

Where a security control is not applied, provide a brief explanation as to why it is not relevant or suitable as a control mechanism for the processing activity.]

	Backups
	Backups are a copy of data held in a secondary location for preservation in case of equipment failure or other issue arising that causes corruption or loss of the original data. Section 77 of the Data Protection Act 2018 requires that automated systems have the facility to be restored in the event of a service interruption and that personal data stored on the system cannot be corrupted by means of a malfunctioning of the system.

Indicate for the processing activity how backups are managed. Clarify how backup data is stored securely.
	[Outline all relevant security controls in place for the processing activity related to this topic.

Where a security control is not applied, provide a brief explanation as to why it is not relevant or suitable as a control mechanism for the processing activity.]

	Archiving
	Archiving is the process of securely storing inactive information for long term retention. Archived data is often subject to separate and more defined access controls than data required for day-to-day use. 

Only personal data required to be retained should be subject to archiving measures. Such measures should work in tandem with either a set retention period for personal data or an established review mechanism to assess whether there is a continued rationale for retaining personal data (including personal data that may have been archived).

In describing the processes for archive management it may be of assistance to refer to HQ Directive 11/2009. This directive is the current organisational policy in respect of management (including archiving) of Departmental records in An Garda Síochána in line with the provisions of National Archives legislation.
	[Outline all relevant security controls in place for the processing activity related to this topic.

Where a security control is not applied, provide a brief explanation as to why it is not relevant or suitable as a control mechanism for the processing activity.]

	Operating Security
	Describe here how software updates to operating systems or applications used as part of the processing activity are managed and the ongoing integrity of the processing maintained.]
	[Outline all relevant security controls in place for the processing activity related to this topic.

Where a security control is not applied, provide a brief explanation as to why it is not relevant or suitable as a control mechanism for the processing activity.]

	Website Security
	If a web-based application or website is used as part of the processing activity (including internal Garda Portal pages or browser applications), describe the security features implemented
	[Outline all relevant security controls in place for the processing activity related to this topic.

Where a security control is not applied, provide a brief explanation as to why it is not relevant or suitable as a control mechanism for the processing activity.]

	Clamping down on Malicious Software
	Outline whether antivirus software is installed and updated at regular intervals on the devices used as part of the processing activity.
	[Outline all relevant security controls in place for the processing activity related to this topic.

Where a security control is not applied, provide a brief explanation as to why it is not relevant or suitable as a control mechanism for the processing activity.]

	Security of computer channels and networks
	Describe here the type of network on which the processing is carried out (isolated, private or Internet) at each stage of the processing activity and data flow.

Specify firewall systems, intrusion detection systems or other active or passive devices in place to ensure network security at each stage.
	[Outline all relevant security controls in place for the processing activity related to this topic.

Where a security control is not applied, provide a brief explanation as to why it is not relevant or suitable as a control mechanism for the processing activity.]

	Monitoring
	Indicate here whether real-time monitoring (including data flows across networks) is implemented in respect of the processing activity and by what means. Indicate whether monitoring of hardware and software configurations is carried out and by what means.
	[Outline all relevant security controls in place for the processing activity related to this topic.

Where a security control is not applied, provide a brief explanation as to why it is not relevant or suitable as a control mechanism for the processing activity.]

	Testing
	Indicate here whether and how device and/or system testing is performed in secure test environments (e.g. using non live/real data) and with what frequency.
	[Outline all relevant security controls in place for the processing activity related to this topic.

Where a security control is not applied, provide a brief explanation as to why it is not relevant or suitable as a control mechanism for the processing activity.]





3.7.2 Physical security controls
	Security Control
	Description
	Control(s) implemented

	Physical access control
	Outline how physical access control is carried out regarding relevant premises accommodating the processing activity (e.g. designated secure areas, physical access controls through locks/electronic passes, procedures for escorting of visitors, warning or alarm systems in place in the event of unauthorised access).
	[Outline all relevant security controls in place for the processing activity related to this topic.

Where a security control is not applied, provide a brief explanation as to why it is not relevant or suitable as a control mechanism for the processing activity.]

	Physical hardware security
	Indicate here the controls applied to ensure the physical security of servers and workstations/devices used for the processing activity.
	[Outline all relevant security controls in place for the processing activity related to this topic.

Where a security control is not applied, provide a brief explanation as to why it is not relevant or suitable as a control mechanism for the processing activity.]

	Maintenance
	Describe here how maintenance of hardware is managed, and state whether this is contracted out. Indicate whether the remote maintenance of any software used for the processing activity is authorized, and according to what arrangements. Specify how defective equipment is managed. 
	[Outline all relevant security controls in place for the processing activity related to this topic.

Where a security control is not applied, provide a brief explanation as to why it is not relevant or suitable as a control mechanism for the processing activity.]

	Paper Document Security
	If paper or other physical documents containing data are used as part of the processing activity, outline how they are generated, stored, exchanged and destroyed securely.
	[Outline all relevant security controls in place for the processing activity related to this topic.

Where a security control is not applied, provide a brief explanation as to why it is not relevant or suitable as a control mechanism for the processing activity.]

	Protecting against environmental sources of risk
	Outline here whether the area in which hardware is stored and/or processing is carried out is subject to risk of environmental disasters (flood zone, proximity to chemical industries, dangerous products, fire risks or other environmental risks).

Describe the means of preventing environmental risks such as fire and flood/water damage, or disruption to the power supply. Describe how environmental incidents are detected and the safeguards in place to respond and secure the data being processed.

	[Outline all relevant security controls in place for the processing activity related to this topic.

Where a security control is not applied, provide a brief explanation as to why it is not relevant or suitable as a control mechanism for the processing activity.]






3.7.3 Organisational security controls
	Security Control
	Description
	Control(s) implemented

	Policy and procedures 
	Outline how the processing activity is governed by established policies and procedures for personnel to refer to in respect of how the processing activity is to be carried out.
	[Outline all relevant security controls in place for the processing activity related to this topic.

Where a security control is not applied, provide a brief explanation as to why it is not relevant or suitable as a control mechanism for the processing activity.]

	Roles and responsibilities for internal personnel
	Outline how the roles and responsibilities for all personnel with a role in the processing activity are defined. 

	[Outline all relevant security controls in place for the processing activity related to this topic.

Where a security control is not applied, provide a brief explanation as to why it is not relevant or suitable as a control mechanism for the processing activity.]

	Training and awareness raising for internal personnel
	Outline how personnel with specified roles in carrying out processing, including newly recruited personnel, are trained in how to carry out their roles in a way that ensures the security of personal data.

	[Outline all relevant security controls in place for the processing activity related to this topic.

Where a security control is not applied, provide a brief explanation as to why it is not relevant or suitable as a control mechanism for the processing activity.]

	Relations with third parties (external personnel)
	Indicate here whether any external contractors (e.g. ICT service or maintenance providers) or stakeholders (e.g. partner organisations such as local councils or government departments) have access to the data being processed, and the relevant controls in place to govern same (e.g. contracts including controller-processor obligations that satisfy the requirements outlined under Section 80 of the Data Protection Act 2018 for contracted processors, or data sharing agreements/joint controller agreements to manage processing carried out in partnership with other data controllers.
	[Outline all relevant security controls in place for the processing activity related to this topic.

Where a security control is not applied, provide a brief explanation as to why it is not relevant or suitable as a control mechanism for the processing activity.]

	Project supervision: risk management and ongoing monitoring
	Specify whether there is assigned responsibility in respect of the processing activity for ongoing monitoring of the risks associated with the project, including reporting on the identified risks through corporate risk management structures.
	[Outline all relevant security controls in place for the processing activity related to this topic.

Where a security control is not applied, provide a brief explanation as to why it is not relevant or suitable as a control mechanism for the processing activity.]




0.7 Accountability

[This principle requires that the data controller be accountable and responsible for demonstrating compliance with the principles of data protection outlined in Sections 3.1 to 3.7.

For the processing activity that is the subject of the DPIA, summarise in this section the responsible business owner for the processing activity, along with any key personnel involved in the project and their respective roles in both implementing the project and monitoring the processing going forward.

Outline any key safeguards in place that will govern the processing activity, including:
· Policies and procedures;
· Key technical and organisational measures designed to ensure data protection by design and by default;
· Data logs and assurance arrangements (i.e. reviews/audits – both internal and external);
· Information available to stakeholders concerning the data processing activity;
· Controls for external partners (other data controllers or data processors);
· The approach to retention and (if applicable) secure destruction/deletion of personal data processed; and,
· Review and monitoring arrangements for the processing activtiy, including the review period for the DPIA.



[bookmark: _Toc116639541]Stage Four: The Rights of Data Subjects and Data Breaches

4.1 Exercising Data Subjects Rights 

Both Part 5 of the Data Protection Act 2018 (DPA 2018) and the GDPR outline a set of rights that the data subject can exercise in relation to personal data processed by a data controller concerning them.

Common to Part 5 of the DPA 2018 and the GDPR are the following rights:
· The right to information (Section 90 DPA 2018, Articles 13 and 14 GDPR);
· The right of request access (Section 91 DPA 2018, Article 15 GDPR);
· The right to request rectification of inaccurate data (Section 92 DPA 2018, Article 16 GDPR);
· The right to request erasure (Section 92 DPA 2018, Article 17 GDPR);
· The right to request restriction of processing in certain circumstances (Section 92 DPA 2018, Article 18 GDPR); and 
· Rights in relation to automated decision making that produces a decision based solely on automated processing, including profiling that produces legal or otherwise significant effects (Section 89 DPA 2018, Article 22 GDPR).

Data subjects also have additional rights specific to personal data processed under GDPR:
· The right of data portability (Article 20 GDPR) and,
· The right to object to processing (Article 21 GDPR).

An Garda Síochána has appointed a Data Protection Officer (DPO) and established a dedicated Data Protection Unit (DPU), and all requests concerning the exercise of their rights under data protection legislation. DPU’s main activity relates to the management of subject access requests (SARs) made by data subjects under Article 15 GDPR or Section 91 Data Protection act 2018. Any requests made by data subjects concerning the processing activity that is the subject of this DPIA should be immediately brought to the attention of the Data Protection Unit (GDPR.dataprotection@garda.ie). General information on An Garda Síochána’s processing of personal data, and how data subjects can exercise their rights, is available on the Garda website.

[Outline in brief any additional information (e.g. online notices, signage, information pages on the Garda website) concerning the specific processing activity that is the subject of the DPIA that can be provided to data subject in addition to the general information referred to above (e.g. the specific purpose of a processing activity, details about the processing concerned and contact information for queries specific to the processing activity)]

4.2 Restrictions on the rights of Data Subjects 

The rights of data subjects as outlined in Section 4.1 may be restricted only where it is necessary and proportionate to do so and in accordance with data protection legislation, with due regard for the fundamental rights and legitimate interests of the data subject.

Section 94 of the Data Protection Act 2018 refers in respect of restrictions that may be applied to the rights of data subjects for processing activities for law enforcement purposes and subject to Part 5 of the Data Protection Act 2018. Section 60 of the Act refers in respect of restrictions that may be applied to the rights of data subjects for processing activities subject to GDPR.

[Where general information on the processing activity is not provided through any means to data subjects, outline the rationale for same with reference to the applicable sections above.]

4.3 Managing Data Breaches

The AGS Data Protection Unit manages notification of personal data breaches to the Data Protection Commission. 

Where a data breach or suspected data breach in relation to the processing activity that is the subject of this DPIA occurs, it will be reported immediately to the Data Protection Unit (GDPR.dataprotection@garda.ie) in order for the Data Protection Unit to advise on next steps in respect of notification of the breach to the Data Protection Commission and recommended measures to mitigate against the impact of the breach on affected data subjects and the An Garda Síochána as a data controller. The initial notification to the Data Protection Unit of the suspected breach will describe at minimum:
· The nature of the personal data breach;
· The categories and numbers of data subjects affected;
· The categories and numbers of personal data records concerned;
· The cause of suspected cause of the breach;
· The likely consequences of the breach;
· The measures taken or proposed to be taken to address the breach; and,
· The relevant contact persons for next steps regarding the breach.






Stage Five: Stakeholder Consultation

[Stakeholder consultation is an important part of the DPIA process and can reveal risks that may otherwise have gone unnoticed. For the processing activity that is the subject matter of this DPIA, determine the key consultees (internal and external) for the project. You can use consultation at any stage of the DPIA process, and it may be of benefit to return to stakeholders for further consultation throughout and prior to finalising the project.

In this section summarise the key stakeholders for the project, and why it is necessary or appropriate to consult with them. The table overleaf can be use (and amended as appropriate) to record the outcome of stakeholder consultation, including the purpose of the consultation and any issues/risks associated with the processing activity identified by the stakeholder.







	Stakeholders Consulted
	Purpose of Consultation
	Issues and Risks Identified
(Record any Risk(s) identified and quote the Risk Reference Number from Stage 6 here)

	Data Protection Officer (must be consulted)
	
	

	Data Subjects/Public (focus groups)
	
	

	Employees
	
	

	Executive/Senior Leadership
	
	

	Business Sponsor
	
	

	Business Owner
	
	

	Change Management Dept
	
	

	Project Team
	
	

	IT Section
	
	

	HR&PD
	
	

	Public Relations Dept
	
	

	Risk Management Section
	
	

	Finance
	
	

	Procurement
	
	

	Estate Management
	
	

	Unions/Representative Bodies
	
	

	General Public (Data Subjects)
	
	

	Legal Dept
	
	

	Policy Section
	
	

	Data Protection Commission (In addition to Stage 7)
	
	

	Oversight Bodies/ Consumer Protection Agencies
	
	

	Government Depts
	
	

	State Agencies
	
	

	Consultants
	
	

	Processors (Contractors)
	
	

	European Bodies/Police Forces
	
	

	Others
	
	






Stage Six: Risk Assessment

6.1 Guidance on Risk Assessment and Risk Matrix
The identification of data protection and other related risks is the most important aspect of the DPIA.

The template for risk identification, scoring and assessment is outlined overleaf in Section 6.2. All identified risks related to the processing activity (to data subjects, An Garda Síochána as the data controller, and any other relevant stakeholders) should be documented here, along with the proposed solutions and safeguards designed to reduce or eliminate the identified risk.

[image: ]All risks should be scored before and after the implementation of the identified mitigating safeguards according to impact, likelihood, and the resulting combined risk score, and in line with the below risk matrix. Impact and likelihood are assessed on a scale of 1-5. The overall Risk Rating is the product of Impact and Likelihood of the identified risk, before and after mitigation.

Where a risk remains rated as high following mitigation, consultation with the Data Protection Commission on the draft DPIA is mandatory.

6.2	Risk Assessment

	Risk Reference Number
	Details of the risk identified
	Proposed Solution(s); Safeguards; Mitigating Measures to address the risk
	Impact of the identified risk
(1 – 5)



	Likelihood of the identified risk
(1 – 5)
	Overall Risk Rating
(1 – 25) 

	Summary and evaluation of risk

	
	
	
	Before
	After
	Before
	After
	Before 
	After 
	

	1
	[Provide a brief description of the identified risk]

	[Outline relevant safeguards to manage the risk]

	[Score impact of risk before mitigation (1-5)]


	[Score impact of risk after mitigation (1-5)]

	[Score likelihood of risk before mitigation (1-5)]

	[Score likelihood of risk after mitigation (1-5)]

	[Calculate overall risk score before mitigation (impact x likelihood)
(1-25)]

	[Calculate overall risk score after mitigation
(impact x likelihood)
(1-25)]

	[Outline whether the risk has been 
reduced on account of mitigations (i.e. lower risk score following mitigation), eliminated (i.e. risk is now zero) or 
accepted (i.e. no change but initial risk score seen as acceptable)]
Document rationale for continuing processing activity on account of the risk score after mitigation.


	2
	[Add additional rows for risks as required]
	
	
	
	
	
	
	
	

	3
	
	
	
	
	
	
	
	
	

	4
	
	
	
	
	
	
	
	
	

	5
	
	
	
	
	
	
	
	
	

	6
	
	
	
	
	
	
	
	
	

	7
	
	
	
	
	
	
	
	
	

	8
	
	
	
	
	
	
	
	
	

	9
	
	
	
	
	
	
	
	
	

	10
	
	
	
	
	
	
	
	
	

	11
	
	
	
	
	
	
	
	
	

	12
	
	
	
	
	
	
	
	
	



Stage Seven: Consultation with the DPC

If the DPIA outcomes suggest that any identified risks remain high following mitigation, it is a legislative requirement under Section 84 of the Data Protection Act 2018 and Article 36 GDPR to consult with the Data Protection Commission before the commencement of the processing activity. 

Depending on the nature of the processing activity, the Data Protection Unit may recommend informal consultation on a draft DPIAs to seek their expertise and feedback on the processing activity and the safeguards identified.

[bookmark: _Toc116639547][This section can be updated as required to:
· Document the consultation feedback from the DPC (whether from formal or informal consultation) and the changes made to the DPIA to account for the DPC’s feedback; or,
· Document the rationale, on the basis of the processing activity and the risks identified for why consultation with the DPC is not required for this DPIA.]


Stage Eight: Final Sign-Off and Review

Final Sign-Off

[This section can be updated as required to:
· Document the sign off and finalisation of the DPIA by  the business owner responsible for the processing activity;
· Document that the Data Protection Officer has been consulted on the DPIA and their feedback incorporated; 
· Document the consent to the processing as outlined in the DPIA by any other key stakeholders (e.g. ICT Security, external partner data controllers) involved in the project, as required.

	
Name
	Stakeholder Role
	Contact Details

	
	Business Owner
	

	
	Data Protection Officer
	gdpr.dataprotection@garda.ie  

	
	[Add additional key stakeholders as required]
	

	
	
	



Repetition & Review
[The effectiveness of the measures/solutions put in place to manage the data protection risks should be evaluated and assessed as the processing activity is implemented. This section can be updated to record the review mechanism for the DPIA for the given processing activity.

DPIAs should be reviewed after 3 years, or sooner if the scope and nature of the processing is subject to changes such that the risks and safeguards associated with the processing require re-evaluation (e.g. expanding the scope or scale of data being processed, or introducing new processing activities related to the DPIA’s subject matter)]






Appendix A: Example Risks

To assist with developing and completing the risk assessment for a DPIA (Section 6.2), below are a set of example risks based on previous assessments that can be used as guidance for issues to consider for a given processing activity.

Note that this list is not exhaustive, and that not every risk will be relevant to every processing activity. Based on the processing activity that is the subject of the DPIA, some of the examples below may need to be split into sub-categories of risk based on the nature of the activity.

	Example Risk Reference
	Example Risk
	Guidance on identifying and documenting mitigations

	Risk Category 1 - Legal risks

	1.1
	Processing of personal data without an adequate legal basis
	· Outline in the DPIA the legal basis for processing, based on relevant statutory functions, provisions relevant to specific processing activities and relevant provisions of data protection legislation
· Seek Legal advice as required for any particular areas of concern
· Consult with the Data Protection Unit and Data Protection Commission, as required, on the draft DPIA

	1.2
	Processing of special category personal data without an adequate legal basis and/or additional protections
	· As above for Example Risk 1.1, with additional content outlined for the legal basis for processing to address the specific basis for processing of special category data under Article 9 GDPR or Section 73 of the Data Protection Act 2018, as applicable
· Reference additional technical/organisational safeguards for special category personal data in DPIA 

	1.3
	Processing of data concerning criminal convictions and offences without an adequate legal basis and/or additional protections

	· As above for Example Risk 1.1, with additional content outlined for the legal basis for processing to address the specific basis for processing of data concerning criminal convictions and offences for non-law enforcement purposes (i.e. with reference to Section 55 of the Data Protection Act 2018)
· Reference additional technical/organisational safeguards for data concerning criminal convictions and offences in DPIA

	1.4
	Processing does not take account of other legal or procedural requirements 
	· Reference other relevant requirements and how the processing concerned aligns with and satisfies these requirements in your description of the processing activity (Stage 2) and the legal basis sections of the DPIA (Stage 3)
· Seek further advice from subject matter experts (e.g. Policy Owners for specific processing activities) as required

	1.5
	Risk of enforcement action by the Data Protection Commission on account of infringements of or non-compliance with data protection law
	· Refer to content outlined in Stage 3 to demonstrate adherence to key data protection principles
· Consult with the Data Protection Unit and Data Protection Commission, as required, on the draft DPIA

	1.6
	Risk of litigation by data subjects on account of infringements of or non-compliance with data protection law
	· As above for Example Risk 1.5

	Risk Category 2 - Processing Risks

	2.1
	Risk of unnecessary or disproportionate processing
	· Ensure the necessity/proportionality assessment in Stage 3 is completed in full to demonstrate the necessity and proportionality of the processing versus less intrusive alternatives.
· Outline why each of the categories of personal data and data subjects need to be included within scope of the processing activity to achieve the stated purpose of processing

	2.2
	Data is further processed for incompatible or unlawful purposes

	· Refer to the safeguards in respect of purpose limitation outlined in Stage 3 to demonstrate the controls in place to ensure any further processing is compatible with the original purpose for which the data is being collected

	2.3
	Excessive data is collected and processed that is irrelevant to the processing activity
	· Refer to the safeguards in respect of data minimisation outlined in Stage 3 to demonstrate the controls in place to ensure that only the data that is necessary and proportionate to achieving the purpose of the processing activity is collected and processed.

	2.4
	Data collected is inaccurate or out of date
	· Refer to the safeguards in respect of the accuracy of the data outlined in Stage 3 to demonstrate the controls in place to ensure any further processing is compatible with the original purpose for which the data is being collected
· Include specific reference to policies and procedures designed to ensure data quality and in particular to ensure data collected is both accurate and kept up to date
· Reference any relevant audit or other checking mechanisms used to ensure the accuracy of data held.

	2.5
	Data obtained from other connected systems is inaccurate of out of date 

	· Outline the safeguards in place to ensure data from connected systems (internal or external) is accurate and kept up to date
· Outline how often communication of changes to data in a connected system is updated in the system that is the subject of the DPIA.

	2.6
	Risk that live data is not adequately distinguished from historical (i.e. out of date) data
	· Detail the design features and safeguards that distinguishes historic (i.e. out of date) data from live data for users


	2.7
	Metadata generated by system (including logs of user activity) is inaccurate

	· Detail the design features that ensure that metadata generated by the system as part of the processing activity is kept accurate and securely stored for review as required

	2.8
	Data retained for longer than is required
	· Refer to the safeguards in respect of storage limitation outlined in Stage 3 to demonstrate the controls in place to ensure data is kept for no longer than is necessary for the purposes for which the personal data are processed
· Reference any applicable retention periods for the data held, how these retention periods are applied (e.g. manually or automatically)
· Reference any applicable review periods applicable to check that the rationale for retention continues to apply

	2.9
	Risk of automated processing producing a decision that has a significant effect on the data subject
	· For automated processing activities relevant to the processing activity that is the subject of the DPIA, detail the measures in place to ensure that no automated decision making can take place that produces a significant effect on a data subject
· Outline the human intervention points in any automated process to ensure accountability and oversight of any significant decisions made

	Risk Category 3 – Rights of Data Subjects

	3.1
	Insufficient information available to data subjects
	· Outline the measures in place to provide information to data subjects on the processing activity in question (e.g. signage for CCTV schemes, FAQs or notices on the Garda website, press/media coverage of a processing activity) and where they can seek additional information or exercise their rights

	3.2
	Risk that data subjects will not be able to exercise their right to access in accordance with data protection legislation
	· Refer to the content in Stage 4 of the DPIA to outline how data subjects can exercise their rights under the data protection framework applicable to the processing activity in question. 

	3.3
	Risk that data subjects will not be able to exercise their right to request rectification or erasure or personal data, or a restriction on processing in accordance with data protection legislation
	· As above for Example Risk 3.2

	3.4
	Risk that data subjects will not be able to exercise their rights concerning data portability or their right to object to processing of data in accordance with data protection legislation
	· As above for Example Risk 3.2
· Note that these rights apply to processing under GDPR, and are not applicable to processing under Part 5 of the Data Protection Act 2018

	3.5
	Risk of reluctance of data subjects to exercise their right to freedom of expression and assembly due to processing activity 
	· Outline why the processing activity is not anticipated to have a chilling effect on the rights and freedoms of data subjects in respect of freedom of expression or assembly
· Outline particular safeguards in place to ensure processing is based on necessity and proportionality and subject to oversight and accountability in respect of any surveillance activity or other activity that could have an impact on freedom of expression or assembly

	3.6
	Inability to identify, notify and mitigate against data breaches and adequately manage their impact on data subjects
	· Refer to the content in Stage 4 of the DPIA to outline how data breaches are identified and the procedures in place to notify a breach to the Data Protection Commission as required
· Outline measures undertaken to ensure personnel involved in the processing activity are aware of what constitutes a personal data breach and the procedures to report same
· Outline any mitigations that can be deployed quickly in the event of a personal data breach to reduce the risks to affected data subjects

	Risk Category 4 – System and User Risks

	4.1
	Inadequate technical security measures for personal data processed
	· Refer to the key technical and organisational safeguards outlined under the Integrity and Confidentiality section in Stage 3 that help to mitigate against this risk
· If there are distinct aspects of the processing activity that are subject to separate safeguards, break this risk into multiple entries to assess the likelihood, impact and safeguards separately for the distinct aspects of the processing activity

	4.2
	Inadequate physical security measures for personal data processed

	· Refer to the key technical and organisational safeguards outlined under the Integrity and Confidentiality section in Stage 3 that help to mitigate against this risk
· For processing undertaken across multiple locations, focus on the common security standards in place to protect the personal data processed

	4.3
	Risk of breach of ICT system on account of hacking by malicious third parties

	· Refer to the key technical and organisational safeguards outlined under the Integrity and Confidentiality section in Stage 3 that help to mitigate against this risk


	4.4
	Risk of system failure leading to loss/corruption of data

	· As above for Example Risk 4.3, but highlighting the most relevant safeguards and mitigations in place to address this specific risk

	4.5
	Risk of access to personal data by unauthorised users

	· As above for Example Risk 4.3, but highlighting the most relevant safeguards and mitigations in place to address this specific risk

	4.6
	Unauthorised processing or deliberate misuse of data by system users

	· As above for Example Risk 4.3, but highlighting the most relevant safeguards and mitigations in place to address this specific risk
· Reference both technical safeguards (e.g. logging of access and usage of systems) and organisational controls (vetting of staff, policies, procedures, audit, communications and training) 

	4.7
	Unauthorised disclosure of system or user data to third parties

	· As above for Example Risk 4.6


	4.8
	Risk of unsuitable personnel being authorised for access

	· As above for Example Risk 4.6


	4.9
	Inadequate controls to ensure system access is removed from users when no longer required

	· As above for Example Risk 4.3, but highlighting the most relevant safeguards and mitigations in place to address this specific risk


	4.10
	Insufficient system logging of user activity

	· As above for Example Risk 4.3, but highlighting the most relevant safeguards and mitigations in place to address this specific risk

	4.11
	Insufficient audit of system logs and/or oversight of user activity

	· As above for Example Risk 4.3, but highlighting the most relevant safeguards and mitigations in place to address this specific risk

	4.12
	Failure of system logging and/or audit procedures

	· As above for Example Risk 4.3, but highlighting the most relevant safeguards and mitigations in place to address this specific risk

	4.13
	Insufficient policies, procedures and guidance for system use

	· As above for Example Risk 4.3, but highlighting the most relevant safeguards and mitigations in place to address this specific risk

	4.14
	Insufficient training for system users

	· As above for Example Risk 4.3, but highlighting the most relevant safeguards and mitigations in place to address this specific risk

	Risk Category 5 – Data Sharing and Transfers

	5.1
	Inadequate technical security measures for personal data processed by partner organisations (data processors or other data controllers)
	· Reference key controls/assurances in place for data processed (received from or disclosed to) partner organisations, including any relevant provisions of agreements with those partner organisations and/or internal policies and procedures in place within those organisations to keep personal data secure, accurate, and up to date

	5.2
	Inadequate technical security measures for personal data transfer mechanisms

	· Reference key controls/assurances in place for the transfer mechanisms by which data is shared with partner organisations as part of the processing activity

	5.3
	Inadequate controls on data processors processing data on behalf of An Garda Síochána as part of the processing activity

	· Reference agreements in place with data processors along with any other key safeguards (e.g. vetting of processer personnel, access controls to the personal data itself) to ensure security of personal data processed on behalf of An Garda Síochána by a data processor

	5.4
	Inadequate controls on other data controllers involved in the processing activity

	· Reference agreements in place with other data controllers along with any other key safeguards (e.g. vetting of controller personnel, access controls to the personal data itself) to ensure security of personal data shared by An Garda Síochána with another data controller

	5.5
	Risk that personal data will be transferred outside of the EU without a clear legal basis or adequate safeguards

	· Reference controls in controller and/or processor agreements defining arrangements for any transfer of personal data outside of the EU
· Reference internal controls on transfers of data outside of the EU







Appendix B: Assessment Template for New Processing Activities

The below template can be completed for any new processing activities or changes in scope to the processing activity that is the subject of the DPIA to capture the impact on the existing scope of processing, risks and safeguards outlined in the DPIA.

	1. Overview/Purpose – outline a summary of what the additional processing activity aims to achieve - the purpose(s) of processing

	· 

	2. Personal data processing - will we process personal data?

	· Confirm what personal data will be processed that is additional to the existing scope of the DPIA
· List the types of personal data e.g. names, addresses, date of birth, aliases, associates, motor vehicle, height, hair and eye colour etc.
· Specify whether any additional special category personal data is to be processed
· Detail types of data subject in scope for the additional processing
· Detail expected additional volumes of personal data for the processing activity

	3. Processing overview – describe in brief how the new processing activity will achieve its purpose by processing the identified personal data 

	· 

	4. Compliance with data protection law – Review of Stage 3 measures

Review the relevant sections of Stage 3 of the DPIA in respect of compliance with data protection law and outline how the additional processing activity will build on the existing safeguards and approach outlined against each of the key principles in this section.

	· Lawfulness, fairness and transparency
· Necessity and proportionality of processing
· Purpose limitation
· Data minimisation
· Accuracy
· Storage limitation
· Integrity and confidentiality
· Accountability

	5. Review of Risk Assessment

Review the relevant sections of Stage 6 of the DPIA in respect of identified risks, safeguards and the scoring of impact, likelihood and overall risk both before and after mitigation. Detail overleaf any updates to existing risks and or additional risks identified on account of the proposed new processing activity.




	Risk Reference Number
	Details of the risk identified
	Proposed Solution(s); Safeguards; Mitigating Measures to address the risk
	Impact of the identified risk
(1 – 5)



	Likelihood of the identified risk
(1 – 5)
	Overall Risk Rating
(1 – 25) 

	Summary and evaluation of risk

	
	
	
	Before
	After
	Before
	After
	Before 
	After 
	

	[Reference the original risk number impacted by the new activity, or identify this risk as a new risk on account of the additional processing]

	[Provide a brief description of the identified risk, detailing any updates on account of the new processing concerned]

	[Outline relevant and updated safeguards to manage the risk]

	[Score impact of risk before mitigation (1-5)]


	[Score impact of risk after mitigation (1-5)]

	[Score likelihood of risk before mitigation (1-5)]

	[Score likelihood of risk after mitigation (1-5)]

	[Calculate overall risk score before mitigation (impact x likelihood)
(1-25)]

	[Calculate overall risk score after mitigation
(impact x likelihood)
(1-25)]

	[Outline whether the risk has been 
reduced on account of mitigations (i.e. lower risk score following mitigation), eliminated (i.e. risk is now zero) or 
accepted (i.e. no change but initial risk score seen as acceptable)]
Document rationale for continuing processing activity on account of the risk score after mitigation.





	6. Document conclusions – outline your conclusions, based on the review of the new processing activity and the impact it has on your original risk assessment, and outline any further actions required.

Note: 

If the change in the scope of the processing activity fundamentally changes either:

· the nature of the processing activity (for example, the introduction of an entirely new system); or,
· the risks associated with a given processing activity (for example, the processing of new and sensitive categories of personal data not previously within the scope of the DPIA); 

              it is recommended that a new DPIA be completed in full.


	· 
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