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1. [bookmark: _Toc16597912][bookmark: _Toc81920331][bookmark: _Toc192510272][bookmark: _Hlk535242154]Instructions for Completion
[bookmark: _Hlk13580347]This document MUST be used for the submission of tenders. 
Tenderers should ensure they have read the Request for Tender before they attempt to complete this Tender Response Document.  
If you consider that the Tender Response Document is missing any sections which would prevent you from preparing a comprehensive response, please contact the Contracting Authority as soon as possible.     
Where there is a discrepancy between the contents / instructions in this document and the Request for Tender, the Request for Tender will take precedence.   
Tenderers must follow the instructions contained in this document in relation to attachments, format for submission, etc.  
[bookmark: _Hlk495513867]Where tenderers are relying on other parties to meet the selection criteria, those parties must be available to deliver elements of the contract. 


2. [bookmark: _Toc16597913][bookmark: _Toc81920332][bookmark: _Toc192510273][bookmark: _Hlk178194551][bookmark: _Hlk13580304][bookmark: _Toc81920333]Response to the Selection Criteria
2.1 [bookmark: _Toc192510274][bookmark: _Toc16597916][bookmark: _Toc81920334]General Contact Information
	Organisation Name:
	

	Contact Person:
	

	Position: 
	

	Address: 
	

	Phone:
	

	Email: 
	

	Website: 
	

	Date of establishment, if applicable:
	VAT Registration No:
	Legal Structure – partnership, limited company, etc.

	
	
	

	Details of any Sub-contractors or Consortium members:

	Name
	Proposed Role in Delivery of the Contract
	Confirmation relevant information is provided for each party (e.g. financial, experience, or other selection criterion where applicable)  

	
	
	

	
	
	

	
	
	





2.2 [bookmark: _Toc192510275][bookmark: _Toc81920335]Financial Information – Pass/Fail Criteria
	
Tax Clearance

	I confirm and declare being tax compliant.  The Contracting Authority can verify your tax clearance status through Revenue’s online facility at http://www.revenue.ie/en/online/tax-clearance.html To this end, please confirm:
	Yes
	

	(A) 
	No
	

	Tenderer Name:
	

	Tenderer PPSN/ Tax Reference Number:
	

	Access Number:
	

	OR, I confirm that I hold a current valid paper Tax Clearance Certificate (generally relates to Non-Residents)

	Registration Number:
	
	Certificate Number:
	

	OR, 
I confirm that I have applied for Tax Clearance status or a Tax Clearance Certificate which will be made available on request
	Yes
	

	
	No
	

	Turnover

	I confirm that we have the requisite turnover to be considered for the contract.

	Year
	2024
	2023
	2022

	Month End (e.g. July)
	

	
	

	Turnover €2,600,000 
	

	
	

	I confirm that we have the financial capacity to pay our debts identified on the current statement of assets and liabilities as being the debts as they fall due. 
	Yes
	

	
	No
	

	I confirm that I will provide evidence of turnover and capacity to pay our debts promptly on request.
NOTE #1:  In the case of sole traders or partnerships this condition may be satisfied by a letter of confirmation from a senior partner.
	Yes
	

	
	No
	





	

Insurances 

	I confirm that we have the following insurances in place 

	Insurance Type
	Level required if successful
	Level in Place
	Details of Any Excess
	Renewal Date

	Employers Liability
	€13,000,000
	€
	
	

	Public Liability
	€6,500,000
	€
	
	

	Professional Indemnity
	€10m in the aggregate
	€
	
	

	Cyber Liability (including loss of data)
	€5m in the aggregate.
	€
	
	

	AND

	I confirm that if successful, where the levels required under the contract are higher than those currently in our possession, I will be in a position to put the required forms and levels of insurances required in place. 

	

	AND

	I confirm that I will provide the following promptly on request:
· evidence of insurances in place     
 or 
· letter from Insurance Broker confirming that the required levels can be put in place if successful 
	



2.3 [bookmark: _Toc192510276][bookmark: _Toc81920336]Company Staff Profile
The table below must be completed with details of staff in your company.  Additional rows may be included as required. 
	Staff Category: 
A full breakdown is required
	Total number employed
	Number employed 
full-time
	Number employed part-time/
freelance
	Number to be involved in the delivery of these services

	[Insert role title]
	
	
	
	

	[Insert role title]
	
	
	
	

	Administration staff
	
	
	
	

	Other staff (please specify)
	
	
	
	



2.4 [bookmark: _Toc192510277][bookmark: _Toc487559492][bookmark: _Toc16597918][bookmark: _Toc81920337]NOT USED 
Not Used



[bookmark: _Toc192510278][bookmark: _Toc16597921][bookmark: _Toc81920338]2.4 Declaration Re Statutory Obligations – Pass/Fail Criteria
	We confirm that we are fully compliant with the following legislation, or equivalent legislation in our country of establishment/operation:
	YES
	NO

	(a) 
	Safety Health and Welfare at Work Acts 2005 to 2014
	
	

	(b) 
	Employment Equality Acts 1998-2021 
	
	

	(c) 
	Equal Status Acts 2000-2018
	
	

	(d) 
	National Minimum Wage Acts 2000 and 2015
	
	

	(e) 
	Organisation of Working Time Act 1997 as amended
	
	

	(f) 
	Disability Act 2005 as amended
	
	

	(g) 
	Regulation (EU) 2016/679 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, the Data Protection Act, 2018
	
	

	(h) 
	We further confirm that all Data Subjects whose Personal Data is provided in our Tender have consented to the processing of such Personal Data by us, the Contracting Authority, the Evaluation Team and the supplier of the etenders.gov.ie website, for the purposes of our participation in this Competition or that we otherwise have a legal basis for providing such Personal Data to the Contracting Authority for the purposes of our participation in this Competition and that we will provide evidence of such consent and / or legal basis to the Contracting Authority upon request.
	
	

	(i) 
	We have procedures in place to ensure that our subcontractors, if any are used for this contract, apply the same standards.
	
	

	This Declaration is made for the benefit of the Contracting Authority. 
I certify that the information provided in the Declaration re Personal Circumstances and the Declaration re Statutory Obligations is accurate and complete to the best of my knowledge and belief.  I understand that the provision of inaccurate or misleading information in these Declarations will lead to my organisation being excluded from participation in this and future tenders and I am signing on behalf of: 

	Name of Tenderer
	


	Name of Authorised Signatory
	


	Position
	


	Signature
	



2.5 [bookmark: _Toc192510279]Previous Contracts / Experience - Pass/Fail Criteria
Minimum Rule Applying
Tenderers must demonstrate that they have successfully delivered service of a comparable scale and complexity relevant to the requirements in this RFT.
Evidence must be provided of the successful delivery of 3 such contracts, within the previous 3 years.  Contact details of a referee for all projects must also be provided.
Tenderers must ensure they provide sufficient information to allow the Contracting Authority to judge the similarity of these contracts to the Services sought within Appendix 1 of this RFT.
Where specified, maximum word and/or page counts must be adhered to. 
Tenderers must complete this section in full.
Templates are provided below for 3 previous contracts i.e. Contract No1, Contract No 2 and Contract No 3.  These 3 templates must be completed fully.
[bookmark: _Previous_Contract_No.][bookmark: _Toc192510280]Previous Contract No. 1
	Name of Contract
	Click here and insert the name of project or matter on which you delivered service

	Client/Contracting Authority
	Click here and insert the name of the client or contracting authority

	Public or Private Sector?
	Click here and insert either Public or Private

	Contract Description
	Click here and insert a full description of services provided to the Client/Contracting Authority

	Contract Value (excl. VAT)
	€Click here and insert the total value charged

	Contract Duration (Start/Finish)
	Click here and insert the start date and finish date of the project/contract

	Comparability Narrative

	Click here and insert a narrative (in no more than 250 words) that outlines the extent to which you feel the services are comparable to the Contracting Authorities current requirements

	Name of Client Referee
	Click here and insert name

	Address of Client Referee
	Click here and insert address

	Telephone of Client Referee
	Click here and insert telephone number

	Email Address of Client Referee
	Click here and insert email address 



[bookmark: _Previous_Contract_No._1][bookmark: _Toc192510281]Previous Contract No. 2
	[bookmark: _Hlk233287830]Name of Contract
	Click here and insert the name of project or matter on which you delivered service

	Client/Contracting Authority
	Click here and insert the name of the client or contracting authority

	Public or Private Sector?
	Click here and insert either Public or Private

	Contract Description
	Click here and insert a full description of services provided to the Client/Contracting Authority

	Contract Value (excl. VAT)
	€Click here and insert the total value charged

	Contract Duration (Start/Finish)
	Click here and insert the start date and finish date of the project/contract

	Comparability Narrative

	Click here and insert a narrative (in no more than 250 words) that outlines the extent to which you feel the services are comparable to the Contracting Authorities current requirements

	Name of Client Referee
	Click here and insert name

	Address of Client Referee
	Click here and insert address

	Telephone of Client Referee
	Click here and insert telephone number

	Email Address of Client Referee
	Click here and insert email address




Previous Contract No. 3
	Name of Contract
	Click here and insert the name of project or matter on which you delivered service

	Client/Contracting Authority
	Click here and insert the name of the client or contracting authority

	Public or Private Sector?
	Click here and insert either Public or Private

	Contract Description
	Click here and insert a full description of services provided to the Client/Contracting Authority

	Contract Value (excl. VAT)
	€Click here and insert the total value charged

	Contract Duration (Start/Finish)
	Click here and insert the start date and finish date of the project/contract

	Comparability Narrative

	Click here and insert a narrative (in no more than 250 words) that outlines the extent to which you feel the services are comparable to the Contracting Authorities current requirements

	Name of Client Referee
	Click here and insert name

	Address of Client Referee
	Click here and insert address

	Telephone of Client Referee
	Click here and insert telephone number

	Email Address of Client Referee
	Click here and insert email address








3. [bookmark: _Toc81920339][bookmark: _Toc192510282][bookmark: _Hlk42506531]Mandatory Requirements
	Mandatory requirements
	Yes
	No

	The data must be hosted and processed in the EU/EEA for SOC and SIEM services and all SOC and SIEM Engineering staff must be based in the EU/EEA. Incident Response Resources must be based in the EU/EEA in a country which has an adequacy decision by the European Commission or be signed up to the EU-US Data Privacy Framework.
	
	

	For each non-native speaker who will be part of the delivery of the services and who will be required to present or liaise with the Contracting Authority the following must be submitted prior to contract award:
· A certificate under the Common European Framework of Reference for Languages at CEFR level B2 or equivalents must be demonstrated by the tenderers.
	
	

	Tenderers must confirm their compliance with the SLA agreement.
	
	

	The Tenderer must confirm that all reporting outputs are owned by the Contracting Authority and stored within Contracting Authority managed systems (e.g. SharePoint), and that the Contracting Authority can retain, export, and reuse all reporting outputs without restriction. 

	
	

	The Tenderer shall hold a current and valid ISO/IEC 27001 certification (or equivalent recognised standard) relevant to the scope of services to be delivered. Evidence shall be provided, including certification body, scope, and expiry date prior to contract award. The certification shall cover the services and environments used to deliver the SOC and SIEM Services under this contract. Where an equivalent standard is proposed, the Tenderer shall provide sufficient detail to demonstrate equivalence to ISO/IEC 27001. The Tenderer shall ensure that any subcontractors involved in delivery of the Services are subject to equivalent information security standards and controls.
	
	




4. [bookmark: _Toc81920340][bookmark: _Toc192510283]Confirmation Check
	Relevant Documents Completed
	Yes
	No

	I confirm that I have completed the relevant elements of this Tender Response Document
	
	

	I confirm that I have completed and provided the European Single Procurement Document 
	
	

	I confirm that I will provide all relevant information self-declared promptly on request and no later than 5 working days.
	
	

	I confirm that I have read and accept the terms of the Contract and Terms and Conditions. 
	
	

	I confirm that I understand that the Contracting Authority reserves the right to confirm that the financial and technical capacity of the tenderer is valid and unchanged prior to the award of the Contract. 
	
	











5. [bookmark: _Toc16597925][bookmark: _Toc81920341][bookmark: _Toc192510284][bookmark: _Toc16597926][bookmark: _Toc81920342]Response to the Award Criteria
5.1 [bookmark: _Toc192510285][bookmark: _Toc81920343]Form of Tender – Cost Criterion
	To:
	

	From:
	

	Re:
	


I/We have examined the tender documentation and hereby offer to provide the services in accordance with the details contained within the Request for Tender Document. 
Please complete Appendix 2 – Pricing Schedule
Please refer to the separate Excel file entitled ‘Appendix 2: Pricing Schedule’. This file must be completed as part of your tender submission.
It is stressed that the quantities listed in the pricing schedule are purely for evaluation purposes and do not represent any guarantee on the volume of services to be contracted under the open tender. A daily rate refers to an 8-hour working day.
I/We confirm that I/we: 
· In relation to daily/hourly fees all rates are inclusive of out of pocket (i.e. mileage, subsistence, phone, postage, etc.) and account / contract management related costs. 
· Will keep this offer for the open tender open for acceptance by you for a period of 12 months from the date of deadline for submission of Tenders,
· Agree that you are not bound to accept the most economically advantageous or any Tender you may receive,
· Agree that the rates stated are maximum prices for the duration of the open tender, 
· Have read and thoroughly examined the Tender Document,
· Fully understand the Tender Document and the Client’s requirements,
· Undertake to treat the details of this Invitation to Tender, its Tender and any subsequent agreements as private and confidential,
· Acknowledge that acceptance by the Contracting Authority of this tender will not constitute a binding and enforceable agreement and that a legally enforceable agreement will not exist until and unless the open tender has been established between the Contracting Authority and the Tenderer,
· Have availed of all offers for additional information or have otherwise satisfied myself/ourselves as to conditions that may in any manner affect the performance of the contract,
· Have included all elements necessary for the performance of the specified requirements, which are either expressly stated in the Tender Document or contained in any supplementary information or which could reasonably be inferred therefrom,
· Have found no errors, omissions, conflicts or ambiguities in the Tender Document except those which I/We have brought to the attention of the Contracting Authority before the latest date for submitting queries,
· Have included for compliance with all statutory requirements applicable in Ireland or any country where parts of the contract may be performed,
· Will not, if awarded a contract employ labour in a manner that is discriminatory in relation to gender, civil/family status, sexual orientation, religion, age, disability, race, or membership of the traveller community.
· Agree that as a condition of award, it shall be our sole responsibility to fulfil the obligations under the Contract, notwithstanding any changes in circulars, laws, regulations, taxation, duties or other factors which might arise following the withdrawal of the United Kingdom from membership of the EU.
	Signed:
	

	Name (in capital letters):
	

	On behalf of:	
	

	Address:
	

	Telephone:
	

	Mobile:
	

	Email:
	



5.2 [bookmark: _Toc192510286][bookmark: _Hlk40951774]Response to Qualitative Award Criteria
	Award Criteria
	Reference Section in
RFT
	Marks allocated
	Minimum  Marks
	Weighting (%)

	[A.] Functional and Technical Merit of the proposed Solution

Sub-criteria 1 – SIEM Platform Management (140 marks)
Sub-criteria 2 – Security Operation Centre (SOC) Threat Detection and Response (190 marks)
Sub-criteria 3 – Incident Response Retainer (90 marks)
Sub-criteria 4 – Documentation (40 marks)
Sub-criteria 5 – Reporting (30 marks)
Sub-criteria 6 – Service Management (30 marks)
Sub-criteria 7 – Staff / Technical Resources (30 marks)
	




From Section 4.1 to 4.7 in the RFT Document
	550
	275
	55 %

	[B.] Optional Advanced and Professional Services 
	Section 4.8 in the RFT Document
	50
	25
	5%

	[C.] Onboarding services and Exit strategy

	Section 5.1 in the RFT Document
	100
	50
	10 %

	[D]Proposed cost of providing the Service
	Appendix 2 – Pricing Schedule in the RFT Document
	300
	N/A
	30 %

	Description:
	Cost of the Service over the period of the contract based on the pricing Schedule.  Scores for overall cost will be awarded as follows:
Maximum points available x Lowest responsive valid tender
Value of individual tender
The lowest responsive valid tender will achieve maximum points and all other tenders will be scored on a sliding scale thereafter using the above formula.



NOTE 1: Tenderers should ensure in their tenders that they provide detailed information in respect of all aspects of the award criteria as stated above.  This will enable the awarding authority to assess fully the extent of their offers.
[bookmark: _Hlk81919557]Tenderers should note that they must achieve a minimum of 50% on each individual non-cost related criterion (i.e. 275 for Award Criteria [A], 25 for Award Criteria [B], 50 for Award Criteria [C] and 150 for Award Criteria [D]) in order to avoid elimination from the competition. Tenderers must also achieve a minimum of 50% within each sub-criteria.
Cost Criteria [30 %]: the highest score is awarded to the Tenderer with the lowest notional ultimate cost.  All other Tenderers cost scores are calculated pro rata in relation to this score. 
N.B. Where responses exceed the maximum word/page count stated, only information provided within the allowed word/page limit can be evaluated.  The word/page count begins at the start of the response. Font size 11 or greater must be used.
Additional material may not be submitted and will not be evaluated. 

Declaration and Warranty on the Use of Artificial Intelligence in the Preparation of the Tenderer’s Response
The Contracting Authority is aware that Large Language Models and Generative Artificial Intelligence (collectively “AI Tools”) are being used extensively in the preparation of responses to tenders in both the Public and Private Sectors. In responding to this Competition, Tenderers are required to declare if and where AI Tools have been used to draft, develop, inform or augment any part of their Responses.  While the use of AI Tools in responding to this Competition is not prohibited, it is necessary that Tenderers maintain control of and responsibility for their Response and that they confirm as much to the Contracting Authority.
It should be noted that the evaluation team will assess Responses to this Request for Tender based on the information provided by the Tenderer regardless of how the Response was generated. Any declarations made here on the use, or non-use, of AI Tools will not influence the evaluation process or outcome. 
However, should the Contracting Authority determine that any declaration made in this regard by the Tenderer is incomplete or has been incorrectly or inaccurately completed then the Tenderer’s Response may, subject to the provisions in Part 2 – Introduction to Tenderers, be deemed to be non-compliant and will not be evaluated.
Tenderers are required to provide responses to the following questions:
1. Have AI Tools been used in the preparation of any part of this Tender response? ☐ Yes ☐ No

1. If 'yes' to the previous question, please provide details regarding the use of AI Tools (e.g., drafting text, data analysis, generating images, proofreading):

	SRFT Section
	SRFT Documentation  AI Analysed
	SRFT Full / Partial AI Generated Response
	Purpose of AI Use

	Tender Response Document
	
	
	

	Appendix 2 Pricing Schedule
	
	
	




1. Describe the measures taken to ensure human oversight and validation of any AI-generated content in your Tender response.

	





1. If AI Tools were used for data analysis or generating content, identify the sources of data used and explain how you ensured the data's accuracy, reliability, and ethical use.

	






1. The Tenderer confirms that all elements of the Response generated or informed by AI Tools have been validated and the Tenderer warrants that, if it is successful in this Competition, it can deliver all elements of the Response to the standard and in the way described in the Response at the proposed price.

 ☐ Yes






	Award Criterion [A]: 1.1 SIEM Platform Management (140 marks available)

	Question 1.1.1: (140 marks) 
· Tenderers must outline their plan to review, manage, and optimise to ensure the continuous improvement of the existing HoO owned and hosted SIEM platform. 
· The Tenderer must describe their methodology for the ongoing threat management and tuning of Sentinel, including Analytics Rules, Hunting Queries, Watchlists, workbooks, applicable threat intelligence feeds etc.
· The Tenderers must outline how they shall proactively assess SIEM log source coverage for the Contracting Authority, and how they will identify and recommend all log sources reasonably required for effective security monitoring, and onboard and maintain agreed log sources within the SIEM. The tenderer shall show how log coverage shall be regularly reviewed to assess relevance, data quality, and coverage gaps and updated to reflect changes in the Contracting Authority’s estate. 
· The Tenderer shall describe their methodology for the development, delivery, and management of detection use cases within the SIEM, demonstrating how quality, effectiveness, and threat relevance are prioritised over volume. The response must outline the approach to identifying and prioritising new detections, including the use of risk-based criteria, threat intelligence, and organisational context.

· The Tenderer shall detail how coverage gaps are identified and addressed, including systematic alignment with recognised frameworks such as MITRE ATT&CK, and how coverage is measured and reported.

· The Tenderer must demonstrate a formal lifecycle approach to SIEM analytics rules, covering requirement identification, design, development, testing, and controlled deployment, along with ongoing tuning, optimisation, review, and timely retirement of ineffective or obsolete detections. Governance, documentation, and quality assurance should be applied throughout.


	Instructions | Response: 5 pages maximum



Tenderers’ Response:
Please use this free text page(s) (i.e. do not type in the box) for your response.

	Award Criterion [A]: 1.2 Security Operation Centre (SOC), Threat Detection and Response (190 marks available)

	Question 1.2.1: (190 marks) 
· Tenderers must clearly describe the SOC offering and how it provides 24/7/365 near real-time detection, investigation, response and appropriate remediation to alerts and incidents. 
· The Tenderer must provide investigation management services, including Problem Management, Root Cause Analysis (RCA), post-incident reporting, and actionable recommendations to prevent recurrence. The Tenderer must explain how these activities are delivered and governed. 
· The Tenderer must lead the development, maintenance, and continuous improvement of Incident Response Plans and operational runbooks, aligned to the Contracting Authority’s environment, threat landscape, and regulatory obligations. Explain how this requirement will be met.
· The Tenderer must outline their approach to investigating and responding to threats and alerts, including those originating from external intelligence sources such as National Authorities (e.g. NCSC), trusted third parties, and security vendors.
· The Tenderer shall describe its approach to incident investigation within the SOC service, demonstrating how it will ensure that security incidents are investigated to the maximum extent practicable prior to recommending escalation to external incident response (IR) services.
As a minimum, the Tenderer shall set out:

· the methodology for incident investigation, including the depth of analysis undertaken at each service tier (e.g. L1, L2, L3).
· the tools, data sources, and investigative techniques used to support comprehensive analysis (e.g. log correlation, endpoint interrogation, threat intelligence enrichment).
· the criteria and thresholds for determining when an incident has reached the limits of SOC-based investigation.
· clear delineation between activities included as part of the core SOC service and those requiring escalation to additional or chargeable services.
· how the Tenderer ensures that escalation to external IR or specialist services is justified, proportionate, and evidenced.
· measures to minimise premature or unnecessary escalation, including supervisory review, quality assurance, and escalation controls, and
· examples or case studies demonstrating the depth of investigation typically performed prior to escalation.

	Instructions | Response: 7 pages maximum



Tenderers’ Response:
Please use this free text page(s) (i.e. do not type in the box) for your response.


	Award Criterion [A]: 1.3 Incident Response Retainer (90 marks available)
The Supplier must outline their capability to provide such services in the context of Incident Response (IR) and supporting the following scenarios.

	Question 1.3.1: (90 marks) 
· Explain the approach to providing incident response and resources including escalation from and de-escalation to the SOC, initial triage and incident management.
· Explain how the Incident Response team is managed in order to ensure that resource availability is preserved for your clients during a major market-wide incident.  
· Outline how your Incident Response capability would establish a level of readiness to work within the Contracting Authority.  
· Outline your proposed approach to charge for the Incident Response retainer beyond the 60 hours (called out in the key objectives in the RFT) for the Contracting Authority and what services can be exchanged for unused hours each year.   
· Describe the Tenderer’s approach to evidence recovery and handling, forensic analysis and integrity, and chain of custody, where applicable.   
· For Priority 1 incidents, and where requested by the Contracting Authority, the Tenderers must be capable of providing on-site Incident response, command and support.


	Instructions | Response: 3 pages maximum



Tenderers’ Response:
Please use this free text page(s) (i.e. do not type in the box) for your response.



	Award Criterion [A]: 1.4 Documentation (40 marks available)

	Question 1.4.1: (40 marks) 
· The Tenderer must outline how they will produce, maintain, and govern clear and detailed operational documentation to support alerts and Incidents, the ongoing operation and maintenance of the service, including ownership, accessibility, and version control of all documentation. All relevant documentation should be hosted on the contracting authority’s platform in an ordered comprehensible structured manner.


	Instructions | Response: 2 pages maximum



Tenderers’ Response:
Please use this free text page(s) (i.e. do not type in the box) for your response.


	Award Criterion [A]: 1.5 Reporting (30 marks available)

	Question 1.5.1: (30 marks) 
· The Tenderer must clearly describe the reporting capabilities of their service, including alert and incident analysis, customization options, and how reporting supports both operational decision-making and strategic security oversight.   
· The Tenderer must describe the types of metrics and key performance indicators (KPIs) provided through reporting, including but not limited to detection effectiveness, alert volumes, incident trends, response times, and continuous improvement outcomes.   
· The Tenderer shall provide a structured and comprehensive reporting framework to support the effective delivery, oversight, and continuous improvement of SOC services.
This shall, at a minimum, include:
· Incident Reporting: Provision of timely, accurate, and regular updates during active security incidents, including details of status, impact, actions taken, and planned next steps, in accordance with agreed service levels and escalation procedures.
· Post-Incident Reporting: Delivery of formal post-incident reports, including root cause analysis, assessment of response effectiveness, lessons learned, and clearly defined corrective and preventative actions.
· Operational Reporting: Provision of regular (at least weekly) SOC operational reports and participation in service review meetings, covering incident and alert trends, use case performance, and key operational metrics.
· Management Reporting: Provision of periodic (e.g. monthly) management-level reports, presenting key performance indicators, service delivery against agreed SLAs/KPIs, risk posture, and strategic insights in a clear and accessible format.
· Continuous Improvement Reporting: Ongoing identification, documentation, and reporting of service improvement opportunities, including enhancements to detection capabilities, processes, and operational efficiencies.
· Strategic Security Recommendations: Provision, on at least a quarterly basis, of forward-looking security recommendations, including proposed improvements beyond the direct scope of the SOC and SIEM (e.g. control enhancements, policy changes, or architectural improvements), informed by incident analysis, threat intelligence, and recognised industry best practice.
All reporting shall be clear, evidence-based, and tailored to the relevant audience,
and shall be supported by appropriate governance, review, and approval mechanisms.


	Instructions | Response: 2 pages maximum



Tenderers’ Response:
Please use this free text page(s) (i.e. do not type in the box) for your response.
	Award Criterion [A]: 1.6 Service Management (30 marks available)

	Question 1.6.1: (30 marks)
The Tenderers must: 
· Describe their service management and governance approach, including: 
· Meeting cadence such as: weekly, monthly, quarterly, and annual service review meetings and their content. 
· Outlining the processes in place to identify, manage and remedy SLA violations, including escalation paths and corrective actions.
· Confirming the contractual option for termination where an KPI is breached for three consecutive months and describe how KPI breaches are measured, evidenced, and communicated.
· Continuous improvement processes used to enhance the effectiveness, efficiency, and maturity of the service over time, including how improvements are proposed, agreed, and implemented.
· The Tenderers must explain how the service model provides flexibility to accommodate changes in log ingestion, infrastructure, and service scope over time, including impact assessment, change control, and agreement of revised service parameters. 
· The Tenderer shall clearly articulate how increased service efficiency arising from process improvements, increased automation, AI, and other tooling innovations will be shared with the Client over the contract term.
This may include, but is not limited to:
· measurable service enhancements (e.g. reduced response times, higher detection rates).
· increased service capacity at no additional cost and/or such as increase number of use case month
· proportionate reductions in charges where efficiencies materially reduce delivery costs.
The Client reserves the right to seek periodic reviews of pricing and service levels to reflect such efficiencies.

	Instructions | Response: 3 pages maximum



Tenderers’ Response:
Please use this free text page(s) (i.e. do not type in the box) for your response.

	Award Criterion [A]: 1.7 Staff / Technical Resources (30 marks available)

	Question 1.7.1: (30 marks) 
· The Tenderer shall provide a detailed description of its proposed operating model for delivery of the Services. This shall include, as a minimum:
a) Resource Structure
· A breakdown of staffing by role and service tier (e.g. Level 1, Level 2, Level 3, threat intelligence, engineering, and management),
· Total headcount available within each role supporting the service.
b) Allocation to the Contracting Authority
· Identification of resources proposed as dedicated to the Contracting Authority and those to be shared across multiple clients,
· The effective Full-Time Equivalent (FTE) allocation to the Contracting Authority for each role.
c) Shared Resource Model
· Where resources are shared, the Tenderer shall clearly specify:
· the total number of personnel within the relevant team,
· the number of clients supported by those personnel, and
· the proportion of those resources (FTE or percentage effort) attributable to the Contracting Authority.
d) Service Coverage and Shift Model
· Details of the service coverage model (e.g. 24/7, business hours),
· Shift patterns and how resources are distributed across time periods.
e) Escalation and Specialist Support
· The escalation model between service tiers,
· Access to senior expertise (e.g. L3 analysts, incident response, threat hunting), including whether such resources are dedicated or shared.
· The Tenderer must demonstrate that SOC personnel have the necessary skills and experience to investigate and respond to security incidents across a range of operating systems and environments, including but not limited to Windows, Linux, and cloud-based platforms.
f) Workforce Continuity and Resilience
· The Tenderer shall describe how it will ensure continuity of service delivery in the event of staff absence, turnover, or competing demand. This shall include:
· policies and practices for managing staff turnover and retention,
· arrangements to ensure adequate cover during planned and unplanned leave (including annual leave, sickness absence, and attrition),
· the use of cross-training, knowledge management, and documentation to minimise key person dependency,
· succession planning for key personnel roles, and
· measures in place to ensure no degradation of service levels during periods of resource transition or onboarding of replacement personnel.
g) Key Personnel Management
· Where key personnel are proposed, the Tenderer shall:
· identify such roles and the individuals (where known),
· describe how continuity of expertise and knowledge will be maintained in the event of unavailability or replacement, and
· outline any contractual or operational safeguards to minimise disruption arising from changes to key personnel.
h) Workforce Capability and Assurance
· The Tenderer shall demonstrate how it ensures that personnel assigned to deliver the Services are appropriately skilled, experienced, and qualified. This shall include:
· relevant qualifications and certifications held by staff (e.g. SOC, cybersecurity, incident response),
· minimum experience levels for each role,
· recruitment, screening, and vetting processes,
· ongoing training and continuous professional development (CPD) arrangements,
· mechanisms for maintaining awareness of evolving threats, technologies, and best practices, and
· any accreditation, standards, or quality assurance frameworks applied to staff capability (e.g. ISO, CREST, or equivalent).
i) Service Delivery Assumptions
· Key assumptions underpinning the proposed staffing model, including expected alert volumes, workload distribution, and concurrent demand across clients,
· Measures in place to manage peak demand and ensure consistent service quality where shared resources are utilised.
j) Presentation Requirement
· Tenderers shall present the above information in a clear and structured tabular format, showing for each role:
· total headcount,
· dedicated vs shared allocation,
· number of clients supported (where shared), and
· effective FTE allocation to the Contracting Authority.
Evaluation 
· Responses will be evaluated on the transparency, completeness, and credibility of the proposed staffing and operating model, including:
· the robustness of arrangements for managing staff turnover and ensuring service continuity, and
· the extent to which the Tenderer can demonstrate that personnel are appropriately qualified, experienced, and subject to ongoing development.
· The Tenderer shall outline its Business Continuity and Disaster Recovery (BC/DR) arrangements for the continued delivery of SOC Services in the event of disruption to facilities, systems, personnel, or physical locations.
As a minimum, the Tenderer shall provide details of:
· its overarching BC/DR framework, including alignment with recognised standards (e.g. ISO 22301 or equivalent),
· the resilience of SOC delivery locations, including use of multiple sites and/or geographic separation,
· arrangements for maintaining service delivery in the event of loss or inaccessibility of a primary SOC facility, including failover locations and expected recovery timeframes,
· resilience and redundancy of supporting technologies and systems critical to service delivery,
· measures to ensure continuity of appropriately skilled personnel during disruption scenarios, including use of remote working and distributed teams,
· how core SOC services (including monitoring, triage, and incident response) will be maintained during a disruption,
· arrangements for testing and assuring business continuity plans, and
· communication and escalation procedures with the Contracting Authority in the event of a disruption.
Where subcontractors or third parties are relied upon, the Tenderer shall confirm that equivalent business continuity arrangements are in place.
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Tenderers’ Response:
Please use this free text page(s) (i.e. do not type in the box) for your response.

	Award Criterion [B]: Optional Advanced and Professional Services (50 marks available)

	Question 2.1: (50 marks) 

Tenderers are required to outline any additional security services and capabilities they can provide beyond the core SOC and SIEM engineering services specified in this tender.
Submissions should clearly describe the scope, maturity, and delivery model for such services, which may include (but are not limited to):
· Penetration testing (infrastructure, application, cloud, etc.)
· Red, Purple, and Blue Team exercises
· Threat hunting and advanced adversary simulation
· Security architecture and consultancy services
· Security awareness and technical training programmes
· Resource augmentation (short-term or long-term specialist personnel)
· Vulnerability management and risk assessment services
· Any other relevant cyber security capabilities
Tenderers should indicate:
· How these services can be engaged on an ad hoc or ongoing basis
· The availability of dedicated or on-demand specialist resources
· Integration with the core SOC service (where applicable)
· Relevant experience, certifications, and methodologies
The Contracting Authority may, at its discretion, procure such services to support evolving operational, investigative, or strategic security requirements.


	Instructions | Response: 3 pages maximum



Tenderers’ Response:
Please use this free text page(s) (i.e. do not type in the box) for your response.

	Award Criterion [C]: Onboarding services and Exit strategy (100 marks available)

	Question 5.1: (100 marks) 
· The Tenderer shall describe its proposed approach to the onboarding, transition, and establishment of the SOC and SIEM Services, from contract award through to full operational readiness, as well as their approach to exiting a managed service. 
As a minimum, the Tenderer shall provide details of:
a) Onboarding and Transition Approach
· The overall methodology for onboarding the Services, including key phases (e.g. initiation, design, implementation, testing, and go-live),
· Governance arrangements, including project management, reporting, and engagement with the Contracting Authority during onboarding.
b) Implementation of SIEM and Tooling
· Approach to deployment and configuration of SIEM and associated tooling, including data ingestion, use case development, and tuning,
· Validation processes to ensure alerts, detections, and integrations are functioning as intended.
c) Transition to Service (Operational Readiness)
· Criteria for achieving operational readiness, including acceptance criteria and service commencement thresholds,
· Approach to knowledge transfer, documentation, and handover to operational teams.
d) Resourcing and Responsibilities
· Resources allocated to onboarding and transition activities, including roles and responsibilities,
· Interaction between project delivery teams and ongoing SOC operations.
e) Timelines and Milestones
· A proposed implementation plan, including key milestones, dependencies, and indicative timelines for delivery through to operational readiness,
· Any assumptions or prerequisites required to achieve these timelines.
f) Risk Management
· Key risks associated with onboarding and transition, including technical, operational, and dependency risks,
· Proposed mitigation measures.
g) Testing and Assurance
· Approach to testing, including integration testing, use case validation, and user acceptance testing,
· Measures to ensure service quality and stability prior to go-live.
h) Exit Strategy
· Maintained exit plan with transition timetable and handover assistance to the Contracting Authority/replacement supplier
· SOAR workflows and relevant configuration
· open incidents and outstanding improvement actions
· Secure deletion and deletion certification
 
The Contracting Authority anticipates that onboarding and transition to operational readiness would typically be achieved within 60 days.

Where the Tenderer proposes a timeline outside this range, a clear justification shall be provided.


	



Tenderers’ Response:
Please use this free text page(s) (i.e. do not type in the box) for your response.


	Award Criterion [D]: Proposed cost of providing the Service (300 marks available)

	Question 7.1: (300 marks) 
Tenderers are to provide the total per-annum cost for the service as outlined in Appendix 2 Pricing Schedule response.
Tenderers are to include additional information/line items that may be relevant to the TCO of the service. 
Tenderers should list and price for any additional security software or services that the Contracting Authority may choose to draw down over the lifetime of the contract.



[bookmark: _Hlk234099676]The following schedule will be used categorise the marks. 
	Score
	Meaning 
	Interpretation

	90-100%
	Outstanding
	A response offering detailed and comprehensive assurance supporting full confidence in the candidate’s ability   

	80-89%
	Excellent 
	A strong response which provides assurance and confidence in the candidate’s ability  

	70-79% 
	Very good
	A response demonstrating confidence in the candidate’s ability without reservations 

	60-69% 
	Good
	A better than acceptable response with minor reservations providing confidence the candidate exceeds the minimum standard

	50-59%
	Acceptable
	A response where reservations exist but which on balance leads to the conclusion the candidate meets the minimum standard

	
Less than 50% in each of the individual qualitative criteria is unacceptable. 
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