[image: A picture containing text, sign

Description automatically generated]

PRE-QUALIFCATION QUESTIONNAIRE







Cybersecurity Specialist Services


Fáilte Ireland Reference Number:				IT/2026/08
Closing Day for Receipt of Tenders:			Thursday
Closing Date for Receipt of Tenders:			24 September 2026
Closing Time for Receipt of Tenders:			12 noon (local time)
Date Issued:							25 August 2026


	RESPONSE DOCUMENT SUBMITTED BY:
	
[INSERT COMPANY NAME]


	Please note that information relating to this document, including clarifications and changes, will be published on the Irish Government eTenders Procurement Website (www.etenders.gov.ie). Registration is free of charge and there is no charge for documents. Please note that the contracting authority cannot accept responsibility for information relayed (or not relayed) via third parties.


[bookmark: _Toc342558471]
[bookmark: _Toc165293436][bookmark: _Toc165377750][bookmark: _Toc237621299]CHECKLIST FOR TENDER SUBMISSIONS
	
In order to allow Fáilte Ireland to fully evaluate completed tenders, please ensure this response document follows the sequence and format of this template. Candidates are advised to ensure that their responses include ALL of the following information:

	Electronic European Single Procurement Document (eESPD) to be completed via the www.eTenders.gov.ie portal 
	☐
	Completed Section A – Pass/Fail Criteria
	☐
	Completed Section B – Weighted Criteria
	☐
	Completed Section C – Data Protection
	☐

[bookmark: _Toc269284602]The above checklist is for guidance purposes only; Fáilte Ireland will not accept any responsibility for omissions from this checklist. Candidates are advised to read all Tender documentation and appendices in full in order to provide a comprehensive response.

Incomplete tender responses will result in rejection of the tender





Disclaimer

This document issued herewith (“the Document”) is for information only and does not constitute, and shall not be interpreted as, an offer for sale, prospectus, or the basis of a contract.

None of the information shall constitute a contract or part of a contract between Fáilte Ireland and any Candidate. No legal relationship or other obligation shall arise between the Candidate and Fáilte Ireland unless and until an agreement has been entered into and formally executed in writing between Fáilte Ireland and the successful Candidate and any conditions precedent to the effectiveness of such documents have been fulfilled.

Candidates are recommended to read the documents thoroughly. While all reasonable steps have been taken to ensure that the information set out in the documents is accurate and up to date, no representation or warranty, express or implied, is or will be made or given in relation to the accuracy or the completeness of any information contained in the documents or otherwise provided by or on behalf of Fáilte Ireland (in writing or otherwise) to any interested party or its advisers. No responsibility or liability for any loss or damage arising as a result of reliance on these documents, or for the information contained in these documents, or for any omission is or will be accepted by Fáilte Ireland or by any of its officers, employees, agents, or professional advisers. No officer, employee, agent, or professional adviser of the company has any authority to give or make any representation or warranty, express or implied, in relation to such information. Fáilte Ireland officers, employees, agents, and professional advisers expressly disclaim any and all liability arising out of such documentation or information and any errors or omissions in or from the documents and information. 

Fáilte Ireland reserves the right to discontinue the procurement process at any time.
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[bookmark: _Toc397695686][bookmark: _Toc165377751][bookmark: _Toc237621300]LIST OF ADDITIONAL DOCUMENTS

In order to complete the tender proposal in full, please ensure that each of the additional documents are addressed and/or completed in full:

Appendix 1 – Fáilte Ireland Supply of Services Contract
[bookmark: _Toc297552900][bookmark: _Toc297552901]

1. [bookmark: _Toc165377752][bookmark: _Toc237621301]About Fáilte Ireland

Fáilte Ireland is the National Tourism Development Authority. Our role is to support the tourism industry and work to sustain Ireland as a high-quality and competitive tourism destination. We provide a range of practical business supports to help tourism businesses better manage and market their products and services.

We also work with other state agencies and representative bodies, at local and national levels, to implement and champion positive and practical strategies that will benefit Irish tourism and the Irish economy.

We promote Ireland as a holiday destination through our domestic marketing campaign and manage a network of nationwide tourist information centres that provide help and advice for visitors to Ireland.

Fáilte Ireland is committed to sustainable procurement and ensuring that it purchases goods, services, and works that achieve value for money and generate benefits not only to the organisation but also to society, while minimising damage to the environment. To this end, Fáilte Ireland will seek to ensure that its purchase of goods, services and works will, as best as possible, reduce negative environmental impact. Fáilte Ireland is committed to incorporating green criteria into its procurement processes in line with the Government’s climate policy. In addition, Fáilte Ireland will seek to ensure that, through its procurement processes, it can deliver on wider social aims such as diversity and inclusion as well as establishing and maintaining good governance practices.
[bookmark: _Toc270425719][bookmark: _Toc297552902][bookmark: _Toc304982823][bookmark: _Toc320020483][bookmark: _Toc330391851][bookmark: _Toc331686969][bookmark: _Toc403055535]
2. [bookmark: _Toc237621302]Nature of The Contract
[bookmark: _Toc92377864][bookmark: _Toc165377754]
[bookmark: _Toc237621303]2.1 Restricted Procedure
Restricted Procedure is a two-stage procedure, whereby any party may request to participate – firstly, expressions of interest are sought and interested parties are asked to supply information on their qualifications, experience, technical, professional, and financial capacity etc. Only those deemed to possess the requisite capacity and professional expertise are invited to participate in the second stage i.e., the submission of tenders. Following evaluation, a maximum of 5 candidates will be invited to tender.

[bookmark: _Toc110950314][bookmark: _Toc165293439][bookmark: _Toc165377755][bookmark: _Toc237621304]2.2 Contract
It is envisaged that the most economically advantageous tenderer in accordance with the award criteria will be awarded the contract. If for any reason it is not possible to award the contract to the top scoring tenderer following the conclusion of this competitive process, or if having awarded the contract and during the tender validity period, the contracting authority terminates the contract, the contracting authority reserves the right to invite the next highest scoring tenderer on the basis of the terms advertised and as tendered by that party. This shall be without prejudice to the right of the contracting authority to cancel this competitive process and/or initiate a new contract award procedure at its sole discretion.

Awarding of the contract will be conditional upon the designated company agreeing to the terms and conditions contained in this Invitation to Tender document.

[bookmark: _Toc110950316][bookmark: _Toc397695690][bookmark: _Toc403055537][bookmark: _Toc516672458][bookmark: _Toc516743900][bookmark: _Toc165293440][bookmark: _Toc165377756][bookmark: _Toc237621305]2.3 Duration of the Contract
The contract will be awarded for 3-years, with the option to extend for two additional 12-month periods, subject to requirements, operational reviews (as applicable) and budget availability.

[bookmark: _Toc397695692][bookmark: _Toc516672459][bookmark: _Toc516743901][bookmark: _Toc165377762][bookmark: _Toc237621306]2.4 Timetable
The anticipated timetable for this tender process is set out below:

	Stage
	Indicative Timetable*

	Publication of Notice via Government Procurement Website www.etenders.gov.ie   
	25 August 2026

	Closing date for clarification questions to be received
	7 September 2026
12 noon (local time)

	All answered clarification questions to be issued to all interested parties via www.etenders.gov.ie
	8 September 2026

	Closing date for responses
	24 September 2026
12 noon (local time)



* It is Fáilte Ireland’s intention to abide by the dates above; however, Fáilte Ireland reserves the right to change these dates if necessary. 



3. [bookmark: _Toc165377763][bookmark: _Toc237621307]Scope Of Requirements
Fáilte Ireland requires a suitably experienced cybersecurity services provider for Cybersecurity Specialist Services. The services will include, but are not limited to, Managed Security Operations Centre (SOC), Managed Extended Detection and Response (XDR), threat detection and analysis, incident response, triage and escalation, vulnerability scanning, penetration testing, cybersecurity awareness sessions, cybersecurity advisory services, tabletop exercises and the provision of specific security related licences where required.

Fáilte Ireland has a SIEM (Microsoft Sentinel and Microsoft Defender XDR) in place for a number of years with all incidents managed in-house during office hours, 8am to 6pm Monday to Friday. All XDR alerts are currently logged automatically on the Service Desk (InvGate) with the priority low, medium and high. Incident Response policies, plans and playbooks are in place. 

The contract is expected to focus on enhancing Fáilte Ireland’s capability to monitor, detect, analyse, contain and respond to cybersecurity threats across its ICT environment. Fáilte Ireland operates a Microsoft-first environment, including Microsoft 365 Enterprise E5 security capabilities, Microsoft Defender, Microsoft Sentinel and associated cloud security tooling. The service provider must be capable of integrating with Fáilte Ireland’s current and future security architecture, including cloud, SaaS, endpoint, identity, network, firewall, email, server, and other relevant log sources.

Fáilte Ireland’s main office is in Dublin (Amiens Street) and provides services to approx. 450 – 500 users nationwide. The datacentre is located at the Revenue Data Centre in Dublin.
Fáilte Ireland has regionally located hub offices (Waterford, Cork, Galway, Sligo, Mullingar, Killarney, Limerick and Westport) and satellite Tourist Information Offices (approx. 20 to 30) some open seasonally, some full time).

The service provider must be capable of delivering services directly within Fáilte Ireland's Microsoft security environment. Fáilte Ireland will retain ownership and administrative control of its Microsoft security platforms, telemetry, incidents, analytics, configurations and associated service artefacts. The provider must not require migration to a supplier-owned SIEM or XDR platform as a condition of service delivery. The service provider must be capable of securely accessing and managing the environment using Microsoft-supported delegated administration mechanisms and least-privilege principles.

The service provider must demonstrate capability to support, maintain and optimise of Microsoft Sentinel, Microsoft Defender XDR and associated Microsoft security technologies, including the adoption of new features, capabilities and service enhancements throughout the contract term.

[bookmark: _Toc237530005][bookmark: _Toc237621308]Overview of Services Required

1. 24x7x365 Managed SOC, SIEM and XDR services, including analyst-led monitoring, alert triage, investigation, classification, prioritisation, escalation, response and recovery.
2. Threat detection and analysis, including detection of ransomware activity, malware, suspicious activity, indicators of compromise, anomalous behaviour and emerging cyber threats.
3. Configuration, tuning and continuous improvement of relevant log sources and monitoring use cases.
4. Incident response support, including containment, eradication, recovery, post-incident review, forensic support where required, lessons learned reporting and including an annual tabletop exercise.
5. Vulnerability scanning, penetration testing and technical assurance reviews across agreed internal, external, cloud, SaaS, application and infrastructure scopes.
6. Compliance and security control reviews, including assessment against relevant frameworks and standards such as NIST Cybersecurity Framework, National Cyber Security Baseline Standards, NIS2 aligned good practice, and other relevant public sector cybersecurity requirements.
7. Cybersecurity awareness sessions, including instructor-led targeted awareness training for the Executive Team, ICT teams and business areas such as Finance and HR.
8. Cybersecurity advisory and professional services and ad-hoc project support.
9. Provision, resale of cybersecurity-related licences, tools or subscriptions where required, including but not limited to awareness platforms, vulnerability management tooling, and other cybersecurity technologies.
10. Any value-add services in addition to the requirements above.
[bookmark: _Toc397695694]

4. [bookmark: _Toc165377764][bookmark: _Toc237621309]Instructions to Candidates
[bookmark: _Toc334526055]
1. [bookmark: _Hlk528163200]Queries
[bookmark: _Hlk3198733]All queries in relation to this tender must be sent by via the messaging option on www.etenders.gov.ie. Responses will be circulated to all candidates. The identity of the person making a query will not be disclosed when circulating the response.

All queries should be submitted before the date and time indicated in the tender notice, to enable responses to be issued to all interested Candidates prior to the deadline date for the receipt of applications.

If Candidates consider their query is of a confidential or commercially sensitive nature, the Candidates must mark the query as confidential. If Fáilte Ireland considers, at their sole discretion, that a query is not confidential, Fáilte Ireland will notify the Candidate of its decision, and the Candidate will have the opportunity to withdraw the query or re-submit it on a non-confidential basis.

2. Amendments to Tender Documentation
Tender Documentation including the attached Services Contract cannot be amended or deleted. Candidates are reminded that under no circumstances should they amend, add, or delete sections from the tender document or Services Contract which could interfere with or/change the interpretation of the requirement. If Candidates are found to have amended the documents in any way as part of their submission, Fáilte Ireland reserves the right to disqualify such tenders.

3.Tender Response
[bookmark: _Hlk3199067]Fáilte Ireland reserves the right, at its sole discretion, to extend the closing date for receipt of responses to this Pre-Qualification Questionnaire (PQQ) by giving notice in writing to Candidates before the original Closing Date expires. The deadline date for receipt of completed responses via www.etenders.gov.ie as indicated in the tender notice. 

[bookmark: _Hlk3199086][bookmark: OLE_LINK3][bookmark: OLE_LINK4]Candidates must be submitted via the ‘electronic tenderbox’ available on www.etenders.gov.ie. Only responses submitted to the electronic tenderbox will be accepted.  Responses submitted by any other means (including but not limited to, by email, fax, post, hand delivery, etc.) will NOT be accepted.

Candidates must ensure that they give themselves sufficient time to upload and submit all required tender documentation before the deadline (as defined in the tender notice). Candidates should take into account the fact that upload speeds vary. 
 
In order to submit a tender to the electronic tenderbox, candidates must ensure that they follow the necessary steps on the eTenders platform to ensure that their tender has been submitted properly, which includes ensuring that the “Submit” button has been clicked and receiving the following status: 
[image: A green screen with white text

AI-generated content may be incorrect.]
 
If you do not receive a message similar to above and an email directly to the inbox of the person who submitted the response, you have not formally submitted your tender. In the event that candidates need to modify or change any aspect of their tender before the tender deadline, the tender in its entirety will need to be re-submitted. Candidates should be aware that the “Submit” button will be disabled automatically at the tender deadline.

It is the responsibility of the tenderer to ensure that their response is uploaded and submitted correctly. For any technical difficulties with www.etenders.gov.ie please contact the eTenders helpdesk.

4. Tender Documents - Ambiguity, Discrepancy, Error, Omission
If you consider that you are missing any documents, the absence of which would prevent you from submitting a comprehensive tender, please email the Procurement Unit at procurement@failteireland.ie as soon as possible.

Candidates shall immediately notify Fáilte Ireland should they become aware of any ambiguity, discrepancy, error, or omission in the tender documents. Fáilte Ireland shall, upon receipt of such notification, notify all Candidates of its ruling in respect of any such ambiguity, discrepancy, error, or omission. Such ruling shall be issued in writing and shall form part of the tender document.

5. Qualification of Tenders
Please note that qualifications to a tender may be considered a counteroffer and may render the tender invalid.

6. Extension of Tender Period
Fáilte Ireland reserves the right, at its sole discretion, to extend the closing date for receipt of Tenders by giving notice in writing to Candidates before the original closing date.

7. Not Used

8. Cost of Preparation of Tender
Fáilte Ireland will not be liable for any costs incurred by Candidates in the preparation of Tenders or any associated work effort or attendance at meetings with Fáilte Ireland relating to the procedure. It is the responsibility of the Candidate to ensure that they are fully aware and understand the requirements as laid down in the tender document. Candidates will be responsible for any costs incurred by them in the event of their being required to attend clarification or other meetings.

9. Tender Validity Period
To allow sufficient time for tender assessment, a tender Validity period is required, as per Section A below, this period commencing on the closing date by which the stage 2 responses are returned.

10. Currency
Tender prices must be submitted in Euro only. All invoices and payments will be in Euro only.

11. Confidentiality
The distribution of the tender document is for the sole purpose of obtaining Tenders. The distribution does not grant permission or licence to use the document for any other purpose. 
Candidates are required to treat the details of all documents supplied in connection with the tender process as private and confidential. Similarly, Fáilte Ireland undertakes to use its reasonable endeavours not to disclose to third parties any confidential information received from Candidates, subject to its legal obligations. 

Personal data is collected and further processed under this ITT for the purpose only of the management and administration of Fáilte Ireland’s procurement procedures and in compliance with Failte Ireland’s statutory functions under the Tourist Traffic Acts 1939 to 2016 and Data Protection law. Tender responses and supporting documentation (e.g., contact email addresses) will be held for two years following completion of the tender process and in the case of a successful tenderer for seven years and six months from the termination of the contract.

Supplier and Contractor Privacy Statement available on www.failteireland.ie.

12. Conflict of Interest
Any conflict of interest involving a Candidate must be fully disclosed to Fáilte Ireland. Any registerable interest involving the Candidate and Fáilte Ireland or employees of Fáilte Ireland or their relatives must be fully disclosed in the tender or should be communicated to Fáilte Ireland immediately upon such information becoming known to the Candidate, in the event of this information only coming to their notice after the submission of a bid and prior to the award of the contract.  The terms registerable interest' and 'relative' shall be interpreted as per Section 2 of the Ethics in Public Office Act, 1995. Failure to disclose a conflict of interest may disqualify a Candidate or invalidate an award of contract, depending on when the conflict of interest comes to light.

13. Freedom of Information Act 
Each of the parties will undertake to use their reasonable endeavours to hold confidential any information received from the other party, subject to the Contracting Authority obligations under law, including (if applicable), the provisions of the Freedom of Information Act 2014. The Candidate will agree that, should it wish any confidential information supplied by it to Fáilte Ireland not to be disclosed, because of its commercial sensitivity, it will, when supplying such information, identify same and specify the reasons for its sensitivity. Fáilte Ireland will consult with the Candidate about such sensitive information before making a decision regarding release of such information under the Freedom of Information Act 2014. However, Fáilte Ireland will give no undertaking or assurance that such information will not be released under the provisions of the Freedom of Information Act 2014 and the final decision on whether or not to release such information rests with Fáilte Ireland or as set out in the Freedom of Information Act 2014. 

14. Tax Clearance Certificate
It will be a condition for the establishment of this contract that the Candidate can promptly produce and maintain a current Irish Tax Clearance Certificate. See Irish Revenue web site: www.revenue.ie

15. Irish Legislation
Candidates should be aware that national legislation applies in matters such as Employment, Working Hours, Official Secrets, Data Protection, Child Protection, Equality, Diversity and inclusion and Health and Safety. All relevant aspects of such legislation must be observed at all times by the successful Service Provider.

Candidates must also have regard to statutory terms relating to minimum pay and to legally binding industrial or sectoral agreements in preparing Tenders and apply these provisions if awarded the contract. 


16. Data Protection Laws
In this clause, “Data Protection Laws” means all applicable national and EU data protection laws, regulations and guidelines including but not limited to Regulation (EU) 2016/679 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing  Directive 95/46/EC (the “General Data Protection Regulation”), and any guidelines and codes of practice issued by the Office of the Data Protection Commission or other supervisory authority for data protection in Ireland from time to time.

Fáilte Ireland will be a data controller (where data controller has the meaning given under the Data Protection Laws) in respect of any personal data (where personal data has the meaning given under the Data Protection Laws) required to be provided by the candidate in response to this tender. 

The candidate, as data controller in respect of any personal data provided by it in its response, is required to confirm in the statement required under Tenderers Statement in section A5 below that all data subjects (where data subject has the meaning given under the Data Protection Laws) whose personal data is provided by the tenderer have consented to the processing of such personal data by the tenderer, the contracting authority, the evaluation team and the supplier of the etenders.gov.ie website, for the purposes of the participation of the tenderer in this competition  or that the tenderer otherwise has a legal basis for providing such personal data to the contracting authority for the purposes of its participation in this competition.  

17. Confidentiality of Evaluation  
After the official opening of Tenders, information relating to the examination, clarification, evaluation and comparison of Tenders and recommendations concerning this contract will not be disclosed to Candidates or any other persons save as required by law.

18. Determination of Responsiveness
After the official opening of Tenders, Fáilte Ireland or its staff or agents will determine whether each tender is substantially responsive to the requirements of the tender documents. If a material deviation exists that limits in any substantial way Fáilte Ireland rights or the Candidate’s obligations, the tender shall be rejected.

19. Clarification of Tenders
Without prejudice to the conduct of the procedure, to assist in the examination and comparison of Tenders, Fáilte Ireland may ask Candidates for clarification of aspects of their response, including a breakdown of the financial proposal or other information. 

20. Correction of Errors 
Detailed pricing of all Tenders will be examined for arithmetical errors and the following approach to the correction of such errors will apply:

a)	Where there is a discrepancy between amounts in figures and words the amount in words shall apply. 
b)	Where there is a discrepancy between the unit price and the total amount derived from the multiplication of the unit price and the quantity, the unit price as quoted will govern unless, in the opinion of Fáilte Ireland, there is a gross error in the unit price, in which event the total amount as quoted will govern.

The amount stated in the Form of Tender will be adjusted by Fáilte Ireland in accordance with the above procedure and, with the agreement of the Candidate, shall be considered as binding upon the Candidate. A Candidate not accepting the correction of their tender as outlined above may have their tender rejected. 

21. Interference
Any effort by the Candidate to unduly influence Fáilte Ireland, relevant agency personnel or any other relevant persons or bodies in the process of examination, clarification, evaluation, and comparison of Tenders and in decisions concerning this contract shall have their tender rejected. In accordance with Section 38 of the Ethics in Public Office Act 1995, any money, gift, or other consideration from a person holding or seeking to obtain a contract will be deemed to have been paid or given corruptly unless the contrary is proved.

22. Inducements to Purchase
Fáilte Ireland shall be entitled to disqualify a Candidate in the following circumstances:

a) if the Candidate has offered or given or agreed to give to any person any gift or consideration of any kind as an inducement or reward for doing or forbearing to do, or for having done or forborne to do, any action in relation to the obtaining or execution of this contract award procedure or showing or forbearing to show favour or disfavour to any person in relation to this contract award procedure or any other contract award procedure with Fáilte Ireland, or
b) if like acts have been done by any other person employed by the Candidate or acting on its behalf (whether with or without the knowledge of the Candidate).

The Competition Act 2002 makes it a criminal offence for Candidates to collude on prices or terms in a public Tendering procedure. Where Fáilte Ireland has reasonable grounds to believe that a Candidate may have been involved in collusion, it shall be entitled to exclude such Candidates from the competition at its sole discretion. 

23. Payment
Fáilte Ireland operates in accordance with the European Communities (Late Payment in Commercial Transactions) Regulations 2012 (S.I. 580 of 2012) and the European Communities (Late Payment in Commercial Transactions) (Amendment) Regulations 2016 (S.I. No. 281 of 2016) on combating late payment in commercial transactions.

Professional Services withholding Tax (if applicable), shall be deducted at the standard rate from any payment made by the Client for Services pursuant to any Purchase Order.

24. Law
Both the contracting Authority and the successful Candidate shall comply with Irish law and the jurisdiction of the Irish courts, which will govern the contract.

25. Copyright
Any programmes developed or used in the implementation of this Contract, and all material associated with this contract, will be owned by Fáilte Ireland and it is the responsibility of the Service provider to provide this to Fáilte Ireland on termination of the contract.

26. Terms of Payment & VAT
Payment will be made on receipt of invoices related to Purchase Orders issued by Fáilte Ireland. Following receipt of a Fáilte Ireland purchase order, the Service Provider shall send an invoice to Fáilte Ireland (indicating the relevant Purchase Order number) together with all other relevant supporting documentation as may be required. Payment shall be made within 15 days of receipt of a correct and appropriately vouched invoice at the Finance Division, Fáilte Ireland, provided there is no dispute in relation to the provision of the relevant Services. In the event of any such dispute, payment may be withheld in respect of any disputed amount until the dispute is resolved. All prices quoted must be exclusive of VAT.

27. Terms and Conditions of Contract
The form of agreement setting out the standard terms and conditions on which the services shall be provided by the successful Candidate(s) to Fáilte Ireland shall be in the form attached at Appendix 1 hereto (Supply of Services Contract). Candidates are required to review these terms and conditions and indicate their acceptance thereof as part of their tender submission.  
 
28. Proposal
Responses to this Pre-Qualification Questionnaire will be evaluated solely on the quality of the content of the proposal. In the event that the Candidate has previously provided services to Fáilte Ireland, they should not assume that Fáilte Ireland is aware of their ability to carry out the services required hereunder.  No recognition will be given for information previously submitted to Fáilte Ireland. The onus is on Candidates to ensure that their proposals are complete in every respect. 

29. References
Fáilte Ireland, at its sole discretion, may contact a Candidate in respect of any matter related to its tender and any of its contractors or suppliers, including visiting any reference sites that might be provided in the tender and may conduct any investigations necessary in connection with tenders submitted.

Fáilte Ireland reserves the right to seek references from any of the Candidate's customers, including Fáilte Ireland, whether or not the Candidate has listed such customers as referees.

30. Clarification Meetings 
Candidates may be required to attend a clarification meeting at which they will present their tender for the purpose of elaboration, clarification and/or aiding understanding. Candidates will be required to bear their own costs in respect of any such meeting. The date, location, and commencement time for Candidates’ meetings, if required, will be communicated to each Candidate separately.

31. Canvassing/Communications
No publicity regarding the services or the award of any contract will be permitted unless and until Fáilte Ireland has given express written consent to the relevant communication. For example, no statements may be made to the media regarding the nature of any tender, its contents or any proposals relating to it without the prior written consent of Fáilte Ireland. No unsolicited communications from Candidates will be entertained during the evaluation period. Candidates shall not directly or indirectly at any time canvass Fáilte Ireland or any employees or agents of Fáilte Ireland in relation to this procurement or attempt to obtain information from any of the employees or agents of Fáilte Ireland or their advisors concerning another Candidate or tender.

Where a Candidate has an existing relationship with Fáilte Ireland or its employees, the Candidate is advised that any discussions, correspondence, or other influences on the tender process may be treated as canvassing.

32. Sufficiency & Accuracy of Tender
Candidates will be deemed to have examined all the documents enclosed by their own independent observations and enquiries and will be held to have fully informed themselves as to the nature and extent of the requirements of the tender.

Candidates are cautioned to check the accuracy of their tender prior to submission. A tender found containing any obvious clerical errors or omissions may, at the sole discretion of Fáilte Ireland, be referred back to the Candidate for correction. Any subsequent adjustment(s) must be confirmed in writing. Fáilte Ireland reserves the right to disqualify incomplete tenders. 
[bookmark: _DV_M133][bookmark: _DV_M134]
32. Additional Documents
[bookmark: _Toc292438843][bookmark: _Toc315268642][bookmark: _Toc323898987][bookmark: _Toc345585618]Appendices, brochures, generic documents, embedded documents, and website links should not be included and will not be evaluated.

33. Notification of Tender Evaluations
[bookmark: _DV_M128]All Candidates will be informed electronically of the outcome of their tender following tender evaluation and subsequent clarifications (if any), as well as of any decisions reached regarding the award of contract. 
[bookmark: _DV_M129][bookmark: _Toc292438844][bookmark: _Toc315268643][bookmark: _Toc323898988][bookmark: _Toc345585619]
34. Period for lodging objections to the outcome of the tender evaluation
[bookmark: _DV_M130]Fáilte Ireland will undertake not to conclude the contract for a period of at least 14 days after the notification referred to in clause 31 above. This is called the ‘Standstill Period.’ 
[bookmark: _DV_M131][bookmark: _Toc292438845][bookmark: _Toc315268644][bookmark: _Toc323898989][bookmark: _Toc345585620]
35. Award of Contract
[bookmark: _DV_M132]Following the ‘Standstill Period’ Fáilte Ireland will conclude the contract with the top scoring Candidate emerging from this competitive process, subject to agreement between the parties.


[bookmark: _Toc165377765][bookmark: _Toc237621310]Section A – Qualification Questionnaire

	
· Each questionnaire is evaluated on the pass/fail & weighted criteria provided below under each heading in Sections A & B. The purpose of these criteria is to assess the capability of each tendering company to carry out the required services.  The criteria concern the qualities of the contractor, rather than the work to be carried out.
· Those who do not meet the requirements of the instructions to Candidates and criteria as detailed below will fail and not be considered for inclusion in the award process.
· Without prejudice to the principle of equal treatment, the contracting authority is not obliged to engage in a clarification process in respect of proposals with missing or incomplete information. Therefore, Candidates are advised to ensure that they return FULLY COMPLETED proposals in order to avoid the risk of elimination from the competition.



	Selection Criteria, Rules & Weightings 

	REF
	PASS/FAIL CRITERIA
	PASS REQUIREMENT

	
	Candidate’s Details
	Candidates must answer this section. If the Candidate is a grouping, then separate information must be completed for each group member. 

	A
	Electronic European Single Procurement Document
	Candidates must complete the Electronic European Single Procurement Document (eESPD) which is accessible via the Response Page on www.eTenders.gov.ie 

	A1
	Financial Capacity
	Candidates must declare below that they satisfy the financial and economic standing requirements set out below and they are able, upon request and without delay, to provide the supporting documentation to Fáilte Ireland in each case. 
(i) Turnover during any of the previous 3 financial years was at least €400,000.
(ii) Hold an up-to-date Tax Clearance Certificate.
NOTE #1: in the case of the Candidate being a grouping, the condition at (i) above may be satisfied by the group members as a whole.

	A2
	Insurance 
	Candidates must declare below that below they satisfy the minimum insurance requirements set out below and they are able, upon request and without delay, to provide the supporting documentation to Fáilte Ireland in each case:
[bookmark: Insurance](i)Employer’s Liability Insurance with indemnity limit of €13,000,000
(ii)Public Liability Insurance with an indemnity limit of €6,500,000
(iii)Professional Indemnity Insurance with an indemnity limit of €2,000,000
(iv) Cyber Liability Insurance with an indemnity limit of €5,000,000.

	A3
	Tender Validity Period
	Candidates must confirm their agreement to a 12-month Tender Validity Period, from receipt of the Stage II tender responses. 

	A4
	Data Protection
	Candidates must adhere to Irish and EU Data Protection Laws (including GDPR) when handling personal data.

	A5
	Tenderers’ Statement
	Candidates must complete and sign the form of Tenderers’ Statement 

	A6
	Training and Professional Development
	Candidates must provide information regarding the frequency and procedures in place for the training, continued professional education and development of your staff. 

	A7 
	SOC Operating Model
	Candidates must confirm security telemetry, logs, incidents, analytics rules, playbooks and all related security artefacts remain within the Fáilte Ireland tenant at all times. 

Candidates must confirm security telemetry, logs, incidents or related artefacts are not replicated, exported, processed or stored outside the Fáilte Ireland tenant as part of your service delivery model. 

	REF
	WEIGHTED CRITERIA
	MAX POINTS AVAILABLE
	MINIMUM RULE / ELIMINATOR
	MIN POINTS REQUIRED (60%)

	B1
	Human Resources
	100
	Candidates must demonstrate that they have at their disposal an appropriate number of suitably qualified resources to deliver the services required.
	60

	B2
	Technical Capability and Service Delivery Model
	200
	Candidates must demonstrate that they have at their disposal effective and efficient technical capability and model to deliver the services. Candidates must outline what if any Partnerships held.
	120

	B3
	Previous Experience 
	650
	Candidates must provide details of 3 contracts undertaken within the last 3 years that demonstrate your experience of successfully providing a service of similar scope, scale and complexity to the service anticipated under this contract. Be very clear what your organisation delivered under these contracts.
	390

	B4
	Quality Assurance Measures
	50
	Candidates must demonstrate that they have adequate measures in place to ensure the delivery of a quality service.
	30

	TOTAL
	1,000
	
	N/A
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For Information Purposes

	Candidates Details

	Name of Company:
	

	Company Registration Number:
	

	Legal Status: 
(If any e.g., Company (Ltd.), Partnership, Sole Trader, etc.)
	

	Address:


	

	Contact Person 
(For this project whom all correspondence regarding this application will be addressed via eTenders portal)
	

	Contact email
	

	Contact Mobile Number
	

	Please provide a brief company profile: 




	Consortia and Subcontractors

	Consortia: 
Where a group of undertakings (in whatever form and regardless of the legal relationship between them) come together to submit a Tender in response to this PQQ, Fáilte Ireland will deal with all matters relating to this tender through a single nominated entity authorised to represent all members of the group of undertakings. The Candidate must provide details of all members of the group of undertakings and their role in the Tender and clearly set out the contract details including name, title, telephone number, postal address and email address of the nominated entity authorised to represent the Candidate and to whom all communications shall be directed and accepted until this tender has been completed or terminated. Correspondence from any other person will NOT be accepted, acknowledged, or responded to. 

Prior to and as a condition of award of any contract, the successful Tenderer shall be required to designate a single entity who will carry overall responsibility for the contract (the “Prime Contractor”), irrespective of whether or not tasks are to be performed by a subcontractor or other consortium member.

	
	1.
	Is the Candidate part of a Consortium?
	Yes
	☐
	No
	☐

	
	Response: 


	2.
	If the Candidate is part of a Consortium, please provide details of all members of the group of
undertakings and their role in the Tender and clearly set out the contract details including name, title, telephone number, postal address and email address of the nominated entity authorised to represent the Candidate and to whom all communications shall be directed and accepted until this tender has been completed or terminated. (if not applicable please respond “N/A”)

	
	Response:



An ESPD must be completed for all members of the Consortium via the submission section on www.etenders.gov.ie.

	Company Name
	ESPD Included

	
	

	
	

	
	




	
Subcontracting:
Where the Candidate intends to subcontract any of the services, the Candidate is required to indicate the proportion of the contract which it intends possibly to subcontract in the space below, round to the nearest whole number. The Candidate is required to provide the name of the proposed Sub-Contractor entity and description of the services that will be provided by that Sub-Contractor in the sections below. 


	
	1.
	Please indicate the proportion of the contract which the services provider intends possibly to subcontract.

	
	Response: 	 %


	2.
	Please identify the main aspects of the contract being subcontracted which the Candidate intends possibly to subcontract.

	
	Response:




Candidates are required to list all Sub-Contractors that it may use in the performance of the Services in the table below together with the services to be provided by each. Please expand the table as necessary. 

An ESPD must be completed for all subcontractors via the submission section on www.etenders.gov.ie 

Candidates will be evaluated on the Technical Merits of the any proposed Sub-Contractors if shortlisted to Stage 2. 


	Sub-Contractor Name
	Description (details of services provided)
	ESPD Included

	
	
	

	
	
	

	
	
	



	Artificial Intelligence: 
Declaration and Warranty on the Use of Artificial Intelligence in the Preparation of the Tenderer’s Response

	Fáilte Ireland is aware that Large Language Models and Generative Artificial Intelligence (collectively “AI Tools”) are being used extensively in the preparation of responses to tenders in both the Public and Private Sectors. In responding to this competition, tenderers are required to declare if and where AI Tools have been used to draft, develop, inform or augment any part of their Responses. While the use of AI Tools in responding to this competition is not prohibited, it is necessary that tenderers maintain control of and responsibility for their response and that they confirm as much to the Contracting Authority.

It should be noted that the evaluation team will assess responses to this tender based on the information provided by the tenderer regardless of how the response was generated. Any declarations made on the use, or non-use, of AI Tools will not influence the evaluation process or outcome.

However, should the Contracting Authority determine that any declaration made in this regard by the Tenderer is incomplete or has been incorrectly or inaccurately completed, then the Tenderer’s Response may be deemed to be non-compliant and will not be evaluated. Tenderers are required to provide responses to the following questions:

	Have AI Tools been used in the preparation of any part of this tender response?
	☐ Yes ☐ No

	If Yes:

	Provide details regarding the use of AI Tools (e.g., drafting text, data analysis, generating images, proofreading):
	

	Describe the measures taken to ensure human oversight and validation of any AI-generated content in your Tender response:
	

	If AI Tools were used for data analysis or generating content, identify the sources of data used and explain how you ensured the data's accuracy, reliability, and ethical use:
	

	The Tenderer confirms that all elements of the Response generated or informed by AI Tools have been validated and the Tenderer warrants that, if it is successful in this Competition, it can deliver all elements of the Response to the standard and in the way described in the Response at the proposed price.
	☐ Yes ☐ No




Section A – Pass/Fail Criteria

A: Electronic European Single Procurement Document

Candidates must complete the Electronic European Single Procurement Document (eESPD) in full, which is accessible via www.eTenders.gov.ie:
  
	
	Answer

	The economic operator declares that it satisfies the required pass/fail criteria in A for this Competition as set out in the Electronic European Procurement Single Document (eESPD) and submitted same:
	Yes
	☐
	No
	☐



A1: FINANCIAL CAPACITY

Candidates must declare that they satisfy the minimum financial and economic standing requirements set out above and they are able, upon request and without delay, to provide the supporting documentation to Fáilte Ireland in each case. 

Financial and economic standing requirements:

(i) Turnover during any of the previous 3 financial years as specified above. 
(ii) The tender holds an up-to-date Tax Clearance Certificate.

NOTE: in the case of the Candidate being a grouping, the condition at (i) above may be satisfied by the group members as a whole.

	
	Answer

	The economic operator declares that it satisfies the required pass/fail criteria A1 for this Competition as set out:
	Yes
	☐
	No
	☐



A2: INSURANCE REQUIREMENTS

Candidates must declare that they satisfy the minimum insurance requirements set out below and they are able, upon request and without delay, to provide the supporting documentation to Fáilte Ireland in each case.
Minimum insurance requirements:

(i)Employer’s Liability Insurance with indemnity limit of €13,000,000*
(ii)Public Liability Insurance with an indemnity limit of €6,500,000*
(iii)Professional Indemnity Insurance with an indemnity limit of €2,000,000
(iv) Cyber Liability Insurance with an indemnity limit of €5,000,000
*for each and every claim.

	Meeting all required Pass/Fail criteria
	Answer

	The economic operator declares that it satisfies the required pass/fail criteria A2 for this Competition as set out:
	Yes
	☐
	No
	☐
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NOTE: If you feel any of these are not applicable, please provide an explanation. 

If you do not have the required levels in place currently, please confirm here that you can obtain this level of cover and put it in place should you be successful:


Signature:                                                                                                          

A3: TENDER VALIDITY PERIOD

To allow sufficient time for tender assessment, a Tender Validity Period of 12 months is required, this period commencing on the closing date by which the Tenders are to be returned. Agreement to the Tender Validity Period should be confirmed by the Candidate.

	
	Answer

	The economic operator confirms its agreement to the Tender Validity Period of 12 months
	Yes
	☐
	No
	☐



A4: DATA PROTECTION

Candidates must adhere to Irish and EU Data Protection Laws (including GDPR) when handling personal data and must confirm below. 

Candidates must provide any supporting documentation required without delay when requested by the Contracting Authority.

	
	Answer

	Does the tenderer comply with Irish and EU Data Protection Laws (including GDPR) when handling personal data. 
	Yes
	☐
	No
	☐




A5: TENDERERS’ STATEMENT

TO:  Fáilte Ireland – The National Tourism Development Authority (the “Contracting Authority”)
RE: Request for Tenders for Cybersecurity Specialist Services

Having examined your Invitation to Tender (the “ITT”) including the Instructions to Candidates, the Pass/Fail and Award Criteria, the Requirements and Specifications, and the Terms and Conditions of the Services Contract, we hereby agree and declare the following:

1. We understand the nature and extent of the services required to be delivered as described in Requirements and Specifications within this document and any relevant attachments.
2. We accept all of the Terms and Conditions of the PQQ and ITT, the Contract and if applicable, the Confidentiality Agreement and agree if awarded a Contract to execute the Contract at Appendix 1. 
3. We acknowledge and agree that Fáilte Ireland will not enter into negotiations in respect of these Standard Terms and Conditions and confirm that we will not seek to amend the Terms and Conditions.
4. We accept all Pass/Fail and Weighted Criteria as set out in the PQQ and the Award Criteria that will be set out in the ITT.
5. We agree to provide the Contracting Authority with the services in accordance with the PQQ, the ITT and our Tender.
6. We agree that, if awarded any Contract, we shall, in the performance of such contract, comply with all applicable obligations in the fields of equality, diversity and inclusion and environmental, social, and labour law. 
7. We confirm that we have complied with all requirements as set out in this PQQ and ITT.
8. We confirm that all prices quoted in our Tender will remain valid for the period of time commencing from the Tender Deadline, as specified in A3 of the Pass/Fail Criteria within this PQQ.
9. We shall, if awarded any Contract under this tender process, have in place on the Effective Date of the Contract, all insurances (if any) as required by the PQQ.
10. We confirm that all Data Subjects whose Personal Data is provided in our Tender, have consented to the processing of such personal Data by us, the Contracting Authority, the Evaluation Team and the supplier of the etenders.gov.ie website, for the  purposes of our participation in this Competition or that we otherwise have a legal basis for providing such Personal Data to the Contracting Authority for the purposes of our participation in this Competition and that we will provide evidence of such consent and/or legal basis to the Contracting Authority upon request. 

If I am signing this document on behalf of a company or other form of organisation, I hereby confirm that I am authorised to sign this document on behalf of such company / organisation and I have full power and authority to bind the company / organisation to the terms of this document and in particular this Section A5.

	
Signed by the Candidate

	


	For and on Behalf of
	


	Date

	



A6: TRAINING AND PROFESSIONAL DEVELOPMENT

Candidates must provide information regarding the frequency and procedures in place for the training, continued professional education and development of your staff. 

(Please expand this box as necessary)







A7: SECURITY OPERATING CENTRE (SOC) OPERATING MODEL

Candidates must confirm that the core managed SOC, SIEM and XDR services can be delivered directly within Fáilte Ireland’s Microsoft security environment. Fáilte Ireland’s preferred operating model is delivery directly within the Fáilte Ireland Microsoft security environment without dependency on supplier-owned SIEM, XDR or security monitoring platforms

Pass Requirement: Candidates must confirm that the delivery of core SOC, SIEM and XDR services does not require the use of a supplier-owned SIEM, XDR, SOC platform or security monitoring platform. Failure to satisfy this requirement will result in exclusion from the competition.

Candidates must confirm that:
· Fáilte Ireland will retain ownership and administrative control of all Microsoft security platforms, telemetry, incidents, analytics rules, playbooks, configurations and related security artefacts.
· The delivery of services does not require migration of security telemetry, logs or incidents to a supplier-owned SIEM, XDR or security monitoring platform.
· Access to the Fáilte Ireland environment can be provided using Microsoft-supported delegated administration mechanisms and least-privilege principles.
· Any processing, replication, export or storage of Fáilte Ireland security data outside the Fáilte Ireland tenant is fully declared within the response and is subject to Fáilte Ireland approval.

	
	Answer

	Can your organisation deliver monitoring, investigation, threat hunting, incident management, detection engineering and response activities directly within Fáilte Ireland’s Microsoft Sentinel, Microsoft Defender XDR and Microsoft Defender Portal environment?
	Yes
	☐
	No
	☐

	(Please expand this box as necessary)







	
	Answer

	Does your service delivery model require the use of any supplier-owned SIEM, XDR, SOC platform, security data lake, monitoring platform, investigation platform, case management platform, ticketing platform, analytics platform or other supplier-hosted security tooling?

	Yes
	☐
	No
	☐

	(Please expand this box as necessary)














[bookmark: _Toc237621311]Section B – Weighted Criteria

B1: HUMAN RESOURCES
Candidates must demonstrate that they have at their disposal, an appropriate number of suitably qualified resources to deliver the services.

The purpose of this section is to identify whether the Candidate has at its disposal the appropriate number of suitably qualified and experienced human resources to fulfil this contract. Candidates are reminded that they may rely on the resources of other entities on condition that they are fully described and can prove that they will have these resources at their disposal when required. Please expand the relevant boxes below to include the full skillset for your company. Candidates are to clarify if any of the proposed resources are employed by sub-contractors and provide details of the exact numbers for such persons.

At this stage, candidates are not being asked to propose the specific personnel for the delivery of the contract. This information will be requested only at tender stage when Candidates can make an informed decision based on the detailed specification provided and the availability of the Candidate’s appropriate personnel. Please confirm that your company has the minimum numbers of resources for each role and note that the minimum number of resources listed in the table below does not necessarily represent the actual number of resources required for this service.

Candidates must provide information regarding total number of resources available in your entity in the table below.
	
	Current Year
	Previous Year
	Minimum Number Required

	Penetration Tester
	
	
	2

	Security Awareness Trainer
	
	
	2

	Security Consultant
	
	
	2

	SOC Analyst, Tier 1
	
	
	10

	SOC Analyst, Tier 2
	
	
	10

	Senior SOC Analyst 
	
	
	3

	Incident Response / Digital Forensics Specialist
	
	
	3

	SOC Team Lead 
	
	
	2

	Onboarding Project Manager
	
	
	1

	Account/Service Delivery Manager
	
	
	1

	Total number of suitably qualified and experienced resources 
	
	
	36





B2: TECHNICAL CAPABILITY AND SERVICE DELIVERY MODEL
Candidates must demonstrate that they have the organisational, technical and operational capability to deliver services of the nature described in the Scope of Requirements in Section 3. 

Candidates should distinguish between capabilities delivered directly by the Candidate and those delivered by consortium members or subcontractors. 

B2.1 Microsoft Security Operations Capability
Provide details of your organisation's experience delivering security services using Microsoft security technologies.
Include details of:

· Microsoft Sentinel
· Microsoft Defender XDR
· Microsoft Defender for Endpoint
· Microsoft Defender for Identity
· Microsoft Defender for Office 365
· Microsoft Defender for Cloud Apps
· Microsoft Entra ID security monitoring
· Microsoft Security Copilot (where used)
· Microsoft Defender Portal (Unified Security Operations)

Candidates must provide evidence of any Microsoft Security-related designations, specialisations and certifications held by the organisation.
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B2.2 Security Operations Centre Capability

Candidates must demonstrate their capability to deliver 24x7x365 managed security operations services.

Include:
· SOC operating locations
· 24x7x365 monitoring capability
· Analyst-led monitoring and investigation
· Threat hunting capability
· Incident response capability
· Digital forensics capability
· Operational resilience arrangements

Candidates should clearly distinguish between services delivered by the Candidate and those delivered through subcontractors or consortium members.

(Please expand this box as necessary)





B2.3 Technical Capability and Service Delivery

Candidates must demonstrate their capability to provide services comparable to those outlined in 

B2.3 Scope of Requirements.

Please include details on:

· Threat detection and monitoring
· Incident triage and escalation
· Vulnerability scanning
· Penetration testing
· Security awareness services
· Cybersecurity advisory services
· Compliance and security assurance reviews
· Support for Microsoft-centric environments
· Any additional value-add services

(Please expand this box as necessary)






Please specify if any additional value-add services are included in addition to the services stated in Section 3.






B3: PREVIOUS EXPERIENCE

Candidates must provide details of 3 contracts undertaken within the last 3 years that demonstrate your experience of successfully providing a service of similar scope, scale and complexity to the service anticipated under this contract. A minimum of one contract should be a public sector body in Ireland. Be very clear what your organisation delivered under this contract. A contract means an appointment in writing between the Candidate and the Client in respect of a specific project. 

All fields should be completed in full. In the event that the information requested on the value of contracts or identity of clients is considered confidential, Candidates must ensure that they provide sufficient information to allow the contracting entity to judge the similarity of these contracts to the services required.

If Fáilte Ireland is being used as a contract, the other contract(s) must be external to Fáilte Ireland. Any of these may be checked for references.

	Contract 1: 
	Contract Title

	Start Date - End Date
	

	Client Name & address
(Note: where name is confidential, please indicate nature / type of client and location)
	

	Client contact person:
	
	Phone no:
	

	No. of employees (min. 300)
	

	Nature and scope of the Contract
Note: If the Contract formed part of a wider project where others were involved, please state your role within the overall project and how you interacted with the others involved.
	

	Details of Services provided to the Client. Provide details on the SOC operating model, and how you ensure it is staffed 24/7/365
– state how many SOC analysts in attendance L1-L4 (not on call for the service)
	

	Approx. Annual Value € of the Services provided under the Contract excl. VAT
	

	Please indicate in detail the extent to which this Contract is comparable with the Services required by Fáilte Ireland as detailed in section 3 Scope of Requirements.
	

	Provide details on SOC locations for the service.
	

	Provide details on SOC certifications.
	

	Provide details on Incident Response services and the SLA response time for P1.
	

	Provide a detailed description of the onboarding plan, including customer effort, timelines, and deliverables.
	



	Contract 2: 
	Contract Title

	Start Date - End Date
	

	Client Name & address
(Note: where name is confidential, please indicate nature / type of client and location)
	

	Client contact person:
	
	Phone no:
	

	No. of employees (min 300)
	

	Nature and scope of the Contract
Note: If the Contract formed part of a wider project where others were involved, please state your role within the overall project and how you interacted with the others involved.
	

	Details of Services provided to the Client. Provide details on the SOC operating model, and how you ensure it is staffed 24/7/365
– state how many SOC analysts in attendance L1-L4 (not on call for the service)
	

	Approx. Annual Value € of the Services provided under the Contract excl. VAT
	

	Please indicate in detail the extent to which this Contract is comparable with the Services required by Fáilte Ireland as detailed in section 3 Scope of Requirements.
	

	Provide details on SOC locations for the service.
	

	Provide details on SOC certifications.
	

	Provide details on Incident Response services and the SLA response time for P1.
	

	Provide a detailed description of the onboarding plan, including customer effort, timelines, and deliverables.
	




	Contract 3: 
	Contract Title

	Start Date - End Date
	

	Client Name & address
(Note: where name is confidential, please indicate nature / type of client and location)
	

	Client contact person:
	
	Phone no:
	

	No. of employees (min 300)
	

	Nature and scope of the Contract
Note: If the Contract formed part of a wider project where others were involved, please state your role within the overall project and how you interacted with the others involved.
	

	Details of Services provided to the Client. Provide details on the SOC operating model, and how you ensure it is staffed 24/7/365
– state how many SOC analysts in attendance L1-L4 (not on call for the service)
	

	Approx. Annual Value € of the Services provided under the Contract excl. VAT
	

	Please indicate in detail the extent to which this Contract is comparable with the Services required by Fáilte Ireland as detailed in section 3 Scope of Requirements.
	

	Provide details on SOC locations for the service.
	

	Provide details on SOC certifications.
	

	Provide details on Incident Response services and the SLA response time for P1.
	

	Provide a detailed description of the onboarding plan, including customer effort, timelines, and deliverables.
	





B4: QUALITY ASSURANCE MEASURES
Candidates must demonstrate that they have adequate measures in place to ensure the delivery of a quality service. 

(a) Internal Policy
Describe the quality assurance framework, policies, procedures and governance arrangements used to ensure the consistent delivery and continuous improvement of cybersecurity services. Include details of service reviews, corrective actions, customer feedback mechanisms and continual improvement processes.

(Please expand this box as necessary)












(b) Third-Party Certification 

Provide details of all relevant certifications held by the organisation and the proposed SOC environment, including the scope and expiry date of each certification.

Examples may include:
· ISO 27001
· ISO 9001
· ISO 20000-1
· SOC 2 Type II

(Please expand this box as necessary)







	Date of certification
	

	Name of certification body
	

	Scope of certification
	

	Name of person responsible for quality management
	




	Certificate

	Tick if attached
	



[bookmark: _Toc31094985][bookmark: _Toc38638465](c) Independent Assurance

Describe any independent audits, assessments or assurance reviews undertaken in the last three years relating to the security, quality or operation of the services offered.


(Please expand this box as necessary)
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Section C – Data Protection

Please answer all the questions, if the answer is ‘not applicable’ please indicate this by stating N/A.

	1. Service Description and Data Flow: Describe how the proposed service will receive, process, store, transmit and dispose of personal data throughout the service lifecycle. Include:
· Data inputs and outputs.
· System architecture overview.
· Integration points.
· Data flow between systems.
· Any third-party hosted components.

	




	2. Personnel Security: Describe the measures used to ensure personnel handling personal data are trustworthy and appropriately trained. Include:
· Recruitment screening.
· Confidentiality obligations.
· Security vetting (where applicable).
· Ongoing training.
· Leaver management processes.

	




	3. Data Location and International Transfers

Processing and Storage Locations: Provide a complete list of all countries where personal data may be:
· Processed.
· Stored.
· Backed up.
· Accessed remotely.
· Supported or administered.
Include both primary and secondary locations

International Transfers: State whether any personal data will be transferred, accessed, stored or processed outside the EEA. Yes:  ☐ No:  ☐ 
If yes:
· Identify all relevant countries.
· Explain the purpose of each transfer.
· Identify the data involved.
· Describe who will receive the data.

Transfer Mechanisms: Where transfers outside the EEA occur, describe the transfer mechanism(s) that will be used. Specify whether the transfer relies on:
· European Commission Adequacy Decision.
· Standard Contractual Clauses (SCCs).
· Binding Corporate Rules (BCRs).
· Approved Certification Mechanism.
· Approved Code of Conduct.
· Article 49 GDPR Derogation.
· Other lawful mechanism (specify).

Transfer Risk Assessment: Describe the assessment performed to determine whether transferred data receives an equivalent level of protection. Your response should include:
· Whether a Transfer Impact Assessment (TIA) has been completed.
· Frequency of review.
· Consideration of local surveillance or disclosure laws.
· Any supplementary technical, contractual or organisational measures adopted.

EU/EEA Data Residency: Can the proposed service operate with all personal data remaining exclusively within the EU/EEA? Yes:  ☐ No:  ☐
If yes, describe how this is achieved.
If no, explain the limitations and identify any processing activities that cannot be confined to the EU/EEA.

	




	4. Sub-processors and Third Parties

Sub-processor Register: Provide details of all sub-processors or third parties that may process, access or store personal data. For each sub-processor provide:
· Legal name.
· Service provided.
· Processing purpose.
· Processing location.
· Storage location.
· Whether data leaves the EEA.

Due Diligence and Oversight: Describe how you assess, appoint and monitor sub-processors. Include:
· Security assessments.
· GDPR assessments.
· Contractual requirements.
· Audit rights.
· Ongoing monitoring arrangements.

Change Control: Describe your process for appointing new sub-processors. Include:
· Notification process.
· Approval process.
· Typical notice periods.
Customer objection rights.

	




	5. Retention, Return and Secure Deletion

Retention Framework: Describe your retention policy for all personal data processed under the contract. Include:
· Retention periods.
· Business justification.
· Legal or regulatory requirements.
· Review processes.

End of Contract Arrangements: Describe your process for returning, transferring or disposing of personal data at contract expiry or termination. Include:
· Timescales.
· Handover arrangements.
· Format of returned data.
· Verification procedures.

Secure Deletion: Describe how personal data is permanently deleted or irreversibly anonymised. Include:
· Methods used.
· Systems affected.
· Verification procedures.
· Destruction standards applied.

Backup Deletion: Explain how personal data contained within backups is managed following deletion requests or contract termination.

Deletion Certification: Confirm whether you can provide formal deletion certification or written confirmation of destruction upon request. Yes:  ☐ No:  ☐
If yes, describe the information that will be provided.

	



	6. Data Subject Rights Assistance and Personal Data Breaches

Data Subject Rights Support: Describe how you support the Authority in responding to:
· Access requests.
· Rectification requests.
· Erasure requests.
· Restriction requests.
· Portability requests.
· Objection requests.

Data Discovery and Retrieval: Describe the tools, systems and processes used to identify and locate personal data quickly. Include:
· Search capabilities.
· Record indexing.
· Audit trail functionality.
· Data mapping arrangements.

Response Times: Provide your typical and contractual response times for assisting with data subject requests.

Personal Data Breaches: Describe your breach detection, escalation and notification process. Include:
· Investigation approach.
· Internal escalation arrangements.
· Customer notification timelines.
· Information provided to the Authority.
· Post-incident review activities.

	



	7. Governance, Accountability and Compliance

Data Protection Governance: Describe your overall data protection governance framework. Include:
· Accountability arrangements.
· Policies and procedures.
· Risk management processes.
· Records of processing activities.

Data Protection by Design and Risk Assessment: Describe how privacy and data protection requirements are incorporated into service design. Include:
· Privacy by Design principles.
· Data Protection Impact Assessments.
· Security risk assessments.
· Change management processes.
· New product and service reviews.

Audit and Compliance Assurance: Describe the assurance mechanisms used to demonstrate ongoing compliance. Include:
· Internal audits.
· External audits.
· Compliance monitoring.
· Customer audit rights.
· Remediation tracking.

Data Protection Officer: Confirm whether you have a Data Protection Officer or equivalent privacy lead. Yes:  ☐ No:  ☐
If yes, provide:
· Role title.
· Reporting structure.
· Responsibilities.

Training and Awareness: Describe how staff receive and maintain data protection training. Include:
· Mandatory training requirements.
· Frequency.
· Contractor training.
· Role-based privacy training.

	







	Signed by the Tenderer
	




	Title

	

	For and on Behalf of
	


	Date
	






[image: Icon

Description automatically generated]		
Fáilte Ireland’s Pre-Qualification Questionnaire – V3
   Page 1
Fáilte Ireland’s Procurement Policy - May 2021                                                                              
   Page 1

image1.png




image2.jpeg




image3.png
COMPLETION

(o) BB

STATUS

Submitted




image4.png
An tUdaras NaisiUnta
* al Ite Forbartha Turasoireachta
National Tourism
Ireland Development Authority





image5.png




