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Clarification Responses – CFT 8732511: Cyber Security Consultancy and Technical Services

1. Can the Department confirm the SIEM platform currently in use (e.g. Microsoft Sentinel or alternative), including the current licensing model and any existing content such as analytics rules, workbooks and playbooks?
Microsoft Sentinel is provided through a landing zone but is not fully operational, as no MSSP is currently in place. No security runbooks or playbooks exist, as we don’t currently have an MSSP.

2. Approximately how many log sources are currently onboarded to the SIEM, and what is the current daily log ingestion volume (GB/day or EPS)?
Data connectors are set for Microsoft Defender for Cloud, Network Security Groups, Azure Activity, Entra ID, and Azure Monitor. There is currently no NSG flow logs configured to capture ingress and egress IP traffic.

3. Are there any planned SIEM platform changes during the contract term?
No plans to change SIEM provider, but the successful tenderer will assist DCDE in making changes and configuring/optimising the current SIEM solution. 


4. Endpoint Detection and Response 
(i) Which EDR/MDR platform(s) are currently deployed across endpoints and servers?
(ii) Approximately how many:
· user endpoints 
· servers
· cloud workloads
· mobile devices
are currently protected?
This MSSP will not cover users' devices, mobiles, etc., as that is on a centralised government tenant and is out of scope for this work. The scope will be our tenant hosting our Line of Business apps, with some VMs acting as jump boxes or gateways. Barracuda firewalls are deployed as VMs. Most capacities are combined serverless processes, such as Fabric, Power Pages, and Power Apps. There are roughly 800 users on our tenant. 

5. Identity: What identity platforms are currently in use (Entra ID, Active Directory or hybrid), and approximately how many user, privileged and service accounts are within scope
We have a cross-tenant B2B connection to our main tenant, which is centrally hosted within the government networks and is out of scope. We get our identities from AD, which provides SSO. Roughly 800 users, then a small number of service accounts, PIM is in operation and RBAC. There are also roughly 150 users with guest access from another government department, and a small number of contractors with accounts. 

6. Existing Environment: Could DCDE provide a high-level overview of the current infrastructure estate, including:
· On-Premises
An on-premises tenant under the remit of a central government department provides us with several line-of-business applications, desktop services, and 365. Through it, a cross-tenant B2B connection provides SSO and cross-tenant synchronisation to our cloud applications and other workloads.

· Azure
The Department’s tenant houses both Azure tenant and Fabric functions. We have 6 divisions in our department, each of which will consume data resources from the Fabric tenant.

· Microsoft 365
Out of scope, but there are some E3, E5, etc licenses on the tenant, but most 365 licenses are provided through the B2B sync.

· Other Cloud platforms
The department doesn’t currently have a detailed software register, but most LOB apps are Azure-based. 

7. Approximately how many critical business applications are expected to be monitored under the MSSP service?
4-5 line-of-business apps with a fabric environment as well. 

8. Can DCDE provide an indicative asset inventory covering:
· users
· endpoints
· servers
· cloud resources
· applications
· network devices?
At this time, an asset register cannot be provided; only an overview, as provided above, can be provided.

9. MSSP Scope: Does the baseline business-hours monitoring include proactive threat hunting throughout the day, or only investigation of generated alerts?
Initial work will focus solely on investigating generated alerts, but as our cyber maturity progresses, this may transition to proactive threat hunting.

10. Outside business hours, what constitutes a "critical alert" requiring emergency response?
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These would have to be agreed with the MSSP partner in place, but the attached guide would likely be a good approach. 

11. Are incident response hours expected to be included within the baseline service or consumed from the incident response retainer?
Both options are acceptable, but the investigation of certain critical alerts outside of hours should also be considered part of the response. (to be defined as part of the SLA/Contract)

12. What service levels are expected for:
· alert acknowledgement
· triage
· customer notification
· containment
· escalation?
This is not currently defined, but we will work with the successful MSSP provider to agree on this and include it in the SLA/Contract.

13. Existing Processes: Does DCDE currently operate documented:
· incident response playbooks
· escalation procedures 
· major incident processes –
· cyber crisis management plans?
The development of the following items is underway:
. Business Continuity Documentation
. Business Continuity Plan
. Disaster Recovery Plan
. Crisis Management Plan
. Incident Management Plan.

14. Is there an existing ITSM platform that the MSSP must integrate with? If so, which platform?
None currently exists.

15. NIS2 Programme: Can DCDE provide the completed NIS2 readiness assessment and associated gap analysis to enable accurate estimation of the implementation effort?
A full NIS2 readiness assessment has been completed and can be shared in due course.

16. Approximately how many recommendations remain outstanding from the NIS2 readiness assessment?
The recommendations from the gap analysis are grouped into 8 initiatives, 4 of which are still outstanding. 

17. Have any external audits or penetration tests identified additional remediation items that are expected to form part of this contract?
Several pen tests have been conducted against our cloud environment and applications, and the results could be shared. Infrastructure and development partners have already been informed of the results.

18. Compliance: Which are already implemented?
This is covered by section 1.2 of the RFT.

19. Are there specific compliance deadlines that the successful tenderer must support?
This is covered by section 1.2 of the RFT.

20. Threat Intelligence: Does DCDE currently subscribe to any commercial cyber threat intelligence services?
No. But we do receive NCSC-provided threat intelligence.

21. Are there existing requirements for reporting against MITRE ATTaCK or Cyber Kill Chain frameworks?
None.

22. Reporting: Can DCDE provide examples of the monthly and quarterly reports expected under the contract?
These reports don’t currently exist, so generating them in an agreed format will be for the MSSP and DCDE to agree on. 

23. Are executive dashboards already available within the existing SIEM platform?
Yet to be implemented.

24. Transition: Is an incumbent supplier currently delivering any or all of the consultancy or MSSP services?
There is no existing MSSP under contract with the Department, just a current provider for NIS2 gap analysis and cybersecurity consultancy services. 

25. If yes, will transition assistance be available from the incumbent?
The current partner has offboarding support as part of their contract; this work focuses on cybersecurity governance, NIS2 gap analysis, and compliance. No current provider is in place for MSSP.

26. Log Sources: Could DCDE provide an indicative list of in-scope log sources together with an estimate of any additional log sources expected during the contract?
Log sources might include Microsoft Defender for Cloud, Network Security Groups, Azure Activity, Entra ID, and Azure Monitor. 

27. Optional 24x7 Service: If the optional 24×7 monitoring service is invoked during the contract, would this be expected to replace the baseline service or operate as an uplift from the existing business-hours service?
Both approaches are acceptable, but this would depend on future needs under the Irish Cybersecurity Bill or NCSC guidance. 

28. Pricing: Are the mandatory threat hunting, MDR/EDR integration and incident response retainer expected to be delivered as fixed-price services, or may they be supported through draw-down consultancy days where appropriate?
Both options are agreeable; it would just have to be included in detail in the tender response.

29. Can DCDE confirm whether travel and on-site attendance should be included within the fixed-price services or priced separately?
Travel and on-site attendance will be needed for a small number of meetings or for incident response exercises. This should be included in the costing, but is likely to be limited to ad hoc meetings or exercises. Attendance at on-site meetings in Dublin only, as needed, should be included. 

30. Is there an incumbent MSSP and can service metrics be shared?
There is no existing MSSP under contract with the Department, just a current provider for NIS2 gap analysis and cybersecurity consultancy services.  

31. Are Power Platform, SharePoint and Fabric logs already onboarded to the SIEM?
Microsoft Sentinel is provided via a landing zone, but is not fully operational, as no MSSP is currently in place. Data connectors are set for Microsoft Defender for Cloud, Network Security Groups, Azure Activity, Entra ID, and Azure Monitor. There is currently no NSG flow logs configured to capture ingress and egress IP traffic.  

32. What are the required response SLAs?
This is not currently defined, but we will work with the successful MSSP provider to agree on this and include it in the SLA/Contract.

33. Can DCDE provide a current-state security architecture and technology stack, including SIEM, EDR/XDR, vulnerability management and perimeter security technologies?
Microsoft Sentinel is provided via a landing zone, but is not fully operational, as no MSSP is currently in place. Data connectors are set for Microsoft Defender for Cloud, Network Security Groups, Azure Activity, Entra ID, and Azure Monitor. There is currently no NSG flow logs configured to capture ingress and egress IP traffic.  

34. Can DCDE provide the NIS2/CyFun gap assessment outputs that the successful supplier is expected to remediate?
A full NIS2 readiness assessment has been completed and can be shared in due course.  Details on this are covered in section 1.2 of the RFT.

35. Can DCDE provide indicative estate sizing (users, endpoints, servers, applications, log volume and security tooling inventory) to support accurate resource and service effort estimation?
We have a cross-tenant B2B connection to our main tenant, which is centrally hosted within the government networks and is out of scope. We get our identities from AD, which provides SSO. Roughly 800 users, then a small number of service accounts, PIM is in operation and RBAC. There are also roughly 150 users who have guest access from another government department, and a small number of contractor accounts. This MSSP will not cover users' devices, mobiles, etc., as that is on a centralised government tenant and is out of scope for this work. The scope will be our tenant hosting our Line of Business apps, with some VMs acting as jump boxes or gateways. Barracuda firewalls are deployed as VMs. Most capacities are combined serverless processes, such as Fabric, Power Pages, and Power Apps.

36. Current Security Operations and Tooling: What SIEM platform is currently deployed within DCDE?
Microsoft Sentinel is provided via a landing zone, but is not fully operational, as no MSSP is currently in place.

37. What are the current log ingestion volumes (daily/monthly) and retention requirements?
Scheduled log ingestion and review are not currently performed, and the MSSP will be responsible for working with DCDE to define the schedule and scope of this ingestion.

38. What security technologies are currently deployed, including but not limited to:
· Microsoft Sentinel
· Microsoft Defender XDR
· Defender for Endpoint
· Defender for Identity
· Defender for Cloud
· Defender for Cloud Apps
· Microsoft Entra ID P2
· PAM solutions
· Vulnerability management solutions
· Other security monitoring tools
Microsoft Sentinel is provided via a landing zone, but is not fully operational, as no MSSP is currently in place. Data connectors are set for Microsoft Defender for Cloud, Network Security Groups, Azure Activity, Entra ID, and Azure Monitor. There is currently no NSG flow logs configured to capture ingress and egress IP traffic.  

39. Is vulnerability scanning tooling currently in place? If so, what platform(s) are used?
Microsoft Sentinel is provided via a landing zone, but is not fully operational, as no MSSP is currently in place. Data connectors are set for Microsoft Defender for Cloud, Network Security Groups, Azure Activity, Entra ID, and Azure Monitor.

40. Is the successful contractor expected to provide vulnerability management tooling and licences, or only operate/report on existing tooling?
The successful MSSP should work with the currently available tooling and advise DCDE on which tooling or configuration of the current tooling is best for protecting our infrastructure.

41. Are MDR/EDR licences already owned by DCDE?
This MSSP will not cover users' devices, mobiles, etc., as that is on a centralised government tenant and is out of scope for this work. The scope will be for our tenant hosting our Line of Business apps, some VMs acting as jump boxes or gateways. Barracuda firewalls are deployed as VMs. Most capacities are combined serverless processes, such as Fabric, Power Pages, and Power Apps. There are roughly 800 users on our tenant.

42. Is there a requirement for the successful contractor to develop and maintain SIEM use cases, detection rules, analytics and content, or is this already established internally?
Microsoft Sentinel is provided via a landing zone, but is not fully operational, as no MSSP is currently in place. No security runbooks or playbooks exist, as we don’t currently have an MSSP. No plans to change the SIEM provider, but the successful tenderer will assist DCDE in making changes and configuring/optimising the current SIEM solution, setting up reporting, alerts, and other rules. 

43. Are there existing playbooks, runbooks and escalation procedures that will be transitioned to the successful contractor?
Not from an MSSP point of view no.

44. Scope and Technical Environment: How many users, endpoints, servers, cloud workloads and business applications are currently in scope?
The scope will be for our tenant hosting our Line of Business apps, some VMs acting as jump boxes or gateways. Barracuda firewalls are deployed as VMs. Most capacities are combined serverless processes, such as Fabric, Power Pages, and Power Apps. There are roughly 800 users on our tenant. 4-5 line-of-business apps with a fabric environment as well. There are also roughly 150 users who have guest access from another government department, and a small number of contractor accounts.

45. Please provide an indicative inventory of systems and data sources expected to be onboarded into the MSSP service.
Log sources might include Microsoft Defender for Cloud, Network Security Groups, Azure Activity, Entra ID, and Azure Monitor.  Most capacities are combined serverless processes, such as Fabric, Power Pages, and Power Apps. There are roughly 4-5 line-of-business apps in a fabric environment as well.

46. Are Power Apps, Power Pages, Microsoft Fabric, SharePoint and future Dynamics workloads already integrated into the existing monitoring platform, or is onboarding expected as part of the contract?
Onboarding of these solutions would be part of the role, yes. Microsoft Sentinel is provided via a landing zone, but is not fully operational, as no MSSP is currently in place. No security runbooks or playbooks exist, as we don’t currently have an MSSP.  

47. What additional log sources are anticipated to be onboarded during the contract term?
Log sources might include Microsoft Defender for Cloud, Network Security Groups, Azure Activity, Entra ID, and Azure Monitor, with others potentially identified at a later date. Mostly related to Microsoft infrastructure, Power Apps, Power Pages, Dynamics, SharePoint Online, Fabric, etc.

48. Is OT/ICS infrastructure, facilities technology, or any critical operational technology environment within scope?
No, an on-premises tenant under the remit of a central government department provides us with several lines of business applications, desktop services, and 365. Through it, a cross-tenant B2B connection provides SSO and cross-tenant synchronisation to our cloud applications and other workloads. Only the Azure tenant is in scope, not the on-premises tenant.

49. Are third-party SaaS platforms beyond Microsoft services expected to be monitored?
Not monitored, no, but part of the role of the Cyber Security side of this contract will be advice and security review regarding SAAS platform selection. 

50. Incident Response and Operating Model: What is the current SOC operating model within DCDE?
There is no MSSP under contract with the Department for this tenant, so we do not currently have an SOP operating model. This will be part of the Cybersecurity consultancy part of this contract, as it is not just for an MSSP. Currently, we just have a provider for NIS2 gap analysis and cybersecurity consultancy services.  

51. Does DCDE currently maintain an internal cyber security team? If so, what functions are retained internally versus expected from the successful contractor?
Currently, we have a Cybersecurity officer with one team member reporting to him; they sit within our ICT Operations team.

52. Who owns incident response decision-making and major incident authority during business hours and outside business hours?
This sits with our ICT Operations team. A process and escalation route will need to be put in place with the successful MSSP. 

53. What internal stakeholders are expected to participate in incident triage, containment and recovery activities?
Our ICT Operations teams, Azure infrastructure team and Digital Strategy and delivery team.

54. Are formal SLAs required for:
· Triage
· Investigation
· Escalation
· Containment
· Reporting
This is not currently defined, but we will work with the successful MSSP provider to agree on this and include it in the SLA/Contract.  

55. Please provide indicative alert volumes, incident volumes and average monthly investigation volumes.
This is not available, as we do not have an MSSP in place at the moment. 

56. Is digital forensics capability expected as part of the contracted service?
Yes, some level of forensic investigation should normally be part of the incident investigation and response capability. Still, DCDE would not assume that every MSSP automatically includes a full digital forensics service. The MSSP should concentrate on monitoring and managing security systems, analysing alerts, and supporting incident response.

57. Is the incident response retainer intended for remote support only, or should bidders assume on-site response capabilities may be required? [Cyber Secu...es RFT (1) | Word]
Travel and on-site attendance will be needed for a small number of meetings or for incident response exercises. This should be included in the costing, but is likely to be limited to ad hoc meetings or exercises. Attendance at on-site meetings in Dublin only, as needed, should be included.  

58. NIS2 and Compliance Workstream: Can DCDE provide a summary of the outstanding findings identified through the NIS2 readiness assessment?
A full NIS2 readiness assessment has been completed and can be shared in due course.  Details on this are covered in section 1.2 of the RFT.

59. How many open NIS2/CER gaps remain to be addressed during the initial 8-9 month remediation phase? [Cyber Secu...es RFT (1) | Word]
Details on this are covered in section 1.2 of the RFT. The recommendations from the gap analysis are grouped into 8 initiatives, 4 of which are still outstanding. 

60. Has a formal gap analysis against CyFun been completed, and if so, what is the current maturity position? [Cyber Secu...es RFT (1) | Word]
The initial gap analysis was done with the NIS2 directive in mind before Ireland adopted CyFun. Our aim is for a score of 3.5 on the CyFun scale. 

61. Are policy development and document creation expected from the successful contractor, or only review and enhancement of existing documentation?
Yes, policy development and enhancement of existing documentation, in partnership with DCDE, are part of the contract. 

62. Are formal audit support activities expected during the contract term?
Yes, all contractors to DCDE must comply and assist with our audit requirements.

63. Testing and Assurance: Is penetration testing within scope of the contract?
Not at this time, no, but reviewing the details of the pen testing and assisting with the remediation of these recommendations are expected. 

64. Is CREST-accredited testing required?
Not at this time, no, but reviewing the details of the pen testing and assisting with the remediation of these recommendations are expected. However, a CREST accreditation would be beneficial to any tendering party.

65. Are red team, purple team, compromise assessment or adversary simulation services expected?
No. Red team, purple team, compromise assessment and adversary simulation services are not currently required as part of the baseline service. Where a specific need is identified during the contract, these services may be commissioned separately through an agreed Statement of Work or drawdown arrangement.

66. Are security architecture reviews expected to be delivered as part of the consultancy services?
Yes, and advice on implementing any current recommendations from previous infrastructure reviews. 

67. Is there a requirement for application security testing of Power Platform, Dynamics or other business applications?
This is done through penetration testing, but the MSSP will be expected to advise on secure deployment, infrastructure changes, and security and log reviews.

68. Commercial and Transition: Is an incumbent supplier currently providing any of the services described in this RFT?
There is no existing MSSP under contract with the Department, just a current provider for NIS2 gap analysis and cybersecurity consultancy services.

69. If an incumbent exists, can DCDE provide a high-level description of currently delivered services?
The main duties have been advice and governance-related. Started with an NIS2 readiness assessment and have been working on several workstreams to close out the gaps identified in the readiness report. 

70. Is there an expected transition-in period and service commencement date?
The current partner has offboarding support as part of their contract; this work focuses on cybersecurity governance, NIS2 gap analysis, and compliance. No current provider is in place for MSSP.  

71. Are staff transfer (TUPE) considerations anticipated?
No.

72. Are bidders expected to provide named resources for the entire contract duration, or may additional specialist resources be introduced through Statements of Work?
Additional specialist resources can be introduced through Statements of Work. Still, the tenderer must specify in their tender response the details of this, such as appropriate experience, qualifications, and the time allocated. 

73. What percentage of service delivery is expected to be performed on-site versus remotely?
Travel and on-site attendance will be needed for a small number of meetings or for incident response exercises. This should be included in the costing, but is likely to be limited to ad hoc meetings or exercises. Attendance at on-site meetings in Dublin only, as needed, should be included.  

74. Specific Question on Monitoring Hours: The RFT specifies business-hours monitoring with emergency out-of-hours response as the baseline service, with 24x7 monitoring priced separately. Could DCDE clarify:
· The rationale for the 8x5 monitoring requirement;
The rationale is that the MSSP is mainly for internal line-of-business applications and is accessed mostly by DCDE staff. Our other infrastructure, such as devices, 365, Servers, mobiles, etc., is secured by a central government department and is out of scope of this tender.

· Whether internal capability exists outside business hours;
Internal capacity does not exist here. 

· Whether other government cyber security functions provide support outside business hours, and
They do for our other infrastructure, such as devices, 365, Servers, mobiles, exchange, websites, etc. Not for this tenant, but it sits within gov networks, which do have support outside hours. 

· What is the anticipated evaluation approach for the optional 24x7 service offering?
Tenderers must provide separate pricing for the optional 24×7 monitoring service. The optional service will be evaluated as part of the tender assessment to establish its quality, cost and value for money. The Contracting Authority reserves the right to award the baseline business-hours service only, to include the 24×7 option at contract award, or to activate it during the contract term, subject to operational requirements, budget availability and any applicable legislative or NCSC requirements.

75. Data residency / UK processing. Appendix 1 requires that all MSSP log processing and storage remain in the EU/EEA unless DCDE gives explicit written approval to the contrary. Will the Contracting Authority consider granting such approval for log processing and storage in the United Kingdom, which holds a European Commission adequacy decision under the GDPR? If approval can only be considered after contract award, please confirm that tenderers should assume EU/EEA-only processing for the purposes of their tender. 

EU/EEA-only processing will be considered for the purposes of their tender.

76. SIEM and tooling. Please confirm which SIEM tooling DCDE will provide (for example, Microsoft Sentinel) and which endpoint detection and response tooling is currently deployed in the DCDE environment. Please also confirm that DCDE will hold all SIEM and security tooling licensing for the full term of the contract.

Microsoft Sentinel is provided through a landing zone but is not fully operational, as no MSSP is currently in place. No plans to change SIEM provider, but the successful tenderer will assist DCDE in making changes and configuring/optimising the current SIEM solution. 

77. Sizing data. To allow accurate and comparable pricing of the monitoring service, please provide indicative sizing information: the approximate number of users and endpoints, the number and type of log sources currently onboarded to the SIEM, average daily log ingestion, average monthly alert volumes and the number of security incidents recorded in the last 12 months. Please also indicate the expected timeline for the future Dynamics workloads referenced in Appendix 1.

We have a cross-tenant B2B connection to our main tenant, which is centrally hosted within the government networks and is out of scope. We get our identities from AD, which provides SSO. Roughly 800 users, then a small number of service accounts, PIM is in operation and RBAC. There are also roughly 150 users who have guest access from another government department, and a small number of contractors with accounts. 

An on-premises tenant under the remit of a central government department provides us with several line-of-business applications, desktop services, and 365. Through it, a cross-tenant B2B connection provides SSO and cross-tenant synchronisation to our cloud applications and other workloads. The department doesn’t currently have an MSSP in place for this, so average monthly alert volumes and the number of security incidents recorded in the last 12 months are not available. No date has been set for the Dynamics workloads either.


78. Readiness assessment outputs. The first phase of the Services is scoped around closing gaps identified in the Department's NIS2 readiness assessment. Will the outputs of that assessment, or a summary of the number and severity of open gaps, be made available to tenderers during the tender period? If not, please confirm what assumptions tenderers should make when pricing the first phase.

Details on this are covered in section 1.2 of the RFT. The recommendations from the gap analysis are grouped into 8 initiatives, 4 of which are still outstanding. Our aim is for 3.5 within the CyFun scale, which we are currently not yet at.


79. Pricing table vs narrative. Appendix 2 requires pricing to separately identify optional 24x7 monitoring, additional drawdown days and rates, and exit/transition costs, but the pricing table in Appendix 2 and the TRD section A9 do not include line items for these elements. Please confirm how tenderers should present these three elements and whether any of them are included in the Total that goes forward for the assessment of marks for cost.

Tenderers must provide separate pricing for the optional 24×7 monitoring service. The optional service will be evaluated as part of the tender assessment to establish its quality, cost and value for money. The Contracting Authority reserves the right to award the baseline business-hours service only, to include the 24×7 option at contract award, or to activate it during the contract term, subject to operational requirements, budget availability and any applicable legislative or NCSC requirements. 
Drawdown days and rates, as well as any exit/transition costs, should be included in the total cost.


80. Pricing basis over the term. Please confirm the basis on which recurring service items should be priced, for example, a price per month applied across the maximum 48-month term, and confirm that the evaluated Total should assume the full four-year duration, including both possible extensions.

Our preference is a monthly price applied over the maximum 48-month term; the evaluated Total should assume the full four-year duration, including both possible extensions.


81. Drawdown volume. For the additional drawdown days referenced in Appendix 2, please indicate the expected or budgeted volume of drawdown days per year, or confirm a nominal volume that all tenderers should assume for evaluation purposes.

The Additional drawdown days/rates for services outside the agreed baseline, as mentioned in Appendix 2, should be included in the overall pricing, but, as stated in Appendix 2, pricing must clearly separate them. 


82. IR retainer scope. Please describe the expected scope of the incident response retainer capability within the baseline service, for example, an annual hours allocation, defined response times, or on-call availability, so that tenderers can price this element consistently.

The baseline service must include an incident-response retainer providing on-call access to suitably qualified incident-response personnel for critical alerts or suspected active compromise affecting the in-scope environment. The retainer should cover initial assessment, investigation, evidence preservation, containment advice, response coordination, escalation and post-incident reporting. Tenderers should state the number of response hours included annually, the applicable response times, how the service is accessed and their rates for any additional support above the included allocation. Investigation of critical alerts outside business hours should form part of the baseline emergency response arrangements. As a way of estimating, we have not had the misfortune of needing to implement our current incident response procedures to date, and this will only be needed if a trigger is required. It aligns with our requirements under CER and NIS2.


83. SLAs. Does the Contracting Authority prescribe response and escalation service levels for alert triage and for out-of-hours emergency response, or are tenderers expected to propose service levels as part of their response to award criterion B1?

This is not currently defined, but we will work with the successful MSSP provider to agree on this and include it in the SLA/Contract.

84. Location, on-site presence and vetting. Please confirm whether the Services may be delivered remotely from within the EU/EEA, whether any minimum on-site presence in Dublin is expected during either phase, and whether personnel delivering the Services will be subject to Garda vetting or any other security clearance requirement.

Travel and on-site attendance will be needed for a small number of meetings or for incident response exercises. This should be included in the costing, but is likely to be limited to ad hoc meetings or exercises. Attendance at on-site meetings in Dublin only, as needed, should be included. 
All contractors/vendors to DCDE will need to undergo appropriate checks. 


85. Infrastructure partner boundary. Appendix 1 refers to DCDE infrastructure strengthening in coordination with DCDE, the infrastructure partner and in-house teams. Please describe the division of responsibility between the successful tenderer and the incumbent infrastructure partner for the implementation of remediation and security changes.

The successful MSSP is expected to collaborate with the current infrastructure partner and our internal teams to protect our infrastructure.


86. TUPE. Please confirm whether any personnel of an existing service provider are wholly or mainly assigned to services within the scope of this Competition, such that the European Communities (Protection of Employees on Transfer of Undertakings) Regulations 2003 (SI 131/2003) could apply on commencement of the Services Contract.

No such arrangement will be needed. 


87. CVs and the B2 page limit. Please confirm that CVs submitted in response to selection criterion 3.2.B do not count toward the four-page limit for award criterion B2, and whether the evaluation panel will have regard to those CVs when scoring B2 or whether the B2 response must be entirely self-contained.

CVs should be limited to a maximum of 2 A4 pages of Calibri font size 11 text, but are not included in the overall quota as part of this response for that section.


88. Prior involvement. Please confirm whether any economic operator involved in the preparation of the NIS2 readiness assessment or of this Competition will be permitted to tender and, if so, what measures the Contracting Authority has taken in accordance with Regulation 41 of the Regulations to ensure that competition is not distorted.

An economic operator involved in the preparation of the NIS2 readiness assessment is not automatically precluded from participating in this Competition. In accordance with Regulation 41 of the European Union (Award of Public Authority Contracts) Regulations 2016, the Contracting Authority will take appropriate measures to ensure that any prior involvement does not distort competition. Relevant information necessary for the preparation of tenders has been provided in the tender documents and in the clarifications now provided, and adequate time will be given for the submission of tenders. Any actual or potential conflict of interest or unfair competitive advantage will be considered in accordance with the procurement documents and applicable law.


89. NIS2 identified gaps remediation (8-9 months): Could you confirm that a NIS2 assessment has already been conducted.
Yes, completed in November 2025.

90. Can the result of the assessment be shared.
Details on this are covered in section 1.2 of the RFT. The recommendations from the gap analysis are grouped into 8 initiatives, 4 of which are still outstanding. Our aim is for 3.5 within the CyFun scale, which we are currently not yet at.

91. Is there a list of priorities already defined.
Details on this are covered in section 1.2 of the RFT.

92. Is there an onsite requirement for this phase of the project or can this be delivered remotely.
Travel and on-site attendance will be needed for a small number of meetings or for incident response exercises. This should be included in the costing, but is likely to be limited to ad hoc meetings or exercises. Attendance at on-site meetings in Dublin only, as needed, should be included. 

93. MSSP: Can you please clarify the exact volumes in scope for users, mailboxes, endpoints, servers, cloud workloads, and tenants
We have a cross-tenant B2B connection to our main tenant, which is centrally hosted within the government networks and is out of scope. We get our identities from them from AD, which provides SSO. Roughly 800 users, then a small number of service accounts, PIM is in operation and RBAC. There are also roughly 150 users who have guest access from another government department, and a small number of contractor accounts. 

An on-premises tenant under the remit of a central government department provides us with several lines of business applications, desktop services, and 365. Through it, a cross-tenant B2B connection provides SSO and cross-tenant synchronisation to our cloud applications and other workloads. 
Most capacities are combined serverless processes, such as Fabric, Power Pages, and Power Apps. There are roughly 4-5 line-of-business apps in a fabric environment as well.

94. What SIEM tool is in place and what SOAR is used for the MSSP operations. Can you confirm the level of licensing etc. Are you responsible for data ingestion and retention costs or should we include this in our proposal.
Microsoft Sentinel is provided via a landing zone, but is not fully operational, as no MSSP is currently in place. DCDE will remain responsible for all costs related to licenses and data ingestion/retention.

95. For 24/7 SOC operation, do you require all staff to be in the EU/EEA.
All contractors must be in the EU/EEA.

96. What SLAs / SLOs are expected in and out of hours.
This is not currently defined, but we will work with the successful MSSP provider to agree on this and include it in the SLA/Contract. The main duties will be 8x5 monitoring, and the out-of-hours will only be for critical alerts or notifications. As a way of estimating, we have not had the misfortune of implementing our current incident response procedures to date, and this will only be needed if a trigger is required and aligns with our requirements under CER and NIS2, or depending on alerts set up by the MSSP.

97. RFT 2.10.6 - Can you please confirm whether section 2.10.6 is applicable? Although it is marked as "Not Used", there is accompanying text included within the section. Please clarify whether this text should be considered as part of the requirement or disregarded
Section 2.10.6 is not applicable. 
98. RFT - Appendix 1 Requirements and Specification - The scope of requirements includes a number of services, including addressing the remaining gaps identified during the NIS2 readiness assessment and associated audit/review activities. Has any part of this requirement already been delivered or is it currently being delivered by an incumbent provider? If so, please can you confirm the incumbent supplier(s) and the reason for bringing this opportunity to market?
There is no incumbent MSSP or SOC provider for the in-scope tenant. DCDE has a current provider for NIS2 gap analysis and cybersecurity consultancy/governance support; offboarding support is available for that workstream. No TUPE/staff transfer arrangement is required.
99. RFT - Appendix 1 Requirements and Specification - Would you consider a sovereign UK based data storage and SOC Team if no PII is being ingested.
Services may generally be delivered remotely from within the EU/EEA. Attendance in Dublin may be required for a small number of meetings, incident response exercises, tabletop exercises or other agreed activities.  In general, it is expected that telemetry will remain in the same Azure and Fabric underlying regions, which are currently not based in the UK.

100. RFT - Appendix 1 Requirements and Specification - How many functional corporate users do you have versus accounts within M365?
The in-scope environment is DCDE’s Azure tenant hosting line-of-business applications and related workloads. The Department has approximately 800 users on the tenant, approximately 150 guest users from another Government Department, a small number of contractor and service accounts, and approximately 4-5 line-of-business applications with a Fabric environment. End-user devices, mobile devices, Microsoft 365 services and the central Government tenant are generally out of scope unless otherwise stated. DCDE uses a cross-tenant B2B connection to the centrally hosted Government tenant. Identities are provided from Active Directory with SSO. PIM and RBAC are in operation, with a small number of service accounts and privileged users. The precise number of privileged accounts will be confirmed during mobilisation.

101. A7 - Selection Criteria - Technical and Professional Ability - Can you please confirm whether the items listed under Technical and Professional Ability (i-v) are considered supporting documentation and therefore only required upon request, unless specifically requested elsewhere within the Tender Response Document (TRD)?
Tenderers should follow the RFT requirements. CVs for key personnel should be provided as required and limited to a maximum of 2 A4 pages of Calibri font size 11 per CV. CVs may be submitted as separate attachments and are not included in the B2 page limit. Other supporting documentation must be available without delay when requested by the Contracting Authority unless expressly required with the tender.

102. Log source volume and data ingestion rates: Can the Contracting Authority provide indicative volumes of log data ingested per day/month (in GB or events per second), the number of log sources in scope, and the number of systems/workloads generating security events?
Microsoft Sentinel is provided via a landing zone but is not yet fully operational. DCDE does not currently have an MSSP in place. The successful tenderer will assist DCDE with configuration, optimisation, onboarding, detection content, reporting and operationalisation of the current SIEM solution. DCDE will remain responsible for SIEM licensing and data ingestion/retention costs unless otherwise agreed. Current scheduled log ingestion and review are not yet operational. Data connectors are currently set for Microsoft Defender for Cloud, Network Security Groups, Azure Activity, Entra ID and Azure Monitor. NSG flow logs are not currently configured. Additional sources may include Microsoft infrastructure and line-of-business application logs, including Power Apps, Power Pages, Microsoft Fabric, SharePoint Online, Dynamics when introduced, and other sources identified during mobilisation. Current GB/day, EPS and monthly alert volumes are not available.

103. Security alert and triage volumes: Can the Contracting Authority provide indicative figures for the average number of security alerts generated per day/week, and the proportion expected to require analyst investigation or escalation?
Historical alert volumes, true-positive rates, investigation volumes and incident volumes are not available because DCDE does not currently have an MSSP operating for this tenant and scheduled SIEM review is not yet in place.

104. Drawdown days: Number and profile, Can the Contracting Authority provide an estimated number of drawdown days expected over the contract term (or annually), and the likely skill levels (seniority) required?
No fixed annual volume of drawdown days can be confirmed at this stage. Tenderers should provide clearly separated daily rates and state any assumptions. Drawdown work will be commissioned only where required and subject to DCDE approval, budget availability and the contractual arrangements.

105. NIS2/CER gap-closure workload: Can the Contracting Authority share any NIS2 readiness assessment outputs, or a summary of the number and severity of open gaps, to allow sizing of the phase 1 effort?
A NIS2 readiness assessment has been completed. Details are addressed in section 1.2 of the RFT. The recommendations from the gap analysis are grouped into 8 initiatives, 4 of which remain outstanding. DCDE’s target is to reach approximately 3.5 on the CyFun scale. Further detail may be shared with the successful supplier subject to confidentiality and procurement requirements. The successful tenderer should support DCDE in aligning with NIS2, CER where applicable, CyFun, Irish Risk Management Measures, the National Cyber Security Bill and relevant NCSC guidance. DCDE expects a pragmatic mapping approach, with CyFun and the Irish risk management measures used as the operational assurance model where relevant, while recognising that statutory obligations and final competent-authority requirements will prevail once confirmed.

106. Environment Scope: Can the Contracting Authority confirm the approximate number of users, endpoints, cloud workloads, and line-of-business applications in scope? Of the workloads referenced in the RFT, which are live today and which are anticipated additions during the contract term?
Tenderers should assume approximately 4-5 line-of-business applications, with a Fabric environment and Microsoft-based workloads including Power Apps, Power Pages and SharePoint to begin with. Future Dynamics workloads are expected during the term of the contract. Additional line-of-business application onboarding will be required on an ongoing basis over the course of the contract. 

107. Out-of-hours alert response: expected frequency: Can the Contracting Authority provide historical data or an estimate of the frequency of critical alerts and suspected compromise events outside business hours?
Historical alert volumes, true-positive rates, investigation volumes and incident volumes are not available because DCDE does not currently have an MSSP operating for this tenant and scheduled SIEM review is not yet in place.

108. Incident response retainer: For expected call-out volumes, Can the Contracting Authority clarify the minimum retainer commitment expected, and provide any historical incident frequency data to support tenderer estimates?
The baseline service must include an incident response retainer providing on-call access to suitably qualified incident response personnel for critical alerts or suspected active compromise affecting the in-scope environment. It should cover initial assessment, investigation, evidence preservation, containment advice, response coordination, escalation and post-incident reporting. Tenderers should state included hours/days, response times, access route and rates for additional support. DCDE does not have historical incident volumes for this tenant.


109. With reference to Appendix 3A, Foreign Subsidies Regulation:
Can the Department of Children, Disability and Equality confirm that this is no requirement to complete as part of the tender submission as this contract value does not meet the required Threshold Value of over €250 million.
DCDE can confirm this is correct. Appendix 3: Tenderers’ Statement should be completed. None of the subheadings (3A, 3A: Schedule A, 3A: Schedule B, 3A: Schedule C, 3A: Schedule D, 3A: Schedule E) are required. 

110. Please can you confirm if the terms are negotiable.

Tenderers are required to accept the terms and conditions of the RFT and Services Contract. The terms are not subject to negotiation as part of the tender process.

111. How many divisions in the department and is there different compliance frameworks and technology stacks across departments?
DCDE has 6 divisions. The in-scope technical environment is a single DCDE Azure tenant/Fabric environment, technology stack and compliance framework. 

112. Do you prefer single SIEM/SOC solution for all departments or a multitenancy service for each department? And what SIEM/s are currently being used by DCDE?
DCDE  has provisions for Microsoft Sentinel via a landing zone for the in-scope tenant. Tenderers should assume a single service operating against DCDE’s in-scope tenant and SIEM.
113. Please provide a list of datacenter types (are they on-prem, cloud or hybrid datacenters)? What are number of Cloud tenants across all department divisions?
The in-scope technical environment is a single DCDE Azure tenant/Fabric environment. 

114. Do your work from home employees connect to VPN behind firewall or use cloud technologies?
End-user remote access, devices, mobile devices and central desktop/M365 services are provided via the centrally hosted Government environment and are outside the scope of this tender. The MSSP scope is the DCDE tenant hosting line-of-business applications and related Azure/Fabric workloads.

115. What is your SIEM log ingestion per day, or per week, or per month?
 Microsoft Sentinel is provided via a landing zone but is not yet fully operational. DCDE does not currently have an MSSP in place. The successful tenderer will assist DCDE with configuration, optimisation, onboarding, detection content, reporting and operationalisation of the current SIEM solution. DCDE will remain responsible for SIEM licensing and data ingestion/retention costs unless otherwise agreed. Current scheduled log ingestion and review are not yet operational. Data connectors are currently set for Microsoft Defender for Cloud, Network Security Groups, Azure Activity, Entra ID and Azure Monitor. NSG flow logs are not currently configured. Additional sources may include Microsoft infrastructure and line-of-business application logs, including Power Apps, Power Pages, Microsoft Fabric, SharePoint Online, Dynamics when introduced, and other sources identified during mobilisation. Current GB/day, EPS and monthly alert volumes are not available.

116. When does your current service end?
 There is no incumbent MSSP or SOC provider for the in-scope tenant. DCDE has a current provider for NIS2 gap analysis and cybersecurity consultancy/governance support; offboarding support is available for that workstream. No TUPE/staff transfer arrangement is anticipated.

117. What is the confirmed, or predicted contract start date?
 The contract commencement date will follow completion of the procurement process, standstill period and contract execution. 

118. Can you provide a detailed scope of "future Dynamics workloads" - what they are, the timeline, and whether in-scope at contract start?
 No detailed scope or timeline has yet been set for future Dynamics workloads. Tenderers should treat Dynamics as a potential future workload that may be onboarded during the contract term if introduced by DCDE.

119. Please confirm further information in relation to your technology stack and service expectations: 
DCDE's in-scope environment primarily comprises its Azure tenant and associated line-of-business applications, including Power Apps, Power Pages, Microsoft Fabric, SharePoint Online and future Dynamics workloads where introduced. Microsoft Sentinel will remain the Department's SIEM platform and will be further configured and optimised by the successful tenderer. The Department currently has approximately 800 users within scope and does not have an MSSP in place for this environment. The successful tenderer will be expected to provide cyber security consultancy, NIS2/CER compliance support, MSSP services, governance, reporting and continuous improvement activities, aligned with NCSC guidance and applicable public-sector cyber security requirements.

120. What are your EDR, vulnerability management, and IAM/PAM platforms?
 The MSSP will not cover user endpoints, mobiles or central Government Microsoft 365 services, as these are outside scope. Microsoft Entra External ID is used for workload IAM and is a control layer for the analytics platform. Privileged Identity Management is used in Microsoft Entra for standard RBAC controls for the Azure Solution. 

121. What is the total number of endpoint devices and the number of employees on your network?
 The in-scope environment is DCDE’s Azure tenant hosting line-of-business applications and related workloads. The Department has approximately 800 users on the tenant, approximately 150 guest users from another Government Department, a small number of contractor and service accounts, and approximately 4-5 line-of-business applications with a Fabric environment. End-user devices, mobile devices, Microsoft 365 services and the central Government tenant are generally out of scope unless otherwise stated. DCDE uses a cross-tenant B2B connection to the centrally hosted Government tenant. Identities are provided from Active Directory with SSO. PIM and RBAC are in operation, with a small number of service accounts and privileged users. The precise number of privileged accounts will be confirmed during mobilisation.

122. What network traffic analysis tools is in the network?
Network activity is monitored to detect missuse or attack patterns including through the collection of Firewall, VPN, and ExpressRoute logs for our analytics platform. Network Watcher may also be available for some network security groups.

123. How many servers, databases, proxies or email servers/API solutions?
 The in-scope environment includes the DCDE Azure tenant, some VMs acting as jump boxes or gateways, Barracuda firewall VMs, serverless workloads and line-of-business application components. Email servers and central Microsoft 365 services are generally provided through the central Government tenant and are outside scope.

124. How many Unified Threat Management perimeter firewalls in your estate?
 Network device scope is limited. Barracuda firewalls are deployed as VMs in the in-scope environment. Core network, Wi-Fi, endpoint and central Government infrastructure details are out of scope for this tender unless specifically identified during mobilisation. OT/ICS infrastructure is not in scope.

125. What is the number of core switches, routers and WIFI access points and who is the vendor?
 Network device scope is limited. Core network, Wi-Fi, endpoint and central Government infrastructure details are out of scope for this tender unless specifically identified during mobilisation. OT/ICS infrastructure is not in scope.

126. What are your required KPIs/SLAs, and what will be the reporting cadence?
 Formal SLAs and KPIs are not yet prescribed. Tenderers should propose appropriate service levels in their response. Final acknowledgement, triage, escalation, containment, reporting and out-of-hours emergency response targets will be agreed with the successful tenderer and incorporated into the SLA/contract during mobilisation.

127. Can the Contracting Authority share the outputs of the existing NIS2 readiness assessment (or a summary of findings) with Tenderers, specifically the number of gaps identified, their severity or priority classification, and the control domains under which they fall, so that the initial 8–9 month gap-closure phase can be accurately resourced and priced?
 A NIS2 readiness assessment has been completed. Details are addressed in section 1.2 of the RFT. The recommendations from the gap analysis are grouped into 8 initiatives, 4 of which remain outstanding. DCDE’s target is to reach approximately 3.5 on the CyFun scale. Further detail may be shared with the successful supplier subject to confidentiality and procurement requirements. The successful tenderer should support DCDE in aligning with NIS2, CER where applicable, CyFun, Irish Risk Management Measures, the National Cyber Security Bill and relevant NCSC guidance. DCDE expects a pragmatic mapping approach, with CyFun and the Irish risk management measures used as the operational assurance model where relevant, while recognising that statutory obligations and final competent-authority requirements will prevail once confirmed.

128. Does the gap-closure implementation support described in Appendix 1 require hands-on technical implementation (for example, configuration of IAM/PAM, MFA and cryptographic controls), or advisory and design support only, with implementation performed by the Contracting Authority, its infrastructure partner or in-house teams?
The the gap-closure implementation support described in Appendix 1 requires advisory and design support only, with implementation performed by the Contracting Authority, its infrastructure partner or in-house teams.

129. Has the Contracting Authority been designated, or does it expect to be designated, as an Essential or Important entity under NIS2 and/or the National Cyber Security Bill 2024? Do CER critical entity obligations formally apply to the Contracting Authority and, if so, is the scope limited to cyber resilience or does it extend to physical and operational resilience measures?
DCDE has not been publicly identified as a designated Essential or Important Entity under Ireland’s NIS2 transposition framework. However, as a central Government Department, DCDE is likely to fall within the scope of NIS2 as a public administration entity as the Irish legislative framework is finalised. DCDE is designated as a Critical Entity under the European Union (Resilience of Critical Entities) Regulations 2024 and is therefore subject to resilience obligations that extend beyond cybersecurity to include physical security, operational resilience, business continuity, incident management, crisis response and recovery planning for the delivery of essential services.



130. The RFT references NIS2, CER, CyFun, the Irish Risk Management Measures and the National Cyber Security Bill 2024. Can the Contracting Authority confirm which framework will act as the primary control baseline for gap closure and assurance activity and, if CyFun, which assurance level (Basic, Important or Essential) is being targeted?
DCDE’s approach is to align assurance and gap closure activities with the requirements of NIS2 and associated Irish implementing measures, while also supporting its obligations as a designated Critical Entity under the CER Regulations. The NCSC’s Risk Management Measures (RMM) and Cyber Fundamentals (CyFun) frameworks are expected to provide the principal operational cyber security baseline for assessment and improvement activities. DCDE’s target is to reach approximately 3.5 on the CyFun scale. 

131. Can the Contracting Authority indicate the anticipated volume of the lighter-touch continuous improvement and assurance support following the initial phase (for example, expected days per month or FTE equivalent), or should Tenderers state and price their own assumption in this regard?
Tenderers should base their response on the information provided in the RFT and clarifications. Where precise volumes or processes are not currently available, tenderers should state clear assumptions and propose an approach to confirm and baseline the position during mobilisation with DCDE.

132. What is the current maturity of the Contracting Authority’s governance documentation? Approximately how many security policies, standards and procedures exist and require review or update, versus how many must be developed from first principles? Does the Contracting Authority operate an existing risk register and risk management framework, and is a GRC tool or platform available, or should any such tooling be included in Tenderers’ pricing?
Relevant governance documentation is under development and will require both review/enhancement and creation of new material in partnership with DCDE. DCDE retains ownership of risk management and risk appetite decisions, with the supplier expected to support maintenance, evidence, recommendations and continuous improvement. Tenderers should state any assumptions regarding GRC tooling; no dedicated GRC platform is confirmed.

133. For the vulnerability management element of the Services, will the Contracting Authority provide vulnerability scanning tooling (as with the SIEM tooling referenced in Appendix 1), or are Tenderers expected to include vulnerability management tooling and licensing within their price? Can the Contracting Authority confirm the approximate scope of assets in scope, including the number of users, endpoints, servers, cloud/SaaS platforms and externally facing services, together with the expected scanning cadence?
DCDE expects the successful tenderer to work with the tooling currently available within the Department and to provide advice on the most appropriate vulnerability management approach, tooling configuration and operating model for the in-scope environment. Tenderers are not required to include core vulnerability scanning tooling or licensing costs within their baseline price unless they are proposing an optional enhancement. Where additional tooling is recommended, tenderers should clearly identify the rationale, licensing implications and associated costs separately in their tender response. The successful tenderer will be expected to support vulnerability identification, prioritisation, reporting and remediation advice in collaboration with DCDE and its infrastructure partners. The in-scope environment is DCDE’s Azure tenant hosting line-of-business applications and related workloads. The Department has approximately 800 users on the tenant, approximately 150 guest users from another Government Department, a small number of contractor and service accounts, and approximately 4-5 line-of-business applications with a Fabric environment. End-user devices, mobile devices, Microsoft 365 services and the central Government tenant are generally out of scope unless otherwise stated. DCDE uses a cross-tenant B2B connection to the centrally hosted Government tenant. Identities are provided from Active Directory with SSO. PIM and RBAC are in operation, with a small number of service accounts and privileged users. The precise number of privileged accounts will be confirmed during mobilisation.

134. Is the successful Tenderer responsible for the remediation of identified vulnerabilities, or for identification, prioritisation, tracking and remediation advice only, with remediation performed by the Contracting Authority and/or its infrastructure partner? Is penetration testing within scope under supplier assurance, vulnerability management and technical advisory support and, if so, what frequency and scope should be assumed?
The successful tenderer is expected to work with available tooling and advise DCDE on appropriate vulnerability management tooling, configuration and process. The focus is identification, prioritisation, reporting, tracking and remediation advice. Actual remediation will normally be performed by DCDE, its infrastructure partner or relevant application/infrastructure suppliers unless otherwise agreed. Penetration testing is not a mandatory baseline requirement under this contract. The successful tenderer will be expected to review penetration test results, provide remediation advice, support risk prioritisation and assist DCDE in addressing identified findings.

135. Approximately how many third-party suppliers are in scope for supplier assurance activity, and what depth of assessment is expected per annum (for example, questionnaire-based review, contractual review, or detailed/on-site audit)?
The number of third-party suppliers requiring assurance has not yet been finalised. Tenderers should propose a scalable supplier assurance approach, such as questionnaire-based review, risk-based prioritisation, contract/security evidence review and escalation for higher-risk suppliers, with detailed or on-site audits only where agreed.

136. In respect of business continuity and disaster recovery support, do a current business impact analysis, business continuity plan and disaster recovery plans exist, and how many critical services or systems are in scope? How many business continuity, disaster recovery or incident response exercises (for example, tabletop exercises) per annum should be assumed within the baseline price?
Business continuity, disaster recovery, crisis management and incident management documentation is currently being developed. DCDE expects the successful tenderer to support review, enhancement, testing and knowledge transfer as part of the service.  Roughly 30 units have been identified with critical systems/processes with differing degrees of criticality for each. DCDE does not prescribe a fixed number of business continuity, disaster recovery or incident response exercises within the baseline service. Tenderers should propose a proportionate approach based on good practice, the Department’s risk profile and applicable NIS2/CER obligations. As a planning assumption, DCDE would expect at least one business continuity/disaster recovery exercise and one incident response or tabletop exercise annually, together with any additional exercises recommended by the successful tenderer or required by emerging business, audit or regulatory requirements. The final exercise schedule will be agreed with the successful tenderer during mobilisation and contract governance.

137. In respect of training, knowledge transfer and awareness support, can the Contracting Authority confirm the approximate audience size, the expected number and format of sessions per annum, and whether phishing simulation is within scope?
The staff cohort requiring cybersecurity awareness training is approximately 800 employees. Training is delivered through a third-party platform, which is capable of incorporating custom content or the commission of tailored training materials where required. It is not anticipated that the successful tenderer would be required to deliver training sessions but instead provide advisory support to training requirements. 

138. Appendix 1 states that AI and SaaS security reviews are within scope “where required”. Should Tenderers assume a defined number of such reviews within the baseline price and, if so, how many per annum, or are these to be delivered via drawdown days at the quoted rates?
No fixed annual volume of drawdown days can be confirmed at this stage. Tenderers should provide clearly separated daily rates and state any assumptions. Drawdown work will be commissioned only where required and subject to DCDE approval, budget availability and the contractual arrangements.

139. Should Tenderers assume any indicative volume of additional drawdown days (Appendix 2, item 7) within the evaluated four-year Total, or are drawdown rates excluded from the Total Cost that goes forward for assessment of marks for cost?
Tenderers should provide clear pricing assumptions and separate the items identified in Appendix 2, including optional 24x7 monitoring, additional drawdown rates and exit/transition costs. The evaluated Total should reflect the maximum four-year term and include the required baseline services. Optional services should be clearly identified separately so DCDE can assess value for money and decide whether to award or activate them.

140. The narrative in Appendix 2 requires pricing for exit/transition costs, data return/deletion and knowledge transfer (item 8); however, no corresponding line appears in the pricing table. Can the Contracting Authority confirm whether these costs should be included within an existing line item or added as a separate row, and whether they form part of the evaluated Total?
Tenderers should provide clear pricing assumptions and separate the items identified in Appendix 2, including optional 24x7 monitoring, additional drawdown rates and exit/transition costs. The evaluated Total should reflect the maximum four-year term and include the required baseline services. Optional services should be clearly identified separately so DCDE can assess value for money and decide whether to award or activate them.


141. Pricing – 1. Review of existing NIS2 readiness assessment outputs and implementation planning
To support the development of an accurate cost proposal, could the Contracting Authority provide further information regarding the NIS2 readiness assessment outputs referenced, such as the level of detail available, the approximate size of the assessment, and whether any summary findings can be shared with bidders?

 A NIS2 readiness assessment has been completed. Details are addressed in section 1.2 of the RFT. The recommendations from the gap analysis are grouped into 8 initiatives, 4 of which remain outstanding. DCDE’s target is to reach approximately 3.5 on the CyFun scale. Further detail may be shared with the successful supplier subject to confidentiality and procurement requirements. The successful tenderer should support DCDE in aligning with NIS2, CER where applicable, CyFun, Irish Risk Management Measures, the National Cyber Security Bill and relevant NCSC guidance. DCDE expects a pragmatic mapping approach, with CyFun and the Irish risk management measures used as the operational assurance model where relevant, while recognising that statutory obligations and final competent-authority requirements will prevail once confirmed.


142. Pricing 2. NIS2/CER gap-closure implementation support for first 8–9 months
To assist bidders in estimating the level of implementation support required over the initial 8–9-month period, could the Contracting Authority provide any additional information on the nature, scale and maturity of the NIS2/CER gaps identified, or an indication of the anticipated remediation activities to be undertaken?

  A NIS2 readiness assessment has been completed. Details are addressed in section 1.2 of the RFT. The recommendations from the gap analysis are grouped into 8 initiatives, 4 of which remain outstanding. DCDE’s target is to reach approximately 3.5 on the CyFun scale. Further detail may be shared with the successful supplier subject to confidentiality and procurement requirements. The successful tenderer should support DCDE in aligning with NIS2, CER where applicable, CyFun, Irish Risk Management Measures, the National Cyber Security Bill and relevant NCSC guidance. DCDE expects a pragmatic mapping approach, with CyFun and the Irish risk management measures used as the operational assurance model where relevant, while recognising that statutory obligations and final competent-authority requirements will prevail once confirmed.

143. The entire first 8-9 month phase is defined as closing “remaining gaps identified through the Department’s NIS2 readiness assessment”, but the assessment outputs are not in the tender pack.Can the Department confirm whether it will share the existing NIS2 readiness assessment outputs (gap register / findings), or at minimum a summary of the number and severity of open gaps, prior to the tender submission deadline? It will support the sizing for the Phase 1 effort and pricing.
   A NIS2 readiness assessment has been completed. Details are addressed in section 1.2 of the RFT. The recommendations from the gap analysis are grouped into 8 initiatives, 4 of which remain outstanding. DCDE’s target is to reach approximately 3.5 on the CyFun scale. Further detail will be shared with the successful supplier subject to confidentiality and procurement requirements.

144. Is there a fixed regulatory or internal compliance deadline (e.g. a NIS2 competent-authority milestone) that the initial 8-9 month gap-closure phase must meet? 
There is currently no operative NIS2 registration deadline imposed by our competent authority.

145. How many log sources / applications are in scope at go-live, and what is the estimated log or data volume (e.g. GB/day or events per second)? (MSSP monitoring, triage and reporting cannot be priced reliably without ingest volumes. Scope lists Power Apps, Power Pages, Microsoft Fabric, SharePoint and future Dynamics plus 'any other line-of-business applications', which is open-ended.)
  At go-live, tenderers should assume an environment comprising approximately 4-5 line-of-business applications, together with Microsoft Fabric and associated Azure tenant services. Current configured log sources include Microsoft Defender for Cloud, Azure Activity, Entra ID, Azure Monitor and Network Security Groups, with additional Microsoft-based workloads such as Power Apps, Power Pages, SharePoint Online and future Dynamics workloads expected to be onboarded during the contract term. DCDE does not currently have an MSSP in place and therefore does not have reliable historic log-ingestion, EPS or alert-volume data available. Tenderers should state any sizing assumptions used in their pricing and describe how final onboarding, log volumes and monitoring scope will be validated during mobilisation.

146. How many users, endpoints and privileged accounts are within the DCDE environment to be monitored?
 The in-scope environment is DCDE’s Azure tenant hosting line-of-business applications and related workloads. The Department has approximately 800 users on the tenant, approximately 150 guest users from another Government Department, a small number of contractor and service accounts, and approximately 4-5 line-of-business applications with a Fabric environment. End-user devices, mobile devices, Microsoft 365 services and the central Government tenant are generally out of scope unless otherwise stated. DCDE uses a cross-tenant B2B connection to the centrally hosted Government tenant. Identities are provided from Active Directory with SSO. PIM and RBAC are in operation, with a small number of service accounts and privileged users. The precise number of privileged accounts will be confirmed during mobilisation.

147. Please confirm the SIEM platform DCDE will provide (the Power Platform / Fabric footprint suggests Microsoft Sentinel). 
  Microsoft Sentinel is provided via a landing zone but is not yet fully operational. DCDE does not currently have an MSSP in place. The successful tenderer will assist DCDE with configuration, optimisation, onboarding, detection content, reporting and operationalisation of the current SIEM solution. DCDE will remain responsible for SIEM licensing and data ingestion/retention costs unless otherwise agreed.

148. For the MDR/EDR integration requirement, is there an existing EDR/XDR product in place, or is that tooling assumed to be DCDE-provided (as with the SIEM)? 
 
DCDE does not currently engage a Managed Security Services Provider (MSSP). The successful tenderer will be expected to provide expert guidance and support in relation to the recommendation, configuration, optimisation, onboarding, operationalisation, detection content development, and reporting of any security solutions deployed under this engagement. Tooling will be provided by DCDE (as with the SIEM).Unless explicitly stated otherwise, end-user devices, mobile devices, Microsoft 365 services, and the central Government tenant are considered out of scope. However, there may be opportunities to leverage a cloud-native unified security platform, such as Microsoft Defender for Cloud, which is currently enabled for selected resources within the Azure environment.

149. What sizing should tenderers assume for the incident response retainer capability (e.g. number of retained days, or is it drawdown), and is there an expected annual alert/incident volume to price triage and escalation against? 
 The baseline service must include an incident-response retainer providing on-call access to suitably qualified incident-response personnel for critical alerts or suspected active compromise affecting the in-scope environment. The retainer should cover initial assessment, investigation, evidence preservation, containment advice, response coordination, escalation and post-incident reporting. Tenderers should state the number of response hours included annually, the applicable response times, how the service is accessed and their rates for any additional support above the included allocation. Investigation of critical alerts outside business hours should form part of the baseline emergency response arrangements. As a way of estimating, we have not had the misfortune of needing to implement our current incident response procedures to date, and this will only be needed if a trigger is required. It aligns with our requirements under CER and NIS2.

150. For out-of-hours emergency response, what response-time SLA is expected, and is a defined on-call rota required within the baseline price rather than as a priced drawdown? 
  For pricing purposes, tenderers should assume that out-of-hours emergency response capability, including an on-call escalation arrangement, is included within the baseline service. DCDE has not prescribed a specific response-time SLA; however, tenderers should propose response and mobilisation times aligned with industry best practice for critical cyber security incidents and clearly identify any associated assumptions, limitations or service dependencies. 

151. Does the evaluated 'Total' that carries forward for the 300 cost marks include the optional 24x7 monitoring and the additional drawdown days/rates, or only the baseline line items?
  For evaluation purposes, tenderers should assume that the 300 cost marks are based solely on the baseline priced services and line items identified in the pricing schedule. Optional services, including any optional 24x7 monitoring services and additional drawdown days/rates, are not included in the evaluated total.

152. The €1.4m cap covers the full four years including both 12-month extensions. Should recurring MSSP and assurance costs be priced across the full four years within the single Total, and how should tenderers present per-annum versus whole-of-life figures given the pricing table has no per-year columns?
  Yes. The maximum contract value of €1.4 million (excluding VAT) applies to the full potential contract term, including the initial two-year period and both optional 12-month extensions. Tenderers should therefore submit pricing on a whole-of-life basis covering the maximum four-year term. Where annual costs are relevant, tenderers may provide an indicative annual breakdown within their pricing submission; however, the Total Tender Price should reflect the aggregate cost over the full four-year period. 

153. Clause 2.10.6 (price variation / indexation) is marked “Not Used” and left blank. Can tenderers take it that all rates are fixed for the full four-year term with no indexation? 
 Section 2.10.6 is marked Not Used and is not applicable. Tenderers should price on the basis specified in the RFT and clearly state any assumptions. Prices must remain valid for the period specified in the RFT.

154. Can the Department confirm the split of responsibilities between the appointed partner, the existing infrastructure partner and DCDE’s in-house team for the infrastructure/security strengthening work (i.e. what the successful tenderer is expected to do versus advise/assure)?
 The successful tenderer is expected to collaborate with DCDE, the current infrastructure partner and internal teams. The supplier will advise, assure, monitor, triage, recommend and support remediation, while hands-on implementation will generally be undertaken by DCDE, the infrastructure partner or relevant delivery suppliers unless specifically authorised. Roles and responsibilities will be agreed during mobilisation.

155. Is there an incumbent supplier currently providing any of these services, and does the Department consider that TUPE (SI 131/2003, giving effect to Directive 2001/23/EC) applies to this contract?
 There is no incumbent MSSP or SOC provider for the in-scope tenant. DCDE has a current provider for NIS2 gap analysis and cybersecurity consultancy/governance support; appropriate transition information will be shared for that workstream. No TUPE/staff transfer arrangement is required.

156. What is the liability cap in the Services Contract (Appendix 5), and are there any uncapped liabilities or SLA service-credit regimes?
 The liability position is as set out in Appendix 5, Schedule A, clause 5 of the Services Contract. The RFT does not prescribe a separate service-credit regime. Tenderers should price on the basis of the published contract terms.

157. Does the evaluated scope include the tabletop exercises and penetration-test reviews referenced in the contract notice, and if so at what assumed frequency/volume over the term? (these activities appear in the notice but are not itemised in the pricing schedule)
  DCDE does not prescribe a fixed number of business continuity, disaster recovery or incident response exercises or penetration-test reviews within the baseline service. Tenderers should propose a proportionate approach based on good practice, the Department's risk profile and applicable NIS2/CER obligations. As a planning assumption, DCDE would expect at least one business continuity/disaster recovery exercise and one incident response or tabletop exercise annually, together with any additional exercises recommended by the successful tenderer or required by emerging business, audit or regulatory requirements. Penetration-test reviews would likely be at a similar cadence. The final exercise schedule and penetration-test reviews will be agreed with the successful tenderer during mobilisation and contract governance.

158. 1.6 Estimated Contract Value – please confirm how individual work packages or Statements of Work will be commissioned throughout the Contract Term.
 No fixed annual volume of drawdown days can be confirmed at this stage. Tenderers should provide clearly separated daily rates by role/seniority and state any assumptions. Drawdown work will be commissioned only where required and subject to DCDE approval, budget availability and the contractual arrangements.

159. 2.1 Data Protection - Please confirm that the Controller-to-Controller relationship described in paragraph 2.1.4 applies solely to the procurement process and that the data protection roles applicable during contract performance are governed exclusively by the Services Contract.

 The Controller-to-Controller wording in paragraph 2.1.4 relates to the procurement process. Data protection roles during contract performance will be governed by the Services Contract, including Schedule A clause 25 and Schedule E, which identify DCDE as Controller and the Contractor as Processor for relevant Personal Data unless otherwise agreed.


160. Appendix 1:Services – please confirm
· which services form part of the mandatory baseline Services;
  The mandatory baseline Services comprise NIS2/CER compliance and assurance support, cyber security consultancy, governance and policy support, SIEM/SOC onboarding and management, business-hours MSSP monitoring, incident-response retainer capability, vulnerability management advisory support, threat intelligence reporting, supplier assurance support, reporting, and ongoing security improvement activities as specified in Appendix 1. 
· which services are optional and may only be commissioned at the Contracting Authority's discretion;
  Optional services include the 24x7 monitoring capability, any additional consultancy or specialist services commissioned through Statements of Work or drawdown arrangements, and any enhanced services not included within the agreed baseline scope. Such services may be activated or commissioned solely at DCDE's discretion, subject to operational requirements and budget availability. 
· which services are intended to be delivered through drawdown arrangements; and
 Services outside the agreed baseline scope may be commissioned through drawdown arrangements. These may include additional specialist consultancy, security architecture reviews, supplier assurance activities, audits, compliance support, incident response beyond the included retainer, and other ad hoc cyber security services requested by DCDE during the contract term. 
· whether optional services will only be procured where separately requested by the Contracting Authority.
 The procurement of optional services may be considered following recommendations from the successful tenderer and subject to the Department’s requirements, approval, and agreement.


161. Appendix 1:Active Remediation – please confirm
· the approval process for remediation activities;
  All remediation activities shall be agreed with DCDE through the appropriate operational governance and change-management processes. The successful tenderer may recommend and support remediation actions, but implementation will normally be undertaken by DCDE, its infrastructure partner or relevant suppliers unless otherwise agreed. Emergency actions may follow pre-agreed escalation procedures.
· the circumstances in which the Contractor may implement emergency containment actions;
 Active remediation may include containment advice and agreed actions such as disabling accounts, blocking IP addresses, revoking sessions or equivalent measures. Such actions require DCDE approval unless covered by a pre-approved emergency runbook agreed during mobilisation. Operational change management procedures will apply unless otherwise agreed for emergency containment.
· whether all remediation actions remain subject to the Department's operational change management procedures unless otherwise agreed; and
  Active remediation may include containment advice and agreed actions such as disabling accounts, blocking IP addresses, revoking sessions or equivalent measures. Such actions require DCDE approval unless covered by a pre-approved emergency runbook agreed during mobilisation. Operational change management procedures will apply unless otherwise agreed for emergency containment.

· the respective responsibilities of the Contractor and the Department for implementing remediation measures.
  The Contractor will identify, prioritise and recommend remediation measures, provide implementation guidance, and support tracking and assurance activities. Remediation will normally be implemented by DCDE, its infrastructure partner, or relevant application/service owners. Emergency containment actions may be undertaken by the Contractor where pre-approved and agreed through established procedures.


162. Appendix 5: Services Contract - Clause 1: Contract Documents and Order of Precedence Please confirm that:
· formal RFT Clarifications issued by the Contracting Authority form part of the RFT for contractual purposes;
 The Services Contract provides that the RFT includes RFT Clarifications and that the Submission includes Submission Clarifications. The order of precedence is as stated in the Services Contract. Where a clarification formally amends or supplements the RFT or Submission, it will be treated in accordance with the contract documents and applicable order of precedence.
· Submission Clarifications form part of the Contractor's Submission; and
 The Services Contract provides that the RFT includes RFT Clarifications and that the Submission includes Submission Clarifications. The order of precedence is as stated in the Services Contract. Where a clarification formally amends or supplements the RFT or Submission, it will be treated in accordance with the contract documents and applicable order of precedence.
· where a clarification expressly amends or supplements the RFT or Submission, the clarification shall prevail over the inconsistent wording in the relevant original document.
 The Services Contract provides that the RFT includes RFT Clarifications and that the Submission includes Submission Clarifications. The order of precedence is as stated in the Services Contract. Where a clarification formally amends or supplements the RFT or Submission, it will be treated in accordance with the contract documents and applicable order of precedence.


163. Clause 2: Scope of the Services - Please confirm that the Contractor will only be required to provide the Services falling within the final agreed contractual scope and that any material addition to or change in the Services following contract award will be managed through the contractual change control process.

 The Contractor will be required to provide the Services within the final agreed contractual scope. Any material addition to or change in the Services following contract award will be managed through the contractual change control process, subject always to DCDE’s public procurement obligations.


164. Clause 1(B)(2): Client Policies and Governance Requirements - Please confirm that any new policies, governance requirements or operational procedures introduced after Contract commencement that materially affect the scope, delivery or cost of the Services will be subject to the contractual change control process and any associated adjustment to the Charges where appropriate.

 The Contractor must comply with applicable DCDE policies and governance requirements notified under the contract. Where a new requirement introduced after commencement materially affects scope, delivery or cost, the parties will manage the matter through the contract management and change control provisions, subject to public procurement rules.
165. Clause 1(F): Client Dependencies - Please confirm that where delivery of the Services is delayed due to any act, omission or dependency attributable to the Client, the relevant delivery dates, milestones and associated Service Levels will be adjusted accordingly.

 Where delivery depends on DCDE inputs, access, approvals or decisions, the parties will agree reasonable timelines and manage dependencies through contract management. Any impact on delivery dates, milestones or service levels will be addressed through the contract governance and change control mechanisms where appropriate.


166. Clause 2: Key Personnel Please confirm:
· the criteria the Client will apply when assessing proposed replacement Key Personnel; and

Replacement Key Personnel must demonstrate equivalent experience, expertise, qualifications and availability to the personnel being replaced. DCDE will assess suitability by reference to the contract requirements and the successful tenderer’s submission. Approval timescales will be managed reasonably through contract governance.

· the anticipated timescale for approving or rejecting a proposed replacement.

DCDE will assess proposed replacement personnel based on the requirements of the contract and the qualifications, experience and suitability of the proposed replacement. DCDE will endeavour to review and respond to replacement requests within a reasonable timeframe, having regard to operational requirements and the urgency of the request.


167. Clause 3(B)(1): Payment Milestones - Please confirm where the contractual milestones, acceptance criteria and operational requirements relevant to payment are defined.

 Payment arrangements, milestones, acceptance criteria and operational requirements will be defined in the agreed contract schedules, approved work packages or Statements of Work, and will be managed in accordance with Appendix 5, Schedule A, clause 3.


168. Clause 3(D): Set-off Rights - Please confirm that the Client's contractual right of set-off applies only to amounts that are undisputed or finally determined to be payable.

 The contractual set-off provisions are as set out in Appendix 5, Schedule A, clause 3(D). Any application of set-off will be managed in accordance with the contract and applicable law.


169. Clause 3(F): Professional Services Withholding Tax (PSWT) - Please confirm whether Professional Services Withholding Tax (PSWT) will apply to payments under this Contract and, if so, whether the Client will issue the relevant PSWT documentation in accordance with Irish tax requirements.
 Professional Services Withholding Tax will apply where required under Irish tax legislation. Where PSWT is applied, DCDE will issue the relevant documentation in accordance with the applicable Irish tax requirements.


170. Clause 5(F): Retention Amount Please confirm:
· the circumstances in which a Retention Amount may be withheld;
 The retention provisions are as set out in Appendix 5, Schedule A, clause 5(F). Any retention would relate to identified dissatisfaction with particular Services and reasons would be notified to the Contractor. Retained sums would be released following replacement, remedy or satisfactory resolution of the relevant concerns.
· the process for resolving the relevant performance concerns; and
 Any performance concerns will be managed through the contract governance arrangements. DCDE will notify the Contractor of the concern, provide an opportunity to investigate and propose corrective actions, and agree an appropriate remediation plan and timeframe. Progress will be monitored through the agreed contract management process.

· when retained sums will be released following satisfactory resolution.
 The retention provisions are as set out in Appendix 5, Schedule A, clause 5(F). Any retention would relate to identified dissatisfaction with particular Services and reasons would be notified to the Contractor. Retained sums would be released following replacement, remedy or satisfactory resolution of the relevant concerns.


171. Clause 9(A): Termination for Convenience
Please confirm the arrangements that will apply following termination for convenience by the Client in respect of:
· completed Services;
  In the event of termination for convenience, the Contractor will be paid for Services satisfactorily completed up to the termination date in accordance with the contract. The parties will cooperate to ensure an orderly transition, including knowledge transfer and handover of relevant documentation, deliverables and information.
· work in progress;
  In the event of termination for convenience, any work in progress will be reviewed with the Contractor and managed in accordance with the contract. DCDE may accept completed elements, require an orderly wind-down of activities, and request appropriate handover, knowledge transfer and transition support for partially completed work.
· committed third-party costs; and
  In the event of termination for convenience, committed third-party costs will be managed in accordance with the contract. DCDE will consider payment of reasonable and properly incurred third-party costs that cannot be avoided, provided they are demonstrably attributable to the Services and supported by appropriate evidence and approvals.

· reasonable transition and exit activities.
  Following any termination for convenience, the successful tenderer will be required to provide reasonable transition and exit assistance, including knowledge transfer, handover of documentation, return or deletion of DCDE data, and cooperation with any replacement provider. Such activities will be managed in accordance with the Services Contract.

172. Clause 10(C): Audit Rights - Please confirm that any audit or inspection rights will be limited to information reasonably required to verify compliance with the Agreement and will not extend to confidential information relating to other customers.

 Audit and inspection rights are as set out in the Services Contract, including clause 10(C) and the data protection and security provisions. DCDE expects audit activity to be limited to information reasonably required to verify compliance with the Agreement and applicable law, while respecting appropriate confidentiality obligations.


173. Schedule B: Services Specification - Please confirm that Schedule B will comprise the final agreed specification, including the successful Tenderer's submitted solution, before Contract execution.

 Yes. Schedule B will be completed at contract stage to reflect the final agreed specification, including the RFT requirements, relevant clarifications and the successful Tenderer’s accepted solution.


174. Pricing Schedule – missing pricing lines.
The Pricing Schedule requires tenderers to separately price optional 24x7 monitoring, additional drawdown days/rates and exit/transition costs. However, the pricing table does not appear to contain dedicated lines for these elements and proceeds directly to the evaluated Total after “Threat hunting, MDR/EDR integration and incident response retainer capability”. Please confirm how tenderers should present these additional pricing elements, whether additional rows may be inserted into the Pricing Schedule, and which elements should be included within the Total used for price evaluation.

 Tenderers should provide clear pricing assumptions and separate the items identified in Appendix 2, including optional 24x7 monitoring, additional drawdown rates and exit/transition costs. The evaluated Total should reflect the maximum four-year term and include the required baseline services. Optional services should be clearly identified separately so DCDE can assess value for money and decide whether to award or activate them.


175. €1.4m maximum contract value and treatment of optional services.
Please confirm whether the stated €1,400,000 excluding VAT maximum represents an absolute maximum contract value over the full four-year term. Please also confirm whether optional 24x7 monitoring, additional drawdown services and exit/transition costs are to be included within both the evaluated four-year Total and the €1,400,000 maximum. The documents state that the four-year evaluated cost is capped at €1.4m while also requiring optional and drawdown services to be separately priced.

  Yes. The €1.4 million (excl. VAT) represents the maximum contract value over the full four-year term. Optional 24x7 monitoring, additional drawdown services and any exit/transition costs should be separately identified in pricing and, where included in the tendered offering, are expected to form part of the overall contract value. 


176. Out-of-hours emergency alert response.
The baseline service requires business-hours monitoring from 09:00–17:30 Monday–Friday, with emergency response to critical alerts and/or suspected active compromise outside these hours, while full 24x7 monitoring is described as an optional enhanced service. Please confirm how the mandatory out-of-hours service is expected to operate: specifically, whether the MSSP is required to continuously monitor the SIEM outside business hours, or whether response will be triggered by automated alerts/notifications generated by DCDE tooling. Please also confirm the required acknowledgement, triage, escalation and response times for critical out-of-hours alerts.

  The baseline service must include an incident-response retainer providing on-call access to suitably qualified incident-response personnel for critical alerts or suspected active compromise affecting the in-scope environment. The retainer should cover initial assessment, investigation, evidence preservation, containment advice, response coordination, escalation and post-incident reporting. Tenderers should state the number of response hours included annually, the applicable response times, how the service is accessed and their rates for any additional support above the included allocation. Investigation of critical alerts outside business hours should form part of the baseline emergency response arrangements. As a way of estimating, we have not had the misfortune of needing to implement our current incident response procedures to date, and this will only be needed if a trigger is required. It aligns with our requirements under CER and NIS2.


177. SIEM platform and estate/telemetry volumes.
To enable consistent MSSP resource planning and pricing, please confirm the SIEM platform/toolset that will be provided by DCDE and, where available, the approximate current number of log sources, average log ingestion/telemetry volume, number of monitored users/endpoints and principal security technologies currently integrated. Please also provide an indication of the anticipated number or scale of additional line-of-business application log sources expected to be onboarded during the contract. The RFT confirms that DCDE will provide the SIEM and that all line-of-business application logs may be in scope, but does not quantify the monitoring estate.
  Microsoft Sentinel is provided via a landing zone but is not yet fully operational. DCDE does not currently have an MSSP in place. The successful tenderer will assist DCDE with configuration, optimisation, onboarding, detection content, reporting and operationalisation of the current SIEM solution. DCDE will remain responsible for SIEM licensing and data ingestion/retention costs unless otherwise agreed. Current scheduled log ingestion and review are not yet operational. Data connectors are currently set for Microsoft Defender for Cloud, Network Security Groups, Azure Activity, Entra ID and Azure Monitor. NSG flow logs are not currently configured. Additional sources may include Microsoft infrastructure and line-of-business application logs, including Power Apps, Power Pages, Microsoft Fabric, SharePoint Online, Dynamics when introduced, and other sources identified during mobilisation. Current GB/day, EPS and monthly alert volumes are not available. Incident response retainer.


178. The mandatory/baseline service includes “incident response retainer capability”. Please confirm the expected scope of this retainer, including whether a defined number of incident response hours/days is expected to be included annually, what hands-on incident response activity should be covered within the recurring baseline service, and when incident response activity should instead be charged through the additional drawdown rates.

 No fixed annual volume of drawdown days can be confirmed at this stage. Tenderers should provide clearly separated daily rates and state any assumptions. Drawdown work will be commissioned only where required and subject to DCDE approval, budget availability and the contractual arrangements. The baseline service must include an incident-response retainer providing on-call access to suitably qualified incident-response personnel for critical alerts or suspected active compromise affecting the in-scope environment. The retainer should cover initial assessment, investigation, evidence preservation, containment advice, response coordination, escalation and post-incident reporting. Tenderers should state the number of response hours included annually, the applicable response times, how the service is accessed and their rates for any additional support above the included allocation. Investigation of critical alerts outside business hours should form part of the baseline emergency response arrangements. As a way of estimating, we have not had the misfortune of needing to implement our current incident response procedures to date, and this will only be needed if a trigger is required. It aligns with our requirements under CER and NIS2.


179. Scale of the initial NIS2/CER gap-closure programme.
The RFT states that the initial 8–9 month phase will focus on closing remaining gaps identified through DCDE's NIS2 readiness assessment and related audit/review activities. To enable comparable pricing and resource planning, please provide a high-level indication of the number, nature and priority/severity of the remaining gaps, or otherwise the anticipated scale of consultancy effort required during this phase.

  A NIS2 readiness assessment has been completed. Details are addressed in section 1.2 of the RFT. The recommendations from the gap analysis are grouped into 8 initiatives, 4 of which remain outstanding. DCDE’s target is to reach approximately 3.5 on the CyFun scale. Further detail may be shared with the successful supplier subject to confidentiality and procurement requirements. The successful tenderer should support DCDE in aligning with NIS2, CER where applicable, CyFun, Irish Risk Management Measures, the National Cyber Security Bill and relevant NCSC guidance. DCDE expects a pragmatic mapping approach, with CyFun and the Irish risk management measures used as the operational assurance model where relevant, while recognising that statutory obligations and final competent-authority requirements will prevail once confirmed.


180. Expected Statements of Work and consultancy drawdown volumes.
The Selection Criteria require the proposed team to be capable of supporting multiple Statements of Work sequentially or in parallel alongside ongoing MSSP delivery. Please provide, where possible, the anticipated number of Statements of Work or consultancy/drawdown assignments per annum, their typical duration or expected level of effort, and the maximum level of concurrent activity tenderers should assume for resource planning.

DCDE cannot specify an expected number, duration or concurrency of Statements of Work at this stage. Tenderers should propose a scalable delivery model capable of supporting baseline services alongside multiple consultancy assignments where required. Additional work will be commissioned on an as-needed basis, subject to business priorities, budget and approval. 


181. Submission of Selection Criteria supporting evidence.
Please confirm whether the CVs, personnel availability confirmation, certification/competency evidence and other supporting documentation identified under the Technical and Professional Ability Selection Criteria must be submitted with the Tender, or retained for provision upon request. The Selection Criteria state that tenderers “must provide” these items but subsequently state that the supporting documentation must be provided “without delay when requested by the Contracting Authority”.

 CVs for key personnel must be submitted with the tender and limited to a maximum of 2 A4 pages of Calibri font size 11 per CV. CVs may be submitted as separate attachments and are not included in the B2 page limit. Other supporting documentation must be available without delay when requested by the Contracting Authority unless expressly required with the tender.


182. ESPD submission format.
The RFT requires tenderers to complete and submit the electronic version of the eESPD, while the TRD A10 Checklist requires a “fully completed, signed and dated ESPD document”. Please confirm the required submission format and whether tenderers must submit both an electronic/XML eESPD response and a separately signed and dated document, or whether a single completed eESPD response will satisfy the requirement.

 Tenderers must complete and submit the electronic version of the eESPD in accordance with the RFT. Where the checklist refers to a fully completed, signed and dated ESPD document, tenderers should ensure the eESPD submission and any required declarations or signed documents are provided in the format required by eTenders and the RFT.

183. Price indexation.
Paragraph 2.10.6 is marked “Not Used”, but is followed by wording stating that prices may be increased or decreased on contract anniversaries by reference to an index, with the applicable index and publishing body left unspecified. Please confirm whether annual price indexation applies to this contract and, if so, the applicable index and publisher. If paragraph 2.10.6 is not applicable, please confirm that prices are not subject to this provision.

 Section 2.10.6 is marked “Not Used” and is not applicable to this competition. No index, publisher or price-adjustment mechanism has been specified by DCDE. Tenderers should therefore assume that annual price indexation does not apply under this provision and should price their tenders accordingly. 


184. Product Liability insurance.
Paragraph 2.21.1 identifies Product Liability as a required insurance type but does not specify an indemnity limit. Please confirm whether Product Liability insurance is required for this contract and, if so, the minimum indemnity limit required.

  Product Liability insurance is not expected to be a material requirement for the delivery of the Services. Tenderers should comply with the insurance requirements specified in the RFT and Services Contract. No specific Product Liability indemnity limit has been prescribed by DCDE for the purposes of this competition.


185. Contract commencement, incumbent transition and TUPE.
Please confirm the anticipated contract commencement date and expected mobilisation/transition period. Please also confirm whether the successful tenderer will be transitioning services from an existing MSSP and/or cyber security consultancy provider and, if so, whether relevant runbooks, SIEM configurations, detection content, service documentation and historical reporting will be made available during transition. In addition, given the RFT's provisions concerning transfer of undertakings, please confirm whether DCDE anticipates that any employee transfer arrangements will apply to this procurement and, if applicable, whether the relevant workforce information will be made available to tenderers.

The contract commencement date will follow completion of the procurement process and contract award. There is no incumbent MSSP, although a cyber security consultancy provider is currently supporting NIS2-related activities. Appropriate transition information will be shared for that workstream. No TUPE or employee transfer arrangements are required.


186. Please provide indicative volumes for the MSSP service, including number of users, endpoints, servers, identities, cloud workloads and other monitored assets, together with typical monthly alert/incident volumes where available 

 The in-scope environment is DCDE’s Azure tenant hosting line-of-business applications and related workloads. The Department has approximately 800 users on the tenant, approximately 150 guest users from another Government Department, a small number of contractor and service accounts, and approximately 4-5 line-of-business applications with a Fabric environment. End-user devices, mobile devices, Microsoft 365 services and the central Government tenant are generally out of scope unless otherwise stated. DCDE uses a cross-tenant B2B connection to the centrally hosted Government tenant. Identities are provided from Active Directory with SSO. PIM and RBAC are in operation, with a small number of service accounts and privileged users. The precise number of privileged accounts will be confirmed during mobilisation.


187. Please confirm whether any roles or activities are required to be delivered onsite in Ireland and, if so, the anticipated frequency/location. Please also confirm whether remote delivery from other EU/EEA locations is permissible.

  Travel and on-site attendance will be needed for a small number of meetings or for incident response exercises. This should be included in the costing, but is likely to be limited to ad hoc meetings or exercises. Attendance at on-site meetings in Dublin only, as needed, should be included. Schedules will be agreed with the successful tenderer during mobilisation and contract governance. Delivery from other EU/EEA locations is permissible.

 
188. Has DCDE already completed a NIS2/CyFun maturity or gap assessment and whether outputs will be made available to the successful supplier.

 A NIS2 readiness assessment has been completed. Details are addressed in section 1.2 of the RFT. The recommendations from the gap analysis are grouped into 8 initiatives, 4 of which remain outstanding. DCDE’s target is to reach approximately 3.5 on the CyFun scale. Further detail will be shared with the successful supplier subject to confidentiality and procurement requirements. The successful tenderer should support DCDE in aligning with NIS2, CER where applicable, CyFun, Irish Risk Management Measures, the National Cyber Security Bill and relevant NCSC guidance. DCDE expects a pragmatic mapping approach, with CyFun and the Irish risk management measures used as the operational assurance model where relevant, while recognising that statutory obligations and final competent-authority requirements will prevail once confirmed.

189. Can DCDE confirm whether CVs should be embedded within the tender response document or submitted as separate attachments?
 Tenderers should follow the RFT requirements. CVs for key personnel should be provided as required and limited to a maximum of 2 A4 pages of Calibri font size 11 per CV. CVs may be submitted as separate attachments and are not included in the B2 page limit. Other supporting documentation must be available without delay when requested by the Contracting Authority unless expressly required with the tender.

190. Can DCDE confirm the current SIEM platform and other security tools in use (e.g. Sentinel, Defender XDR, EDR, vulnerability management, IAM)?
 Microsoft Entra External ID is used for workload IAM and is a control layer for the analytics platform. Privileged Identity Management is used in Microsoft Entra for standard RBAC controls for the Azure Solution. Microsoft Sentinel is provided via a landing zone but is not yet fully operational. The successful tenderer will assist DCDE with configuration, optimisation, onboarding, detection content, reporting and operationalisation of the current SIEM solution. Microsoft Defender for Cloud is enabled for the specific resources hosted within the Azure environment.

191. Can DCDE share indicative volumes for alerts [including high/critical], users, endpoints, servers, cloud workloads, and SIEM log ingestion for MSSP pricing?
DCDE can currently provide only indicative sizing information. The in-scope environment includes approximately 800 users, 150 guest users, and 4-5 line-of-business applications. Reliable historical SIEM ingestion, alert, incident and high/critical alert volumes are not currently available, as no MSSP service is in place for the environment. 

192. Can DCDE summarise the current NIS2 readiness assessment findings, including the number and nature of outstanding gaps for the initial 8-9 month implementation phase?
 A NIS2 readiness assessment has been completed. Details are addressed in section 1.2 of the RFT. The recommendations from the gap analysis are grouped into 8 initiatives, 4 of which remain outstanding. DCDE’s target is to reach approximately 3.5 on the CyFun scale. Further detail may be shared with the successful supplier subject to confidentiality and procurement requirements. The successful tenderer should support DCDE in aligning with NIS2, CER where applicable, CyFun, Irish Risk Management Measures, the National Cyber Security Bill and relevant NCSC guidance. DCDE expects a pragmatic mapping approach, with CyFun and the Irish risk management measures used as the operational assurance model where relevant, while recognising that statutory obligations and final competent-authority requirements will prevail once confirmed.

193. Is there an incumbent provider for any cyber consultancy, NIS2, MSSP, or security monitoring services, and will transition support be available?
 There is no incumbent MSSP or SOC provider for the in-scope tenant. DCDE has a current provider for NIS2 gap analysis and cybersecurity consultancy/governance support; A NIS2 readiness assessment has been completed. Details are addressed in section 1.2 of the RFT. The recommendations from the gap analysis are grouped into 8 initiatives, 4 of which remain outstanding. DCDE’s target is to reach approximately 3.5 on the CyFun scale. Appropriate transition information will be shared for that workstream.

194. The RFT states that optional 24x7 monitoring should be provided as a separately priced enhanced service. However, no dedicated pricing line for optional 24x7 monitoring appears within the pricing table. Can DCDE confirm where this optional service should be priced and whether it should be included in the Total Cost used for evaluation?
Tenderers should provide separate pricing for the optional 24x7 monitoring service, clearly identifying it within their pricing submission. The optional service will be evaluated separately for quality, cost and value for money and may be activated at DCDE's discretion.

195. For the optional 24x7 monitoring service, can DCDE clarify the expected service levels, alert response times, and whether active remediation would be needed outside business hours?
 The optional 24x7 service should provide continuous monitoring and response outside business hours. Tenderers should propose appropriate service levels and response times as part of their submission. Active remediation would only be expected where agreed in advance through approved procedures, emergency runbooks or incident response arrangements. 

196. Can DCDE provide an indicative budget split between the initial NIS2 implementation phase and ongoing MSSP/assurance services?
DCDE cannot provide an indicative budget split between the initial NIS2 implementation phase and ongoing MSSP/assurance services. Tenderers should propose an appropriate resourcing and pricing model based on the requirements set out in the RFT. The overall maximum contract value and pricing requirements are detailed in the procurement documents. 

197. Can DCDE provide an indicative count of line-of-business applications currently in scope for MSSP monitoring, including Power Platform, SharePoint, Microsoft Fabric and any planned Dynamics workloads?
Tenderers should assume approximately 4-5 line-of-business applications, with a Fabric environment and Microsoft-based workloads including Power Apps, Power Pages and SharePoint. Future Dynamics workloads have no confirmed timeline. Additional application onboarding will be required during the contract term subject to DCDE priorities and agreed onboarding activity.

198. Can DCDE provide an indication of the number of existing and anticipated future log sources expected to be onboarded during the contract term?
Microsoft Sentinel is provided via a landing zone but is not yet fully operational. DCDE does not currently have an MSSP in place. The successful tenderer will assist DCDE with configuration, optimisation, onboarding, detection content, reporting and operationalisation of the current SIEM solution. DCDE will remain responsible for SIEM licensing and data ingestion/retention costs unless otherwise agreed. Current scheduled log ingestion and review are not yet operational. Data connectors are currently set for Microsoft Defender for Cloud, Network Security Groups, Azure Activity, Entra ID and Azure Monitor. NSG flow logs are not currently configured. Additional sources may include Microsoft infrastructure and line-of-business application logs, including Power Apps, Power Pages, Microsoft Fabric, SharePoint Online, Dynamics when introduced, and other sources identified during mobilisation. Current GB/day, EPS and monthly alert volumes are not available.
199. As NIS2 is not yet transposed in Ireland and the National Cyber Security Bill is not yet enacted, which legal or regulatory baseline should the supplier treat as the binding reference for deliverables at contract signature?
 At contract signature, the supplier should treat the requirements set out in the RFT, NCSC guidance, CyFun, the Irish Risk Management Measures and applicable Irish and EU law as the baseline. The successful supplier must also support DCDE in adapting to future NIS2 and National Cyber Security Bill requirements as they are implemented.

200. The Irish Risk Management Measures (RMMs) are currently in draft. Which version and date should be treated as the reference baseline, and how will DCDE handle changes arising from the final RMMs over the contract term (for example, through a formal change-control or re-baselining mechanism)?
  Tenderers should base their proposals on the latest version of the Irish Risk Management Measures available at the tender submission date. Where the final RMMs or related regulatory requirements change during the contract term, DCDE will address any material impacts through the contract governance and change-control arrangements. 

201. Does DCDE require alignment to CyFun 2023 (based on NIST CSF 1.1) or CyFun 2025 (based on NIST CSF 2.0), given that both versions coexist until 18 April 2027? 
 DCDE will align with the latest version of CyFun, leveraging a previously completed NIS2 assessment conducted by an external cybersecurity consultancy.

202. Is the CyFun objective certification-readiness (in anticipation of the national certification scheme expected in 2027) or framework alignment and self-assessment only for the duration of the contract?
 DCDE's primary objective is to achieve and maintain alignment with the CyFun framework, targeting a maturity score of approximately 3.5, while supporting compliance with applicable cyber security obligations. Certification-readiness is desirable; however, the immediate focus is framework alignment, maturity improvement, assurance and continuous compliance.

203. [bookmark: _Int_FWiOIFib]As CyFun certification is voluntary and does not, in itself, constitute a statutory presumption of NIS2 conformity, does DCDE expect the supplier to deliver measurable compliance assurance or best-effort alignment against the prevailing measures?
 DCDE expects the successful supplier to deliver measurable compliance assurance and demonstrable maturity improvement against applicable CyFun, NIS2-related and other prevailing cyber security requirements. While CyFun certification is not currently mandated, the supplier should support evidence-based alignment, gap closure, assurance reporting and continuous improvement activities.
204. As central-government public administration entities fall within the scope of NIS2 Annex I (sector 10) automatically and regardless of size under Article 2(2)(f)(i) of the Directive, we understand DCDE would self-assess as an essential entity for NIS2 purposes. Can DCDE confirm this self-assessment, the sectoral competent authority it expects to report to once the National Cyber Security Bill is enacted, and the assurance level being targeted in the interim?
DCDE is an Irish Government Department and will comply with applicable public-sector cyber security obligations once confirmed in Irish law and by competent authorities. Tenderers should not assume a final statutory designation beyond what is set out in the RFT. The successful tenderer will support DCDE in mapping obligations and preparing evidence for NIS2, CER where applicable, CyFun, Irish Risk Management Measures, the National Cyber Security Bill and NCSC guidance.

205. In relation to CER (Directive (EU) 2022/2557, transposed by S.I. No. 559 of 2024): is DCDE a designated critical entity, under which competent authority, and how should CER obligations interlock with the NIS2 workstream and the operational-resilience deliverables?
DCDE is designated as a Critical Entity under the European Union (Resilience of Critical Entities) Regulations 2024. The successful supplier should support alignment between CER and NIS2 activities, recognising that CER extends beyond cyber security to include physical security, operational resilience, business continuity, incident management, crisis response and recovery planning for essential services.

206. Where NIS2, the draft RMMs, CyFun and the future National Cyber Security Bill differ, which framework should prevail as the primary compliance baseline, and should deliverables be explicitly mapped to the Irish RMMs (with equivalences to ISO 27001 / NIST CSF where appropriate)?
Where differences arise, the successful supplier should support DCDE in aligning with the applicable Irish statutory and regulatory requirements, informed by NCSC guidance. Deliverables should be mapped to the Irish Risk Management Measures where appropriate, with cross-references to CyFun, NIST CSF and ISO 27001 to support assurance and traceability.

207. Which subordinate agencies, shared-service functions or dependent bodies of DCDE fall within the compliance and monitoring scope?
The compliance and monitoring scope covers the in-scope DCDE Azure tenant, associated line-of-business applications and supporting services identified in the RFT. It does not automatically extend to subordinate agencies, shared-service organisations or other bodies unless specifically identified by DCDE during the contract term through agreed scope changes or Statements of Work.

208. Across how many physical sites and countries does DCDE operate, and how many external contractors require access to in-scope systems?
DCDE operates across multiple locations within Ireland. However, the scope of this contract is defined by the in-scope Azure tenant and associated services rather than by physical sites. A small number of contractor accounts currently have access to in-scope systems; precise numbers may vary over the contract term.

209. Given that DCDE processes special-category personal data (children's and disability-related information under GDPR Article 9), what data-classification scheme and specific technical and organizational measures (for example, segregation, encryption, pseudonymization, access restrictions and enhanced logging) are currently applied to such data, and which does DCDE expect the supplier to implement or uplift?
DCDE expects the successful tenderer to apply a risk-based approach aligned with GDPR, NCSC guidance, NIS2/CER requirements and DCDE policies. Appropriate controls may include least-privilege access, segregation of duties, encryption, logging, monitoring and audit trails. Specific control requirements will be agreed during mobilisation and ongoing risk assessments. 

210. Which identity provider is in use (on-premises Active Directory, Entra ID, or hybrid), and which IAM/PAM tooling is currently deployed?
DCDE uses a cross-tenant B2B connection to the centrally hosted Government tenant. Identities are provided from Active Directory with SSO. PIM and RBAC are in operation, with a small number of service accounts and privileged users. 

211. How many network devices (firewalls, routers, switches) and internal subnets are in scope, and is there any operational technology (OT) or IoT within the environment?
 Network device scope is limited. Barracuda firewalls are deployed as VMs in the in-scope environment. Core network, Wi-Fi, endpoint and central Government infrastructure details are out of scope for this tender unless specifically identified during mobilisation. OT/ICS infrastructure is not in scope. There is no OT or IoT within the environment.


212. How many third-party SaaS applications and how many AI systems are within the scope of the security reviews referenced in the requirements?
DCDE has not defined a fixed number of third-party SaaS applications or AI systems within scope at this time. Tenderers should assume that security reviews will be undertaken on a risk-based basis for relevant SaaS and AI solutions used within the in-scope environment, with additional reviews commissioned as required. 

213. What is the cloud tenancy model (number of Microsoft 365 tenants and Azure subscriptions), and are all workloads and backups hosted within EU/EEA regions?
 The in-scope environment is cloud-based, primarily DCDE’s Azure tenant and Fabric functions. The central Government tenant provides desktop services, Microsoft 365 and several services and is generally out of scope. The number of Azure subscriptions and detailed tenancy information will be confirmed during mobilisation. Tenderers should assume EU/EEA data residency for log processing and storage for tendering purposes.

214. Does DCDE's current infrastructure already meet the EU/EEA data-residency requirement for log processing and storage, or is a residency remediation / gap-closure activity expected within scope?
DCDE's current approach is to maintain EU/EEA data residency for security monitoring data. Tenderers should assume EU/EEA-only log processing and storage for the purposes of this procurement. No specific data-residency remediation programme is currently identified as part of the baseline scope, although the successful supplier may provide recommendations where appropriate. 

215. How many critical services have DCDE identified, what RTO/RPO targets apply, do current business-continuity and disaster-recovery plans exist, and what frequency of tabletop exercises does DCDE expect?
DCDE is currently developing its Business Continuity Plan, Disaster Recovery Plan, Crisis Management Plan and Incident Management Plan. Specific critical service inventories and RTO/RPO targets are not yet being provided. Tenderers should assume at least one business continuity/disaster recovery exercise and one incident response tabletop exercise annually.

216. What penetration-testing scope and frequency, incident-response retainer capacity, and threat-hunting cadence does DCDE expect to be included within the baseline service?
 Penetration testing is not included within the baseline service. The baseline should include an incident-response retainer for critical alerts and suspected compromise, with tenderers specifying included capacity and response arrangements. Initial monitoring will focus on alert investigation; tenderers may propose a proportionate threat-hunting cadence as part of their service offering. 

217. [bookmark: _Int_q2socPO1]Is 24x7 monitoring expected to be activated during the contract term, or should it be priced as a latent optional service over and above the business-hours baseline?
 The baseline service is business-hours monitoring, 09:00-17:30 Monday-Friday excluding public holidays, with emergency out-of-hours response for critical alerts or suspected active compromise only. Out-of-hours response is expected to be triggered by automated alerts/notifications or agreed escalation routes rather than continuous 24x7 analyst monitoring, unless the optional 24x7 service is invoked. Tenderers must price optional 24x7 monitoring separately as an enhanced service.
218. Beyond fully remote delivery, does DCDE expect any on-site presence for specific activities such as mobilization, tabletop exercises, or periodic governance forums?
Yes. While services may generally be delivered remotely, DCDE expects limited on-site attendance in Dublin where required for mobilisation activities, governance meetings, workshops, incident response exercises, tabletop exercises and other agreed engagements. Tenderers should include reasonable provision for such attendance within their proposed service delivery model. 

219. Under the National Vetting Bureau (Children and Vulnerable Persons) Acts 2012 to 2016, Garda vetting is mandatory for persons undertaking relevant work involving direct access to or contact with children or vulnerable persons. As this engagement involves access to systems and data (rather than direct contact) relating to children and disability services, can DCDE confirm whether Garda vetting or an equivalent security-clearance process will be required for supplier personnel, and if so, the applicable process and turnaround time?
DCDE does not currently require Garda Vetting or formal security clearance for personnel delivering these Services. Tenderers should ensure that personnel are appropriately qualified, trustworthy and subject to their organisation's standard employment and background screening processes. DCDE reserves the right to introduce additional access-control requirements where operationally necessary. 

220. The supplier will propose a RACI covering security-related change and remediation across the supplier, DCDE's infrastructure partner, and in-house teams. Can DCDE confirm the identity and role of the infrastructure partner, and designate a point of contact to validate this RACI during mobilization?
The successful tenderer will be expected to collaborate with DCDE, its infrastructure partner and internal teams. Appropriate points of contact will be nominated during mobilisation to agree governance arrangements and a RACI model.

221. As accountability for risk management under NIS2 Article 20 remains non-delegable at DCDE's management-board level, can DCDE confirm the operating model for the risk register (DCDE ownership with supplier maintenance) and the risk-appetite approval process?
DCDE will retain ownership of the risk register, risk-management decisions and risk-appetite approvals. The successful supplier will be expected to support risk identification, assessment, reporting, mitigation tracking and assurance activities. Governance arrangements, reporting lines and escalation processes will be agreed during mobilisation and incorporated into the operating model. 

222. What governance forums, reporting cadence and management-board engagement does DCDE expect the supplier to support (for example, monthly operational reviews and quarterly assurance boards)?
DCDE expects service governance to include regular operational engagement, monthly reporting and quarterly assurance reviews. The final governance forums, participants, escalation routes and any management-board reporting will be agreed with the successful tenderer during mobilisation.

223. Schedule D (Service Levels) in the RFT is currently unpopulated. Will DCDE publish the required SLAs and KPIs before the tender submission deadline, or are these to be agreed by mutual agreement during mobilization?
Formal SLAs and KPIs are not yet prescribed. Tenderers should propose appropriate service levels in their response. Final acknowledgement, triage, escalation, containment, reporting and out-of-hours emergency response targets will be agreed with the successful tenderer and incorporated into the SLA/contract during mobilisation.

224. [bookmark: _Int_PdL5ZYKD]In relation to personal-data breach notification, which Schedule A, clause 25 (Data Protection & Security) requires “without undue delay”, what specific notification timeframe does DCDE require the supplier, as processor, to meet (for example, within 24 hours of detection)?
The Contractor must notify DCDE without undue delay of any data compromise involving Personal Data or circumstances that could have resulted in unauthorised access or disclosure. Tenderers should propose a specific operational notification target, such as immediate escalation and no later than 24 hours from detection, for agreement during mobilisation.

225. What security monitoring capability currently exists within DCDE?
There is no incumbent MSSP or SOC provider for this tenant. Current internal cyber capacity comprises a Cyber Security Officer with one team member, sitting within ICT Operations. The successful tenderer is expected to establish the operating model, runbooks, escalation paths and reporting arrangements with DCDE during mobilisation.

226. Is there an incumbent MSSP or SOC provider and, if so, what services are currently being delivered?
There is no incumbent MSSP or SOC provider for the in-scope tenant. DCDE has a current provider for NIS2 gap analysis and cybersecurity consultancy/governance support; appropriate transition information will be shared for that workstream. No TUPE/staff transfer arrangement is required. 

227. What are the key challenges or gaps with the current operating model?
There is no incumbent MSSP or SOC provider for this tenant. Current internal cyber capacity comprises a Cyber Security Officer with one team member, sitting within ICT Operations. The successful tenderer is expected to establish the operating model, runbooks, escalation paths and reporting arrangements with DCDE during mobilisation.

228. Which services, activities and roles will transition to the supplier, and which will remain DCDE responsibilities?
There is no incumbent MSSP or SOC provider for the in-scope tenant. DCDE has a current provider for NIS2 gap analysis and cybersecurity consultancy/governance support; appropriate transition information will be shared for that workstream. No TUPE/staff transfer arrangement is required.

229. What internal cyber security resources exist today?
There is no incumbent MSSP or SOC provider for this tenant. Current internal cyber capacity comprises a Cyber Security Officer with one team member, sitting within ICT Operations. 

230. Will DCDE provide dedicated operational contacts for incident handling and approvals?
DCDE will identify operational contacts and approval routes during mobilisation. Relevant DCDE teams include ICT Operations, the Azure infrastructure team and the Digital Strategy and Delivery team. Normal support availability should be assumed to align with business hours unless otherwise agreed.

231. What are the expected operating hours of relevant DCDE support teams?
DCDE will identify operational contacts and approval routes during mobilisation. Relevant DCDE teams include ICT Operations, the Azure infrastructure team and the Digital Strategy and Delivery team. Normal support availability should be assumed to align with business hours unless otherwise agreed.

232. What SIEM platform is currently deployed?
Microsoft Sentinel is provided via a landing zone but is not yet fully operational. DCDE does not currently have an MSSP in place. The successful tenderer will assist DCDE with configuration, optimisation, onboarding, detection content, reporting and operationalisation of the current SIEM solution. DCDE will remain responsible for SIEM licensing and data ingestion/retention costs unless otherwise agreed. Current scheduled log ingestion and review are not yet operational. Data connectors are currently set for Microsoft Defender for Cloud, Network Security Groups, Azure Activity, Entra ID and Azure Monitor. NSG flow logs are not currently configured. Additional sources may include Microsoft infrastructure and line-of-business application logs, including Power Apps, Power Pages, Microsoft Fabric, SharePoint Online, Dynamics when introduced, and other sources identified during mobilisation. Current GB/day, EPS and monthly alert volumes are not available.
233. What SIEM licensing model is in place?
Microsoft Sentinel is provided via a landing zone but is not yet fully operational. DCDE does not currently have an MSSP in place. The successful tenderer will assist DCDE with configuration, optimisation, onboarding, detection content, reporting and operationalisation of the current SIEM solution. DCDE will remain responsible for SIEM licensing and data ingestion/retention costs unless otherwise agreed. Current scheduled log ingestion and review are not yet operational. Data connectors are currently set for Microsoft Defender for Cloud, Network Security Groups, Azure Activity, Entra ID and Azure Monitor. NSG flow logs are not currently configured. Additional sources may include Microsoft infrastructure and line-of-business application logs, including Power Apps, Power Pages, Microsoft Fabric, SharePoint Online, Dynamics when introduced, and other sources identified during mobilisation. Current GB/day, EPS and monthly alert volumes are not available.

234. Is the SIEM already operational or still being implemented?
Microsoft Sentinel is provided via a landing zone but is not yet fully operational. DCDE does not currently have an MSSP in place. The successful tenderer will assist DCDE with configuration, optimisation, onboarding, detection content, reporting and operationalisation of the current SIEM solution. DCDE will remain responsible for SIEM licensing and data ingestion/retention costs unless otherwise agreed. Current scheduled log ingestion and review are not yet operational. Data connectors are currently set for Microsoft Defender for Cloud, Network Security Groups, Azure Activity, Entra ID and Azure Monitor. NSG flow logs are not currently configured. Additional sources may include Microsoft infrastructure and line-of-business application logs, including Power Apps, Power Pages, Microsoft Fabric, SharePoint Online, Dynamics when introduced, and other sources identified during mobilisation. Current GB/day, EPS and monthly alert volumes are not available.

235. Is SIEM administration and management expected to remain with DCDE or the supplier?
 SIEM administration and management are expected to form part of the Services. The successful supplier will assist with the configuration, optimisation, onboarding, monitoring, reporting and ongoing management of the Microsoft Sentinel environment, working closely with DCDE and relevant infrastructure partners. DCDE will retain overall ownership of the platform and licences. 

236. How many SIEM data forwarders are in scope?
DCDE cannot provide a definitive number of SIEM data forwarders at this stage. Current configured data sources include Microsoft Defender for Cloud, Azure Activity, Entra ID, Azure Monitor and Network Security Groups. The successful supplier will be expected to validate, optimise and expand log-source onboarding during mobilisation and service implementation. 

237. How many SIEM agents are deployed?
DCDE cannot currently provide a definitive count of SIEM agents deployed. Microsoft Sentinel is available via a landing-zone architecture but is not yet fully operational, and no MSSP is currently in place. The successful tenderer will be expected to assess, onboard and optimise required log sources and monitoring coverage during mobilisation. 

238. What existing security technologies are in scope, including Microsoft 365 Defender, Defender XDR, Sentinel, Entra ID Protection, Purview, Defender for Cloud, Defender for Cloud Apps, Defender for Endpoint and Defender for Identity? Are any other security products in scope?
 The confirmed in-scope technologies currently include Microsoft Sentinel (landing zone deployment), Microsoft Defender for Cloud, Azure Activity, Entra ID, Azure Monitor and Network Security Group logging. Other Microsoft security technologies may exist within the tenant, but tenderers should not assume they are fully deployed or in scope unless confirmed during mobilisation. 

239. What is the current average daily log ingestion volume?
DCDE does not currently have reliable average daily log-ingestion figures available for the in-scope environment, as no MSSP is currently in place and scheduled monitoring and review activities have not yet been established. The successful supplier will be expected to validate, baseline and optimise log-ingestion volumes during mobilisation.

240. What is the projected growth in log ingestion over the contract term?
DCDE cannot provide a reliable projection of future log-ingestion growth at this stage. Tenderers should assume that log volumes may increase during the contract term as additional Microsoft services, line-of-business applications and workloads are onboarded. The successful supplier will be expected to review, manage and optimise onboarding activities accordingly. 

241. How many log sources currently feed the SIEM?
Microsoft Sentinel is not yet fully operational and DCDE does not currently have an MSSP in place. Configured data connectors currently include Microsoft Defender for Cloud, Azure Activity, Entra ID, Azure Monitor and Network Security Groups. Additional log sources are expected to be onboarded during mobilisation and throughout the contract term. 

242. How many users and privileged users are in scope?
The in-scope environment currently comprises approximately 800 users, together with approximately 150 guest users from another Government Department and a small number of contractor and service accounts. DCDE cannot currently provide a definitive count of privileged users; these will be identified and validated during mobilisation and onboarding activities. 

243. How many EDR endpoints are in scope?
User endpoints and mobile devices are generally outside the scope of this MSSP service, as they are managed within a centrally hosted Government environment. Accordingly, DCDE cannot provide a specific number of EDR-protected endpoints in scope. The focus of this contract is the Department's Azure-hosted applications, services and related workloads.

244. What is the current monthly alert volume?
Historical alert volumes, true-positive rates, investigation volumes and incident volumes are not available because DCDE does not currently have an MSSP operating for this tenant and scheduled SIEM review is not yet in place.

245. What percentage of alerts are true positives?
Historical alert volumes, true-positive rates, investigation volumes and incident volumes are not available because DCDE does not currently have an MSSP operating for this tenant and scheduled SIEM review is not yet in place.

246. What percentage of alerts are expected to require investigation?
DCDE cannot provide a reliable estimate of the percentage of alerts expected to require investigation. No MSSP is currently in place for the in-scope environment and historical alert data is not available. Tenderers should state their assumptions and describe their proposed triage, tuning and investigation approach within their service offering. 

247. What is the average monthly incident count?
Historical alert volumes, true-positive rates, investigation volumes and incident volumes are not available because DCDE does not currently have an MSSP operating for this tenant and scheduled SIEM review is not yet in place.

248. What constitutes a critical alert requiring an out-of-hours response?
Critical alerts will be defined with the successful MSSP during mobilisation and reflected in the SLA/contract. As an indicative approach, critical alerts include suspected active compromise, unauthorised privileged access, confirmed malware/ransomware activity, material data exfiltration risk, significant service impact or events requiring urgent containment in the in-scope environment. 

249. Are existing severity definitions available?
Existing alert severity definitions have not yet been formally established for the in-scope environment. DCDE expects the successful tenderer to propose an appropriate severity classification framework and escalation model, aligned with industry good practice, NCSC guidance and DCDE operational requirements, for agreement during mobilisation and SLA development. 

250. Which remediation actions may the supplier perform autonomously, and which require DCDE approval?
Active remediation may include containment advice and agreed actions such as disabling accounts, blocking IP addresses, revoking sessions or equivalent measures. Such actions require DCDE approval unless covered by a pre-approved emergency runbook agreed during mobilisation. Operational change management procedures will apply unless otherwise agreed for emergency containment.

251. What formal SLAs and target times are required by severity for triage, escalation, response and reporting?
Formal SLAs and KPIs are not yet prescribed. Tenderers should propose appropriate service levels in their response. Final acknowledgement, triage, escalation, containment, reporting and out-of-hours emergency response targets will be agreed with the successful tenderer and incorporated into the SLA/contract during mobilisation.

252. Are service credits or other commercial remedies associated with SLA failures?
The RFT does not prescribe a service-credit regime for SLA failures. Service performance will be managed through the agreed governance, reporting and contract-management arrangements. Any remedies for service failure, including contractual rights and liabilities, will be governed by the provisions of the Services Contract. 

253. What major incident management framework is currently used?
DCDE is developing incident management, crisis management, business continuity and disaster recovery documentation. The successful tenderer will support development of incident response playbooks, escalation routes and major incident procedures for the in-scope environment.

254. What cyber threat intelligence capability currently exists within DCDE?
DCDE does not currently subscribe to a commercial cyber threat intelligence service. The Department receives cyber threat intelligence and guidance from the National Cyber Security Centre (NCSC). The successful supplier will be expected to incorporate relevant threat intelligence into monitoring, reporting, risk assessment and advisory activities. 

255. Which commercial, sectoral or government threat-intelligence feeds does DCDE currently consume?
DCDE does not currently subscribe to any commercial threat-intelligence feeds. The Department receives cyber threat intelligence, advisories and guidance from the National Cyber Security Centre (NCSC). The successful supplier will be expected to utilise relevant government, vendor, open-source and other appropriate threat-intelligence sources to support service delivery. 

256. Are service-level metrics already defined?
No. Service-level metrics, KPIs and response targets are not currently prescribed. Tenderers should propose appropriate service levels as part of their response. The final SLA framework, including performance measures, reporting requirements and escalation arrangements, will be agreed with the successful supplier and incorporated into the contract. 

257. What ongoing NIS2 reporting obligations will remain after Phase 1?
After Phase 1, DCDE expects lighter-touch continuous improvement, evidence production, audit support and assurance reporting. The supplier should support monthly and quarterly evidence packs and assist with audits, reviews and competent-authority engagement where required.

258. What evidence-production activities are expected from the MSSP during steady state?
Examples of reports are not currently available. The successful tenderer will agree reporting formats with DCDE during mobilisation. Expected outputs include monthly operational/security reports, alert and incident summaries, log and threat reporting, trend analysis, recommendations, agreed KPIs, risk/issues, evidence packs and quarterly assurance reviews.

259. What level of support is expected for audits?
The successful supplier will be expected to provide reasonable support for internal and external audits relating to the Services, including the provision of relevant evidence, reports, records, metrics and documentation. Contractors are expected to cooperate with DCDE's audit requirements and support assurance and compliance activities as required. 

260. Are annual assurance reviews anticipated?
Yes. DCDE anticipates periodic assurance reviews during the contract term, including at least annual reviews of the cyber security posture, compliance progress and maturity improvement activities. The scope, frequency and reporting requirements for assurance reviews will be agreed with the successful supplier through the contract governance arrangements. 

261. What interaction is expected with regulators or competent authorities?
The successful supplier may be required to support DCDE in responding to requests from regulators, auditors, competent authorities or the NCSC, including providing relevant evidence, reports, metrics and technical input. Any engagement with external authorities will remain under DCDE's direction and governance arrangements. 
262. Is CyFun scoring expected to be maintained by the provider?
The successful tenderer will be expected to support DCDE in measuring, maintaining and improving its cyber security maturity, including alignment with the CyFun framework. DCDE's target is to achieve and maintain a CyFun maturity score of approximately 3.5, with reporting and reassessment arrangements to be agreed during the contract term. 

263. What log retention period is required?
DCDE does not currently prescribe a specific log-retention period for the in-scope environment. The successful supplier will be expected to work with DCDE to define appropriate retention requirements based on operational, security, audit, regulatory and compliance needs, taking account of NIS2, CER, NCSC guidance and applicable legal obligations. 

264. Are there classified or sensitive workloads requiring segregation?
DCDE processes information that may be sensitive and subject to enhanced security and data-protection requirements. The successful supplier should assume that appropriate segregation, access controls, least-privilege principles and monitoring may be required for certain workloads. Detailed requirements will be confirmed during mobilisation and ongoing security reviews. 

265. Are specific Irish Government data-handling standards applicable?
Yes. The successful tenderer will be expected to comply with applicable Irish Government security, data protection and information-handling requirements, together with GDPR, NCSC guidance, DCDE policies and any relevant obligations arising from NIS2, CER, CyFun and associated Irish cyber security frameworks. 

266. Are there restrictions on remote analyst access?
Remote analyst access is permitted, provided Services are delivered from within the EU/EEA and comply with DCDE's security, access-control and data-protection requirements. The successful supplier will be required to implement appropriate authentication, least-privilege access controls, logging and monitoring arrangements for all remote access activities. 

267. What delivery-location or resource-residency constraints apply, including Irish-, EU- or UK-based resources and permitted onshore, nearshore or offshore delivery?
Remote analyst access is permitted, provided Services are delivered from within the EU/EEA and comply with DCDE's security, access-control and data-protection requirements. Offshore delivery is not permitted. Tenderers should assume EU/EEA-only resource delivery and data processing for the purposes of this competition unless otherwise expressly approved by DCDE. 

268. Are you open to agentic offerings across the security stack?
DCDE is open to considering AI-assisted security capabilities where they deliver clear operational benefits and comply with applicable legal, regulatory, procurement, data protection and NCSC requirements. Any agentic or autonomous capabilities must be subject to appropriate governance, human oversight, risk assessment and explicit approval by DCDE before adoption. 

269. Are custom security agents required?
No. DCDE is not mandating the deployment of custom security agents as part of the baseline service. Tenderers should work with existing tooling where available and may propose additional tools or agents where they provide clear security or operational benefit. Any such proposals should be clearly identified and costed separately. 

270. Are any customer-developed or hyperscaler-provided agents already deployed?
There are no customer-developed security agents currently deployed within the in-scope environment. The environment may utilise Microsoft-native capabilities available within the existing Azure and Microsoft security stack. The successful supplier will be expected to assess the current environment and advise on any appropriate future enhancements or integrations. 

271. Are there regulatory or contractual security-monitoring obligations?
Yes. The Services are intended to support DCDE's compliance with applicable cyber security, resilience, audit and governance obligations, including NIS2-related requirements, CER obligations, NCSC guidance, and other applicable legal and regulatory requirements. The successful supplier will be expected to support associated monitoring, reporting and assurance activities. 

272. Which vendor and platform provide the current vulnerability-management tooling?
DCDE does not currently operate a dedicated vulnerability-management platform for the in-scope environment. Microsoft Defender for Cloud and other Microsoft security capabilities may provide vulnerability-related information. The successful supplier will be expected to assess the current tooling and advise on an appropriate vulnerability-management approach, tooling and configuration. 

273. As vulnerability management is listed as advisory, is DCDE seeking consultancy and expertise for the existing platform, or a managed vulnerability service?
DCDE is primarily seeking consultancy, advisory support and expertise in relation to vulnerability management, including identification, prioritisation, reporting and remediation advice. Tenderers may propose managed vulnerability-management services as an enhancement; however, the baseline requirement is advisory support, working with available tooling and recommending improvements where appropriate. 

274. How many security analysts currently operate the service?
There is no incumbent MSSP or SOC provider for this tenant. Current internal cyber capacity comprises a Cyber Security Officer with one team member, sitting within ICT Operations. The successful tenderer is expected to establish the operating model, runbooks, escalation paths and reporting arrangements with DCDE during mobilisation.

275. General: Could DCDE provide the approximate number of end users within scope of the service?
The in-scope environment supports approximately 800 users, together with approximately 150 guest users from another Government Department and a small number of contractor and service accounts. User devices, mobile devices and centrally managed Government Microsoft 365 services are generally outside the scope of this MSSP service. 

276. General: Could DCDE provide the approximate number of managed endpoints and servers within scope?
The in-scope environment is primarily cloud-based. DCDE cannot currently provide a definitive count of managed endpoints and servers. The environment includes a small number of virtual machines acting as jump boxes or gateways, together with Azure-hosted line-of-business applications and serverless workloads. End-user devices are generally out of scope. 

277. General: Are there any expected growth projections (users, endpoints, applications or services) that should be considered during the contract term?
DCDE expects the in-scope environment to evolve during the contract term through the onboarding of additional Microsoft services, line-of-business applications and potential future Dynamics workloads. No specific growth projections are available. Tenderers should propose a scalable service model capable of accommodating reasonable increases in users, applications and log sources. 

278. General: Is there an incumbent provider currently delivering any of the requested services? If so, will a formal transition and knowledge transfer phase be supported?
There is no incumbent MSSP or SOC provider for the in-scope tenant. DCDE has a current provider for NIS2 gap analysis and cybersecurity consultancy/governance support; appropriate transition information will be shared for that workstream. No TUPE/staff transfer arrangement is anticipated.

279. General: Is any on-site presence expected as part of the service delivery model, or can services be delivered remotely?
Services may generally be delivered remotely from within the EU/EEA. However, limited on-site attendance in Dublin will be required from time to time for mobilisation activities, governance meetings, workshops, incident response exercises, tabletop exercises or other agreed engagements. Tenderers should include reasonable provision for such attendance in their proposals. 

280. General: In terms of licenses: who will be the owner of the licences (SIEM, XDR…)? DCDE or the Bidder?
DCDE will remain responsible for licensing associated with the in-scope security tooling, including SIEM and related platform licences.

281. Service Management: Could DCDE provide examples of the expected monthly operational reports and quarterly assurance reviews?
Examples are not currently available. The successful tenderer will agree report formats with DCDE during mobilisation. Monthly reports should typically cover alerts, incidents, risks, vulnerabilities, threat intelligence, service performance and recommendations. Quarterly assurance reviews should provide a strategic overview of security posture, compliance progress, trends and improvement actions. 

282. Service Management: What governance forums are expected (operational, tactical and executive)?
DCDE expects service governance to include regular operational engagement, monthly reporting and quarterly assurance reviews. The final governance forums, participants, escalation routes and any management-board reporting will be agreed with the successful tenderer during mobilisation.

283. Service Management: Which KPIs and service metrics are considered mandatory for reporting purposes?
Mandatory KPIs and service metrics have not yet been defined. Tenderers should propose appropriate measures covering alert acknowledgement, triage, investigation, escalation, incident response, reporting, vulnerability management, SLA performance and service quality. The final KPI framework will be agreed with the successful tenderer and incorporated into the SLA/Contract. 

284. Service Management: Could DCDE provide the expected service levels and performance targets, including alert acknowledgement, incident response, escalation and reporting KPIs? Could the Bidder propose its own?
DCDE has not prescribed specific service levels or performance targets. Tenderers should propose appropriate KPIs and SLA targets for alert acknowledgement, triage, escalation, incident response and reporting as part of their submission. The final SLA framework will be agreed with the successful supplier and incorporated into the contract. 
285. ITSM: Does DCDE currently operate an ITSM platform (e.g. ServiceNow, Jira Service Management or equivalent)?
DCDE does not currently operate an ITSM platform. Tenderers should outline how incident, request and service-management processes will be supported as part of their proposed service. Any future ITSM tooling, integrations or workflow requirements will be agreed with the successful tenderer during mobilisation. 

286. ITSM: Will the supplier be required to use the DCDE ITSM platform, provide its own ticketing capability, or integrate both solutions?
DCDE does not currently operate an ITSM platform for the in-scope environment. Tenderers should describe the ticketing and workflow capabilities they propose to use in delivering the Services. Any future ITSM requirements, integrations or tooling arrangements will be agreed with the successful supplier during mobilisation. 

287. ITSM: Are integrations currently available between the SIEM, security tooling and the ITSM platform?
No. DCDE does not currently operate an ITSM platform and therefore no integrations currently exist between an ITSM platform, SIEM or other security tooling. Tenderers should describe any proposed ticketing, workflow and integration approach as part of their service offering. 

288. SOC-SIEM: Which SIEM platform is currently deployed and provided by DCDE? How many tenants are currentlly in used?
DCDE currently provides Microsoft Sentinel through a landing-zone deployment as its SIEM platform. The SIEM is not yet fully operational and no MSSP is currently in place. The in-scope environment comprises DCDE's Azure tenant hosting its line-of-business applications. Further tenant-specific details will be confirmed during mobilisation. 

289. SOC-SIEM: What is the current average daily log ingestion volume and data retention period within the SIEM platform?
DCDE does not currently have reliable average daily log-ingestion or retention figures available for the in-scope environment, as Microsoft Sentinel is not yet fully operational and no MSSP is currently in place. The successful supplier will be expected to establish, baseline and agree appropriate ingestion and retention requirements with DCDE. 

290. SOC-SIEM: How many log sources are currently connected to the SIEM?
Microsoft Sentinel is not yet fully operational and DCDE does not currently have an MSSP in place. Current configured data connectors include Microsoft Defender for Cloud, Azure Activity, Entra ID, Azure Monitor and Network Security Groups. Additional Microsoft and line-of-business application log sources will be onboarded during the contract term. 
291. SOC-SIEM: Is the SIEM currently covering all systems and applications included within the scope of this RFT?
No. The SIEM is not currently fully operational and does not yet cover all systems and applications that may fall within the scope of this RFT. The successful supplier will be expected to assess the current onboarding status and support the phased onboarding of additional in-scope systems, applications and log sources. 

292. SOC-SIEM: Does DCDE expect the successful supplier to develop and maintain detection use cases, correlation rules and alert tuning activities?
Yes. The successful supplier will be expected to develop, implement, maintain and optimise SIEM detection use cases, analytics rules, correlation rules, alert tuning, reporting and related monitoring content. As Microsoft Sentinel is not yet fully operational, establishing and maturing these capabilities forms part of the required service. 

293. SOC-SIEM: Could DCDE provide historical metrics regarding security alerts and incidents over the last 12 months?
DCDE cannot provide historical metrics for security alerts or incidents for the in-scope environment. Microsoft Sentinel is not yet fully operational and no MSSP is currently in place. Accordingly, reliable historical alert, investigation and incident trend data is not available at this time. 

294. XDR: Which EDR/XDR technologies are currently deployed within the environment?
The MSSP will not cover user endpoints, mobiles or central Government Microsoft 365 services, as these are outside scope. Defender for Cloud is one of the configured data connectors. Tenderers should describe how they will integrate relevant DCDE-provided MDR/EDR/XDR telemetry where available, but should not assume responsibility for procuring endpoint tooling unless separately requested.

295. XDR: Are the solutions already deployed/implement in the DCDE infrastructure?
Certain Microsoft security capabilities are deployed within the current environment, including Microsoft Defender for Cloud data integration. However, DCDE does not currently operate a fully implemented XDR/MDR service for the in-scope environment. The successful supplier will be expected to assess existing capabilities and support the appropriate integration and optimisation of available security tooling. 

296. XDR: Are phishing alerts part of the scope of the requested service? If yes, which technocolgy is DCDE using for that?
Phishing alerts relating to the centrally managed Government Microsoft 365 environment are generally outside the scope of this contract. Where phishing-related security events are available from in-scope systems, applications or integrated security tooling, the successful supplier will be expected to investigate and report on them as part of the agreed monitoring service. 

297. XDR: What is the approximate number of endpoints covered by the EDRXDR platform?
User endpoints and mobile devices are generally outside the scope of this contract, as they are managed within a centrally hosted Government environment. Accordingly, DCDE cannot provide a specific number of endpoints covered by an EDR/XDR platform within scope. The primary focus is the Azure-hosted application and workload environment. 

298. XDR: Does DCDE expect threat containment actions to be performed directly by the supplier or only under customer approval?
Threat containment actions should normally be undertaken only with DCDE approval. However, where pre-approved emergency procedures, playbooks or runbooks are in place, the successful supplier may perform agreed containment actions to protect the in-scope environment. Detailed authority levels and escalation procedures will be agreed during mobilisation. 

299. XDR: Could DCDE provide historical metrics regarding the alerts and incidents over the last 12 months for each XDR technology (e.g: MDE 50alerts/month, MDI 25 alerts/month...)?
DCDE cannot provide historical alert or incident metrics by XDR technology for the last 12 months. A fully operational XDR/MDR and MSSP capability is not currently in place for the in-scope environment, and reliable historical alert, investigation and incident data is therefore not available. 

300. Threat Hunting: What frequency does DCDE expect for threat hunting activities?
Initial work will focus on investigating generated alerts and stabilising the monitoring service. As maturity progresses, threat hunting may become more proactive. Tenderers should propose an appropriate threat-hunting cadence and scenarios based on the in-scope environment and available telemetry.

301. Threat Hunting: Are there any predefined threat hunting requirements or threat scenarios that the supplier should consider?
No predefined threat-hunting scenarios are mandated at this stage. Initially, the service will focus on investigation and triage of generated alerts. As DCDE’s cyber security maturity develops, the successful tenderer may propose threat-hunting activities aligned with the threat landscape, NCSC guidance and the in-scope Microsoft-based environment. 

302. Incident Response: Could DCDE provide historical incident volumes and major incident statistics for the last 12 months?
DCDE cannot provide historical incident volumes or major incident statistics for the last 12 months for the in-scope environment. As no MSSP is currently in place and Microsoft Sentinel is not yet fully operational, reliable historical incident-management metrics and trend data are not available at this time. 

303. Incident Response: What response time expectations apply to critical incidents outside business hours?
Response time expectations for critical incidents outside business hours are not currently prescribed. Tenderers should propose appropriate response and escalation targets as part of their service offering. Final out-of-hours response arrangements, including acknowledgement and escalation times for critical incidents, will be agreed with the successful tenderer and incorporated into the SLA/Contract. 

304. Incident Response: Could DCDE clarify the scope of "active remediation" activities expected from the supplier?
Active remediation may include containment advice and agreed actions such as disabling accounts, blocking IP addresses, revoking sessions or equivalent measures. Such actions require DCDE approval unless covered by a pre-approved emergency runbook agreed during mobilisation. Operational change management procedures will apply unless otherwise agreed for emergency containment.

305. IAM: Could DCDE provide additional details regarding the expected IAMPAM scope?
The IAM/PAM scope is expected to focus on the in-scope Azure tenant and associated applications. This includes identity governance, privileged access management, RBAC, PIM, access reviews, account management and related security controls. The successful supplier will be expected to provide advice, assurance and recommendations to improve IAM/PAM maturity. 

306. IAM: Which IAM and PAM technologies are currently deployed?
DCDE currently uses a cross-tenant identity model based on Active Directory and Microsoft Entra ID, with Single Sign-On (SSO), Role-Based Access Control (RBAC) and Privileged Identity Management (PIM) in operation. No separate PAM platform is in use. Further details will be confirmed during mobilisation.
 
307. IAM: Approximately how many privileged accounts are currently managed within the environment?
DCDE cannot currently provide a definitive count of privileged accounts within the in-scope environment. Privileged access is managed through RBAC and Privileged Identity Management (PIM) controls. The successful tenderer will be expected to validate privileged account inventories, access models and governance arrangements during mobilisation and onboarding activities. 
308. IAM: Does the scope include periodic access reviews and privileged access governance activities?
Yes. The scope includes advisory and governance support for identity and access management, including periodic access reviews, privileged access governance and related controls where required. The successful tenderer will be expected to support DCDE in reviewing, improving and maintaining these arrangements in line with good practice and compliance requirements. 

309. Vulnerability Management: Which vulnerability management platform(s) are currently used?
DCDE does not currently operate a dedicated vulnerability-management platform for the in-scope environment. Microsoft Defender for Cloud and other Microsoft security capabilities may provide vulnerability-related information. The successful supplier will be expected to assess the current tooling and advise DCDE on the most appropriate vulnerability-management approach, tooling and configuration for the environment. 

310. Vulnerability Management: Could DCDE provide the approximate number of assets covered by the vulnerability management programme?
DCDE cannot provide a definitive asset count at this stage. The vulnerability-management scope is expected to include the in-scope Azure tenant, associated line-of-business applications, supporting workloads, service accounts, selected virtual machines and related cloud resources. The successful supplier will be expected to baseline and validate the asset inventory during mobilisation. 

311. Vulnerability Management: Is remediation management expected as part of the service, or only identification and reporting activities?
The service is expected to include vulnerability identification, assessment, prioritisation, reporting, remediation tracking and advisory support. Responsibility for implementing remediation actions will normally remain with DCDE, its infrastructure partner or relevant service owners. The successful supplier will support and monitor remediation progress and provide assurance and recommendations. 

312. NIS2: Could DCDE provide a summary of the findings from the latest NIS2 readiness assessment?
A NIS2 readiness assessment has been completed. Details are addressed in section 1.2 of the RFT. The recommendations from the gap analysis are grouped into 8 initiatives, 4 of which remain outstanding. DCDE’s target is to reach approximately 3.5 on the CyFun scale. Further detail may be shared with the successful supplier subject to confidentiality and procurement requirements. The successful tenderer should support DCDE in aligning with NIS2, CER where applicable, CyFun, Irish Risk Management Measures, the National Cyber Security Bill and relevant NCSC guidance. DCDE expects a pragmatic mapping approach, with CyFun and the Irish risk management measures used as the operational assurance model where relevant, while recognising that statutory obligations and final competent-authority requirements will prevail once confirmed.

313. NIS2: Which NIS2 control domains remain open and require remediation support?
The detailed findings of the NIS2 readiness assessment are addressed in Section 1.2 of the RFT and may be shared with the successful supplier. The recommendations have been grouped into eight initiatives, four of which remain outstanding. The successful supplier will be expected to support remediation, assurance and maturity-improvement activities. 

314. NIS2: Has a formal CER assessment already been completed?
A formal NIS2 readiness assessment has been completed. The initial assessment was undertaken with NIS2 requirements in mind before Ireland adopted the CyFun framework. A separate formal CER assessment has not been completed. The successful tenderer will be expected to support alignment with both NIS2 and CER-related obligations as applicable. 

315. NIS2: Which governance, risk and compliance frameworks are currently used by DCDE?
DCDE's cyber-security and compliance activities are informed by NIS2, CER, CyFun, the Irish Risk Management Measures, NCSC guidance and applicable Irish and EU legal requirements. The successful supplier will be expected to support governance, risk and compliance activities across these frameworks and assist with ongoing maturity and assurance improvements. 

316. NIS2: Are there any planned regulatory audits or compliance milestones during the contract period?
DCDE anticipates ongoing compliance, assurance and audit activities throughout the contract term to support its obligations under NIS2, CER, CyFun, NCSC guidance and other applicable requirements. Specific regulatory audits or milestones cannot be confirmed at this stage, and the successful supplier should be prepared to support emerging compliance requirements. 

317. Application Security: Could DCDE provide the current number of business applications that are expected to be monitored as part of the service?
Tenderers should assume approximately 4-5 line-of-business applications, with a Fabric environment and Microsoft-based workloads including Power Apps, Power Pages and SharePoint. Future Dynamics workloads have no confirmed timeline. Additional application onboarding will be required during the contract term subject to DCDE priorities and agreed onboarding activity.

318. Application Security: Besides Power Apps, Power Pages, Microsoft Fabric, SharePoint and future Dynamics workloads, are there any additional critical applications currently in scope?
At present, DCDE has identified approximately 4-5 line-of-business applications within scope. These are primarily Microsoft/Azure-based workloads, including Microsoft Fabric and Power Platform services. DCDE is not currently providing a detailed application inventory. Additional applications will be onboarded during the contract term as business requirements evolve. 

319. Application Security: Is additional application onboarding expected during the lifetime of the contract and, if so, what is the anticipated volume?
Yes. Additional application onboarding is expected during the contract term as the Department's digital services evolve. This may include further Microsoft-based services, line-of-business applications and potential future Dynamics workloads. DCDE cannot provide a definitive volume at this stage, and onboarding requirements will be prioritised and agreed as needed. 

320. CTI: How many brands are under DCDE scope?
DCDE does not currently subscribe to a commercial threat intelligence service but receives NCSC-provided cyber threat intelligence. Tenderers should describe how they will gather, synthesise and report relevant threat intelligence, including NCSC, public, sectoral and vendor sources, as part of the service. Brand, VIP, underground and digital-risk monitoring are not confirmed as baseline requirements unless proposed and agreed. Tenderers should identify any such services separately if offered.

321. CTI: Does DCDE currently use any third party intelligence tool or source?
DCDE does not currently subscribe to a commercial threat intelligence service but receives NCSC-provided cyber threat intelligence. Tenderers should describe how they will gather, synthesise and report relevant threat intelligence, including NCSC, public, sectoral and vendor sources, as part of the service. Brand, VIP, underground and digital-risk monitoring are not confirmed as baseline requirements unless proposed and agreed. Tenderers should identify any such services separately if offered.

322. CTI: Could you please provide the number of digital assets within scope (domains, websites, social media, apps, etc)?
DCDE cannot currently provide a definitive inventory of digital assets within scope. The environment includes approximately 4-5 line-of-business applications and associated Microsoft/Azure-based services. Tenderers should assume that any digital asset monitoring requirements will be confirmed during mobilisation and may evolve over the contract term as services are onboarded. 

323. CTI: Is there any specific threat actor or underground monitoring requirement?
No specific threat actor, dark web or underground monitoring requirement is currently mandated as part of the baseline service. However, the successful supplier should incorporate relevant threat-intelligence monitoring and provide advice where emerging threats, campaigns or actors pose a credible risk to DCDE or its in-scope services. 

324. CTI: Would DCDE be interested in monitoring VIPs within the organization?
VIP monitoring is not currently a mandatory requirement within the baseline service. However, DCDE may consider risk-based monitoring of senior officials, key personnel or high-profile accounts where justified by the threat landscape, operational need or emerging cyber-security risks. Any such requirement would be agreed separately with the successful supplier. 
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Rating

Consequence

Expanded Definition

Insignificant

Generally a result of a minor security breach in a single area. Impact s
likely to last less than several days and requires only minor expenditure
to rectify.

Minor

Result of a security breach in one or two areas. Impact s likely to last
less than a week, but can be dealt with at the segment or project level
without management intervention. Can generally be rectified within
project or team resources.

Moderate

Limited systemic (and possibly ongoing) security breaches. Impact s
likely to last up to 2 weeks and generally requires management.
intervention. Will have ongoing compliance costs to overcome.

Major

Ongoing systemic security breach. Impact will likely last 4-8 weeks
and require significant management intervention and resources to
overcome, and compliance costs are expected to be substantial. Loss of
business or organizational outcomes is possible, but not expected,
especially if this is a once off.

Catastrophic

Major systemic security breach. Impact will last for 3 months or
more and senior management will be required to intervene for the
duration of the event to overcome shortcomings. Compliance costs are
expected to be very substantial. Substantial public or political debate
about, and loss of confidence in, the organization is likely. Possible
criminal or disciplinary action is likely.

Doomsday

Multiple instances of major systemic security breaches. Impact duration
cannot be determined and senior management will be required to place
the company under voluntary administration or other form of major
restructuring. Criminal proceedings against senior management is
expected, and substantial loss of business and failure to meet
organizational objectives is unavoidable.
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