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Overview
The purpose of the document is to enable the State Laboratory ICT Section understand the ICT elements of the proposed solution and help integrate the solution with the State Lab ICT infrastructure in collaboration with the successful vendor. It also aims to help State Lab ICT understand the vendors support and maintenance processes once the solution is in production. This is important as it is expected that any solution integrating with the State Lab ICT infrastructure is maintained to a level to allow continued integration.
The proposed solution will be expected to be connected to the State Laboratory’s network, which will facilitate services such as but not limited to data transfer, central management and remote access. In situations where the element of the solution connecting to the State Lab network is a Windows PC, this PC will be expected to join the State Labs Active Directory domain. It is also expected that any associated application making up the solution is compatible with known industry anti-virus solutions and other agents that are used by the State Lab for monitoring, backups and any other systems commonly used by organisation to manage and secure an enterprise infrastructure.
Vendors are requested to submit a response to all items listed in the table below to help in facilitating an efficient and successful implementation and continued maintenance over the life of the solution.

State Laboratory ICT infrastructure
The State Laboratory ICT infrastructure is based on Microsoft Server and Active Directory. The network is segmented and separated by firewalls providing a number of security zones. All networked devices are centrally managed including all networked instrument PCs and all networked devices must adhere to the State Labs security policies such as running anti-virus software and installing patches and updates regularly. If for any reason an instrument PC is unable to meet the State Labs security baselines then it will not be networked and will not have access to any networked services such as those outlined below.
· Access to File Shares
· Centralised Managed Print
· Access to LIMS
· Remote Desktop Access 
· Vendor Remote Monitoring (Requires a review prior to approval)
· Full backup of Instrument PCs
· Performance Monitoring and Logging
· SIEM Monitoring and Logging
· Centrally managed enterprise level anti-virus
It should be noted that the current anti-virus solution in use within the State Laboratory is Trend Apex One and all features of this are used on endpoints, including Data Loss Prevention, Behaviour Monitoring, USB port restrictions and Vulnerability patching. 

	No.
	Query
	Vendor Response

	1
	Please detail how the proposed solution will connect to the State Lab network. E.g. Standard RJ45 NIC, wireless or other?
	 

	2
	Are there any special considerations around network services such as DHCP, DNS, NTP etc. if connecting to the State Lab network?
	 

	3
	If any part of the solution includes multiple connection interfaces (e.g. WiFi, Bluetooth, Radio Frequency, USB, serial or other), please detail which are required for this deployment and can those that are not required be disabled without affecting the solution?
	 

	4
	Will any element of the solution require regular firmware/software updates?
If so how are these applied, managed and tested?
	 

	5
	Is a Windows PC part of the solution and can this PC be joined to the State Lab AD domain without causing issues with the operation of the solution?
	 

	6
	What version of Windows will be supplied with the PC?
	 

	7
	Will the version of Windows supplied remain supported by Microsoft for the life of the proposed solution? 
	 

	8
	If the Windows version is no longer supported by Microsoft during the agreed support contract with the vendor, will it be upgraded to a version that will be supported?
	 

	9
	What Windows update categories will be supported by the software supplied as part of the solution. For example, can Critical and Security updates be installed without affecting the solution? Please identify any relevant information regarding the routine rollout of Windows updates, particularly Critical and Security updates.
	 

	10
	Is Remote Support included as part of the service? Please detail what is required to enable remote support. For example, does remote support require a Remote Desktop Session to the Instrument PC?
	 

	11
	Would remote support expect to be supervised by State Lab staff or unsupervised?
	 

	12
	What is the average data size of a test result based on the proposed use of the solution? 
	 

	13
	Is the proposed solution compatible with Trend Apex One Security Agent? 
	 

	14
	Does the proposed solution require specific AV exceptions? If so, please list these exceptions.
	 

	15
	The State Lab has a policy to disable all attached USB storage devices through Trend Apex One. Will there be any exceptions required for implementation or during production? 
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