Appendix 1 (Section 4): Requirements and Specifications

4.0 Introduction

AirNav Ireland (the “Contracting Authority”) invites tenders for the provision of a secure, EU-hosted, cloud-based Aviation Regulation Content - Document Management System (ARC-DMS).
The ARC-DMS shall support controlled aviation document lifecycle management, regulatory requirement linkage, compliance traceability, controlled publication and distribution, evidence generation, implementation, migration, training and ongoing support.
This procurement is conducted under the Open Procedure. A single contract will be awarded for a fixed term of 3 years to the Most Economically Advantageous Tender (MEAT), based on the evaluation methodology set out in this RFT.

4.2 Requirements Overview
4.2.1	Scope of Services Required

4.2.1.1 Technical Requirements
1. Scalability: The platform must scale effectively to accommodate fluctuations in usage volumes and data processing demands, ensuring consistent performance even during peak usage.
1. Integration: The solution must integrate seamlessly with AirNav Ireland’s existing systems and tools, enabling smooth data exchange and maintaining interoperability across platforms.
1. Security: The platform must meet robust security standards, including strong user authentication, role‑based access controls, full data encryption, and any additional safeguards required to protect sensitive user and  organisational data.
1. Usability: The user interface must be intuitive, accessible, and easy to navigate. Comprehensive training and support materials should be provided to ensure staff can adopt the platform efficiently, including scenarios involving multiple simultaneous users.

4.2.1.2 Functional Requirements
The successful Tenderer is required to provide us with:

Provision of an enterprise SaaS ARC-DMS platform hosted in the European Union (EU).
Implementation and configuration, including workflows, roles, permissions, metadata, document structures and reporting.
Full migration from the incumbent solution, including documents, structures, compliance links and audit history where technically feasible.
Validation and reconciliation evidence confirming completeness and integrity of migrated content and compliance links.
Ongoing support, maintenance, upgrades, service monitoring and reporting.
Role-based training, user adoption support, go-live support and hypercare.
Exit and portability arrangements to support orderly transition at contract end or termination.


TENDERER RESPONSE REQUIREMENTS

Tenderers must address each of the requirements in this part of the RFT and submit a detailed description in each case which demonstrates how these requirements will be met and their approach to the proposed delivery of the Services. A mere affirmative statement (except where Tenderers are required to indicate their compliance position only) by the Tenderer that it can/will do so or a reiteration of the tender requirements is not sufficient in this regard. 

4.3 Tender Response Requirements
4.3.1 Understanding of Requirements (General)
1. Tenderers are requested to submit a comprehensive written description demonstrating their capability to fulfil the requirements outlined in section § 4.2. and should directly address and provide evidence relating to each of the criteria specified.

4.3.2 Functional Requirements

	COMP-01
	Solution shall support traceable linkage of regulatory requirements to document content.
	Scored
	Demonstration evidence of linking and reporting.
	Core compliance capability.

	COMP-02
	Solution shall provide automated alerts for regulatory changes impacting linked content.
	Scored
	Demonstration of alerts and impact visibility.
	Automation required.

	COMP-03
	Solution shall provide a compliance checklist/report view showing all links and status.
	Scored
	Sample checklist output and navigation evidence.
	Audit readiness.

	COMP-04
	Solution shall maintain full traceability for compliance monitoring actions.
	Scored
	Audit trail examples for compliance monitoring events.
	Traceability required.

	MIG-01
	Tenderer shall provide full migration of documents, structures, compliance links, and audit history where technically feasible.
	Scored
	Migration plan, mapping approach, validation methodology.
	Evidence-based migration.

	MIG-02
	Tenderer shall provide a validation and reconciliation report confirming completeness and integrity of migrated content and compliance links.
	Scored
	Sample validation report template and approach.
	Evidence-based migration.

	MIG-03
	Tenderer shall provide an exit and data portability approach to avoid lock-in.
	Scored
	Exit plan and export specification.
	Portability required.

	DOC-01
	Document authoring features shall support structured templates and reusable components for aviation manuals.
	Scored
	Description and examples/screenshots.
	Assess maturity and flexibility.

	DOC-02
	Solution shall provide robust version control with full revision history.
	Scored
	Audit trail examples and revision views.
	Depth of audit trail.

	DOC-03
	Solution shall support configurable collaborative workflows (draft, review, approval, publish).
	Scored
	Workflow configuration examples.
	Workflow flexibility.

	DOC-04
	Solution shall support controlled commenting, change requests, and reviewer navigation.
	Scored
	Reviewer UI evidence.
	Reviewer efficiency.

	DIST-01
	Solution shall support online and offline access for controlled manuals, with synchronisation on reconnect.
	Scored
	Offline mode evidence and sync controls.
	Operational resilience.

	DIST-02
	Solution shall support role-specific distribution with acknowledgement controls.
	Scored
	Acknowledgement workflow and reporting.
	Proof of dissemination.

	REP-01
	Solution shall provide dashboards and reporting for document status and compliance link status.
	Scored
	Sample dashboards/reports.
	Management visibility.

	INT-01
	Solution shall provide APIs for integration and reporting extraction.
	Scored
	API documentation summary.
	Integration maturity.

	TRN-01
	Tenderer shall provide training approach including onboarding and training tracking capability.
	Scored
	Training plan and materials outline.
	Adoption support.

	EXP-01
	Tenderer shall demonstrate relevant regulated aviation/ANSP experience with EU-based references.
	Scored
	Reference list and case summaries.
	Relevance and credibility.

	INN-01
	Solution shall provide advanced search and insights suitable for large manual sets.
	Scored
	Search demonstration and scenarios.
	Operational efficiency.

	EXT-01
	Support for multiple document formats (Word, PDF, HTML, XML) with controlled rendering.
	Scored
	Description and evidence/screenshots.
	Evaluate practicality and control.

	EXT-02
	Configurable metadata, categorisation and tagging with controlled vocabularies.
	Scored
	Description and evidence/screenshots.
	Evaluate practicality and control.

	EXT-03
	Controlled cross-references within and across manuals.
	Scored
	Description and evidence/screenshots.
	Evaluate practicality and control.

	EXT-04
	Periodic review cycles with reminders and escalation.
	Scored
	Description and evidence/screenshots.
	Evaluate practicality and control.

	EXT-05
	Export of audit logs and reports for audit/review purposes.
	Scored
	Description and evidence/screenshots.
	Evaluate practicality and control.

	EXT-06
	Restriction of printing and downloading by role and classification.
	Scored
	Description and evidence/screenshots.
	Evaluate practicality and control.

	EXT-07
	Four-eyes approval for safety-critical documents (configurable).
	Scored
	Description and evidence/screenshots.
	Evaluate practicality and control.

	EXT-08
	Multi-site operations and permissions by organisational unit.
	Scored
	Description and evidence/screenshots.
	Evaluate practicality and control.

	EXT-09
	Bulk upload/update under controlled conditions.
	Scored
	Description and evidence/screenshots.
	Evaluate practicality and control.






4.3.5 ICT Security Requirements 

4.3.5.1 Solution Summary – Hosting Infrastructure

Table 4.3.5.1 Tenderers must indicate √  their Compliance or Non-Compliance in the appropriate box with regard to the requirements detailed 1 to 12

	No
	Description
	Compliance
Yes
	
Compliance No


	1
	Hosting & Data Residency: The solution and data is hosted within the European Union (EU) at all times (including Data Integrity and Disaster Recovery).
	
	

	2
	Data Protection & Disaster Recovery: Regular backups, disaster recovery, and business continuity plans are implemented with documented RTO/RPO.
	
	

	3
	Multi Factor Authentication/Single Sign On: The solution must support Multi Factor Authentication / Single Sign On.
	
	

	4
	GDPR: The solution will comply with the relevant Irish and EU Data Protection legislation (GDPR). Tenderer shall provide data retention/deletion policy and breach notification procedure.
	
	

	5
	Threat Prevention: The solution will be secured against Information Security threats and will guard against unauthorised access or penetration of the system, privilege escalation, data loss or leak vulnerability, denial of service type threats, malware etc. 

	
	

	6
	Ongoing Compliance Support: The Tenderer will provide ongoing support and recommendations (including compliance metrics) in keeping with relevant privacy and data protection rules. In addition, the Tenderer agrees to implement any recommendations provided by third parties to ensure compliance with GDPR or data privacy directives.
	
	

	7
	Data Encryption: All user access/communication (in-transit) is via secure protocols (HTTPS/TLS); no cleartext passwords or sensitive data are transmitted.
	
	

	8
	Security Assessments: Co-operate during AirNav ICT internal audits and security testing e.g. AirNav ICT security assessments, provide latest pen test results, provide latest DR invocation results. 
	
	

	9
	Right to Audit: Tenderer acknowledges and accepts AirNav Ireland's and applicable regulatory authorities' rights of audit.
	
	

	10
	Account Manager: AirNav will require an Account Manager to co-ordinate all aspects of the service provided and address any issues that may arise.
	
	

	11
	Uptime SLA: Tenderer shall commit to an availability SLA of at least 99.5% for the production service. Tenderer shall provide support arrangements including incident response targets and escalation.
	
	

	12
	Data Ownership: All content within the platform will be owned by AirNav Ireland.
	
	









4.3.5.2 	Solution Availability and Architecture

Tenderers must respond in sufficient detail on how the requirements set out in the following points a. to h. will be delivered.


1. The tenderer should provide an overview of their hosted solution and provide details of their data centre facility including its location, its on-site resources and availability of specialist staff. 
1. The solution must support an SLA of 99.5% availability/uptime (~44 hours of allowable downtime per year), when fully live, for all levels of the service stack from application support, Database support, Operating systems support, Infrastructure support, Network support (i.e. a combined all in SLA – end to end).
1. Support will be required during the core working hours of 9:00 am to 5:30 pm, Monday to Friday. An out of hours/emergency contact should be provided for any issues that occur outside of these core hours.
1. The hosting environment (‘Production System’), should reflect the required availability/uptime and must take account of Business Continuity (Disaster Recovery, geo-location etc.).
1. The Tenderer shall ensure that all AirNav Ireland data hosted on the SaaS platform is fully segregated from other customers’ data at all times. This includes preventing any co‑mingling of data across production, test, backup, or disaster‑recovery environments. The Tenderer must describe the controls in place that guarantee tenant‑level isolation within their platform.
1. All system communications, internal and external, will be encrypted using TLS 1.2 or other applicable security protocols.  Tenderer must specify their proposed protocol to be applied in their solution and advise if data is also encrypted at rest. 
1. The Tenderer should provide any major exceptions, limitations or assumptions within the solution e.g. provision of software licenses, internet bandwidth, no. of website visits etc.
1. The Tenderer should provide details of any third parties involved in delivering the solution on behalf your organisation. If so these should be listed with the role of each defined and what access they have to AirNav data.
1. Please provide your Terms of Use, Privacy Statement, and supporting security documentation (e.g., security assessment, latest pen test results).

4.3.5.3 	System availability, Security and Service Levels

4.3.5.3.1 	System Availability and Security 

Tenderers must respond in sufficient detail on how the requirements set out in the following points a to l will be delivered. 

1. The system needs to run on an extremely robust platform and to be accessible 24 hours 7 days a week around the world (99.5% availability/uptime, max ~44 hours of allowable downtime per year).  Tenderers should describe how the site is backed up or replicated to ensure 99.5% uptime.
1. 24*7 monitoring of network and infrastructure
1. Fault reporting, correction and bug fixing
1. Infrastructure management
1. Tenderers should describe how the Solution provided will be protected from external threats and cyber-attacks including hardening against newer forms of attack such as data hostage. 
1. Tenders should describe the intrusion detection and network security systems and monitoring in place to protect the AirNav solution. Do you operate a SOC/SIEM or equivalent for threat monitoring?
1. Tenderers should describe how it intends to maintain regular patching and updating of server security and firewalls including downtime requirements for same
1. How is the maintenance and updates to the system managed, and what are the associated downtime requirements?
1. What processes are in place for backup and disaster recovery provision, and how is annual disaster recovery testing conducted?
1. How is proactive capacity and performance planning carried out for the hosting environment?
1. What virus scanning software is implemented to protect the system?
1. How will requests and technical queries from AirNav regarding the hosting environment be responded to, and within what timeframe?

4.3.5.3.2 	Service Level Agreement

The successful tenderer will be expected to commit to an appropriate Service Level Agreement, including but not limited to the following requirements:
1. Facilities, Location and Number of Support Staff

Please provide a brief description of the technical facilities for the support and maintenance services, including the standards or methodologies in operation for ensuring that a quality service will be delivered. Please include location of support and help desk facilities and advise number of experienced and qualified support staff for the proposed product.

1. Remote and On-site Support

(i) 	Tenderers should state, if appropriate, whether they have the capability to connect for remote maintenance and diagnosing and resolving problems.
 
1. Support Hours

Tenderers should provide details with regards to their ability to support core working hours of 9:00 am to 5:30 pm, Monday to Friday. An out of hours/emergency contact should be provided for any issues that occur outside of these core hours.

1. Response Times

Tenders should indicate their response times to service calls or queries for both within and outside core working hours. 

1. Supplier Reporting

Tenderers will be expected to provide the AirNav with a monthly Managed Service report describing maintenance, support and other activities undertaken. At a minimum, this report should itemise calls or jobs in date/time order, their type or severity, provide a brief description, and indicate whether the service level was met.  Tenderers must provide details with regard to the provision of such report. 

1. Account Manager

AirNav will require an Account Manager to co-ordinate all aspects of the service provided and address any issues that may arise. The tenderer should detail proposed account management arrangements between the tenderer and AirNav for the delivery of the service.

1. Review Meetings

Review meetings will be held quarterly between AirNav and the tenderer, or as requested by AirNav.  The purpose of these meetings will be to discuss the Tenderer’s performance in relation to the full contract resulting from this tender process, and discuss any commercial, technical or other issues. 

Additionally, AirNav proposes to hold regular post-implementation reviews at least every three months after go-live.

Tenderers must provide details with regard to how they propose to manage and meet these requirements.

1. Proposed Service Level Agreement

Tenderers should include a proposed SLA in their response.


