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Article 28 GDPR - Data Processing Agreement


This Data Processing Agreement ("Agreement") forms part of the contract for services, dated on or about the date hereof ("Services Agreement"), between the (“Arts Council”) and [insert name and address of processor/supplier] (the “Data Processor”) (together, the “Parties”).


WHEREAS  
(A) The Arts Council, as Data Controller, has contracted certain services involving the Processing of personal data by the Data Processor. 
(B) The Parties wish to comply with Regulation (EU) 2016/679 (GDPR) and the Data Protection Acts 1988-2018, together with any guidelines and codes of practice issued by the Office of the Data Protection Commission or other supervisory authority for data protection (together, “Data Protection Laws”) in respect of this data Processing on the terms and subject to the conditions set out below.

IT IS AGREED AS FOLLOWS: 
1. Definitions and Interpretation 
1.1. Unless otherwise defined herein, capitalised terms and expressions used in this Agreement shall have the following meaning: 
"Agreement" means this Data Processing Agreement and all Appendices; 	

"Arts Council Personal Data" means any Personal Data processed by the Data Processor on behalf of the Arts Council pursuant to or in connection with this Agreement [or the Services Agreement], details of which are set out in Appendix A; 

"Business Day" a day, other than a Saturday, Sunday or public holiday, on which banks in Ireland are open for business;

"Data Protection Commission" (DPC) is the supervisory authority for the purposes of Article 51 of the GDPR;

"Data Transfer" means (i) a transfer of Arts Council Personal Data from the Arts Council to the Data Processor; or (ii) an onward transfer of Arts Council Personal Data from the Data Processor to a Sub-processor, or between two establishments of the Data Processor, in each case, where such transfer would be prohibited by Data Protection Laws (or by the terms of data transfer agreements put in place to address the data transfer restrictions of Data Protection Laws); 
"EEA" means the European Economic Area; 
"Services"[footnoteRef:1] means the services to be provided by the Data Processor to the Arts Council pursuant to the Services Agreement; [1:  Delete definition of Services and amend references to "Services" in the body of this DPA if there is no Services Agreement in place.] 


"Sub-processor" means any person acting under the instructions of the Data Processor to process the Arts Council Personal Data on behalf of the Data Processor in connection with the Agreement. 

1.2. The terms, "Commission", "Controller", "Data Subject", "Personal Data", "Personal Data Breach", "Processing" and "Supervisory Authority" shall have the same meaning as in the GDPR, and their cognate terms shall be construed accordingly. 

		
2. The Data Controller and Data Processor 
2.1. The Arts Council will determine the scope, purposes, and manner by which the Arts Council Personal Data may be accessed or processed by the Data Processor. 
2.2. The Arts Council will instruct the Data Processor to process the Personal Data in any manner that may reasonably be required in order for the Data Processor to carry out the Processing required in compliance with this Agreement [and for the provision of the Services], in compliance with applicable Data Protection law.
2.3. The instructions in relation to the processing of Personal Data shall be provided as required from time to time and may be provided orally or in writing but instructions in any form other than in writing (or in electronic form) shall be documented in an appropriate form. The parties agree that and data stored (including Personal Data) may contain confidential business information which they will not disclose to third parties, except as required by law or in response to a competent regulatory or government agency. 
2.4. The rights and obligations of the parties with respect to each other under this Clause 2 shall survive any termination of this Agreement.
3. REGULATORY COMPLIANCE

To the extent required by law or regulation:

3.1	The Data Processor shall co-operate with the DPC as may be required in connection with any Processing of Personal Data performed by the Data Processor pursuant to this Agreement;

3.2	The Data Processor shall give notice to the Data Controller, within 24 hours of becoming aware, of any development that may have a material impact on the Data Processor's ability to perform its obligations effectively under this Agreement and in compliance with applicable laws and regulatory requirements.

		
4. The processing of Personal Data  
4.1. The Data Processor shall: 
4.1.1.  comply with all applicable Data Protection Laws in the Processing of Arts Council Personal Data and in its performance of this Agreement; and
4.1.2.  not Process Arts Council Personal Data other than in compliance with the documented instructions of the Arts Council.  
5. Processor Personnel 
5.1 	The Data Processor shall ensure that access to any Arts Council Personal Data is strictly limited to those individuals who need to know / access such data for the purposes of the performance of the Data Processor's obligations pursuant to this Agreement [or the Services Agreement].
5.2 	The Data Processor shall ensure that its employees, agents or contractors and any employees, agents or contractors of any Sub-processor, who may have access to Arts Council Personal Data shall comply with the Data Protection Laws in the context of that individual's duties to the Data Processor or the relevant Sub-processor.
5.3 	The Data Processor will have in place procedures so that any individual party authorised to have access to the Personal Data, including employees of the Data Processor or any permitted Sub-processor, have committed themselves to respect and maintain the confidentiality and security of the Personal Data or are under an appropriate statutory obligation of confidentiality and that such individuals shall comply with the Data Protection Laws in the context of their individual duties to the Data Processor or the relevant Sub-processor. 
6. Security
6.1. Taking into account the state of the art, the costs of implementation and the nature, scope, context and purposes of Processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, the Data Processor shall in relation to Arts Council Personal Data implement appropriate technical and organisational measures to ensure a level of security appropriate to that risk, including, as appropriate, the measures referred to in Article 32(1) of the GDPR. The Data Processor shall periodically review such measures to ensure that they remain appropriate. 
6.2. In assessing the appropriate level of security, the Data Processor shall take account in particular of the risks that are presented by Processing, in particular from a Personal Data Breach. 
7. Sub-processing 
7.1 	The Data Processor shall not delegate, assign or subcontract its obligations in respect of the Processing of any Personal Data pursuant to this Agreement [or the Services Agreement], or disclose any Arts Council Personal Data, to any Sub-processor without the prior written consent of the Arts Council. 
7.2 	On the granting of any consent by the Arts Council pursuant to clause 7.1, the Data Processor will procure that any of its Sub-processors will only process the Personal Data on the documented instructions of the Data Processor and the Data Processor will put in place a legal agreement in writing to govern the sub-processing which will impose obligation on the Sub-processor which are substantially the same as those imposed on the Data Processor in this Agreement. The Data Processor shall remain fully liable to the Data Controller for the processing of any Arts Council Personal Data by a Sub-processor.
8. Data Subject Rights 
8.1. Taking into account the nature of the Processing, the Data Processor shall assist the Arts Council, whenever reasonably required, in so far as possible, to fulfil the Arts Council’s obligation to respond to requests for exercising the Data Subject's rights as provided under the Data Protection Laws and the Data Processor will have the appropriate organisational and technical measures in place to provide such assistance.
8.2. The Data Processor shall: 
8.2.1. Promptly, but in any event within two (2) Business Days, notify The Arts Council if it receives a request from a Data Subject under any Data Protection Law in respect of Arts Council Personal Data; and
8.2.2. ensure that it does not respond to that request except on the documented instructions of the Arts Council or as required by applicable Data Protection Laws to which the Data Processor is subject, in which case the Data Processor shall to the extent permitted by applicable Data Protection Laws inform the Arts Council of that legal requirement before the Data Processor responds to the request. 
9. Personal Data Breach 
9.1. The Data Processor shall notify the Arts Council without undue delay and within twenty-four (24) hours upon the Data Processor becoming aware of a Personal Data Breach or potential Personal Data Breach affecting the Arts Council Personal Data and provide the Arts Council with sufficient information to allow the Arts Council to meet any obligations to report or inform Data Subjects of the Personal Data Breach under Data Protection Laws. The Data Processor shall not inform any third party of any Personal Data Breach without first obtaining the Arts Council's written consent except when required to do so by applicable Data Protection Law.
9.2. The Data Processor shall co-operate with the Arts Council and take reasonable commercial steps as are directed by the Arts Council to assist in the investigation, mitigation and remediation of any such Personal Data Breach or potential breach as the case may be, including corrective actions. 
10. Data Protection Impact Assessment and Prior Consultation 
The Data Processor shall provide reasonable assistance to the Arts Council with any data protection impact assessment (DPIA), and prior consultations with Supervising Authorities or other competent data privacy authorities, which the Arts Council reasonably considers to be required by article 35 or 36 of the GDPR or equivalent provisions of any other Data Protection Law, in each case solely in relation to Processing of Arts Council Personal Data by, and taking into account the nature of the Processing and information available to, the Data Processor.
11. Deletion or return of Arts Council Personal Data 
11.1 The Data Processor shall not retain or process Arts Council Personal Data for longer than is necessary to carry out [the Processing required of it by the Arts Council/the Services]. It will comply promptly with any Arts Council written instructions requiring the Data Processor to amend, transfer, delete or otherwise process the Personal Data or to stop, mitigate or remedy any unauthorised processing.
11.2 The Data Processor shall promptly, and in any event within 10 Business Days of the date of cessation of any services involving the Processing of Arts Council Personal Data (the "Cessation Date"), at the Arts Council’s request, delete or return all Personal Data to the Arts Council and ensure that all copies of the Personal Data are destroyed unless retention of the Personal Data is required by law. The Data Processor shall provide written certification to the Arts Council that it has fully complied with this clause 11.2 within 10 Business Days of the Cessation Date. The only exception to this Clause 11.2 shall be where the Data Processor is obliged by law, regulation or government or regulatory body to retain any Personal Data which is confirmed by the Data Controller.
12. Audit and Inspection rights 
12.1 [bookmark: _Hlk192520088]Upon request of the Arts Council, the Data Processor will  submit, and/or as appropriate its Sub-processors will submit its data processing facilities, data files and documentation used for processing, reviewing, auditing and/or certifying by the Arts Council (or any independent or impartial inspection agents or auditors, selected by the Arts Council) to ascertain compliance with this Agreement and applicable Data Protection Law, with reasonable notice and during regular business hours. The requirement to provide notice will not apply if the Arts Council reasonably believes that a Personal Data Breach has occurred or is occurring or the Data Processor is in material breach of any of its obligations under this Agreement or any of the Applicable Data Protection Laws. 
13. Liability and Indemnity
The Data Processor indemnifies the Arts Council and holds the Arts Council harmless against all claims, actions, third party claims, losses, damages and expenses incurred by the Arts Council arising out of a breach by or any failure of the Data Processor or any of its Sub-processors to comply with any obligations under this Agreement and/or applicable Data Protection Laws.
14. Data Transfer 
The Data Processor will not transfer or authorise the transfer of Personal Data to countries outside the EU and/or the EEA without the prior written consent of the Arts Council. If personal data processed under this Agreement is transferred from a country within the EEA to a country outside the EEA, the Parties shall ensure that the Personal Data is adequately protected in accordance with the Data Protection Laws (including, if appropriate, by implementation of the EU approved standard contractual clauses or EU-USA Data Privacy Framework). 
15. Confidentiality
Each Party must keep this Agreement and information it receives about the other Party and its business in connection with this Agreement (“Confidential Information”) confidential and must not use or disclose that Confidential Information without the prior written consent of the other Party except to the extent that: 
(a) disclosure is required by law; 
(b) the relevant information is already in the public domain. 
16. Notices
16.1 All notices and communications given in connection with this Agreement must be in writing and will be delivered personally, sent by registered post or sent by email to the address or email address set out in the heading of this Agreement at such other address as notified from time to time by the Parties changing address. 
16.2 This clause does not apply to the service of any proceedings or other documents in any legal action or, where applicable, any arbitration or other method of dispute resolution.
17. Termination
17.1 This agreement shall remain in full force and effect for so long as the Data Processor carries out any Processing activities in respect of Arts Council Personal Data.
17.2 The parties agree that the termination or expiry of this Agreement at any time, in any circumstances and for whatever reason does not exempt them from the obligations and/or conditions under this Agreement. 
18. Governing Law and Jurisdiction 
This Agreement shall in all respects be governed by and construed in accordance with the laws of Ireland. Each party irrevocably agrees that any dispute arising out of or in connection with this Agreement shall be submitted to the exclusive jurisdiction of the courts of Ireland.





IN WITNESS WHEREOF, this Agreement is entered into with effect from the date first set out below. 
On behalf of the Arts Council 
Signature ______________________________ 
Name: ________________________________ 
Title: _________________________________ 
Date Signed: ___________________________ 


On behalf of the Data Processor 
Signature ______________________________ 
Name _________________________________ 
Title __________________________________ 
Date Signed ____________________________ 


Appendix A – Arts Council Personal Data
1. Processing
1.1 Subject matter of processing: [Data Processor to insert details]
1.2 Nature of processing: [Data Processor to insert details]
1.3 Purpose of processing: [Data Processor to insert details]
1.4 Duration of the processing: [Data Processor to insert details]
1.5 Types of personal data: Data Processor to [insert details such as name, email address etc.]
1.6 Categories of data subject: [Data Processor to insert details such as employees, organisations, funding applicants]
1.7 List of Sub-processors to be completed by the Data Processor in table. 

	Subprocessor Name
	Purpose for using Subprocessor (e.g., back-ups)
	Data Processed
	Subprocessor Location 
	Mechanism relied on

	e.g., SurveyMonkey
	e.g., For carrying out of surveys for project
	e.g., Name, email address, survey questions as per project (attached)
	e.g., USA
	e.g., EU – USA Data Privacy Framework

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	




2. Contact Details of Data Protection Officers (DPO)
Arts Council DPO: dataprotection@artscouncil.ie 
Data Processor DPO:





Data Processing Agreement — Your Gallery 
Data Processing Agreement — Your Gallery 


2
Version 1.2 2025 Arts Council

image1.png
zarts
council
b Chomf}all‘le
ealaion




