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Third Party Data Protection Assessment 
You are requested to complete this form as part of the Arts Council’s Data Protection Requirements. Enquiries about its completion should be addressed only to dataprotection@artscouncil.ie. 
The response you provide will be reviewed by the Arts Council Data Protection Team and may also be referred/reviewed by the Arts Council ICT Team and our external Legal Partner as part of the review to assess the protection of Arts Council personal data as required under Data Protection Laws. 
NOTE ON USE FOR SUPPLIER
The Supplier should complete all sections.
In all cases a comprehensive response is required. Suppliers completing with a “Yes” answer should elaborate on the response to describe how they comply identifying the relevant documented process or policy.
Please note as part of the due diligence we may request evidence to support your responses.
	
Project/Work Stream Title

	


	
Arts Council Staff Member / Sponsor

	


	
Third Party Provider / Company Name

	


	
Third Party Provider Contact Details 


	

	
Details of Engagement
	





	
Date of Proposed Commencement 
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	Supplier Due Diligence Questions

	Supplier Legal Entity Name 
	[INSERT]

	Supplier Business Address
	[INSERT]

	Name, contact details (email) and job title of main point of contact
	[INSERT]

	Contact details of the Data Protection Lead/Data Protection Officer
	[INSERT]

	What Service/Product is the Supplier providing to the Arts Council
	[INSERT]

	What is the nature of the personal data being processed?
[Edit the list provided as required]
	Personal Data
Special Category Data
Criminal / Criminal Offence Data

	What categories of personal data are being processed?
[Edit the list provided as required]
	Identification Data
Contact Data
Communications Data
Web Data 
Log Data
Physical characteristics Data
Finance and Tax Data
HR Data
Performance Data
Location Data
Phone Recording Data 
Social and Marketing Data
Photography and Video Content
CCTV Data
Voice Recording Data 
Other [Please list]

	What Special Categories of Personal Data are processed?
[Edit the list provided as required]
	None
Health information
Political opinions
Race, Ethnic Origin
Biometric Data - Fingerprints, Facial Recognition, retinal scans, 
Genetic - Gene Sequence
Membership or activity in a trade union
Sexual Orientation, Sexual Preferences
Religious or philosophical beliefs

	Please confirm the location(s) where personal data will be processed by the Supplier (where are you accessing the data from e.g., London office)
	[INSERT]

	Please confirm the location(s) where personal data will be stored/hosted (e.g., Amazon Europe Frankfurt and Dublin)
	[INSERT]

	Has the Supplier received any data protection related fines or sanctions, or any other regulatory fines or sanctions, or is it currently subject to any statutory investigation by any Supervisory Authority or any other governing body or state agency? 

If yes, please provide details.
	[INSERT]



	Supplier Organisational Measures

	Control 
	Tick If Applies
	Requirement
	Supplier Comments

	Please complete the following questions to outline the Organisational Measures implemented by Supplier in relation to the processing of personal data carried out on behalf of the Arts Council. Please provide a comprehensive response where appropriate. 
Please note as part of the due diligence activity we may request evidence to support responses. 

	Data Protection Policies & Procedures
The Data Protection Policy is fully documented and implemented with all staff required to review and acknowledge.








Policy Review
	  ☐ 
	The Data Protection Policy includes provisions to enable the organisation to demonstrate compliance with data protection requirements with key areas covered (or references to separate policies) such as:
· Roles & Responsibilities
· Breach Management
· Data Subject Rights
· Training
· Supplier Management
· DPIAs and Data protection by design/default
· Retention & Deletion of data

	


	
	
  ☐ 
	Policies are reviewed on an annual basis and approved by the management team. 
	

	Appointment of a Data Protection Officer/Data Protection Lead 
A Data Protection Officer/Data Protection Lead has been appointed, and the requirements of the role are formally documented.

	  ☐ 
	We have a Data Protection Officer (or Data Protection Lead)

	Provide the name and contact details 
Indicate country where the DPO is registered (if relevant).


	Supplier Staff 
Supplier staff (including contractors) involved in the processing of Arts Council personal data are managed to ensure appropriate protection of the Personal Data.
	  ☐ 
	Staff receive adequate data protection and security training
	

	
	  ☐ 
	Staff are bound by confidentiality agreements.
	

	
	  ☐ 
	Staff are trained on Security Incident and Data Breach procedures
	

	Data Transfer Management Due diligence is completed for all sub-processors and compliant Data Processing Agreements are in place.
	  ☐ 
	A GDPR compliant data processing agreement is in place with each sub-processor that reflects the scope of the processing.
	

	International Transfers
Confirm Transfer Impact Assessment has been undertaken for international transfers (if applicable)
	  ☐ 
	A Transfer Impact Assessment should be documented, where required, to ensure that appropriate measures are in place to ensure the security of personal data in the case of international transfers.
	Please attach copies of any Transfer Impact Assessments.

	Breach Management Policy
Policies and procedures relevant to personal data breach management are in place and maintained.
	  ☐ 
	Supplier has implemented Breach Management procedures to identify Data Breaches involving Arts Council Personal Data to report them without undue delay, and to assist with / facilitate investigations. 



	

	Data Subject Rights Request (DSR) Management         Policies and Procedures are in place to support Data Subject Rights where applicable.
	  ☐ 
	Supplier has implemented DSR measures including a procedure for reporting any DSRs received regarding Arts Council personal data and the procedures to support DSR responses from the Arts Council where applicable.
	




	Supplier Technical Measures

	Control 
	Tick If Applies
	Measure

	Complete this section in respect of the required technical policies, procedures and controls in place. 
For software or online /connected solution providers, additional questions are asked for specific controls / features required within the solution. 
Please note the responses below are cumulative, i.e. if the first measure identified against a requirement is not ticked then the rest of the measures should not be ticked.



	Data Retention and Deletion 
The Supplier ensures that Deletion of Personal Data processed on behalf of the Arts Council is performed in line with the Data Retention, Equipment Management, Device Management and Application Development Policies.
	  ☐ 
	Personal Data processed on behalf of the Arts Council is deleted according to a documented Retention Policy and any Device Management, Equipment Management, Application Development Management Policies, and Cloud Service Agreements.

	
	  ☐ 
	Personal data processed on behalf of the Arts Council is automatically purged with specialist destruction, deletion or overwriting methods used when required, and cloud service providers' deletion methods verified.
Secure destruction of hard copy data and physical equipment is supervised and certified.

	
	  ☐ 
	Regular audits / checks are performed to verify that personal data processed on behalf of the Arts Council has been deleted in line with retention policies with appropriate deletion methods deployed. Audits verify the deletion of data in caches, debug logs, backups and other temporary and secondary storage locations.

	Data Retention and Deletion (Solutions)

	  ☐ 
	For Solution Providers only: 
Where relevant, the solution allows configuration of retention periods and auto deletes data.
Temporary data created during processing is deleted.
Where end user configuration is not possible, supplier implements required retention and deletion.

	Secure Storage and Transfer of Data (Data Handling)
The Supplier ensures the secure handling of all Personal Data processed on behalf of the Arts Council during storage and transfer.
	  ☐ 
	Data handling measures including advanced encryption, de-identification, context separation, anonymisation, and pseudonymisation are implemented based on the assessed risk profile of the personal data processed on behalf of the Arts Council that is stored or transferred.
For cloud-based services (SaaS) service providers are used who implement obfuscation techniques, or data storage ‘sharding’ that make it infeasible for a determined attacker with physical access to a data centre to locate a specific individual’s data and workloads.



	Remote Working 
The Supplier ensures that Remote Working standards are in place to provide appropriate protection of Personal Data while being processed on behalf of the Arts Council by staff and contractors working remotely.
	  ☐ 
	Remote Working standards are implemented to ensure that all remote Personal Data processing on behalf of the Arts Council is secure (e.g. multifactor authentication, VPN access).

	
	  ☐ 
	A request / approval process for Remote Work exists, in line with contracts. Staff are given appropriate support/equipment to work securely.
Additional security measures may be implemented for remote access.

	
	  ☐ 
	Assessments are conducted on the remote working environment and that data handling processes are appropriate to the risk level of the processing.
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