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You are requested to complete this form as part of the Arts Council Information Security Management Programme. Enquiries about its completion should be addressed only to ict_security@artscouncil.ie
The response you provide will be reviewed by the Arts Council IT Security Team and may also be referred/reviewed by the Arts Council DPO and the Arts Council external ICT Security Partner, as part of the review to assess the suitability of product/services to interact with the digital assets of the Arts Council. All Questions MUST be answered and where N/A might be the appropriate response, please ensure you provide detail as to why the section is not applicable to you.


	
Project/Work Stream Title

	


	
Arts Council Staff Member / Sponsor

	


	
3rd Party Provider / Company Name

	


	
3rd Party Provider Contact Details 


	

	
Details of Engagement

	










	
Date of Proposed Commencement 
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What ICT Security Framework are you aligned or accredited to i.e. NIST, ISO 27001, Cyber Essentials, Cyber Essentials Plus or IASME certified?

	







If so, could you supply the details of the relevant certification with your response?

	








Do you hold any other recognised certifications of compliance against a recognised standard?  Please list these certifications here.

	








Who in your organisation is responsible for the security of the service?

	








Does your organisation have an Information Security Policy in place? 

	










How often is it reviewed and when did the last review take place?

	









Does your organisation as data processor maintain a Record of Processing Activities as required under Article 30 GDPR?
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Describe how data is protected between the end user device and the service.

	








Describe how data is protected internally within the service.

	








Describe how data is protected between the service and other services.

	








When utilising SSL/TLS please detail the oldest version supported and the latest version available.

	








What type of data will be processed?

	







Please note that a separate DPIA may be undertaken to fully understand the utilisation of Arts Council data and the Arts Council DPO will work with the internal Arts Council personnel to complete this. 
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Where is the data physically stored and backed up?

	








If data is being transferred outside the EEA, what transfer mechanism under GDPR is in place?

	















Has the data storage facility or data centre been subject to any external audit? If yes, please describe the audit process.


	








Please outline which recognised security standards the data storage facility or data centre complies with.

	








Please describe any additional encryption or other methods used to protect data at rest.

	









Please describe how data is disposed of when it reaches the end of its life
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What is the service model of the delivered service? (e.g. IaaS, PaaS, SaaS)

	








Please describe the other users of the service, for example is the service a government specific, private, public or community cloud?

	








Please describe how separation between service consumers is achieved.

	








Has penetration testing been carried out on the service? If yes, when was the penetration testing carried out and what was the outcome?
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Please describe your configuration and change management process.

	








What measures do you take to protect the service against malware?

	








What measures are in place for effective protective monitoring of the service?
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Are personnel checked against any recognised security standard? If so, what standards are enforced?

	








Do personnel hold any national security clearance or specific vetting clearance? If yes, please outline.

	






Please describe the security training programme for staff

	








[bookmark: _Toc212200900]Secure Development

Please describe how the development of software or services in your organisation complies with any security standards, for example, ISO27034.

	








Please explain how your organisation ensures secure development of software and / or services.
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Please describe how your organisation manages risk from third party suppliers and delivery partners.


	







Please describe how information is shared with or accessible by, third party suppliers

	







Do you use any sub processors? If so, please list below and provide detail as to the services they provide. Please confirm if a data processing agreement is in place.

	









Please describe how your organisation verifies that hardware and software used in the provision of the service is genuine.
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How are users authenticated to the service?

	








How are user credentials protected?

	








How are user identities verified?

	






How are privileged administrative accounts secured?
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What is the password policy for the service?

	









Does the service support multifactor authentication? if so please describe the methodology

	







If multifactor authentication is supported, is it rolled out for all users or administrative and privileged users within the system? 

	








Does the service employ certificate-based authentication? if so, please describe the methodology
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Are all external interfaces subject to penetration testing?

	








Is the service subject to a comprehensive IT Health Check regime?

	








Please describe the testing regime, which is in place, including whether the testing is carried out by internal or external resources and what qualifications or certifications the testers have in place.
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Does your organisation have a dedicated in-house security team? Please describe the organisational structure

	










Please describe your security incident management process?
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Please detail what audit information is available, how that information is made available and what the retention periods are.
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Is access to the service restricted to authorised devices only? How is this achieved?

	








Does the service identify mobile devices or smartphones which access the service? How is this achieved?

	







[bookmark: _Toc212200908]Artificial Intelligence

Does the service or product you provide engage or share data with any AI Engine, i.e. Generative, Agentic or any other machine learning service? If so, please provide detail below.
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Are you registered (certified) to any recognised business continuity standard for the full range of products, services and works you provide?

	











Do you have staff assigned to undertake business continuity management with clearly defined & documented roles & responsibilities?

	








Do you have a documented strategy for exercising the business continuity plan?

	







Can you provide information on your exercising programme and evidence of your most recent exercises?
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Please provide detail of any ongoing or previous cyber security or data breach events. This should include events that were you are either directly or indirectly responsible for.

	






Does your organisation have a Data Protection Officer? If not, please provide details below of the person responsible for reporting breaches of personal data to the Arts Council as data controller.

	









PLEASE NOTE THE FAILURE TO PROVIDE MATERIAL FACTS OR ACCURATE INFORMATION MAY IMPACT FUTURE OPPORTUNITIES WITH THE ARTS COUNCIL
image1.png
zarts
councill

%chomr'lairle
ealaion





