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Tender: The provision of Cyber Security Consultancy and Technical Services.

	

Tender Response Document (TRD)


	Please insert Tenderer Name below

	
Insert Tenderer Name





PART A – INSTRUCTIONS

Tenderers must complete this section in full, which must be read in conjunction with the RFT for the provision of Cyber Security Consultancy and Technical Services.
	
Tenderers must answer each question in the relevant response areas provided below. 

Tenderers must ensure to address each question in its own right. Only information provided in the dedicated response areas for each question will be used for the evaluation of that question. Information provided elsewhere will NOT be assessed unless otherwise stated. As such, Tenderers must ensure to include only relevant information in the applicable response areas below.  Tenders not in this response format will NOT be considered.

Tenderers must align their responses to the particular requirements as set out in the RFT and the Tender Response Document (“TRD”) being tendered for. 

Tenderers should respond to ALL questions in the TRD using Calibri Font Size 11. 

Please refrain from adding corporate branding and embedded files within the Tender Response Documents.
Completed Tender Response Documents must be returned in accordance with Section 2.6 of the RFT and Section A10 – Checklist at the back of this document as SEPARATE documents. 
Tenderers should note to the extent that any specific provision in the RFT is inconsistent or conflicts with any provision in the TRD, the relevant provision of the RFT shall prevail.
All Tenders submitted in soft copy must be compiled such that they can be read immediately using Microsoft Word, Excel, PDF Readers or equivalent. Tenderers must ensure that the document submitted is text searchable using non OCR software i.e. 
IT MUST NOT BE A DOCUMENT THAT HAS BEEN SCANNED AS AN IMAGE OR PROTECTED AGAINST SEARCH.  
The Contracting Authority is not responsible for corruption in electronic documents. Tenderers must ensure electronic documents are not corrupt.
Please tick this box to certify that you have understood the Instructions of this TRD. ☐



	CONTENTS

	Section
	Description

	A1.
	Tenderer Information

	A2.
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A1. TENDERERS INFORMATION

	A1. TENDERER INFORMATION

	Contact Name for this Tender

	Click here and insert details


	Telephone Number

	Click here and insert details


	Email Address

	Click here and insert details


	Registered Name of Tenderer 
	Click here and insert details

	Registered Company Address
	Click here and insert details

	
	Click here and insert details

	
	Click here and insert details

	How long has the firm traded under this name?
	Click here and insert duration

	VAT Number 
	Click here and insert details

	Withholding Tax Number (If applicable)
	Click here and insert details

	Company Registration Number
	Click here and insert details

	Date of Registration
	Click here and insert details

	Country of Registration
	Click here and insert details

	Legal Status (if any)
(e.g. Partnership, LLP, Sole Trader etc.)
	Click here and insert details










A2. DECLARATION OF REGISTRABLE INTERESTS

	A2. DECLARATION OF REGISTRABLE INTERESTS (Clause 2.13 of RFT)

	Any Registrable Interest involving any Tenderer/Subcontractor and the Contracting Authority, any Client, members of the Government, members of the Oireachtas, or employees and officers of the Contracting Authority or any Client and their relatives must be fully disclosed in the Tender or, in the event of this information only coming to the notice of the Tenderer or Subcontractor after the submission of a Tender, must be communicated to the Contracting Authority immediately upon such information becoming known to the Tenderer/Subcontractor. 
The terms ‘Registrable Interest’ and ‘Relative’ shall be interpreted as per Section 2 of the Ethics in Public Office Act 1995 and 2001, copies of which are available at www.irishstatutebook.gov.ie. The Contracting Authority will, at its absolute discretion, decide on the appropriate course of action, which may in appropriate circumstances include eliminating a Tenderer from this Competition or terminating any Services Contract entered into by a Tenderer.


	We declare the following Registrable Interests involving the Tenderer/subcontractor and the Contracting Authority, members of the Government, members of the Oireachtas, or employees and officers of the Contracting Authority;
Click here and insert any registerable interests that are applicable












A3. FREEDOM OF INFORMATION

	A3. FREEDOM OF INFORMATION (Clause 2.16 of RFT)

	Tenderers should be aware that, under the Freedom of Information Act 2014, information provided by them during this Competition may be liable to be disclosed.

Tenderers are asked to consider if any of the information supplied by them in their Tender should not be disclosed because of its confidentiality or commercial sensitivity.  If Tenderers consider that certain information is not to be disclosed because of its confidentiality or commercial sensitivity, Tenderers must, when providing such information, clearly identify such information and specify the reasons for its confidentiality or commercial sensitivity.  

If Tenderers do not identify information as confidential or commercially sensitive, it is liable to be released in response to a Freedom of Information request without further notice to or consultation with the Tenderer.  The Contracting Authority will, where possible, consult with Tenderers about information so identified before making a decision on a request received under the Freedom of Information Act.


	Click here and insert response





A4. CONFLICTS OF INTEREST

	A4. CONFLICT OF INTERESTS (Clause 2.18 of RFT)

	Any conflict of interest or potential conflict of interest on the part of a Tenderer, Subcontractor or individual employee(s) or agent(s) of a Tenderer or Subcontractor(s) must be fully disclosed to the Contracting Authority as soon as the conflict or potential conflict is or becomes apparent.  In the event of any actual or potential conflict of interest, the Contracting Authority may invite Tenderers to propose means by which the conflict of interest might be removed.  The Contracting Authority will, at its absolute discretion, decide on the appropriate course of action, which may in appropriate circumstances include eliminating a Tenderer from this Competition or terminating any Services  Contract entered into by a Tenderer.


	Click here and insert any actual or potential conflicts of interest or mark as not applicable











	
[bookmark: _Hlk221714208]A5. TENDERERS STATEMENT

	[bookmark: _Hlk221713893]A5. TENDERERS STATEMENT (Appendix 3 to the RFT)

	THE TENDERERS STATEMENT MUST BE COMPLETED AND SIGNED BY A DULY AUTHORISED SIGNATORY OF THE TENDERERS ORGANISATION.




TENDERERS’ STATEMENT

TO: The Minister for Children Disability and Equality (the “Contracting Authority”)
RE: The provision of Cyber Security Consultancy and Technical Services.

Having examined your Request for Tenders (the “RFT”) including the Instructions to Tenderers, the Selection and Award Criteria, the Requirements and Specifications, and the Terms and Conditions of the Contract, we hereby agree and declare the following:
	
	

	1.
	We understand the nature and extent of the Services required to be delivered as described in Requirements and Specifications at Appendix 1 to the RFT.

	2.
	We accept all of the Terms and Conditions of the RFT, the Service Contract and the Confidentiality Agreement and agree if awarded a Service Contract to execute the Service Contract at Appendix 5 to the RFT and the Confidentiality Agreement at Appendix 6 to the RFT.

	3.
	We accept all the Selection and Award Criteria as set out in Part 3 of the RFT.

	4.
	We agree to provide the Contracting Authority with the Services in accordance with the RFT and our Tender.

	5.
	We agree that, if awarded any Contract, we shall, in the performance of such contract, comply with all applicable obligations in the field of environmental, social and labour law.

	6.
	We confirm that we have complied with all requirements as set out at Part 2 of the RFT.

	7.
	We confirm that all prices quoted in our Tender will remain valid for the period of time commencing from the Tender Deadline specified at paragraph 2.10.3 of the RFT. 

	[bookmark: _Hlk185500161]8.

9.
	We shall, if awarded any Contract under the RFT, have in place on the Commencement Date of the Contract all insurances (if any) as required by paragraph 2.21.1 of the RFT.
We confirm that all Data Subjects whose Personal Data is provided in our Tender have consented to the processing of such Personal Data by us, the Contracting Authority, the Evaluation Team and the supplier of the etenders.gov.ie website, for the purposes of our participation in this Competition or that we otherwise have a legal basis for providing such Personal Data to the Contracting Authority for the purposes of our participation in this Competition and that we will provide evidence of such consent and / or legal basis to the Contracting Authority upon request.

	10.


	We do not come within the category of prohibited economic operators identified in Regulation (EU) No 833/2014 of 31 July 2014 (as amended by EU Regulation 2022/576 or any subsequent amendments to same).

	11.
	The origin of goods connected to our Tender, if any, are not subject to the prohibitions set out in Regulation (EU) No 833/2014 (as amended by EU Regulation 2022/576 or any subsequent amendments to same).    
      

	12.
	The subcontractor(s) on whose capacity we rely as part of our Tender (where the value of that subcontract exceeds 10% of the value of the Services Contract) does not come within the category of prohibited economic operators identified in Regulation (EU) No 833/2014 of 31 July 2014 (as amended by EU Regulation 2022/576 or any subsequent amendments to same).

	
	

	
	

	
	

	
	

	
	

	SIGNED



(Authorised Signatory)
	Company


	Print name
	Address












A6. DECLARATION AS TO THE PERSONAL CIRCUMSTANCES OF TENDERER

	A6. Declaration as to the Personal Circumstances of Tenderer (Appendix 4 to the RFT)



Re: Request for Tenders for the Provision of Cyber Security Consultancy and Technical Services.
NAME:   	[Insert name]
ADDRESS: 	[Insert address]
I, [insert name of Declarant], of [insert name of entity] do solemnly and sincerely declare that:
1. I am a [insert role of Declarant] of [Insert name of entity] and am authorized by [Click here and insert name of entity]  to make this declaration which relates to a tender (“the Tender”) submitted by [insert name of entity]  in response to an RFT dated titled [insert description of competition] published by the Department of Children, Disability and Equality (“the Contracting Authority”).

2. [bookmark: _Hlk221713192]Neither [insert name of entity] nor any person who is a member of the administrative, management or supervisory body of [insert name of entity] nor any person who has powers of representation, decision or control in [insert name of entity] has:

a. ever been the subject of a conviction for participation in a criminal organisation, as defined in Article 2 of Council Framework Decision 2008/841/JHA.
b. ever been the subject of a conviction for corruption, as defined in Article 3 of the Convention on the fight against corruption involving officials of the European Communities or officials of Member States of the European Union and Article 2(1) of Council Framework Decision 2003/568/JHA as well as corruption as defined in the national law of the Contracting Authority or the law of the state in [insert name of entity] is established.
c.  ever been the subject of a conviction for fraud within the meaning of Article 1 of the Convention on the protection of the European Communities’ financial interests.
d. ever been the subject of a conviction for terrorist offences or offences linked to terrorist activities, as defined in Articles 1 and 3 of Council Framework Decision 2002/475/JHA respectively, or for inciting or aiding or abetting or attempting to commit an offence, as referred to in Article 4 of that Framework Decision.
e. ever been the subject of a conviction for money laundering or terrorist financing, as defined in Article 1 of Directive 2005/60/EC of the European Parliament and of the Council.
f. ever been the subject of a conviction for child labour and other forms of trafficking in human beings as defined in Article 2 of Directive 2011/36/EU of the European Parliament and of the Council.

3. [insert name of entity]:

a. is not in breach and has not breached its obligations relating to the payment of taxes or social security contributions.
b. has carried out the preparation of the Tender independently.


4. [insert name of entity]:

a. has, in the performance of all public contracts, complied with applicable obligations in the field of environmental social and labour law that apply at the place where the works are carried out or the services provided, that have been established by EU law, national law, collective agreements or by international, environmental, social and labour law listed in Schedule 7 of the European Union (Award of Public Authority Contracts) Regulations 2016 (Statutory Instrument 284 of 2016).     
b. is not bankrupt or the subject of insolvency or winding-up proceedings, its assets are not being administered by a liquidator or by the court, it is not in an arrangement with creditors, its business activities are not suspended nor is it in any analogous situation arising from a similar procedure under national laws and regulations.
c. is not guilty of grave professional misconduct.
d. has not entered into agreements with other economic operators aimed at distorting competition.
e. is not aware of any conflict of interest due to its participation in the Competition;
f. has not had any prior involvement in the preparation of the Competition;
g. has not shown significant or persistent deficiencies in the performance of a substantive requirement under a prior public contract, a prior contract with a contracting entity, or a prior concession contract, which led to early termination of that prior contract, damages or other comparable sanctions.
h. is not guilty of serious misrepresentation in supplying the information required for the verification of the absence of grounds for exclusion or the fulfilment of the Selection Criteria for this Competition and did not withhold such information and did not fail or is not able to submit supporting documents in respect of this Competition as required under Regulation 59 of the European Union (Award of Public Authority Contracts) Regulations 2016 (Statutory Instrument 284 of 2016) . 
i. has not undertaken to unduly influence the decision-making process of the Contracting Authority in respect of the Competition, or obtain confidential information that may confer upon it undue advantages in respect of the Competition; or negligently provided misleading information that may have a material influence on decisions concerning exclusion, selection or award.

5. [Insert name of entity] does not come within the category of prohibited economic operators identified in Regulation (EU) No 833/2014 of 31 July 2014 (as amended by EU Regulation 2022/576 or any subsequent amendments to same); 

6. The origin of goods connected to the Tender, if any, are not subject to the prohibitions set out in Regulation (EU) No 833/2014 (as amended by EU Regulation 2022/576 or any subsequent amendments to same);  

7. Any subcontractor, supplier or other entity on whose capacity [insert name of entity] relies as part of the Tender does not come within the category of prohibited economic operators identified in Regulation (EU) No 833/2014 of 31 July 2014 (as amended by EU Regulation 2022/576 or any subsequent amendments to same).




I understand and acknowledge that the provision of inaccurate or misleading information in this declaration may lead to my business/firm/company/partnership being excluded from participation in this or future tenders, and I make this solemn declaration conscientiously believing the same to be true and by virtue of the Statutory Declarations Act, 1938. This declaration is made for the benefit of the Contracting Authority.

	
________________________
Signature of Declarant
	

	Declared before me by ___________________________________ who is personally known to me
(or who is identified to me by ______________________________who is personally known to me) or*
at ____________________________  this ___________ day of _______________ 20__

________________________________
(signed)
Practising Solicitor/Commissioner for Oaths


*Please include such other form of identification used to identify the Declarant as permitted by the Statutory Declarations Act, 1938 (as amended)


A7. SELECTION CRITERIA

	A7.  Selection Criteria

	SELECTION CRITERIA
	Economic and Financial Standing

	See Part 3 of the RFT, “Economic and Financial Standing” Paragraph 3.2.A
	Tenderers must declare by way of eESPD that they satisfy the economic and financial standing requirement(s) set out below (or in respect of each Lot tendered for if used) and that they are able, upon request and without delay, to provide the supporting documentation specified below to the Contracting Authority in each case.

An auditors/accountants statement for the period covered by the accounts submitted by the auditor/accountant to confirm the Tenderer’s turnover for each of the three most recent financial years for which audited accounts are available, or where the date of establishment is more recent, for each year the Tenderer has been established. Tenderers must confirm that the average annual turnover of the Tenderer for the last three financial years is equal to or exceeds €700,000 excluding VAT, or alternatively, if the date of establishment was more recent, that turnover is equal to or exceeds €700,000 excluding VAT for the years the Tenderer has been established, pro-rata for companies established within one year.






	A7.  Selection Criteria

	SELECTION CRITERIA
	Technical and Professional Ability

	See Part 3 of the RFT “Technical and Professional Ability” Paragraph 3.2.B
	Tenderers must declare by way of eESPD that they satisfy the technical and professional requirement(s) set out below (or in respect of each Lot tendered for if used) and that they are able, upon request and without delay, to provide the supporting documentation specified below to the Contracting Authority in each case.

Tenderers must demonstrate that they have the level of experience and capability required to provide high quality combined NIS2/CER governance, compliance and resilience support, cyber security consultancy and MSSP services of a similar type, scale and complexity to the Services sought. 

Tenderers must provide:
i) CVs for key personnel assigned to the contract, demonstrating relevant skills and experience in cyber governance, NIS2/CER compliance, CyFun alignment, risk management, incident response, business continuity, supply chain security, IAM/PAM, vulnerability management, cryptography, asset management, cyber security training and managed security monitoring; CVs should be limited to a maximum of 2 A4 pages of Calibri font size 11 text. 
ii) confirmation that the proposed person or team is available over the proposed contract timeframe and can support multiple Statements of Work running sequentially or in parallel, alongside ongoing MSSP monitoring and reporting services; 
iii)  details of at least two related projects delivered in the last five years, including scale, dates, services provided and relevance to the Services sought, with at least one example demonstrating managed security monitoring, SOC/MSSP, log review, incident triage or equivalent security operations support; 
iv) details of two referees associated with these projects; and 
v) evidence of demonstrable NIS2/CER delivery capability, CyFun expertise, MSSP/security operations capability and relevant cyber security certifications or competencies, for example ISO 27001 Lead, CISSP, CISM, CBCI/BCI, GIAC incident response, cloud security, SIEM/SOC or equivalent.










	Reference Contract 1 
Evidence of Experience in the Service Delivery of a similar nature and scale to the Services sought within this RFT.

	Name of Project/Contract
	

	Client/Contracting Authority
	

	Contract Description
	




	Contract Duration (within last 5 years)
	Start: dd/mm/yyyy
	Finish: dd/mm/yyyy

	Description of Services
	












	Details of any Subcontractors used
	

	Value of work subcontracted
	

	Overall Value
	

	Name of Client Referee
	

	Address of Client Referee
	

	Telephone of Client Referee
	

	Email Address of Client Referee
	






	Reference Contract 2 
Evidence of Experience in the Service Delivery of a similar nature and scale to the Services sought within this RFT.

	Name of Project/Contract
	

	Client/Contracting Authority
	

	Contract Description
	



	Contract Duration (within last 5 years)
	Start: dd/mm/yyyy
	Finish: dd/mm/yyyy

	Description of Services
	












	Details of any Subcontractors used
	

	Value of work subcontracted
	

	Overall Value
	

	Name of Client Referee
	

	Address of Client Referee
	

	Telephone of Client Referee
	

	Email Address of Client Referee
	














A8. AWARD CRITERIA

	A8.  Award Criteria


	Ref
	Award criterion
	Marks
	Minimum Qualifying Threshold (60%)
	Evaluation focus

	B1
	Approach and Methodology to Service Delivery
	100
	60
	Integrated delivery method covering NIS2/CER compliance, resilience, MSSP onboarding, CTI process, monitoring operations, alert triage, escalation, evidence packs and transition/exit. 

 Tenderers must limit their total response to this part of the Award Criteria to a maximum of 3 A4 pages of Calibri font size 11 text



	B2
	Quality, Relevant Experience and Availability of Resources of Proposed Team
	450
	270
	MSSP/SOC/security operations capability/CTI capability, named service lead, analyst capability, incident response expertise, cloud/SIEM/log management experience, public-sector experience and resource continuity. 

Tenderers must limit their total response to this part of the Award Criteria to a maximum of 4 A4 pages of Calibri font size 11 text



	B3
	Contract Management
	100
	60
	Service governance, monthly MSSP reporting, CTI analytics, KPI reporting, escalation paths, RACI, quality assurance, risk/issue management, change control and supplier coordination.  

Tenderers must limit their total response to this part of the Award Criteria to a maximum of 3 A4 pages of Calibri font size 11 text



	B4
	Sustainability: Environmental and Social Considerations
	50
	30
	Knowledge transfer, capacity building, remote/hybrid delivery, reduction of duplicate activity and a sustainable operating model for DCDE.
 
Tenderers must limit their total response to this part of the Award Criteria to a maximum of 1 A4 page of Calibri font size 11 text



	B5
	Ultimate Cost
	300
	N/A
	Total four-year combined cost, with consultancy costs, recurring MSSP costs, onboarding, optional drawdown and exclusions separated. 


	
	Total
	1000
	
	







	A8.  Award Criteria

	B1.
	Approach and Methodology to Service Delivery (100 Marks)

Integrated delivery method covering NIS2/CER compliance, resilience, MSSP onboarding, CTI process, monitoring operations, alert triage, escalation, evidence packs and transition/exit. 
Tenderers must limit their total response to this part of the Award Criteria to a maximum of 3 A4 pages of Calibri font size 11 text


	
Insert Tender Response









	A8.  Award Criteria

	B2
	Quality, Relevant Experience and Availability of Resources of Proposed Team (450 Marks)

MSSP/SOC/security operations capability/CTI capability, named service lead, analyst capability, incident response expertise, cloud/SIEM/log management experience, public-sector experience and resource continuity. 
Tenderers must limit their total response to this part of the Award Criteria to a maximum of 4 A4 pages of Calibri font size 11 text


	
Insert Tender Response








	A8.  Award Criteria

	B3
	Contract Management (100 Marks)

Service governance, monthly MSSP reporting, CTI analytics, KPI reporting, escalation paths, RACI, quality assurance, risk/issue management, change control and supplier coordination.  
Tenderers must limit their total response to this part of the Award Criteria to a maximum of 3 A4 pages of Calibri font size 11 text


	
Insert Tender Response





	A8.  Award Criteria

	B4
	Sustainability: Environmental and Social Considerations (50 Marks)

Knowledge transfer, capacity building, remote/hybrid delivery, reduction of duplicate activity and a sustainable operating model for DCDE. 
Tenderers must limit their total response to this part of the Award Criteria to a maximum of 1 A4 page of Calibri font size 11 text


	
Insert Tender Response












A9. AWARD CRITERIA - PRICING

	A9.  Award Criteria

	
	Pricing  
Ultimate Cost (300 Marks) - Total four-year combined cost, with consultancy costs, recurring MSSP costs, onboarding, optional drawdown and exclusions separated.



Tenderers must provide pricing for the full initial term and optional extensions, up to a maximum four-year contract value. The evaluated cost will be the total combined cost over the maximum four-year period, capped by the Contracting Authority estimate of €1,400,000 excluding VAT. 

Pricing must clearly separate: 

1. Initial NIS2/CER gap-closure and implementation support for the first 8-9 months; 
2. Lighter-touch continuous improvement and assurance support for the remainder of the contract; 3. MSSP onboarding and service transition; 
4. Recurring business-hours MSSP monitoring and emergency alert response; 
5. Mandatory/baseline threat hunting, MDR/EDR integration where relevant, incident response retainer capability and additional log source onboarding; 
6. Optional 24x7 monitoring as a separately priced enhanced service; 
7. Additional drawdown days/rates for services outside the agreed baseline; and 
8. Exit/transition costs, data return/deletion and knowledge transfer. 
All prices must be expressed in Euro and exclusive of VAT. Tenderers must clearly identify all assumptions, one-off costs, recurring charges, optional drawdown rates, exclusions, and the incremental uplift for 24x7 monitoring over the baseline business-hours service.


	Item Name / Description:
	Cost in Euro
(Excl. VAT):

	Mobilisation, onboarding and project initiation
	€

	Review of existing NIS2 readiness assessment outputs and implementation planning
	€

	NIS2/CER gap-closure implementation support for first 8–9 months
	€

	Cyber governance, policy, risk and compliance support
	€

	Operational resilience, business continuity and incident response support
	€

	Supplier assurance, vulnerability management and technical advisory support
	€

	Training, knowledge transfer and awareness support
	€

	Monthly and quarterly log/threat reporting and NIS2/CER/CyFun assurance reviews.
	€

	MSSP onboarding, runbooks, escalation model and service transition
	€

	log-source onboarding and monitoring configuration
	€

	Baseline business-hours MSSP monitoring and emergency out-of-hours critical alert response
	€

	Alert triage, investigation, escalation and incident support
	€

	Access activity, privileged access and security-related change review
	€

	Threat hunting, MDR/EDR integration and incident response retainer capability
	€

	Total (Excluding VAT)
	***




*** - This cost (“Total”) will go forward for assessment of marks for cost.













































A10. CHECKLIST

	A10. Checklist

	
	Please ensure and confirm that you have fully completed and included the following required items in your tender submission / upload:

	
	Document(s) required:
	Please confirm Inclusion:

	
	

	Fully Completed Tender Response (TRD) document.

	

	Signed and dated Appendix 3 “Tenderers Statement” document.

	

	Fully completed and signed Appendix 4 “Declaration as to Personal Circumstances of Tenderer” document. This must be signed by you and witnessed by a Practising Solicitor / Commissioner for Oaths.

	

	Fully completed, signed and dated ESPD document.

	

	
	





Confirmed: ____________________________
(Please sign).






End of Document 
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