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Contractual Requirements Document (CRD)

For the build and support of the National Maritime Single Window Software Solution (FINOG), which is compliant with EMSWe-EU Regulation 2019/1239
Introduction
[bookmark: _Int_JeOy7lth]This Contractual Requirements Document (“CRD”) contains the technical, business and project related requirements imposed upon the successful Tenderer for the “Term” (as defined in the Services Contract at Appendix 4 of the RFT Document) of the Services Contract at Appendix 4 of the RFT Document. All Tenderers are required to confirm, by way of the Tenderer’s Statement in Appendix 2 of the RFT Document, that, if awarded by the Services Contract at Appendix 4 of the RFT Document, the Tenderer can deliver all the requirements contained in this CRD. Any queries or clarifications a Tenderer may have concerning the requirements contained in this CRD should be raised by Tenderers during the queries and clarification period described at paragraph 2.7- Queries and Clarifications of the RFT Document. 

The requirements contained in this CRD shall form part of the “Agreement” (as defined in the Services Contract at Appendix 4 of the RFT Document) between the Contracting Authority (the “Client” for the purposes of the Services Contract at Appendix 4 of the RFT Document and the “Successful Tenderer” (the “Contractor” for the purposes of the Services Contract at Appendix 4 of the RFT, subject to the execution of the Services Contract at Appendix 4 of the RFT).

By signing the Tenderer’s Statement at Appendix 2 of the RFT Document, Tenderers acknowledge the requirements contained in this CRD and confirm that, if awarded the Services Contract at Appendix 4 of the RFT Document, it can deliver upon the requirements contained in this CRD.

Unless otherwise indicated in this CRD or the context otherwise requires, all defined terms in this CRD shall have the same meaning as in the RFT Document.
1. Project Requirements

	1.1 Project Approach and Project Management 



	Ref
	Requirement

	PCR 
1.1a
	The Successful Tenderer must be willing to conduct and assist with requirements gathering and planning for ‘phase 3’ throughout the project life cycle - as and when additional requirements are formulated.

	PCR 
1.1b
	For continuity between phases, the Successful Tenderer must use the experienced and same resources where possible throughout the separate phases of delivery.

	PCR 
1.1c
	The Successful Tenderer’s organisations must use an approach to the project using a certified project management methodology or framework, example, PRINCE2.

	PCR 
1.1d
	The Successful Tenderer must provide their own project delivery tools and materials at their own expense during all stages of project delivery.

	PCR 
1.1e
	At the beginning of the project, at the initiation stage, the Successful Tenderer must provide a Contractor Project Initiation Document (CPID) that clearly defines the project artefacts that will be created and maintained by the Successful Tenderer. 

	PCR 
1.1f
	The Successful Tenderer must provide a governance structure and engagement model appropriate to the size of this project.

	PCR 
1.1g
	The Successful Tenderer must be willing to engage with and participate in any other governance structures with the Contracting Authority which may have a bearing on the design and delivery of the proposed Software Solution, e.g. The PMO, Project Steering Boards, Governance divisions etc. 

	PCR 
1.1h
	The Successful Tenderer must ensure that any risks to budget, timelines or quality are flagged and escalated immediately to the appropriate assigned resource from the contracting authority.

	PCR 
1.1i
	The Successful Tenderer must propose and assign a designated and dedicated Project Manager with relevant experience and credentials who will be exclusively assigned to this project.

	PCR 
1.1j
	The Successful Tenderer must provide a project plan outlining key milestones for Phase 1 of the Project implementation within three months of award of contract. 

	PCR 
1.1k
	The Successful Tenderer must hit agreed milestones throughout Phase 1 that will bring us to a Software Solution which is operational and replace the current MNSW. 

	PCR 
1.1l
	The Successful Tenderer must deliver Phase 1 within 12 months post contract signing.




	1.2 Support, SLAs, and Maintenance 



	Ref
	Requirement

	PCR 
1.2a
	Your organisation must be able to provide support to the Software Solution and the Contracting Authority based on RFT: Part 4: 1.3 Support, SLAs, and Maintenance. As part of pro-active health monitoring, defined in the technical requirements, the Successful Tenderer must respond to incidents identified based on RFT: Part 4: 1.3 Support, SLAs, and Maintenance.

	PCR 
1.2b
	The Successful Tenderer must provide service reviews with reports on key metrics on a scheduled and ad-hoc basis.

	PCR 
1.2c
	The Successful Tenderer must ensure that there are no deviations in working days from the scheduled maintenance delivery dates.

	PCR 
1.2d
	The Successful Tenderer must guarantee that all document deliveries occur on or before any agreed deadline throughout the lifecycle of a project.




	1.3 Software solution Training 



	Ref
	Requirement

	PCR 
1.3a
	The Successful Tenderer must provide comprehensive training programs tailored to the needs of all user groups and stakeholders, including introductory sessions for end-users, (Declarants) and advanced training for Contracting Authority staff and system administrators.

	PCR 
1.3b
	The Successful Tenderer must also supply detailed training materials. This should be documentation and videos that are easily maintainable and up to date. 
At a minimum we are expecting documentation in an easily maintainable format (a Wiki site) and context driven videos. 
Access to this Wiki will be controlled based on the role types assigned to profiles and users.

	PCR 
1.3c
	All provided training materials must be kept up to date and relevant by the Successful Tenderer.

	PCR 
1.3d
	The Successful Tenderer must establish effective knowledge transfer processes, including workshops, documented best practices, and mentorship sessions, to ensure internal teams acquire the necessary skills for operating and maintaining the Software solution.



	1.4 Stakeholder Engagement 



	Ref
	Requirement

	PCR 
1.4a
	The Successful Tenderer must be willing to conduct and provide stakeholder engagement and communications with the different key parties involved throughout all stages of project lifecycle.

	PCR 
1.4b
	The Successful Tenderer must be willing to be actively involved in stakeholder meetings and engagement, organised by the Software Solution Project team.

	PCR 
1.4c
	The Successful Tenderer must engage with the various stakeholders to refine and document their individual requirements for the Software solution. 

	PCR 
1.4d
	The Successful Tenderer must participate in EU workshops and meetings, to stay up to date on release updates and communications on technical components provided from the EU commission.

	PCR 
1.4e
	The Successful Tenderer must provide support to stakeholders during the lifecycle of the project to on-board them, to collect, or to submit data through the single window on a system-to-system basis.




	1.5 Project / Business Documentation  



	Ref
	Requirement

	PCR
1.5a
	The Successful Tenderer must produce and maintain a RAID Log during the Planning phase of the project. This document must be maintained and updated throughout the project lifecycle.

	PCR
1.5b
	The Successful Tenderer must produce and maintain a stakeholder register during the planning phase of the project - this document must list all stakeholders, their roles, and their level of interest/involvement in the project. 

	PCR
1.5c
	The Successful Tenderer must produce a backlog / issues tracker during the planning phase of the project. This document must be maintained and updated throughout the project lifecycle.

	PCR
1.5d
	The Successful Tenderer must produce and maintain Test Plans and Test Case documentation during any relevant stages of the project.

	PCR
1.5e
	The Successful Tenderer must create Status Reports, Presentations and be willing to regularly provide updates on challenges and progress. This may be on a weekly, monthly, or ad-hoc basis.

	PCR
1.5f
	The Successful Tenderer must create a Change request log, which will get updated and maintained throughout the project lifecycle. This records any requested changes to scope, timeline, or budget as well as system changes.

	PCR
1.5g
	The Successful Tenderer must provide a ‘lessons learned’ document at the closure of each phase. Capturing insights and best practices for future projects to assist the Contracting Authority.

	PCR
1.5h
	The Successful Tenderer must be willing to produce as needed any handover documents that are required by the Contracting Authority as part of the project closure phase. These documents will aim to target knowledge transfer, access, and responsibilities. 

	PCR
1.5i
	Any document or artefact provided by the Successful Tenderer must be kept up to date and maintained by the Successful Tenderer.

	PCR
1.5j
	Any document or artefact provided by the Successful Tenderer must be created in digital format and be compatible with MS Office 2013 and above.

	PCR
1.5k
	Any document or artefact, where applicable must use UML (Unified Modelling Language) as a graphical language for all specifications. 

	PCR
1.5l
	The Successful Tenderer must provide a Business Continuity Plan during the design phase of the project.

	PCR
1.5.m
	A project wide GDPR design document must be created by the Successful Tenderer, outlining how GDPR requirements will be met by solution.



	1.6 Resources CVs



	Ref
	Requirement

	PCR
1.6a
	The Contracting Authority requires that the CVs proposed for roles are those resources assigned to the project and if these resources become unavailable for any reason, resources of the same grade, experience and skill will be made available, with agreement from the Contracting Authority.




	1.7 Client Satisfaction and Commitment to Project Success



	Ref
	Requirement

	PCR 
1.7a
	The Successful Tenderer must commit to providing frequent progress reports and updates to keep the Contracting Authority up to date and briefed on all on-going activities.
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	1.8 Information and Security Accreditation



	Ref
	Requirement

	PCR 
1.8a
	IT/ICT or Cyber Policy
The Successful Tenderer must have an IT/ICT or Cyber Security policy in place which includes the minimum requirements as listed below.
All Staff and the management team who participate in the delivery of the Service must be informed of the IT/ICT or Cyber Security Policy.
Minimum Requirements
Your organisation’s IT/ICT or Cyber Security Policy must include as a minimum:
a) the purpose of the policy;
b) Scope;
c) Data classification;
d) Data/systems security;
e) Third party access;
f) Data transfers;
g) Encryption management;
h) Disposal of equipment and media; and
i) Mitigations to prevent the loss and/or theft of equipment and/or data. If this occurs a process outlined as to how this will be managed.
The Successful Tenderer must provide:
· A copy of your organisation’s IT/ICT or Cyber Security Policy which includes the minimum requirements as listed over;
· An outline of how all Staff and the management team who participate in the delivery of the Service are informed of the IT/ICT or Cyber Security Policy to include as a minimum, details of content of induction and other training course(s) and evidence of assessment of staff understanding.

	PCR 
1.8b
	Data Protection Policy
The Successful Tenderer must have a Data Protection Policy in place which includes the minimum requirements as listed below including confirmation that your organisation has appropriate organisational and technical measures in place to ensure compliance with Article 5 and Article 32 of GDPR.
All Staff and the management team who participate in the delivery of the Service must be informed of the Data Protection Policy.
Minimum Requirements
Your organisation’s Data Protection Policy must include as a minimum:
1) The purpose of the policy: This can serve as your introduction, explaining the policy’s relation to the GDPR, the importance of compliance and why the policy is necessary.
2) Definition of key terms in the GDPR to include as a minimum the terms ‘controller,’ ‘processor’ and ‘data subject.’
3) Scope: GDPR’s/DPIA 2018 apply to all personal information processed by your organisation.
Your policy must also define what types of information the GDPR applies to, to include as a minimum, ‘special categories of personal data.’
4) Principles: your policy must explain the GDPR’s six principles for data processing (Article 5(1) GDPR), and accountability (Article 5(2) GDPR). Your policy must also note your organisation’s commitment to meeting these principles.
5) Data subject rights: Your policy must define the eight data subject rights contained in the GDPR and state your organisation’s commitment to ensure that they are met.
DPO (data protection officer): Your policy must provide the contact details of your DPO OR the senior member of staff responsible for data protection.

The Successful Tenderer you must provide:
· A copy of the Data Protection Policy in place which complies with the DPA 2018 and GDPR and includes the minimum requirements as listed above.
· An outline of how all Staff and the management team who participate in the delivery of the Service are informed of the Data Protection Policy.
· Details of organisational and technical measures in place showing how Article 5 and Article 32 of GDPR are managed in your organisation.

	PCR 
1.8c
	Records Management Policy
The Successful Tenderer must have a Records Management Policy in place which includes the minimum requirements as listed below.
All Staff and the management team who participate in the delivery of the Service must be informed of the Records Management Policy.
Minimum Requirements
Your Records Management Policy must include as a minimum a description of the responsibilities of managers, Staff (permanent and temporary), and contractors with respect to records management to include the requirement of management of records from creation to disposal and to document actions and decisions by keeping records and subsequent maintenance and disposal of those records.

The Successful Tenderer must provide:
· A copy of your organisation’s Records Management Policy which includes the minimum requirements as listed.
· An outline of how all Staff and the management team who participate in the delivery of the Service are informed of the Records Management Policy to include as a minimum, details of content of induction and other training course(s) and evidence of assessment of staff understanding.

	PCR 
1.8d
	Cyber Security Certification
The Successful Tenderer must confirm that they currently hold an ISO27001 Certification or equivalent.
The Successful Tenderer must provide, when requested, evidence of ISO27001 Certification or equivalent.
AND,
Provide evidence, when requested, of your organisation’s approach in complying with key standards and regulations for NIS2.


	PCR 
1.8e
	IT Audit/Penetration Check
The Successful Tenderer must hold an IT Audit or Penetration Test Check conducted within the 12 months prior to submission of the Tender.
The Successful Tenderer must present evidence that an ICT Audit or Penetration Test has been conducted in the previous 12 months from closing date of this RFT.
The Successful Tenderer must provide evidence to demonstrate that any non-compliances found in the Audit or Penetration Test are being properly addressed. So, say they had 5 Critical non-compliances. i.e. The Successful Tenderer must provide evidence with respect to each critical non-compliance that they have fixed / are in the processed of fixing.


	PCR 
1.8f
	The Successful Tenderer must be either an Original System Manufacturer (OSM) or an OSM Authorised Reseller:
a) Where the Successful Tenderer is an OSM a statement of this status is required.
b) Where the Successful Tenderer is an Authorised Reseller, it must hold current/valid OSM Accreditation for the sale, delivery, installation, development of custom objects, configuration, commissioning, provision of training and provision of support and maintenance of its proposed OSM Brand of the Software to be used in the provision of the tendered Service.
The Successful Tenderer must provide, without delay when requested by the Contracting Authority, proof of their current and valid accreditation for the OSM Brand of the Software proposed. This proof must confirm their accreditation status and level and confirm that their accreditation certifies that the Successful Tenderer can sell, deliver, install, configure, develop custom objects, commission, provide training and provide support and maintenance for the OSM Brand of the Software proposed.



2. Business Requirements
	2. Business Requirements 



	Ref
	Requirement

	BCR 
2a
	The Successful tenderer must implement Ireland’s Maritime Single Window environment in compliance with Regulation (EU) 2019/1239 establishing a European Maritime Single Window environment.





	2.1 Formalities and the Message Implementation Guide (MIG)



	Ref
	Requirement

	BCR 
2.1a
	The software solution provided by the Successful tenderer must be compliant with all principles within the Message Implementation Guide and Data Set Regulation Commission Delegated Regulation (EU) 2023/205.

	BCR 
2.1b
	The Software Solution must send and receive the formalities as defined in the MIG and the corresponding Data Set. Refer to Annex II-Section 2 of Commission Delegated Regulation (EU) 2023/205.

	BCR 
2.1c
	The implementation of all formalities must follow the structured message types, as outlined in the MIG and the data set regulation of Commission Delegated Regulation (EU) 2023/205.

	BCR 
2.1d
	All formalities and responses sent to and from the Software Solution must comply with the Rules, conditions, and guidelines section of the MIG. 

	BCR 
2.1e
	The Software Solution must provide mechanisms for validating message structure, semantic accuracy, and error handling in accordance with the MIG specifications, when being sent through the RIM (System to System). 

	BCR 
2.1f
	The Software Solution must provide mechanisms for validating message structure, semantic accuracy, and error handing when declarants submit messages through the GUI. This must be in accordance with the ‘Format,’ ‘Occurrence’ and ‘Code list’ section under each formality in the MIG. 

	BCR 
2.1g
	The Software Solution must support the submission, update, and cancellation mechanisms for each formality, as well as the receipt, validation, and response mechanisms from authorities as outlined in the MIG. This includes handling both Formality Responses (acknowledgment of receipt after semantic checks) and Process Responses (e.g., clearance decisions or release notifications). 

	BCR 
2.1h
	The Software Solution must allow for the attachment of a ‘Side Shell Plan’ when declarants submit formalities, as outlined in the MIG. 

	BCR 
2.1i
	Each formality must be provided with a header part MAI (i.e. Main), which contains information applicable to all formalities (e.g. identification of the declarant, identification of formality type, metadata). 

	BCR 
2.1j
	The Software Solution must have a replace mechanism which applies when a formality is updated (Refer to MIG-P25). 


	2.2 Stakeholders



	Ref
	Requirement

	BCR 
2.2a
	The Software Solution must be configurable by administrative users so that the Contracting Authority may easily set the appropriate access for all national authorities with an interest in accessing formality data.

	BCR 
2.2b
	The Software Solution must support seamless data exchange and interoperability with all relevant national stakeholders.

	BCR 
2.2c
	The Software Solution must ensure all stakeholders receive the formalities and data they are required to and have legal basis to do so, either through the GUI or through the RIM via system to system.

	BCR 
2.2d
	The Successful Tenderer must be willing to act as a point of contact for guidance, assistance, and advice to assist all stakeholders in receiving the formalities into their various systems.



	2.3.1 Declarants



	Ref
	Requirement

	BCR 
2.3.1a
	The Successful Tenderer must ensure that all declarants can fulfil their mandatory reporting obligations through the Software Solution, allowing them to submit their declarations and formalities either through the GUI, or over system to system (the RIM).

	BCR 
2.3.1b
	Declarants must be able to provide or update formalities in the Software Solution through the EMSA provided digital spreadsheets. All aspects of these spreadsheets must be compliant with Commission Implementing Regulation (EU) 2023/204.

	BCR 
2.3.1c
	The Successful Tenderer must modify the existing EMSA spreadsheets in conjunction with the Contracting Authority, to cater for the specific national requirements. This includes adding national-specific fields, formalities, and data.

	BCR 
2.3.1d
	The Successful Tenderer must ensure that the version of the spreadsheet template used from the Software Solution aligns with the most recent version available from EMSA. 

Version control of the EMSA spreadsheets must be managed collaboratively with, and subject to the approval of, the Contracting Authority. It is anticipated that the Software Solution may, at times, be required to support multiple versions of the EMSA spreadsheets concurrently to accommodate updates. 

Any modifications to the spreadsheets, whether due to national updates or to reflect EMSA version changes, will be managed as part of business-as-usual (BAU) activities and the standard support and maintenance contract.

	BCR 
2.3.1e
	The Successful Tenderer must stay up to date with the release of updated versions of spreadsheets from EMSA as the MIG/Data set evolves.

	BCR 
2.3.1f
	If a check fails for a spreadsheet, the Software Solution must reject the whole spreadsheet information and provide an error message with a clear indication of the nature of the failing check.
When the error refers to a specific field, the Software Solution must indicate the name of the field or its position (individual cell). 
If more than one spreadsheet is provided in one spreadsheet file, only the spreadsheet with the error will be rejected. Other spreadsheets in the same file which do not contain errors will be accepted by the Software Solution.

	BCR 
2.3.1g
	Once a spreadsheet successfully passes the Software Solution’s checks, the information from the spreadsheet must replace the corresponding information which was previously filled in on the GUI. For example:
· Populated data elements must replace previously populated data elements.
· Populated data elements must replace previously empty data elements.
· Empty data elements must replace previously populated data elements

	BCR 
2.3.1h
	Once having uploaded a spreadsheet file which has successfully passed the Software Solution’s checks, the declarant must have the ability to read, review, and correct the information on the GUI before submitting it.

	BCR 
2.3.1i
	The Successful Tenderer must support and assist the transport operating companies regarding integrating with the Software Solution via system to system.



	2.3.2 National Authorities



	Ref
	Requirement

	BCR 
2.3.2a
	The Successful Tenderer must ensure that the Software Solution is developed and integrated, to support process owners during their daily operations and reporting activities.

	BCR 
2.3.2b
	The Successful Tenderer must confirm that the Software Solution will maintain data integrity and security across all interactions with process owners.

	BCR 
2.3.2c
	The Successful Tenderer must support the various National authorities and  process owners to utilise the Software Solution.



	2.3.3 European and National Requirements



	Ref
	Requirement

	BCR 
2.3.3a
	The Successful Tenderer must follow all European Commission technical implementation guides when integrating all European Components with the Software Solution.

	BCR 
2.3.3b
	All European Components as part of the Software Solution must be compliant with their respective legislations as outlined in the EU Commission Regulations.

	2.3.4 RIM - Reporting Interface Module



	Ref
	Requirement

	BCR 
2.3.4a
	The RIM must be implemented within the Software Solution in line and in compliance with Commission Implementing Regulation (EU) 2023/2790 laying down functional and technical specifications for the reporting interface module of the Maritime National Single Windows.

	BCR 
2.3.4b
	The successful supplier must do one upgrade a year as part of the contract to the Reporting Interface Model. 



	2.3.5 URAM - User Registry and Access Management



	Ref
	Requirement

	BCR 
2.3.5a
	The URAM must be implemented and integrated within the Software Solution and comply with Commission Implementing Regulation (EU) 2023/2790 laying down functional and technical specifications for the reporting interface module of the Maritime National Single Windows. 

	BCR 
2.3.5b
	The Successful Tenderer must refer to and follow the URAM Documentation provided by the Commission upon implementation. 



	2.3.6 CAS - Common Addressing Service



	Ref
	Requirement

	BCR 
2.3.6a
	Implementing CAS into the Software solution will be mandatory to be EMSWe compliant. The Successful Tenderer must integrate CAS into the Software Solution as part of their delivery.

	BCR 
2.3.6b
	The Successful Tenderer must keep the CAS up to date and conduct upgrades as part of the contract.



	2.3.7 European Central Databases



	Ref
	Requirement

	BCR 
2.3.7a
	All three EMSA databases must be replicated within the Software Solution and the underlying data kept in synchronisation with the equivalent centrally managed databases.



	2.3.8 European Ship Database (ESD)



	Ref
	Requirement

	BCR 
2.3.8a
	The Successful Tenderer must ensure that connection to the ESD is implemented in the Software Solution as outlined in the legislation.

	BCR 
2.3.8 b
	The Software Solution must make vessel information stored in the ESD available in the GUI to declarants to assist them with their reporting obligations upon submission of formalities.

	BCR 
2.3.8 c
	For expedience and convenience, data on the ship database must be made available and searchable for users (not used for validation).

	BCR 
2.3.8 d
	The Software Solution must ensure that ships’ identification information and ship particulars reported by declarants are provided to the ESD. Refer to Regulation (EU) 2019/1239 establishing a European Maritime Single Window environment - Article 14.



	2.3.9 Common Location Database (CLD)



	Ref
	Requirement

	BCR 
2.3.9a
	The Successful Tenderer must ensure that connection to the CLD is implemented in the Software Solution as outlined in the legislation.

	BCR 
2.3.9b
	In case a location or port facility code is required for the fulfilment of reporting obligations, the Software Solution must make the relevant information available from the CLD in the GUI.




	2.3.10 Common Hazmat Database (CHD)



	Ref
	Requirement

	BCR 
2.3.10a
	The Successful Tenderer must ensure that connection to the CHD is implemented in the Software Solution as outlined in the legislation.

	BCR 
2.3.10b
	In the case information on dangerous and polluting goods is required for the fulfilment of reporting obligations, the Software Solution must make available the relevant information from the CHD in the GUI by way of:
· prefilling the required information on dangerous and polluting goods based on the UN number or the textual reference of a DPG item entered by the declarant.
· providing a list of dangerous and polluting goods based on the mode of carriage and type of product entered by the declarant.



	2.3.11 SafeSeaNet (SSN)



	Ref
	Requirement

	BCR 
2.3.11a
	The Software solution must send the following formalities relating to the following items to SSN in their correct format (PortPlusNotifications)
· NOA, ATA, NOD, ATD 
· Crew 
· Passenger 
· Waste 
· Hazmat 
· Bunkers

	BCR 
2.3.11b
	The Software Solution must facilitate the exchange and distribution of information received through the maritime National Single Window to SafeSeaNet in accordance with Directive 2002/59/EC.

	BCR 
2.3.11c
	The Successful Tenderer must ensure that the Software solution is integrated with SSN in accordance with all aspects of Regulation (EU) 2019/1239 establishing a European Maritime Single Window environment.

	BCR 
2.3.11d
	The Software solution must have capability and functionality to report and flag if any messages being sent to SSN have not gone through or failed. 
Messages that failed should be monitored and flagged to the Contracting Authority.



	2.3.12 Proof of Union Status (PoUS)



	Ref
	Requirement

	BCR 
2.3.12a
	The Software solution must use a direct connection to the central PoUS, sending the PoUS formalities to PoUS in their TAXUD format.

	BCR 
2.3.12b
	All PoUS formalities must be supported through the RIM (System to System) only. Functionality to submit through the GUI must not be available.

	BCR 
2.3.12c
	The Successful Tenderer will be expected to request access to the PoUS central document repository Programme Information and Collaboration Space (PICS) hosted by EMSA and keep up to date with newsletters, updates, hotfixes, patches etc. as part of the support contract.

	BCR 
2.3.12d
	Any necessary updates, hotfixes, patches to the central connection to PoUS from the Software solution must be applied by the Successful Tenderer with the agreement of the Contracting Authority.

	BCR 
2.3.12e
	Integration between the Software solution and PoUS must comply with:
· EMSWe Regulation (EU) 2019/1239
· PoUS requirements under the Union Customs Code (UCC)
· Commission Implementing Regulation (EU) 2023/2790 (R06) for EMSWe technical specification.



	2.3.13 MNSW Core



	Ref
	Requirement

	BCR 
2.3.13a
	The MNSW Core must support both manual (GUI/spreadsheet) and automated (RIM) submission of formalities. 

	BCR 
2.3.13b
	The Successful Tenderer must ensure that the design and implementation of the core of the MNSW follows and is in line with Commission Implementing Regulation (EU) 2023/204.

	BCR 
2.3.13c
	The MNSW core must have the capability to receive and process the harmonised digital spreadsheet templates which have been provided by EMSA. 
The MNSW core must support upload, parsing, and validation of these spreadsheet formats, as per the impending regulation - (EU) 2023/204 (See LI21).

	BCR 
2.3.13d
	The MNSW core must be integrated with all the European components as outlined in the RFT, (Part 4, Section 2.3 European and National Requirements) and the architecture diagram.



	2.3.14 Software solution GUI



	Ref
	Requirement

	BCR 
2.3.14a
	The Software solution’s GUI must be implemented and be compliant with all aspects of Implementing Regulation (EU) 2023/204. 

	BCR 
2.3.14b
	The Software solution’s GUI must support electronic submission, processing, and validation of all relevant FAL Forms, including crew lists, passenger manifests, dangerous goods declarations, and vessel clearance documentation. 

	BCR 
2.3.14c
	The Successful Tenderer must implement all the common functionalities of the GUI. These common functionalities are outlined in An Annex I of Commission Implementing Regulation (EU) 2023/204.

	BCR 
2.3.14d
	The Software solution’s GUI must contain a ‘landing page’ as outlined in the legislation 2023/204. 
The ‘landing’ page shall be publicly available and shall contain:
· information about the maritime National Single Window
· a link to the online support website and to the estimated and actual arrival and departure times of ships
· a login section for user authentication to access the ‘user desktop.’

	BCR 
2.3.14e
	The Software solution’s GUI in conjunction with the Contracting Authority must be designed and implemented using User Interface (UI) and User Experience (UX) best practices. An experienced UI UX designer must be engaged with this process.

	BCR 
2.3.14f
	The Successful Tenderer must design and apply a theme to the Software solution’s GUI. After the contract is awarded, consultation with the Contracting Authority may be required to finalise this requirement. 

	BCR 
2.3.14g
	The Software solution’s GUI must implement comprehensive user input validation including but not exclusively the following: 
· mandatory fields
· data types 
· min lengths 
· max lengths 

	BCR 
2.3.14h
	The Software solution’s GUI must impose access controls to the UI components based upon Role Based Access Control permissions for the users, outlined in the RFT. 

	BCR 
2.3.14i
	The GUI must comply with the latest EU Web Accessibility Directive  

	BCR 
2.3.14j
	As per Annex IV of Commission Implementing Regulation (EU) 2023/204, uniform URL formatting must be adhered to for all Member States. 
A suggestion for Ireland is https://finog.ie or https://finog.gov.ie. After the contract is awarded, consultation with the Contracting Authority may be required to finalise this requirement. 

	BCR 
2.3.14k
	The GUI must have in-built field validations to reduce the amount of data quality issues (e.g. no commas in the email address).



	2.3.15 Registration



	Ref
	Requirement

	BCR 
2.3.15a
	The Software solution’s GUI landing page must have a link to a registration portal. 

	BCR 
2.3.15b
	The registration portal must contain a downloadable link to the Contracting Authority’s approved registration form. 
It must also contain a mailbox under a ‘contact details’ section. This will be the mailbox the applicant sends the completed form to request registration and set up on the system.

	BCR 
2.3.15c
	The Software solution must send an email to the applicant to confirm registration once they have been added to the Software solution by the Contracting Authority’s Admin.

	BCR 
2.3.15d
	The registration process must allow for the Contracting Authority’s admins to set a temporary password for applicants, so that it can be given to applicants to then set their temporary password.

	BCR 
2.3.15e
	All applicants must Consent to GDPR-compliant data processing upon registration.

	BCR 
2.3.15f
	Admin users must be notified of new registrations requiring approval via email.

	BCR 
2.3.15g
	Outside of the Contracting Authority’s user registration solution, the Software Solution must also support users who are registered through the eIDAS method.



	2.3.16 Log in and Authentication



	Ref
	Requirement

	BCR 
2.3.16a
	The Software solution must provide a secure login interface accessible via web browser.

	BCR 
2.3.16b
	The system must support user authentication using a unique username and password.

	BCR 
2.3.16c
	The Software solution must allow integration with the EU login, eIDAS for federated identity management. Users must be able to log in either through the Software solution system directly, or through eIDAS

	BCR 
2.3.16d
	The system must support multi-factor authentication (MFA) using email or SMS.

	BCR 
2.3.16e
	The Software solution must allow users to reset their password via a secure, token-based email link.

	BCR 
2.3.16f
	The system shall log all login attempts, including timestamp, IP address, and outcome (success/failure).

	BCR 
2.3.16g
	The Software solution must lock a user account after a configurable number of consecutive failed login attempts within a configurable timeframe initially set at 15 minutes.

	BCR 
2.3.16h
	The Software solution must allow administrators to manually unlock or disable user accounts.

	BCR 
2.3.16i
	The login system within the Software solution must comply with GDPR and EMSA data protection policies.

	BCR 
2.3.16j
	The system must automatically log out users after configurable period initially set at 20 minutes of inactivity.



	2.3.17 Declarant Desktop



	Ref
	Requirement

	BCR 
2.3.17a
	After successful authentication, the ‘declarant user desktop’ must provide declarants with a minimum, the following common functionalities, and views: 
1. A list of vessels
2. List of port calls and visits
3. Creation of a port call (NOA)
4. Provision of a new formality
5. Capability Uploading information from spreadsheets. 
6. Re-using existing formalities.
7. Save draft formalities.
8. Submission of formalities
9. Management of formalities
10. Cancellation of a port call
11. Configuration of personal settings
Refer to Annex I of Commission Implementing Regulation (EU) 2023/204. For the details of each and requirements of each of these items which must be followed and implemented.

	BCR 
2.3.17b
	For the display list of all port calls and visits, each visit should be clickable to allow agents to view, amend, withdraw, or cancel formalities, as per the MIG.

	BCR 
2.3.17c
	The Software solution’s web user desktop GUI must ensure that all formalities are presented to declarants to satisfy all the reporting requirements. Logged in users must be presented with all formality options to satisfy all the reporting requirements irrespective of the vessel type.

	BCR 
2.3.17d
	The Software solution’s web user desktop GUI must provide the ability for declarants to create a VisitID (VID) manually from the GUI. The VID must either get generated manually and can be added to later, or alternatively, the VID can get created as part of creating a port call (NOA).

	BCR 
2.3.17e

	The Software solution’s Web user desktop GUI must provide the ability for declarants to search on the GUI for a vessel using a lookup function to select the relevant information details:
1. From the local EMSWe Ship Database (ESD).
2. From any local reference databases or connections to external sources used by the Successful Tenderer.

	BCR 
2.3.17f
	If there are no details in either the ESD or any Reference DBs, proposed by the Successful Tenderer, declarants must have the ability to enter ship details on the Software solution’s GUI by way of populating the relevant fields.

	BCR 
2.3.17g
	The Software solution’s web user desktop GUI must provide the ability for declarants to create a Notification of Departure (NOD).

	BCR 
2.3.17h
	The Software solution’s web user desktop GUI must provide declarants with a lookup function to select a Location or Port Facility Code to assist with their declarations.

	BCR 
2.3.17i
	The Software solution’s web user desktop GUI must provide declarants with the ability to upload formality information using digital spreadsheets templates provided by the EU. 
These spreadsheets may also be used to update information.
Refer to Annex I of Commission Implementing Regulation (EU) 2023/204 which defines the content of the following spreadsheet templates and functionality related to the upload of information from spreadsheets. This is in line with Regulation (EU) 2019/1239 establishing a European Maritime Single Window environment, - Article 2(9).

	BCR 
2.3.17j
	Following the successful passing of the Software solution’s checks, the data elements extracted from the spreadsheet must populate or replace previously filled-in data elements on the Software solution’s web user desktop GUI.

	BCR 
2.3.17k
	Before submission, the Software solution’s web user desktop GUI must provide the possibility to read, review, and correct the information extracted from the spreadsheet before submitting it.

	BCR 
2.3.17l
	An acknowledgement message must be displayed in the Software solution’s web user desktop GUI to the end user confirming the NOA has been created.

	BCR 
2.3.17m
	The most recent submitted NOA must appear at the top of the list of declarants’ screens in the list of voyages.

	BCR 
2.3.17n
	All formalities that have been submitted using the RIM must be also available and accessible in the GUI of the Software solution’s web user desktop.

	BCR 
2.3.17o
	The Software solution’s user desktop GUI must display the date and time of a formality submission including responses from authorities.

	BCR 
2.3.17p
	The Software solution’s GUI must provide declarants with the ability to view all previously submitted formalities if the permissions are granted to do so. 

	BCR 
3.3.17q
	Declarants must have the ability to print out any submitted formality displaying the applicable data elements for their own physical record.



	3.3.18 Admin Desktop



	Ref
	Requirement

	  BCR 
2.3.18a
	The Software solution must display pre-arrivals and departures on the Admin Desktop screen.

	BCR 
2.3.18b
	The Software solution must display at a minimum heightened security alerts that are outlined in in case Admin Desktop have any incorrect info on the pre-arrivals. Admin must be able to check what the error is and email the agent.

	BCR 
2.3.18c
	The Software solution must display alerts for early or late ATAs/ATDs.

	BCR 
2.3.18d
	Admin users must have the ability to know the source of the data input (RIM/Manual input/spreadsheet templates). 

	BCR 
2.3.18e
	The Software solution’s administrators must have the ability to broadcast an email to multiple users of the Software solution simultaneously. 

	BCR 
2.3.18f
	The Software solution’s administrators must have the ability to update to the latest version of the spreadsheet templates as per the latest version of the MIG. 
This will be displayed on the Software solution’s landing page upon update from admins for declarants to download.

	BCR 
2.3.18g
	Any reports as outlined in Reporting and Business Intelligence must be displayed for the Software solution admins to leverage on their GUI desktop page.

	BCR 
2.3.18h
	The Software Solution must provide functionality to facilitate the population of a Subject Access Requests (SAR) report, as per GDPR.

	BCR 
2.3.18i
	[bookmark: _Int_mvmZC4fY]Admin users must have the ability and functionality to create new users in the Software solution.

	BCR 
2.3.18j
	Admin users must have the ability and functionality to create new vessels in the Software solution.



	2.3.19 National Authorities Desktop



	Ref
	Requirement

	BCR 
2.3.19a
	Authorities such as the ports must have the ability to view on the screen if an ATA or ATD was submitted in time.
Submissions are considered "In time" if made at least 72 hours before the ETA for vessels requiring external inspections (e.g. Paris MoU Mandatory Exp Inspection Due), or 24 hours before ETA for others that do not require inspections.
If submitted after that cutoff but before the ETA, they are marked as "Submitted less than 72hrs/24hrs". The message depends on if inspections are necessary.
If submitted after the ETA, they are labelled "Submitted after ETA".

	BCR 
2.3.19b
	The national authorities must be given access to the same view as the declarants regarding the list of port calls and visits and filterable by same field level criteria.

	BCR 
2.3.19c
	The national authorities must be able to receive and view the formalities they are legally entitled to through the GUI in relation to these visits and ports of calls.
It is suggested that the table view provided for them will be clickable to allow them to do this.

	BCR 
2.3.19d
	The national authorities must be able to submit requests to the Contracting Authority to set up and configure alerts and notifications that are of interest to them.



	2.3.20 Software Solution Support Portal



	Ref
	Requirement

	BCR 
2.3.20a
	The support portal website must be built by the Successful Tenderer in line and in compliance with Article 5.3(d) of (EU) 2019/1239 (See LI19).

	BCR 
2.3.20b
	The Software solution’s online support website must include the common functionalities for language selection and Search functionality as defined in Annex III of (EU) 2023/204 (See LI21).

	BCR 
2.3.20c
	The Software solution’s online support website must include and comply with the information structure as defined in Annex III of (EU) 2023/204 (See LI21) grouped according to the following structure:
· Support website main page
· Guidance on MNSW usage
· Frequently Asked Questions
· Contact details of authorities
· MNSW helpdesk contacts
· Relevant national legislation

	BCR 
2.3.20d
	The Software solution’s online support website must be publicly accessible with its own internet address. The landing page of the Software solution’s GUI must provide the link to that internet address.

	BCR 
2.3.20e
	The support portal must contain a downloadable link to the latest Software solution’s spreadsheets to be used for Formality declarations.



	2.3.21 Software Solution Arrivals and Departure Website



	Ref
	Requirement

	BCR 
2.3.21a
	The Software solution must make a public Arrivals and Departure website available as per legislation 2023/204 (See LI21).



	2.3.22 User Management



	Ref
	Requirement

	BCR 
2.3.22a
	Users must be able to update their password and personal details within the Software solution.

	BCR 
2.3.22b
	Admin users must be able to reset passwords for end users, allowing the Contracting Authority to set temporary passwords for users if required.




	2.3.23 Role Based Access Control and Administration



	Ref
	Requirement

	BCR 
2.3.23a
	All users must be authenticated before any access is granted.

	BCR 
2.3.23b
	The RBAC implemented must allow Admin users to efficiently administrate groups, roles, permissions and assign these roles and permissions to both individual users and the created groups

	BCR 
2.3.23c
	The RBAC must support the creation, modification, and deletion of user groups by an Admin user with the appropriate permissions.

	BCR 
2.3.23d
	The RBAC must support the creation, modification, and deletion of user roles by an Admin user with the appropriate permissions.

	BCR 
2.3.23e
	The level of control and permissions that admins can assign permissions to must be at both a formality and functional level.
The system must support fine-grained access control, allowing permissions to be defined at the level of individual features, data sets (Formalities), or actions.

	BCR 
2.3.23f
	Changes to group permissions must automatically apply to all users within the group. 

	BCR 
2.3.23g
	All changes to a user’s role, permissions or group membership must be dynamic - changes must take immediate effect, or upon next login.

	BCR 
2.3.23h
	Inactive or obsolete accounts must be deactivated or removed after an agreed upon time with the Contracting Authority.

	BCR 
2.3.23i
	All role changes and access attempts must be logged for auditing purposes.
Logs shall include user ID, timestamp, action taken, and outcome.



	2.3.24 Notifications Engine, Business Rules, and Compliance Checking



	Ref
	Requirement

	BCR 
2.3.24a
	The Software solution must include a configurable notifications engine capable of delivering real-time alerts to users and stakeholders based on system events, deadlines, and data changes.

	BCR 
2.3.24b
	Notifications must support multiple delivery channels (e.g., email, SMS, in-app alerts).

	BCR 
2.3.24c
	[bookmark: _Int_mmKcjIht]The notifications engine must be directly integrated with the RBAC solution provided. This must allow admins to send alerts and notifications to individual users, as well as roles and groups.

	BCR 
2.3.24d
	The notifications engine must include the ability to, at a minimum:
· Define custom notification rules and triggers based on system events or data changes
· Create and edit notification templates with dynamic content.
· Assign notifications to specific user roles, groups, or individuals, as set out in the RBAC. 
· Control delivery channels (e.g., email, SMS, in-app) and scheduling.

	BCR 
2.3.24e
	The Software solution must provide an intuitive, role-restricted administrative interface that allows authorised users (administrators) to carry out the defined functionality.

	BCR 
2.3.24f
	Administrators must be able to define custom triggers based on system events, data thresholds, or workflow statuses (e.g., “Vessel ETA updated,” “Declaration overdue,” “System error detected”).

	BCR 
2.3.24g
	Notification templates must support dynamic placeholders (e.g., username, vessel ID, timestamp) and allow formatting for different channels (HTML for email, plain text for SMS).

	BCR 
2.3.24h
	For Arrival Formalities, the Software solution must 
· ensure an ATA may not be submitted unless a NOA has been submitted.
· ensure an ETA is later than the submission time.
· ensure the Call Purpose Code is entered on an NOA.
· ensure in the case of a cruise ship, the itinerary information has been submitted.

	BCR 
2.3.24i
	For Departure Formalities, the Software solution must ensure:
· an ATD may not be submitted unless a NOD has been submitted.
· an ETD has a later date than an ATA.
· all cargo is cleared before an ATD is submitted.

	BCR 
2.3.24j
	For Crew and Passenger Formalities, the Software solution must ensure that
· the Crew list is submitted before an NOA is approved.
· the Passenger list is submitted if the vessel type is carrying passengers.

	BCR 
2.3.24k
	For Environmental and Waste Declarations, the Software solution must ensure a waste notification (WAS) has been submitted if waste is to be discharged.

	BCR 
2.3.24l
	If a declarant selects a vessel of 300 gross tons or more, with passengers onboard, the Software solution must ensure that the following formalities are submitted:
· Pre-arrival notification (ETA, port of call) - 72-24 hours before arrival,
· Passenger and crew lists - 24 hours before arrival,
· Security information (ISPS) - 72-24 hours before arrival,
· Maritime Declaration of Health (if applicable),
· Waste delivery notification - Upon arrival or before departure for any changes,
· Customs and immigration declarations - Upon arrival or before departure for any changes,
· Service Request (if applicable).

	BCR 
2.3.24m
	All cargo ships of 300 gross tons or over must submit:
· Cargo manifest - 72 to 24 hours before arrival,
· Dangerous goods declaration (if applicable) - 24 hours before arrival,
· Security information - 72 to 24 hours before arrival,
· Waste management - Upon arrival,
· Customs declarations - Final cargo manifest and departure notice.

	BCR 
2.3.24n
	Fishing vessels of 45 metres length and over must submit:
· Catch declaration - Before arrival,
· Crew list - Upon arrival,
· Port entry/exit notification - Before departure, confirm departure and update catch records,
· Waste management (if applicable).

	BCR 
2.3.24o
	All Recreational craft vessels of 45 metres length and over must submit:
· Crew and passenger list - Before arrival or Before departure if there is an update to the original arrival list.
· Port entry/exit notification - Before arrival/departure
· Security information (if applicable) - Before arrival
· Waste notification (if applicable) - Upon arrival 

	BCR 
2.3.24p
	Security Information must be submitted at least 24 hours before a vessel arrives in port.

	BCR 
2.3.24q
	A waste delivery receipt must be submitted before ship departure, or as soon as the waste delivery receipt has been received.



	2.3.25 Rules Engine and Alerting



	Ref
	Requirement

	BCR 
2.3.25a
	The Software solution must include a configurable and flexible Rules Engine capable of routing formalities to the appropriate stakeholders through the GUI.

	BCR 
2.3.25b
	The Rules Engine must be capable of integration with other Software solution components, including but not limited to RBAC and the notifications engine. 

The rules engine must ensure that rule outcomes can be assigned to specific users, roles, or groups stemming from this.

	BCR 
2.3.25c
	Administrative users must be able to create, modify, activate/deactivate, and delete routing rules through a user-friendly interface.

	BCR 
2.3.25d
	The system must support version control and audit logging for all routing rule changes.

	BCR 
2.3.25e
	The Software solution should support the import and export of rules in a structured format (e.g., JSON, XML) for backup, migration, or replication purposes.

	BCR 
2.3.25f
	Alerts must be capable of being categorised by priority/severity (e.g. informational, warning, critical) and tagged with relevant metadata (Vessel ID, port, timestamp).

	BCR 
2.3.25g
	Alerting features must comply with any EMSWe technical specifications and be interoperable with EU-level systems and data exchange protocols.

	BCR 
2.3.25h
	The Rules engine must support rule prioritisation and conflict resolution mechanisms. 
The Successful Tenderer must outline their approach to this.



	2.3.26 Reporting and Business Intelligence



	Ref
	Requirement

	BCR 
2.3.26a
	As per Regulation (EU) 2019/1239 establishing a European Maritime Single Window environment - Article 22 ‘Review and report’, the Software solution will be required to and must monitor the application of the EMSWe and report the findings to the Commission. The report shall include the following indicators:
· use of the harmonised reporting interface module,
· use of the graphical user interface,
· use of other means of reporting as referred to in Article 7.
This report will be sent to the commission on an annual basis.

	BCR 
2.3.26b
	The Software solution must provide predefined reports that assist admins with compliance monitoring. After the contract is awarded, consultation with the Contracting Authority may be required to finalise this requirement. 
Reports will be generated at the field level based on the available data sets and the information stored within the Software solution databases. Additionally, reports will have the capability to retrieve data from the local vessel database, user database, and UN/LOCODE database, enabling more detailed analysis of specific ports.

	BCR 
2.3.26c
	Users must be able to drill down from high-level summaries to detailed data and apply filters (by vessel type, data range, port etc.).



	2.3.27 Irish Port Authorities



	Ref
	Requirement

	BCR 
2.3.27a
	The Successful Tenderer must engage with and provide tailored support to each port individually as they progress toward integration with the Software solution.

	BCR 
2.3.27b
	The Successful Tenderer must be willing to collaborate with any external suppliers of Port Management Information Systems (PMIS) to assist with the connection and integration between the Software solution and the PMIS.

	BCR 
2.3.27c
	The Software solution must support the port authorities in receiving and responding to formalities that they are a process of owner of. 

	BCR 
2.3.27d
	The Software solution must allow for clearances to be sent via the ports, to the declarants, through the MNSW.
It is envisaged that the port authorities will use a ‘Silent Clearance’ method as outlined in the MIG P-17.



	2.3.28 Irish Customs (Irish Revenue)



	Ref
	Requirement

	BCR 
2.3.28a
	The Software solution must support the secure interchange of the customs messages between Declarants and Irish Customs.

	BCR 
2.3.28b
	The Successful Tenderer must ensure that each of the formalities with a ‘CUS’ type response will be tagged with a ‘customs’ type in line with the EMSWe data set requirements.

	BCR
2.3.28c
	The solution must facilitate validation of the formalities for format, completeness, and compliance with national customs and EMSWe specifications.

	BCR
3.3.28d
	The Successful Tenderer must ensure that the Software solution is designed to ensure real-time interoperability with EMSWe components, allowing timely synchronisation of customs status updates, decisions (acceptance/rejection) for vessel entry or departure.

	BCR 
2.3.28e
	The Successful Tenderer must ensure that transmissions between the Software solution and EMSWe for the custom-type formalities will be logged for traceability, compliance, and audit purposes in accordance with both EU regulations and national data governance standards.

	BCR 
2.3.28f
	In addition to the CUS specific formalities outlined in the MIG, the Software solution must ensure that Irish customs continue to receive formalities over system to system in relation to:
1. CGA / CGD - Cargo declaration on arrival / departure 
2. PXA / PXD - Passenger List on arrival / departure
3. STA / STD - Declaration of stores on board at arrival / departure 
4. EFF - Crew’s effects declaration 
5. CWA / CWD - Crew list at arrival / departure

	BCR 
2.3.28g
	The Software solution must only support processing of Customs related formalities via the RIM and not via the GUI. 

	BCR 
2.3.28h
	The Software solution must make the Customs formalities processed via the RIM available to view in the GUI in an easily viewable format. 
After the contract is awarded, consultation with the Contracting Authority may be required to finalise this requirement. 

	BCR 
2.3.28i
	All elements of Regulation (EU) 2019/1239 establishing a European Maritime Single Window environment must be satisfied in relation to customs, including but not limited to article 11 - ‘’Additional provisions for customs’’.



	2.3.29 NIMS (Irish Revenue)



	Ref
	Requirement

	BCR 
2.3.29a
	The Software solution must support the secure interchange of the NIMS messages between Declarants and Irish Customs.






	2.3.30 eIDAS - (Electronic Identification, Authentication, and trust Services)



	Ref
	Requirement

	BCR 
2.3.30a
	The solution must comply with the eIDAS Regulation (EU) No 910/2014, supporting cross-border electronic identification and authentication, and enabling the use of qualified electronic signatures for legally binding submissions. 

	BCR 
2.3.30b
	The Software solution must be connected to the Irish node for EIDAS, to facilitate interoperability with the EU-wide eIDAS network.

	BCR 
2.3.30c
	The solution must provide audit trails for all eIDAS-based authentication and signature events, including identity verification, access logs, and document signing.

	BCR 
2.3.30d
	Linking the eIDAS authenticated user and the EORI (organisation) must be supported within the Software solution.



	2.3.31 AIS (Coast Guard Feed)



	Ref
	Requirement

	BCR 
2.3.31a
	The Software solution must leverage the integration of AIS to produce the Actual time of Arrivals and Actual time of Departures. This will be done when a vessel crosses a particular polygon.

	BCR 
2.3.31b
	A notification must be sent to alert the Contracting Authority’s Admin if a ship crosses past a polygon, produces an ATA and there is no record of it in the Software solution database.

	BCR 
2.3.31c
	Declarants must have the ability to submit the ATA manually, if AIS should fail on either side (The declarants’ side or the AIS feed).

	BCR 
2.3.31d
	The Software solution must keep a history of AIS data for vessels (ship movements).

	BCR 
2.3.31e
	The Software solution will Need to and must track and report on the health of the Base Stations used in the Polygons. 



	2.3.32 Polygons



	Ref
	Requirement

	BCR 
2.3.32a
	The Software solution must support the creation and management of geospatial polygons used to define operational zones 

	BCR 
2.3.32b
	The Software solution must use these polygons to automatically generate Actual Time of Arrival (ATA) and Actual Time of Departure (ATD) events based on vessel movements.



	2.4 Non-Functional Requirements



	Ref
	Requirement

	BCR 
2.4a
	The Software solution must be designed such that all its end user functionality is accessible through a Desktop web browser.

	BCR 
2.4b
	The Software solution must be mobile 'accessible' or 'responsive' in parts of the site to allow users (AOMs or Admin) to do simple updates such as ATA and ATDs. The sections that the Contracting Authority envisages as being responsive will be agreed upon during the design phase.

	BCR 
2.4c
	The Software solution must display “non-support” messages when a non-compatible browser is used.

	BCR 
2.4d
	The Software solution must be available 24/7 to support international maritime operations. The GUI must be designed to meet an availability SLA of 99.80% uptime for external users with a disaster recovery solution.

	BCR 
2.4e
	The content on the Software solution’s GUI must be available in English by default. 

	BCR 
2.4f
	The Software solution must be conformant with the Web Content Accessibility Guidelines (WCAG) 2.0 as per the Web Accessibility Directive.

	BCR 
2.4g
	The Software solution must be capable of processing multiple notifications concurrently. 

	BCR 
2.4h
	The Software solution must be fully compliant with EMSWe, IMO and Irish data protection laws.

	BCR 
2.4i
	The Software solution must ensure that all passenger ships to indicate that they have a Search and Rescue plan lodged with the Irish Coastguard. There must be functionality built in to cater for this.

	BCR 
2.4j
	The character set for EMSWe has been defined by EMSA - UTF-8 (Unicode Transformation Format - 8-bit). To ensure compliance with the European Maritime Single Window environment (EMSWe) and to support the linguistic diversity of the European Union, the Software solution must be capable of handling multilingual data inputs and outputs.
The Software solution must be configured to support the storage, processing, and display of multilingual characters, including but not limited to:
· Accented characters used in Irish (e.g., á, é, í, ó, ú)
· Special characters used in other EU languages (e.g., ñ in Spanish, ç in French/Portuguese, ß in German)
· Characters from all official EU languages



3. Technical Requirements
	3.1 Azure Hosting 



	Ref
	Requirement

	TCR
3.1a
	The Software solution must be architected to ensure 24x7 operational availability with no single point of failure, leveraging Azure Availability Zones for intra-region high availability. 

	TCR
3.1b
	The application must be deployed into the clients dedicated Azure landing zone, adhering to existing network, identity, and security configurations.

	TCR
3.1c
	The production environment, along with all supporting development and test environments, must be hosted within the Contracting Authority’s - managed Azure tenancy in the EEA region.

	TCR
3.1d
	The Contracting Authority’s Azure team is responsible for managing all Azure network and security infrastructure, including perimeter security devices, SMTP services, load balancers, and Web Application Firewall (WAF) gateways. The proposed Solution must consider the above.

	TCR
3.1e
	Access to all environments is managed by the Contracting Authority’s Azure Team in accordance with the principle of least privilege and using named user accounts. Your submission must take this into consideration.

	TCR
3.1f
	The proposed Azure network architecture must implement segmentation with appropriate enforcement points to ensure that only explicitly permitted traffic is allowed between network segments.

	TCR
3.1g
	The Software solution must integrate with the Contracting Authority’s Security Information and Event Management (SIEM) platform via Microsoft Defender and other approved security and monitoring tools.

	TCR
3.1h
	The Successful Tenderer must collaborate with the client’s cloud operations team to ensure seamless integration and deployment of the solution.

	TCR
3.1i
	The Successful Tenderer must extend the existing Azure DevOps pipeline in collaboration with the Contracting Authority’s Azure Team to implement a hybrid CI/CD approach. This approach must enforce the principle of least privilege while enabling sufficient autonomy for the Successful Tenderer to maintain and operate the software application.

	TCR
3.1j
	The Successful Tenderer proposed solutions CI/CD pipeline must include pipeline stages, tools, and processes for build-time and runtime security, code quality assurance, automated testing, and continuous delivery, incorporating manual stage-gate approvals for production releases.

	TCR
3.1k
	The Recovery Point Objective (RPO) for the backup and recovery solution must not exceed 2 hours.

	TCR
3.1l
	The Recovery Time Objective (RTO) for the backup and recovery solution must not exceed 4 hours.

	TCR
3.1m
	The Disaster Recovery (DR) or standby environment must be deployed in the Azure EEA region. 

	TCR
3.1n
	Disaster Recovery testing must be conducted at least once annually to validate failover procedures and system resilience.

	TCR
3.1o
	The Successful Tenderer must be responsible for defining, enabling, and managing application-level logging, and monitoring to a high standard. The Contracting Authority’s Azure team are responsible for supporting infrastructure-level logging and monitoring. The proposed solution must support rapid fault identification and remediation.

	TCR
3.1p
	The solution must be deployed using an Azure-first strategy while maintaining full portability to other CNCF-compliant Kubernetes platforms to mitigate cloud vendor lock-in.

	TCR
3.1q
	All application components must be containerised using Linux-based containers.

	TCR
3.1r
	The Software Solution must be containerised or compatible with Azure App Services, Azure Kubernetes Service (AKS), or Azure Virtual Machines (VMs).

	TCR
3.1s
	Azure Policy must be configured and enforced to ensure compliance with governance requirements, including resource consistency, regulatory compliance, security, cost control, and operational management.

	TCR
3.1t
	All data in transit must be encrypted using industry-standard protocols (e.g., TLS 1.2 or higher).

	TCR
3.1u
	All data at rest must be encrypted using key Management specified by the Contracting Authority.

	TCR
3.1v
	The deployment of the landing zone, including any modifications to the management group structure, subscription associations, Azure Policy assignments, and RBAC configurations, will be implemented exclusively via Terraform and the associated DevOps pipeline. These activities will be managed by the Contracting Authority’s Azure Team under the proposed hybrid pipeline approach outlined in your submission.



	3.2 Disaster Recovery



	Ref
	Requirement

	TCR
3.2a
	The Software solution must be designed and implemented to minimise disruption of service for all users in the event of ‘fail over’ and ‘fail back'.

	TCR
3.2b
	The Software solution must be designed and implemented to minimise data loss and/or to minimise the effort required for remediating situations of data loss (e.g. synchronous replication of main data stores, ability to replay the transaction log or equivalent).

	TCR
3.2c
	The Software solution must be tested in all its ‘fail over’ and ‘fail back’ procedures (full Disaster Recovery plan) in conjunction with the Contracting Authority and with minimal disruption to production at least once a year, to demonstrate the full functionality of the system running on the DR site.

	TCR
3.2d
	The Software solution must include a comprehensive backup and recovery strategy capable of restoring the application, persistent configuration, and business data in the event of a catastrophic failure.

	TCR
3.2e
	The Software solution must enable the execution of backups while the solution is in operation.

	TCR
3.2f
	The Successful Tenderer must work with the Contracting Authority’s Azure team to perform backup and restore tests to validate the reliability of the backup solution and the effectiveness of operational runbooks.

	TCR
3.2g
	The Software solution must enable the monitoring of backup activity as part of ongoing operational monitoring.

	TCR
3.2h
	The Software solution must provide automated integrity checks of backed up data. Where integrity failures occur, the Successful Tenderer must notify the Contracting Authority and take all necessary steps to resolve the failure.

	TCR
3.2i
	The Software solution must provide protection of backups (e.g. encryption, secure storage and secure destruction when no longer required).



	3.3 RIM - Reporting Interface Module 



	Ref
	Requirement

	TCR
3.3a
	The RIM must be securely hosted and configured within the Software solution.

	TCR
3.3b
	The Successful Tenderer must be responsible for the installation, updates, on-going support, and administration of the RIM hosted in the Software solution.

	TCR
3.3c
	The RIM must support the secure interchange of messages/formalities between the Sender system used by the declarant and the Software solution MNSW Core.

	TCR
3.3d
	The RIM must be securely integrated with the central URAM central authentication service to authenticate the Sender system.

	TCR
3.3e
	The RIM hosted in the Software solution must use the Tomcat installation. 

	TCR
3.3f
	The Successful Tenderer must adhere to European Commission conformance and acceptance testing procedures required to validate the installation of the RIM on the Software solution.

	TCR
3.3g
	The Successful Tenderer must adhere to European Commission conformance and acceptance testing procedures required to validate updates/upgrades of the RIM on the Software solution.

	TCR
3.3h
	The Successful Tenderer must support the integration and release of updates/upgrades of the RIM. 

	TCR
3.3i
	The Successful Tenderer must provide and support a Software solution integration test environment (integrated with Commission’s test environment) with a RIM installation for Sender systems to test against. 

	TCR
3.3j
	The Successful Tenderer must define a comprehensive set of RIM conformance and acceptance test conditions that must be met by Sender systems before these systems can integrate with the production Software solution.

	TCR
3.3k
	The successful Tenderer must ensure that the defined RIM conformance and acceptance test conditions have be met by Sender systems before permitting these systems to integrate with the production Software solution.

	TCR
3.3l
	The RIM has support for monitoring and logging. The Software solution must track and monitor the RIM operations.



	3.4 URAM - User Registry and Access Management 



	Ref
	Requirement

	TCR
3.4a
	The RIM - The Software solution must be integrated with the URAM.

	TCR
3.4b
	The solution must use the URAM central registry for registering the Senders using the RIM in the Software solution.

	TCR
3.4c
	The solution must use the URAM central registry for authenticating the Senders using the RIM in the Software solution.



	3.5 CAS - Common Addressing Service 



	Ref
	Requirement

	TCR
3.5a
	The eDelivery Service Metadata Publisher (SMP) installation provided by the European Commission must be securely hosted and configured within the Software solution.

	TCR
3.5b
	The Successful Tenderer must be responsible for the installation, updates/upgrades, on-going support, and administration of the SMP hosted in the Software solution.

	TCR
3.5c
	The Successful Tenderer must engage with the European Commission to configure and integrate the Software solution SMP with the central Node hosted by the European Commission.

	TCR
3.5d
	The Software solution Publisher Node (SMP) integrated with the operational European Commission Central node must support a dynamic discovery service for Senders to locate the Software solution’s RIM connection information.

	TCR
3.5e
	The Successful Tenderer must adhere to the Naming convention for RIM and Sender identifiers as outlined by the European Commission.

	TCR
3.5f
	The Successful Tenderer must adhere to EMSWe conformance and acceptance testing procedures required to validate the SMP installation on the Software solution.

	TCR
3.5g
	The successful Tenderer must adhere to EMSWe conformance and acceptance testing procedures required to validate SMP updates/upgrades on the Software solution.

	TCR
3.5h
	The successful Tenderer must provide and support a Software solution integration test environment (integrated with Commission’s test environment) with a SMP installation for Sender systems to test against.



	3.6 Central Databases 



	Ref
	Requirement

	TCR
3.6a
	The technical specifications, standards, and procedures for setting up of the EMSWe Ship Database are set out in Annex V of Regulation (EU) 2023/204 (See LI9), the Software solution must adhere to the requirements as defined in Annex V.

	TCR
3.6b
	The technical specifications, standards, and procedures for setting up of the Common Location Database are set out in Annex VI of Regulation (EU) 2023/204 (See LI9), the Software solution must adhere to the requirements as defined in Annex VI.

	TCR
3.6c
	The technical specifications, standards, and procedures for setting up of the Common Hazmat Database are set out in Annex VII of Regulation (EU) 2023/204 (See LI9), the Software solution must adhere to the requirements as defined in Annex VII.

	TCR
3.6d
	The three EMSA centrally managed database data sets must be loaded to local database in advance of going live.



	3.7 SafeSeaNet (SSN) 



	Ref
	Requirement

	TCR
3.7a
	The solution must support the secure interchange of the following messages between SSN and the Software solution:
· Port Plus Notifications (Notifications sent by the Software solution to SSN).
· SSN Receipt (Sent by SSN as a confirmation message to the Software solution in response to Port Plus Notification message).
· Ship Call Requests (Sent by SSN to the Software solution to get additional data).
· Ship Call Response (Sent by the Software solution to SSN in response to a Ship Call Request made by SSN).

	TCR 
3.7b
	The latest version of the SSN XML Reference Guide (See LI24) as supported by live SSN system must be used, unless directed otherwise by the Contracting Authority. 

	TCR 
3.7c
	The Successful Tenderer must adhere to EMSA conformance and acceptance testing procedures required to validate the integration with SSN and the Software solution.

	TCR 
3.7d
	The solution must ensure there are no delays with processing of the core formality because of delays introduced by the message exchanges with SSN.

	TCR 
3.7e
	The solution must ensure that processing of the core formality does not fail solely due to failure with message processing to SSN.

	TCR 
3.7f
	The solution must ensure that failure in message processing to SSN does not stop the further processing of messages to other systems. 

	TCR 
3.7g
	The solution must ensure that any failure in message processing with SSN does not result in any data loss.

	TCR 
3.7h
	The solution must provide a way for system users that have the appropriate admin permissions to easily view and manage messages that have failed or that are in flight.

	TCR 
3.7i
	The solution must facilitate automatically replaying any failed messages to SSN for a configurable number of times.

	TCR 
3.7j
	The solution must facilitate easily manually replaying any failed messages to SSN.



	3.8 Proof of Union Status (PoUS)



	Ref
	Requirement

	TCR
3.8a
	The Software solution must integrate with Central PoUS application over a direct connection.

	TCR
3.8b
	The Software solution must map the PoUS formalities to their equivalent TAXUD message in advance of sending the message to PoUS system. 
As mentioned above, these mapping files are provided as guidance in the appendix below.

	TCR
3.8c
	The Successful Tenderer must conduct a mapping exercise to ensure that the PoUS response messages (TAXUD format) will be encapsulated in a MIG response message back to the declarant.

	TCR
3.8d
	The Software solution must keep track of and report the health status ‘Is Alive’ of the PoUS system interfaces.

	TCR
3.8e
	The Software solution must provide retry logic for replaying messages that fail due to technical connection issues. The number of retries must be limited to a configurable number of times.

	TCR
3.8f
	The Successful Tenderer must adhere to conformance and acceptance testing procedures required to validate the integration with PoUS and the Software solution and will be expected to interact with the EU Commission in relation to this.

	TCR
3.8g
	The Software solution must be integrated with the upcoming Maritime-PoUS Exchange Information (MPEI) BF to communicate any messages collected by Maritime stakeholders to the central PoUS. 

	TCR
3.8h
	The Software solution must have a service developed that is ready to receive any notifications from the upcoming MPEI BF. These MPEI BF notifications will be generated by Central PoUS and then be communicated to MPEI BF before they reach the Software solution.



	3.9 MNSW Core Technical Requirements



	Ref
	Requirement

	TCR 
3.9a
	The Software solution must be cloud aligned.

	TCR 
3.9b
	The solution must not be affected by daylight-saving time changes (both client and server).

	TCR 
3.9c
	The Software solution must apply microservices architecture.

	TCR 
3.9d
	All newly defined interfaces must be implemented using RESTful interfaces.

	TCR 
3.9e
	All API must have a built-in approach to API versioning.

	TCR 
3.9f
	The Software solution must follow a modular design.

	TCR 
3.9g
	The Software solution must be scalable.

	TCR 
3.9h
	The Software solution must automatically scale in response to demand.

	TCR 
3.9i
	The solution must be developed with commonly used and modern development tools and technology.

	TCR 
3.9j
	The solution must enable the management of API user rights.

	TCR 
3.9k
	Protect against adversely impactful resource consumption that deviates from standard parameters.

	TCR 
3.9l
	Enable monitoring and tracking of API usage and access at user level.

	TCR 
3.9m
	Enable monitoring of all integrations and manage warnings, exceptions, and failures.

	TCR 
3.9n
	Enable the recovery and/or the re-run of integrations (e.g. in the event of restoration of the Solution).

	TCR 
3.9o
	Enable the design, build, set-up, and maintenance of secure and scalable integrations.

	TCR 
3.9p
	The solution must build in support for feature flags to control the release of new features/integrations.

	TCR 
3.9q
	The solution must support tracking all incoming request as it is processed through the various components in the Software solution using a correlation ID.

	TCR 
3.9r
	The solution must ensure that any failure in message processing does not result in any data loss.

	TCR 
3.9s
	In the planning and implementation of the solution the reusability of components and services must be applied, and repetition of the source code level must be minimised.

	TCR 
3.9t
	Application-level technical error messages must not be shown to the application users.

	TCR 
3.9u
	The implementation must use uniform application development models (patterns) for validations, exception management, etc.

	TCR 
3.9v
	Batch runs should be designed and implemented as multiple threads to improve performance and scalability.

	TCR 
3.9w
	The system should be able to run multiple processes simultaneously to improve scalability and performance.

	TCR 
3.9x
	As a rule, the response time of the services used by the end users of the information system must normally be less than 2 seconds.

	TCR 
3.9y
	Long-lasting operations must be implemented using asynchronous techniques and it must be clearly indicated to user that the execution of the process is in progress.

	TCR 
3.9z
	Ensure no reduction in performance for all users during times of peak activity. 



	3.10 Monitoring and Management System



	Ref
	Requirement

	TCR
3.10a
	The solution must have a comprehensive technical monitoring and management system that will assist with system failure detection, trouble shooting, and prompt recovery.

	TCR
3.10b
	The technical monitoring and management system must have a monitoring dashboard which is clear and easy to understand.

	TCR
3.10c
	The monitoring dashboard must clearly report/display any failures in the system.

	TCR
3.10d
	The monitoring dashboard must clearly report/display any warnings in the system.

	TCR
3.10e
	The monitoring system must alert system administrators of failures related to the technical functioning of the Software solution.

	TCR
3.10f
	The monitoring system must alert system administrators of warnings related to the technical functioning of the Software solution.

	TCR
3.10g
	The monitoring system must alert system administrators of failures related to the functional processing of messages in the Software solution.

	TCR
3.10h
	The monitoring system should alert system administrators of warnings related to the functional processing of messages in the Software solution.

	TCR
3.10i
	Monitoring alerts raised must provide detailed and relevant information to assist with trouble shooting issues.

	TCR
3.10j
	Procedures related to alerts should be well documented to assist with prompt recovery from issues.

	TCR
3.10k
	The solution must support log aggregation and analysis.

	TCR
3.10l
	A user interface must be provided to support searching through the aggregated logs.

	TCR
3.10m
	A Synthetic Transaction should be supported to verify the status of all the Software solution components.

	TCR
3.10n
	The monitoring system should alert system administrators of security issues detected in the Software solution.



	3.11 Auditing



	Ref
	Requirement

	TCR 
3.11a
	The solution must keep an audit record all system configuration changes made. By whom, when and of what.

	TCR 
3.11b
	The solution must have full audit trail functionality to track the history of application user activity such as additions, updates, and deletions: by who, when and of what. The auditing must be applied at a granular level to all data changes. 

	TCR 
3.11c
	Stored Audit trail records must be encrypted.

	TCR 
3.11d
	Audit trail records should only be accessible and easily viewable to authorized administrators.

	TCR 
3.11e
	Modifications to audit records must not be permitted.

	TCR 
3.11f
	The solution should have an advanced audit trail view with sorting, search, and filtering capabilities.



	3.12 FINOG Graphical User Interface (GUI)



	Ref
	Requirement

	TCR
3.12a
	The Software solution GUI must adhere to the technical specifications, standards and procedure as set down by Regulation (EU) 2023/204 (Annexes 1-7) (See LI9)

	TCR
3.12b
	The internet addresses for the Software solution’s GUI must follow the uniform format as per Annex IV of Regulation (EU) 2023/204 (See LI9).

	TCR
3.12c
	From the Login section the Declarants (users) must be able to choose between authenticating themselves using eIDAS or the Software solution’s Identity Provider sign in. 

	TCR
3.12d
	The Software solution’s GUI must be able to securely run on modern browsers. The list of supported browsers must be agreed with by the Contracting Authority.

	TCR
3.12e
	All connectivity to the Software solution’s GUI must use SSL.

	TCR
3.12f
	The Software solution’s GUI must be responsive. Exclusions can be agreed with the Contracting Authority for those screens that are deemed to be too be complex to make responsive. 

	TCR
3.12g
	After a set time interval, the Software solution’s GUI must display an activity indictor to indicate to the user that there is some delay with processing their actions. The set time interval value must be configurable.

	TCR
3.12h
	The Software solution’s GUI must not lock up the screen indefinitely if the back-end services fail to respond within a reasonable amount of time. The reasonable amount of time value must be configurable. 

	TCR
3.12i
	For error situations, a generic Software solution GUI error page must be displayed. The format and information on this page must be agreed with by the Contracting Authority. 

	TCR
3.12j
	Provide at a minimum screen response time equal to “Maximum screen loading time” over normal bandwidth.



	3.13 Software solution Web User Desktop



	Ref
	Requirement

	TCR
3.13a
	The common functionalities of the graphical user interface and the content of the harmonised digital spreadsheet templates are set out in Annex I of Regulation (EU) 2023/204 (See LI9), the graphical user interface must adhere to requirements as defined in Annex I.

	TCR
3.13b
	Any system/technical related issues regarding the upload of digital spreadsheets from declarants must be troubleshooted by the Successful Tenderer.



	3.14 Arrivals Departures Website



	Ref
	Requirement

	TCR
3.14a
	The technical specifications for making arrival and departure times available are set out in Annex II of Regulation (EU) 2023/204 (See LI9), the Software solution GUI must adhere to requirements as defined in Annex II.



	3.15 Support Website



	Ref
	Requirement

	TCR
3.15a
	The technical specifications for harmonised structure for the support website are set out in Annex III of Regulation (EU) 2023/204 (See LI9), the Software solution GUI must adhere to requirements as defined in Annex III.




	3.16 Identity and Access Management -IAM



	Ref
	Requirement

	TCR
3.16a
	The Successful Tenderer’s solution must include an IAM for centrally managing and verifying user identities, allowing secure access to applications, systems, and networks.

	TCR
3.16b
	The proposed IAM solution must be securely hosted and configured within the Software solution.

	TCR
3.16c
	The proposed IAM solution must be well proven, modern, and widely used. 

	TCR
3.16d
	The IAM must support single sign-on (SSO).

	TCR
3.16e
	The proposed IAM solution must support protocols Security Assertion Markup Language (SAML) 2.0 and OpenID Connect (OIDC) to communicate identity details securely to service providers (SP).

	TCR
3.16f
	The IAM must support multi-factor authentication (MFA).

	TCR
3.16g
	The IAM must support configuration and application of password policies.

	TCR
3.16h
	The IAM must support an auditable and secure centralised user account lifecycle management that includes provision, review, and revocation.

	TCR
3.16i
	The IAM must support deactivating user accounts that have not accessed the Software solution for a prolonged period. Period to be agreed with by the Contracting Authority.

	TCR
3.16j
	The proposed IAM solution must support Role Based Access Control (RBAC), automating user management and access provisioning. 

	TCR
3.16k
	The proposed IAM solution must integrate with the Contracting Authority’s chosen federated IAM, which will include industry-standard Single Sign-On (SSO) protocols such as OpenID Connect, OAuth2, SAML2, and apply across all areas of the Solution.

	TCR
3.16l
	The proposed IAM must support and integrate with security information and event management (SIEM) systems, giving organisations a unified view of authentication events.

	TCR
3.16m
	The proposed IAM solution must provide a detailed audit function for tracking all login activity.

	TCR
3.16n
	The proposed IAM solution must support an audit function for all configuration changes.

	TCR
3.16o
	The proposed IAM solution must support user self-service management e.g. reset password.

	TCR
3.16p
	The proposed IAM solution must provide a Centralised logging and access control support compliance with GDPR, ISO 27001, and national cybersecurity standards.

	TCR
3.16q
	The proposed IAM solution must enable the unique identification of all users across the solution.

	TCR
3.16r
	The proposed IAM solution must Include secure storage for user credentials.

	TCR
3.16s
	The proposed IAM solution must Include password management in line with industry best practice (e.g. OWASP or equivalent).

	TCR
3.16t
	The proposed IAM solution must enable configuration of user sessions start time, end time, duration, and idle time (where the session exceeds a duration (e.g. 5 mins) the session will be ended).

	TCR
3.16u
	The proposed IAM solution must support User Federation with the built-in support to connect to existing LDAP or Active Directory servers. 

	TCR
3.16v
	The proposed IAM solution must enable System Administrators to lock user accounts.

	TCR
3.16w
	The proposed IAM solution must support Role Based Access Control (RBAC), automating user management and access provisioning enabling setup and Configuration of user roles as set out in the business requirements.

	TCR
3.16x
	The proposed IAM solution must enable management and Configuration of access to features based on RBAC roles including configuration of applicable feature access rules.

	TCR
3.16y
	The proposed IAM solution must enforce feature access rules at all Application layers.

	TCR
3.16z
	The proposed IAM solution must prevent the assignment of conflicting permissions based on business rules.

	TCR
3.16aa
	The proposed IAM solution must enable setup and Configuration of data access roles.

	TCR
3.16ab
	The proposed IAM solution must enable application of data access rules by user role.

	TCR
3.16ac
	The proposed IAM solution must ensure users only have access to their own records.

	TCR
3.16ad
	The proposed IAM solution must enable enforce data access rules at all the Application layers.

	TCR
3.16ae
	User Consent must be collected for data processing and stored securely.



	3.17 National Interfaces



	Ref
	Requirement

	TCR
3.17a
	The Successful Tenderer must engage individually with each of the National Authorities to agree the technical details on the integrations between the Software solution and National Authority systems. 

	TCR
3.17b
	The Successful Tenderer must document all the technical designs for the integrations between the Software solution and the National Authority systems. 

	TCR
3.17c
	The Successful Tenderer must set the conformance and acceptance testing procedures for National Authorities who are integrating with the Software solution.

	TCR
3.17d
	The Successful Tenderer must validate the conformance and acceptance testing for National Authorities who are integrating with the Software solution.

	TCR
3.17e
	The Successful Tenderer must adhere to conformance and acceptance testing procedures as required by National Authorities to validate the integration from the Software solution to the National Authority systems.

	TCR
3.17f
	The Software solution must provide secure inbound endpoints to accommodate asynchronous responses from National Authorities to the submissions of formalities by declarants 

	TCR
3.17g
	The Successful Tenderer must track and report on the health of National Authorities integrations that have health check endpoint support. 

	TCR
3.17h
	The solution must ensure that any failure in message processing with other National Authority system does not result in any data loss.

	TCR
3.17i
	The solution must ensure that any failure in message processing is clearly logged with detailed reporting on the issue resulting in the failure. 

	TCR
3.17j
	The solution must ensure that any failure in message processing is alerted and reported in the Software solution monitoring.

	TCR
3.17k
	The solution must provide a way to easily view and manage messages that have failed or that are in flight, for system users that have the appropriate admin permissions.

	TCR
3.17l
	For formality messages sent to the National Authorities who are the process owner:
· The solution must provide automatic retry logic for replaying messages that fail due to technical connection issues. 
· The number of retries must be limited to a configurable number of times.

	TCR
3.17m
	For formality messages sent to the National Authorities who are the process owner the solution must ensure that failed message processing is reported back to the Declarant with the appropriate response as per the MIG.

	TCR
3.17n
	The solution must ensure there are no delays with processing a process owner formality message because of delays introduced by the processing the equivalent informational messages to National Authorities.

	TCR
3.17o
	The solution must ensure that failure with processing of the informational message to National Authorities does not result in the equivalent process owner formality message failing to process.

	TCR
3.17p
	The solution must ensure that failure with processing of the informational message to National Authorities does not hold up the processing of messages to other systems. 

	TCR
3.17q
	The solution must facilitate automatically replaying any failed informational messages to National Authorities for a configurable limited number of times.

	TCR
3.17r
	The solution must ensure that any failed National Authorities informational messages that have exhausted their automatic replay limit are available for manual processing. 

	TCR
3.17s
	The solution must facilitate easily manually replaying any failed informational messages to National Authorities.

	TCR
3.17t
	The solution must facilitate easily manually removing any failed National Authorities informational messages for users with the appropriate admin permissions. The solution must have a full audit of all manually removed messages: by who, when and of what.

	TCR
3.17u
	While the mapping of formalities will be conducted by the stakeholders themselves, the Successful Tenderer will be expected to serve as a support contact for stakeholders during this process.



	3.18 Irish Port Authorities



	Ref
	Requirement

	TCR
3.18a
	The Software solution must support the secure interchange of the formalities between Declarants and Irish Port Authorities.

	TCR
3.18b
	The Software solution must be capable of handling responses from port authorities to declarants via the Software solution, both in synchronous and asynchronous modes.



	3.19 Irish Customs (Irish Revenue)



	Ref
	Requirement

	TCR
3.19a
	The Software solution must support the secure interchange of the formalities between Declarants and Irish Customs (Irish Revenue).

	TCR
3.19b
	The Software solution must be capable of handling responses from Irish Customs (Irish Revenue) to declarants via the Software solution, both in synchronous and asynchronous modes.



	3.20 eIDAS - (Electronic Identification, Authentication, and trust Services)



	Ref
	Requirement

	TCR
3.20a
	The Software solution must support user Authentication via the eIDAS system using the Irish eIDAS node.

	TCR
3.20b
	The Successful Tenderer must engage with the OGCIO to agree the technical details on the integrations between the Software solution and the Irish eIDAS node. 

	TCR
3.20c
	The Successful Tenderer must document all the technical designs for the integrations between the Software solution and the Irish eIDAS node. 

	TCR
3.20d
	The Successful Tenderer must set the conformance and acceptance testing procedures for the integration between the Software solution and eIDAS system.

	3.21 Automation Identification System (AIS)



	Ref
	Requirement

	TCR
3.21a
	The Successful Tenderer must engage with the Irish Coast Guard to agree the technical details on the secure integration between the Software solution and the Irish Coast Guard AIS system. 

	TCR
3.21b
	The Successful Tenderer must document all the technical designs for the integrations between the Software solution and the Irish Coast Guard AIS System. 

	TCR
3.21c
	The Successful Tenderer must set the conformance and acceptance testing procedures for the integration between the Software solution and the Irish Coast Guard AIS System.

	TCR
3.21d
	The Successful Tenderer must optimise the filtering of the AIS data requested by the Software solution to conserve bandwidth and improve performance.

	TCR
3.21e
	The Successful Tenderer must track and report on the health of Coast Guard AIS integration. 



	3.22 ATA and ATD Capture



	Ref
	Requirement

	TCR
3.22a
	The proposed solution must support the automatic generation and submission of ATA formalities for vessels as per the ATA Capture process outlined below.

	TCR
3.22b
	The proposed solution must support the automatic generation and submission of ATD formalities for vessels as per the ATD Capture process outlined below.

	TCR
3.22c
	In the situation where the automated capture of the ATA and ATD fails the Declarants will be able to manually submit their ATA an ATDs.



	3.23 System Test Release



	Ref
	Requirement

	TCR
3.23a
	A Test Plan must be provided in advance of each application release for each test phase during the SDLC.

	TCR
3.23b
	The Test Plan must have a test entry for each specific functionality/issue/defect planned to be delivered in the release.

	TCR
3.23c
	The Requirements Traceability Matrix must be updated with results of Test Cases and Test Scripts at each phase of the SDLC.
The purpose of the Requirements Traceability Matrix (RTM) is to ensure that requirements defined on a project have a Test Script that tests the requirement. And that this test has been successfully tested during each phase of testing.

	TCR
3.23d
	The release packages to System Test must be free from any P1 or P2 vulnerabilities.

	TCR
3.23e
	Released code to System must adhere to coding standards, pass all security vulnerability checks, pass all unit tests, meet test coverage rate, pass integration tests, pass regression tests and the code approved by peer review process.



	3.24 UAT Release



	Ref
	Requirement

	TCR
3.24a
	In advance of UAT releases all UAT environments and applications must be available and set up as expected.

	TCR
3.24b
	Production like data must be available in UAT environment. Data must be obfuscated and comply with the requirements of GDPR.

	TCR
3.24c
	In advance of UAT Release the following must be provided:
Test Plans
Test Cases 
Test Scripts
Requirement Traceability Matrix
Test Report
Release Notes
Completed Functional Demonstration Testing (The supplier will be required to develop a Plan to submit to the Contracting Authority on how to demonstrate).                                                                

	TCR
3.24d
	The Requirement Traceability Matrix must be signed off, confirming all the requirements have been tested and passed prior to being delivered to UAT.

	TCR
3.24e
	All P1 Priority 1 defects must be resolved before delivery to UAT.

	TCR
3.24f
	(P2) Priority 2 Defects must be approved and accepted by Contracting Authority before delivery to UAT. The P2 defects should have a documented workaround and there must be a plan as to when the defect will be addressed. 

	TCR
3.24g
	All (P2) Priority 2 defects should be resolved before delivery into the final Iteration of UAT.

	TCR
3.24h
	In circumstances where there are (P3) Priority 3 and (P4) Priority 4 defects, the Contracting Authority may accept a delivery into UAT, these defects must be documented and there must be a plan as to when these defects will be resolved in UAT.

	TCR
3.24i
	Release notes must be made available and distributed before each UAT Release. 

	TCR
3.24j
	The release packages to UAT must be free from any high or critical security vulnerabilities and a Digital Risk Register maintained in conjunction with the Contracting Authority Digital Risk Register.

	TCR
3.24k
	During Code Freeze periods, there will be no deployment of code allowed into the UAT environment. 

	TCR
3.24l
	Each release to UAT will have a unique sequential version number. All versions must be numbered / coded and displayed on the application for easy identification.

	TCR
3.24m
	Released code to UAT must: adhere to coding standards, pass all security vulnerability checks, pass all unit tests, meet test coverage rate, pass integration tests, pass regression tests and the code approved by peer review process.



	3.25 Production Release



	Ref
	Requirement

	TCR
3.25a
	In advance of Production releases all Production environments and applications must be available and set up as expected.

	TCR
3.25b
	UAT Business acceptance test cases/scripts must be completed without any failure.

	TCR
3.25c
	Released code to Production must adhere to coding standards, pass all security vulnerability checks, pass all unit tests, meet test coverage rate, pass integration tests, pass regression tests and the code approved by peer review process.

	TCR
3.25d
	A Requirement Traceability Matrix must be signed off, confirming all the requirements have been tested and passed prior to being delivered to Production.

	TCR
3.25e
	There must be no Priority 1 or Priority 2 defects unless otherwise agreed with Contracting Authority.

	TCR
3.25f
	It must be agreed by the Contracting Authority on the minimum number of Priority 3 (P3) and Priority 4 (P4) defects the Contracting Authority may accept in Production; these defects must be documented and there must be a plan as to when these defects will be resolved.

	TCR
3.25g
	The release packages to Production must be free from any high or critical security vulnerabilities and a Digital Risk Register maintained in conjunction with the Contracting Authority’s Digital Risk Register.

	TCR
3.25h
	UAT Release must have been Signed Off by the Contracting Authority and Report Issued. 

	TCR
3.25i
	A Live “Go/No Go” meeting must have been completed before UAT Release can be promoted to Production.

	TCR
3.25j
	Automated rollbacks to the previous state must be supported in cases of deployment failures, including rollback of database changes and any data updates.



	3.26 Change and Release Management



	Ref
	Requirement

	TCR
3.26a
	The Successful Tenderer will be required to obtain the Contracting Authority’s approval for all changes.

	TCR
3.26b
	The Successful Tenderer will be required to obtain the Contracting Authority’s approval for the transition from one environment to the next environment.

	TCR
3.26c
	All planned Releases, Changes and Hot Fixes must be fully documented with an audit trail of all decision outcomes.

	TCR
3.26d
	All release versions must be numbered / coded and displayed on the application for easy identification.

	TCR
3.26e
	Release delivery dates must be agreed and fit in with the Contracting Authority’s Release Calendar.



	3.27 Software Quality



	Ref
	Requirement

	TCR 3.27a
	The Successful Tenderer must accept full responsibility for the quality, functionality, and performance of all the application software delivered, whether they comprise emergency releases, rolled up bug fixes or additional new application releases.

	TCR 3.27b
	The delivered solution must comply with the design documentation.



	3.28 Code Quality



	Ref
	Requirement

	TCR
3.28a
	The source code written for the Software solution must follow a clear structure and uniform naming convention agreed in the development team, and it must be systematically monitored using a separate or built-in checking application connected to the development tool.

	TCR
3.28b
	The implemented solution must use uniform application development models (patterns) for validations, exception management, etc.

	TCR
3.28c
	The Successful Tenderer must have guidelines for application development (application developer's manual or similar).

	TCR
3.28d
	The Successful Tenderer must perform a static analysis of the source code using check-in policies.

	TCR
3.28e
	Application-level logging and instrumentation must be well planned, implemented, and comprehensive.

	TCR
3.28f
	Application logging must not log any sensitive data.

	TCR
3.28g
	The system must have functional logs, an error log, and an audit log.

	TCR
3.28h
	Logging must be configurable according to various levels, sources, and targets.

	TCR
3.28i
	The Successful Tenderer must guarantee and confirm that all release packages delivered are fully fit for purpose and resolve the defects or errors addressed.

	TCR
3.28j
	The Successful Tenderer must perform a peer review of the source code ensuring guidelines for application development have been adhered to.

	TCR
3.28k
	Released code should: adhere to coding standards, pass all security vulnerability checks, pass all unit tests, meet test coverage rate, pass integration tests, pass regression tests and the code approved by peer review process.



	3.29 Test Coverage



	Ref
	Requirement

	TCR
3.29a
	When delivering a new application release to the Contracting Authority, it must be accompanied by a written test plan. The plan must describe the system test methodology and approach, the individual acceptance tests conducted to prove that the software is free of defects and functioning correctly, and the results of such tests.

	TCR
3.29b
	Unit tests must be planned and implemented.

	TCR
3.29c
	All unit tests must be run in advance of release, and all detected failures must be fixed.

	TCR
3.29d
	More than 90% of the source code must be covered by automated unit tests or else otherwise agreed with the Contracting Authority but no less than 80%.

	TCR
3.29e
	Integration tests must be planned and implemented.

	TCR
3.29f
	Integration tests must cover all component integrations within the solution.

	TCR
3.29g
	All integration tests must be run in advance of release, and all detected failures must be resolved.

	TCR
3.29h
	The software components must be performance tested and optimised so that they do not cause performance bottlenecks independent of servers and server software.

	TCR
3.29i
	Performance test plans must be designed and documented, providing a technical description of how the performance test is performed.

	TCR
3.29j
	Performance test plans must be run, and corresponding performance test reports generated.

	TCR
3.29k
	User interface testing must be planned and implemented.

	TCR
3.29l
	The Contracting Authority must be given access to the testing environments to test the system.

	TCR
3.29m
	Prior to use in non-production activities, data can be fully and irreversibly anonymised to prevent the use of any personally identifiable data

	TCR
3.29n
	All processes used to pseudonymise and/or anonymise are automated and require minimal manual user intervention.

	3.30 Test Data Management



	Ref
	Requirement

	[bookmark: _Hlk222304322]TCR 
3.30a
	Prior to use in non-production activities, data can be fully and irreversibly anonymised to prevent the use of any personally identifiable data.

	TCR 
3.30b
	All processes used to pseudonymise and/or anonymise must be automated and require minimal manual user intervention.



	3.31 Planning



	Ref
	Requirement

	TCR 
3.31a
	The Successful Tenderer must create a Requirements Traceability Matrix (RTM) which itemises each requirement.
The purpose of the RTM is to track each requirement, and the corresponding test script used to test the requirement. This is a running document, maintained and updated as part of each software release cycle. It plays critical part of the release sign off process.
Each requirement within the Requirements Traceability Matrix must contain:
Origin of the Requirement i.e. TRD, Design documents etc.
Test Script or scripts that test this requirement. (Manual and automated).
Test Result - whether the tests have been completed e.g. Passed/Failed/Not run.
Defects / Issues associated with the requirement.




	3.32 Design



	Ref
	Requirement

	TCR 
3.32a
	The Successful Tenderer must document a System Architecture Diagram, which visualises the system’s structure, including components, integrations, and data flow. 

	TCR 
3.32b
	The Successful Tenderer must provide wireframes or UI/UX Prototypes that reflect the user interface design and user interactions.

	TCR 
3.32c
	A Technical Design Document must be provided with detailed specifications for software, systems, databases, and integrations.

	TCR 
3.32d
	The Successful Tenderer must document the logical database plan for the selected database solution, which is accepted by the Contracting Authority.

	TCR 
3.32e
	Disaster Recovery Plan must be documented.
A Playbook on Disaster Recovery procedures must be provided.

	TCR 
3.32f
	Data Backup and Restoration Plan must be documented.

	TCR 
3.32g
	All API must be documented by the OpenAPI Specification or similar.

	TCR 
3.32h
	A Security Technical Design Document must be provided that comprehensively address security aspects to ensure the system is robust and resilient against potential threats. Outlining security requirements, detailing security mechanisms, and describing how security principles are applied throughout the design.



	3.33 Execution/Implementation



	Ref
	Requirement

	TCR 3.33a
	The Successful Tenderer must provide A Testing Strategy Document detailing the overall project testing strategy, this must be approved by the Contracting Authority.

	TCR 3.33b
	Test Plans must be documented in advance of each System Test Release. The Test Plan must at a minimum encompass the following details:

Planned Test Approach.
· Assumptions and Dependencies.
· Identified Project Requirements and plan to test each of the requirements.
· In Scope.
· Out of Scope.
· New Functionality to be tested.
· Regression to be tested (may include automation also).
· Entry and Exit Criteria from System Testing.
· Summary of each Test Case/Test Script.
· Test Cases and Tests Scripts will be linked back to each requirement in the Requirements Traceability Matrix (RTM)

	TCR 3.33c
	Test Cases (manual testing) must be documented. The Test Case must at a minimum encompass the following details: 
· Test Case ID: A Test Case Identification number related to the test case.
· Test Description: A general idea about the actual purpose of the test case to be created.
· Pre-conditions: Any prerequisites that need to be fulfilled before the test of the program can be conducted.
· Test Steps: The specific activities that must be taken with a view to conducting the test.
· Expected Result: The means, actions, or result if the software performs the intended purpose when used.
· Actual Result: The result obtained when the test was conducted, and the programme or procedures implemented.
· Status: A pass or fail analysis that can be derived out of the comparison of the results expected and results obtained.

	TCR 3.33d
	Test Scripts (automated testing) must be documented. The Test Script must at a minimum encompass the following details:
· Script ID: It is a unique ID of the test script that is independent from other test scripts.
· Script Description: A brief overview of what the script will test.
· Pre-conditions: Approach any conditions that need to be fulfilled before the script can be run.
· Script Steps: Commands or instructions that will execute the test.
· Expected Result: The expected outcome of the script.
· Actual Result: The actual outcome after running the script.
· Status: Pass or fail status based on the comparison of expected and actual results. 

	TCR 3.33e
	A Test Report must be delivered in advance of each UAT Release. The Test Report must at a minimum encompass the following details:
· Summary of Testing conducted (Test Coverage).
· List of Test Cases with Test Results. 
· List of Test Scripts with Test Results. 
· Outstanding Defects: Priority 1(P1), Priority 2(P2), Priority 3(P3).

	TCR 3.33f
	Release Notes must be delivered to the Contracting Authority prior to every release being delivered to the Contracting Authority’s UAT environment. Release Notes for UAT at a minimum should contain:
· Release Number
· Release Date
· Release signed off by the Successful Tenderer’s test team
· New functionality listed
· Defects fixed 
· Linked Release Test Report
· Configuration changes
· Technical changes
· Rollback version number
· Rollback instructions






	3.34 Monitoring and Control



	Ref
	Requirement

	TCR
3.34a
	Change Request Log must be provided to track any requested changes to scope, timeline, or budget.

	TCR 
3.34b
	Performance Metrics must be provided, documenting KPIs and performance indicators, including test results and benchmarks.



	3.35 Pre-Go-Live



	Ref
	Requirement

	TCR 
3.35a
	The Successful Tenderer must provide an Operations Manual; it must consist of runbooks for operation and maintenance tasks.
Including:
· Service or system overview.
· Service or system name:
· Business overview
· Technical overview
· Service Level Agreements (SLAs)
· Service owner
· Contributing applications, daemons, services, middleware
· System characteristics
· Hours of operation
· Hours of operation - core features
· Hours of operation - secondary features
· Data and processing flows
· Infrastructure and network design
· Resilience, Fault Tolerance (FT), and High Availability (HA)
· Throttling and partial shutdown
· Throttling and partial shutdown - external requests
· Throttling and partial shutdown - internal components
· Expected traffic and load.
· Hot/Warm/Cool peak periods
· Environmental differences between Production and Other environments
· Tools available to help operate the system.
· Required resources.
· Required resources - compute.
· Required resources - storage.
· Required resources - database.
· Required resources - metrics.
· Required resources - logging.
· Required resources - other.
· Security and access control
· Password and PII security
· Ongoing security checks
· System configuration
· Configuration management
· Secrets management
· System backup and restore.
· Backup requirements
· Backup procedures
· Restore procedures.
· Monitoring and alerting
· Log aggregation solution.
· Log message format.
· Events and error messages
· Metrics
· Health checks
· Health of dependencies
· Health of service
· Operational tasks
· Deployment: How is the software deployed? How does rollback happen?
· What Batch processing takes place?
· Power Cycle procedures
· Routine and sanity checks
· Troubleshooting procedure and tools
· Maintenance tasks
· Patching
· Normal patch cycle
· Zero-day vulnerabilities
· Daylight-saving time changes
· Data cleardown
· Log rotation
· Failover and Recovery procedures
· Troubleshooting Failover and Recovery




	3.36 Go-Live



	Ref
	Requirement

	TCR
3.36a
	The Successful Tenderer must provide an up-to-date version of Technical Documentation including :
· Release Notes with detail changes, new features, bug fixes, and known issues in the new software version. 
· Architectural Documentation explaining the system's structure, components, and interactions, aiding understanding, and maintenance. 
· API Documentation outlining how other systems can interact with the software. 
· Installation and Configuration Guides providing step-by-step instructions for setting up the software in a production environment. 
· Database Schema Documentation describing the database structure, tables, relationships, and data types. 
· Code Comments and Javadoc.

	TCR
3.36b
	User Documentation must be provided, including:
· User Manuals/Guides Explaining how to use the software, covering all features and functionalities.
· Frequently Asked Questions (FAQ) Addressing common user questions and troubleshooting steps.
· Training Materials that help users learn how to effectively use the software. 

	TCR
3.36c
	Operational Documentation must be provided, including:
· Go-Live Plan outlining the steps, timelines, and responsibilities for the go-live process, including rollback plans. 
· Support and Troubleshooting Guides providing guidance for support teams on how to handle common issues and escalate complex problems. 
· Performance Monitoring and Alerting defining how to monitor the software's performance and what actions to take when issues arise. 
· Disaster Recovery Plan specifying how to restore the system in case of a major failure. 

	TCR
3.36d
	Other Important Documents must be provided containing at a minimum:
· Requirements Documents documenting the initial project requirements and how they were addressed in the software. 
· Test Plans and Results outlining the testing procedures and the results of various testing phases (unit, integration, system, user acceptance). 
· Change Management Plan detailing how changes to the system will be managed and communicated.




				1
		2
image1.png
An Roinn Iompair
Department of Transport





