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Supplier Data Protection & Information Security (DPIS) Assessment Questionnaire













Data Protection & Information Security
Supplier Name:

	Ref
	Question
	Response

	1. 
	Does your organisation have a documented Data Protection policy
	☐ YES
☐ NO

	2. 
	If yes, can you provide Trócaire with a copy of your Data Protection policy?
	

	3. 
	Does your organisation have a documented information security policy?
	☐ YES
☐ NO

	4. 
	If yes, can you provide Trócaire with a copy of your information security policy?
	

	5. 
	Which of the following areas are addressed in your data protection and information security policies? Mark all that apply.
	☐ Identified roles responsible for information security
☐ Acceptable use
☐ Data classification
☐ Data retention
☐ Data destruction
☐ Use of encryption
☐ Data privacy
☐ Access Control
☐ Clear Desk
☐ Smartphone use
☐ Physical Security
☐ Network Security
☐ Movers/Leavers
☐ Media handling
☐ Disposal of assets
☐ other relevant policies


	6. 
	Does the scope of your organisations data protection and information security policies and compliance include all areas involved in providing service to Trócaire
	☐ YES
☐ NO

	7. 
	When was the last time that your data protection and information security process and policies were audited and who conducted this audit?
	

	8. 
	Is your solution hosted in Azure, AWS, Google Cloud or Self Hosted/Leased?
	

	9. 
	What is the location of your primary data store 
EU
Other
	

	10. 
	Is Data transferred between locations or to third parties?
	

	11. 
	If you answered Yes to Question 10 above, please give details on how Trócaire data is protected?
	

	12. 
	What is your approvals process for sub-contractors, and do you have a list of them?
	

	13. 
	Does your organisation have an incident management response plan and if so, can you provide the documentation for it?
	

	14. 
	Does your organisation have a Business Continuity Plan and Disaster Recover Plan?
	

	15. 
	What change management controls are in place? Do you have documentation and if so, can you provide a copy?
	

	16. 
	Is your organisation ISO27001 certified?
If yes, can you provide Trócaire with a copy of your ISO27001 certification.
	☐ YES
☐ NO

	17. 
	Is your organisation UK Cyber Essentials certified?
If yes, can you provide Trócaire with a copy of your UK Cyber Essentials certification.
	☐ YES
☐ NO

	18. 
	Is your organisation certified compliant to any other industry standards not identified in question 5 and question 6 above? (please supply details)
	☐ YES
☐ NO
Details:
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