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This data processing agreement (“Agreement”) forms part of the [insert contract name] (“Principal Contract”) and is made effective from ____ day of _______________, 20___ between the undersigned parties:
(i) TRÓCAIRE whose trading address is Maynooth, Co. Kildare Ireland (“Controller”)
And
(ii) [Processor Name], whose trading address is [Processor Trading Address] (“Processor”)

Terms of Agreement
This Agreement supplements the Principal Contract and makes legally binding provisions for compliance with the Data Protection Laws as set forth in this Agreement. As per the requirements of relevant Data Protection Law, all processing of personal data by a processor on behalf of a controller, shall be governed by a contract. The terms, obligations and rights set forth in this Agreement relate directly to the data processing activities and conditions laid out in Schedule 1.
The terms used in this Agreement have the meanings as set out in the Clause 2 (Definitions).
Definitions
In this Agreement, unless the text specifically notes otherwise, the below words shall have the following meanings:  
"Data Protection Laws" means all applicable laws and regulations relating to the processing of personal data and privacy including the Data Protection Acts 1988 to 2018, the General Data Protection Regulation 2016/679 (the “GDPR”) and any implementing legislation, statutory instrument, order, rule or regulation made thereunder, as from time to time amended, extended, re-enacted or consolidated and, to the extent applicable, the data protection or privacy laws of any other country;
"EEA" means the European Economic Area which is made up of the European Union, Iceland, Liechtenstein and Norway;
"Effective Date" means that date that this Agreement comes into force, this being the date stated in the preamble to this Agreement;
“Insolvency Event” means any step, application, order, proceeding or appointment taken or made by or in respect of the Processor for a distress, execution, composition or arrangement with creditors, winding up, dissolution, administration, examinership, receivership (administrative or otherwise) or bankruptcy, or if the Processor is unable to pay its debts as they fall due or if any event occurs which, under the applicable laws of any jurisdiction to which it is subject, has an effect similar to that of any of the aforementioned events or if the 	Processor ceases or threatens to cease trade or if the Controller shall reasonably doubt the Processor’s ability to fulfil its obligations under the this Agreement or the Principal Contract;
"personal data" means any information, processed by the Processor in connection with this Agreement or the Principal Contract, relating to an identified or identifiable natural person (‘data subject’); an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person;
"processing" means any operation or set of operations which is performed on personal data or on sets of personal data, whether or not by automated means, such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction;
"Sub-Processor" means any person or entity appointed by or on behalf of the Processor to process personal data on behalf of the Controller;
"Supervisory Authority" means an independent public authority which is established by a Member State pursuant to Article 51 of the GDPR.
Obligations and Rights of the Processor
The Processor shall comply with the relevant Data Protection Laws and must: 
a) only act on the written instructions of the Controller unless required by European Union or Member State law to which the Processor is subject to process personal data other than as instructed, in which case the Processor shall inform the Controller of this processing, except where prohibited by such law from doing so on important grounds of public interest;
b) not transfer personal data out of the EEA [without the prior written consent of the Controller and in any event] unless the following conditions are fulfilled: 
i. the Processor has provided appropriate safeguards in relation to the transfer (which may include, as appropriate, entering into EU approved standard contractual clauses for the transfer of personal data); 
ii. the data subject has enforceable rights and effective legal remedies;
iii. the Processor complies with its obligations under the Data Protection Laws by providing an adequate level of protection to any personal data that is transferred (or, if it is not so bound, uses its best endeavours to assist the Controller in meeting its obligations); and
iv. the Processor complies with any reasonable instructions notified to it in advance by the Controller with respect to the processing of personal data. 
If the Processor is outside of the EEA, the parties shall ensure that the personal data is adequately protected and, to achieve this, prior to the transfer of any personal data to the Processor, the parties shall, unless agreed otherwise, enter into EU approved standard contractual clauses for the transfer of personal data.
c) ensure that people processing the data are subject to a duty of confidence;
d) ensure that any natural person acting under their authority who has access to personal data, does not process that data except on instructions from the Controller;
e) have and maintain appropriate technical and organisational measures, in accordance with Data Protection Laws, to prevent unauthorised or unlawful processing of personal data and accidental loss or destruction of, or damage to, personal data, including operating a security strategy as specified in Schedule 1 of this Agreement; the Processor shall maintain such security measures for as long as it is processing the personal data in accordance with Article 32 of the GDPR.
f) ensure that all processing meets the requirements of Data Protection Laws 
g) ensure that where a Sub-Processor is used, in accordance with Article 28 of the GDPR they: 
i. only engage a Sub-Processor (other those authorised Sub-Processors listed in Schedule 2) with the prior consent of the Controller;
ii. do not add or replace any Sub-Processor without the prior consent of the Controller;
iii. implement a written contract containing the same data protection obligations as set out in this Agreement, in particular providing sufficient guarantees to implement appropriate technical and organisational measures in such a manner that the processing will meet the requirements of the Data Protection Laws;
iv. understand that where any Sub-Processor is used on their behalf, that any failure on the part of the Sub-Processor to comply with the Data Protection Laws or the relevant data processing agreement, the initial Processor remains fully liable to the Controller for the performance of the Sub-Processor’s obligations;
h) assist the Controller by appropriate technical and organisational measures in providing subject access and allowing data subjects to exercise their rights under the Data Protection Laws and in particular under Chapter III of the GDPR;
i) assist the Controller in meeting its data protection obligations, in particular in relation to: -
i. the security of processing;
ii. data protection impact assessments (including obligations in respect of prior consultation with Supervisory Authorities); and
iii. the investigation, notification and communication of personal data breaches; 
j) delete or return all personal data to the Controller as requested upon termination of this Agreement and delete existing copies unless European Union law or a law of a Member State of the European Union requires the storage of the personal data;
k) make available to the Controller all information necessary to demonstrate compliance with the obligations laid down in the relevant Data Protection Laws and allow for, and contribute to audits, including inspections, conducted by the Controller or another auditor mandated by the Controller in accordance with Article 28 of the GDPR;

l) tell the Controller immediately if they have done something (or are asked to do something) infringing the GDPR or other Data Protection Law of the EU or a member state;
m) co-operate with Supervisory Authorities in accordance with Article 31 of the GDPR;
n) immediately notify the Controller of any personal data breaches in accordance with Article 33 of the GDPR;
o) where applicable, employ a Data Protection Officer if required;
p) where applicable, appoint (in writing) a representative within the EU if required in accordance with Article 27 of the GDPR;
Nothing within this Agreement relieves the Processor of their own direct responsibilities, obligations and liabilities under the General Data Protection Regulation (GDPR) or other Data Protection Laws.
The Processor is responsible for ensuring that each of its employees, agents, subcontractors or vendors are made aware of its obligations regarding the security and protection of the personal data and the terms set out in this Agreement.
The Processor shall maintain induction and training programs that adequately reflect the Data Protection Law requirements and regulations, and ensure that all employees are afforded the time, resources and budget to undertake such training on a regular basis. 
Any transfers of personal data to a third country or an international organisation shall only be carried out on documented instructions from the Controller, unless required to do so by Union or Member State law. Where such a legal requirement exists, the Processor shall inform the Controller of that legal requirement before processing, unless such Union or Member State law prohibits such information on important grounds of public interest.
The Processor shall maintain a record of all categories of processing activities carried out on behalf of the Controller, containing: 
a) the name and contact details of the Processor(s) and the Controller, and, where applicable, the data protection officer;
b) the categories of processing carried out on behalf of the Controller;
c) transfers of personal data to a third country or an international organisation, including the identification of that third country or international organisation and, in the case of transfers referred to in the second subparagraph of Article 49(1) of the GDPR, the documentation of suitable safeguards; and
d) a general description of the technical and organisational security measures referred to in Article 32(1) of the GDPR;
The Processor shall maintain records of processing activities in writing, including in electronic form and shall make the records available to the Supervisory Authority on request.
[bookmark: _Toc505587316]When assessing the appropriate level of security and the technical and organisational measures, the Processor shall consider the risks presented by any processing activities, in particular from accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to personal data transmitted, stored or otherwise processed.
Notwithstanding any other provision of this Agreement the Processor will indemnify and keep indemnified the Controller against all losses, fines, damages, liabilities, legal fees, court costs and expenses, claims whatsoever and howsoever arising incurred or suffered by the Controller in connection with any breach of this Agreement and/or breach of Data Protection Laws by the Processor and/or its Sub-Processors. 
Penalties & Termination
By signing this Agreement, the Processor confirms that they understand the legal and enforcement actions that they may be subject to should they fail to uphold the Agreement terms or breach the Data Protection Laws. If the Processor fails to meet their obligations, they may be subject to: 
a) investigative and corrective powers of Supervisory Authorities under Article 58 of the GDPR;
b) an administrative fine under Article 83 of the GDPR;
c) a penalty under Article 84 of the GDPR;
d) pay compensation under Article 82 of the GDPR;
This Agreement shall commence on the Effective Date, and shall continue in full force and effect until it is terminated or comes to an end for whatever reason. This Agreement may be terminated in whole or in part by Trócaire:

a) Immediately on written notice if the Processor suffers an Insolvency Event;
b) Immediately or as at the date specified in any notice of termination, by written notice to the Processor if;
i.The Processor commits a material breach of the Agreement or the Principal Contract that is capable of being remedied if such breach is not remedied within 30 days of the Processor receiving written notice of such breach from the Controller; or
ii. The Processor commits a material breach of this Agreement or the Principal Contract that is not capable of being remedied. The termination of this Agreement by either Party shall not affect the accrued rights, remedies, obligations or liabilities of the Parties existing at termination.
Upon termination of this Agreement, the Processor shall, on request, within [7 days] certify that all personal data covered by this Agreement has been deleted, and provide such certification to to Trócaire’s DPO (dpo@trocaire.org) 


General Information
[Insert any other clauses or terms specific to this Processor and your business relationship]




IN WITNESS below of the parties or their duly authorised representatives have signed this Agreement in accordance with all its clauses and on the day, month and year stated at the top of this Agreement.




Signed on behalf of the Processor:
Signed:			_______________________________
Print Name:		_______________________________
Date:			________________
Company Name:	_______________________________
Position:		_______________________________

Signed on behalf of the Controller:
Signed:			_______________________________
Print Name:		_______________________________
Date:			________________
Company Name:	_______________________________
Position:		_______________________________
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SCHEDULE 1 – Processing Details

a) The Controller named in this Agreement has appointed the Processor with regard to specific processing activity requirements. These requirements relate to [insert subject-matter].
b) The duration of the processing is for/until [insert duration/end date/until further notice].
c) The processing activities relate to [insert the nature] and are for the purpose of [insert purpose of the processing].
d) The requirement for the named Processor to act on behalf of the Controller is with regard to the below type(s) of personal data and categories of data subjects: -
i. [insert type(s) of personal data, including, if applicable, special category data]
ii. [insert categories of data subjects]
e) The Processor can demonstrate and provide sufficient guarantees as to the implementation of appropriate technical and organisational measures taken to ensure data security and protection: -
i. [insert technical measures]
ii. [insert organisational measures]
f) The obligations and rights of the Controller and Processor are set out in section (2) and (3) of this Agreement.













SCHEDULE 2 – Authorized Sub-Processors

	SUB-PROCESSOR NAME
	CONTACT DETAILS
	PURPOSE OF PROCESSING
	TYPE OF DATA PROCESSED
	AUTHORISED BY CONTROLLER (Signature)

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	




 [Include further schedules if applicable/required by the business relationship (i.e. contract clauses, binding corporate rules etc)]
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