	UL Cloud Governance Technical Questionnaire

	1 Certifications

	1.a.
	Security: Provide details on any IT security certifications e.g., ISO27001, PCS-DSS, SOC2, HIPAA, etc
	Insert Comment



	1.b.
	Accessibility: Provide details on any WCAG compliance and certifications? e.g., link or copy of your Accessibility Statement, details on WCAG2.1 compliance, VPAT statements, etc.
	Insert Comment



	1.c.
	Have you completed the Cloud Security Alliances (CSA) ‘Consensus Assessments Initiative Questionnaire’ (CAIQ) or similar? Please provide if possible.
	Insert Comment



	2. Audits

	2.a.
	Are regular IT security audits conducted by external independent auditors?
	Insert Comment



	3.Encryption and SSO:

	3.a.
	Will UL data be encrypted at rest?
	Insert Comment



	3.b.
	Will UL data be encrypted during any network transfer?
	Insert Comment



	3.c.
	Is single sign-on such as LDAP, SAML, Shibboleth or Azure AD supported?
	Insert Comment



	3.d.
	Please confirm that multi-factor authentication can be configured to be mandatory for all accounts not authenticated by SSO. Provide details on any exceptions.
	Insert Comment



	3.e.
	Describe the security controls in place for privileged accounts. e.g., Administration accounts. (Multi-Factor Authentication preferred)
	Insert Comment



	4. Geographic Location:

	4.a.
	In what countries will UL data be stored?
	Insert Comment



	4.b.
	Will UL data ever be transported outside the EU? If so, to where?
	Insert Comment


	4.c.
	As part of your service do you use sub-contractors or sub-processors?
	Insert Comment


	4.d.
	As part of your, or your sub-contractors, data management processes, will the data be routed outside or accessible from outside the EU?
	Insert Comment


	4.e.
	Please confirm that, if requested, you agree to sign the EU Model Contract (standard contractual clauses) for the transfer of personal data to non-EU or EEA countries.
	Insert Comment


	5. Policies and Procedures:

	5.a.
	Do you have written policies and procedures for (please provide links where available):

-Incident management
-Disaster recovery and business continuity planning
-Change control (logging and auditing)
-Software patches and upgrades
-Anti-malware control 
-System administration
-System development
-Controlling privileged system access
	Insert Comment



	5.b.
	Do you have documented processes for providing data to your customers’ systems e.g., SFTP, API interfaces for reporting dashboards.
	Insert Comment


	5.c.
	Do you have policies or procedures to mitigate against the risk of an internal data breach?
	Insert Comment


	5.d.
	Do you have procedures in place to enforce tenant data retention policies?
	Insert Comment


	5.e.
	If Single Sign-On is not supported, please detail the account management process. This should be documented and cover:
-How users request accounts
-How access/privilege is granted to users 
-How credentials are communicated to new users
-How lost/forgotten credentials are dealt with
-How accounts are decommissioned
	Insert Comment


	6.	Evidence of advanced security technologies

	6.a.
	Confirm that intrusion prevention/detection technologies are deployed as part of their solution and provide technical detail
	Insert Comment



	6.b.
	Confirm that DDOS prevention technologies are deployed as part of the solution and provide technical detail
	Insert Comment


	6.c.
	Confirm that content hygiene solutions e.g., anti-virus, anti-spam, WAF, etc, are in place in this system and provide technical detail
	Insert Comment


	7. Security Monitoring

	7.a.
	Confirm that the system will be monitored on an ongoing basis for security breaches
	Insert Comment



	7.b.
	Outline how the system will be monitored on an ongoing basis for security breaches
	Insert Comment


	7.c.
	Is the Tenderer aware of any IT Security breaches involving the proposed software or hosted service or its components in the last 12 months?
	Insert Comment


	8. Security Breach Procedures

	8.a.
	Outline the company procedures which will be implemented in the event of an IT security breach which affects UL Data
	Insert Comment



	8.b.
	Provide the company breach disclosure policy
	Insert Comment


	8.c.
	Specify how soon after an incident will UL be notified
	Insert Comment


	8.d
	Confirm if UL be given access to all audit information, system logs etc. related to the UL data.
	Insert Comment


	8.e.
	Describe what investigative support will be provided to UL in the event of a breach
	Insert Comment


	9. Termination of Contract

	9.a.
	Outline procedures in place for the return of customer data
	Insert Comment



	9.b.
	Outline procedures in place for removal and disposal of customer data
	Insert Comment


	10. Integration with UL Systems

	10.a.
	Describe how users of your service can be authenticated by UL systems (LDAP or Shibboleth enabled).
	Insert Comment



	10.b.
	Security of University of Limerick systems is a core requirement, and the tenderer must demonstrate their ability to ensure that University of Limerick systems will not be compromised in any way by the use of their service and that University of Limerick data is stored in a manner compliant with law, including data protection law, and Government policy. Please provide details.
	Insert Comment


	10.c.
	University of Limerick uses Microsoft Edge as the standard browser and the system must be compliant with this. Vendors must clearly set out any software requirements on the client.
	Insert Comment


	10.d.
	Availability of the service is important, and tenderers should demonstrate resilience of the service and any associated systems and measures to ensure availability of the service
	Insert Comment


	10.e.
	Should any element of the service be delivered from the outside the EU., tenderers should detail measures to ensure continuity of service and adherence to University of Limerick requirements and to EU standards.
	Insert Comment


	10.f.
	The vendor must provide details on their system upgrade policy and the extent that University of Limerick will be charged for any upgrades.
	Insert Comment


	10.g.
	Describe in detail the security of the service and how you propose to interface with UL’s systems in a secure manner, including mapping user information between your systems and UL and ensuring security of University of Limerick data in compliance with legal requirements.
	Insert Comment


	10.h.
	Please provide details on the Incident/Problem/Change Management processes that will be in place and on the level of support envisaged from UL’s staff.
	Insert Comment


	11. AI specific (where applicable)

	11.a.
	Please confirm details of documented AI Risk Assessment for the proposed solution covering, at a minimum, the following risk domains. Please include the proposed high level architecture diagram.

Required risk areas
1. AI model risks, including (but not limited to): 
· Model poisoning
· Bias and fairness risks
· Hallucination and output reliability
2. Cybersecurity risks, including: 
· Phishing and social engineering
· Abuse of AI capabilities to enable or scale cyberattacks
3. Prompt and interaction risks, including: 
· Prompt injection
· Denial‑of‑Service (DoS) or resource exhaustion attacks
4. Data exfiltration risks, including: 
· Unauthorised extraction of institutional or user data
5. Sensitive and personal data risks, including: 
· Processing of personal and special‑category personal data
6. Data leakage risks, including: 
· Training or fine‑tuning on user inputs
· Cross‑tenant or cross‑customer data exposure
7. Legal and policy compliance risks, including: 
· Compliance with GDPR and Irish Data Protection legislation
· Alignment with the EU Artificial Intelligence Act, including risk classification and governance obligations
· Alignment with Irish Higher Education Authority (HEA) guidance on Generative AI, including: 
· Generative AI in Higher Education Teaching & Learning: National Policy Framework (HEA, Dec 2025)
· Alignment with the EU AI Act (HEA Supporting Instrument, Dec 2025)
· Vendor & Procurement Governance guidance (HEA, Dec 2025) 

Please indicate:
· Whether an AI Risk Assessment has been completed (Yes / In Progress / Not Available)
· The date and scope of the assessment
· The risk mitigation measures implemented
· Any relevant certifications, standards, or assurance reports
· How ongoing risk monitoring and reassessment is handled
	Insert Comment





