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T.034/2026

Request for Tenders for the provision of Managed Cloud Services for An Garda Síochána

	Please insert Tenderer Name below

	 Name:

	TENDERERS ARE REMINDED THAT THEY MUST READ THE RFT BEFORE COMPLETING THIS TENDER RESPONSE DOCUMENT.



Queries and Clarifications Deadline: 15:00 hrs. (Irish Standard Time), on Friday the 26th of June 2026

Response Deadline: 15:00 hrs. (Irish Standard Time), on Thursday the 9th of July 2026





TENDER RESPONSE DOCUMENT 1

In response to this Tender Competition, Tenderers are required to complete this Tender Response Document (“TRD”). The purpose of the TRD is to simplify and streamline the tender response process for all Tenderers and to simplify and streamline the evaluation process for the Contracting Authority. The information provided by Tenderers in this TRD will be used in the assessment and evaluation of Tenders.

  NOTE:
Marks will only be awarded for the response given in the Tender Response Document. Attachments such as the Company Quality Manual Procedures and Standard Operating procedures, the content of these documents will not be awarded any marks. Sample pages can be provided to support your response 

Tenderers must follow the order of the response document and insert responses to individual criteria and sub criteria in the order as set out. However, Tenderers may split the Tables provided in the Award Criteria Section and insert their response outside of the Table Provided.

ANY ATTACHMENTS MUST BE CLEARLY REFERENCED & NUMBERED AND ATTACHED AS APPENDICES TO THIS DOCUMENT
ONLY ATTACHEMENTS THAT ARE SPECIFICALLY REQUESTED IN THE RFT OR THE RESPONSE DOCUMENT WILL BE EVALUATED.















1) STANDARD TENDERER INFORMATION

	Tender Submission Contact

	Name
	Telephone
	Email

	
	
	

	Role in your organisation
	


1.1 Tenderer Details
	Tenderer Details

	Name
	Address
	Website Address

	
	

	

	How long has the Tenderer traded under this name?
	

	VAT Number 
	

	Company Registration No.
	Date of Registration
	Country of Registration

	
	
	

	Parent Company
	

	Other Subsidiary Companies
	

	Is the Tenderer a SME? Please indicate Yes/No
	Yes
	
	No
	

	Company Status

	Sole Trader
	
	Partnership
	
	Consortium
	
	If other, specify:

	Private Company
	
	Public Company
	
	Other
	
	

	Auditor Name & Address
	



	Banking Institution & Address
	



	Tax Reference Number 
	

	Tax Access Number
	[Enter the Organisations Tax Access Number or the Details of  a TC1 Certificate issued by the Irish Revenue Commissioners]

	Tax Clearance Expiry Date
	



1.2 Insurance
Please provide details of your current insurance cover. The An Garda Síochána’s standard insurance requirements are set out below. An Garda Síochána may alter its standard insurance requirements where appropriate to the relevant Tender requirements or Contract. Where applicable, details will be set out in the Tender Documents.  

Please state your willingness to increase insurance levels to the An Garda Síochána requirements if successful 

Please indicate þ Yes/No:            
Yes 	                        No 

	Insurance Type
	An Garda Síochána Standard Requirement
	Levels held by Tenderer

	Employer’s Liability
	€13,000,000  limit for any one claim or series of claims arising out of a single occurrence, per insurance year
	€

	Public Liability
	€6,500,000  limit for any one claim or series of claims arising out of a single occurrence, per insurance year
	€

	Product Liability
	€6,500,000  limit for any one claim or series of claims arising out of a single occurrence, per insurance year
	€

	Professional Indemnity
	€6,500,000 limit for any one claim or series of claims arising out of a single occurrence, per insurance year
	€

	Cyber Liability 
	€6,500,000 limit for any one claim or series of claims arising out of a single occurrence, per insurance year
	€

	Name of Insurer(s)
	



Note: Please submit Tenderer’s Current Insurance Certificate as an Addendum.

1.3 Consortium
If the Tender is from a consortium, the Tender should clearly state which entities are proposed to be members of the consortium, which are to be sub-contractors and how each firm would be jointly and severally liable to An Garda Síochána for the fulfilment of the terms of the contract:

	Entity Name
	Description of Roles of each member*
	Liability

	
	
	

	
	
	

	
	
	


*Add lines for additional partners as required.

Note: It is essential that where the capacity of an entity is relied upon to support the tender, evidence of that support is provided in each relevant section of this Tender Response Document.

1.4 Conflict of Interest
Tenderers must declare any current or previous work undertaken, or any relationship that may be reasonably perceived to potentially conflict with the scope of the Contract and proposals for dealing with same:
Tenderers are required to note that the European Working Time Directive applies to this tender [if applicable].

	{Insert Response – Expand as necessary}






Note:  The above statement will not automatically preclude a Tenderer from signing the Tenderer Declaration.  A Tender will not be excluded unless the above statement is deemed by An Garda Síochána is to be material to the Contract.

[bookmark: _Toc246481869]1.5 An Garda Síochána Business
Please provide details of any services covered by the Invitation to Tender, which have been supplied by the Tenderer to An Garda Síochána by time, location, quantity and price over the 24-month period immediately preceding the date of the Tender.  

	{Insert Response – Expand as necessary}






1.6 Additional Information
Please provide details of significant current or pending developments affecting the Tenderer, for example and without limitation, legal issues or challenges, changes in financial structure or ownership, prospective take-over bids, buy-outs and closures or other relevant financial/economic information which are currently in the public domain:

	{Insert Response – Expand as necessary}








3)	EXCLUSION CRITERIA

An Garda Síochána shall accept the European Single Procurement Document (ESPD) consisting of an updated self-declaration by the Tenderer confirming that it is not in one of the situations referred to in Article 57 of the EU Directive2014/24/EU. 

(a) Tenderers who fail to meet both the Mandatory and Optional Exclusion Criteria as set out under Part III of the eESPD will be excluded from the Tender Process.

AND

(b) Tenderers who fail to sign the Tenderer Declaration in section 3.1 (without amendment or qualification) will be excluded from the Tender Process.

3)	TPRM Information Security Questionnaire

Tenderers shall also complete the attached TPRM Information Security Questionnaire. An Garda Síochána ICT Security Section will review the mandatory requirements and questionnaire responses; following confirmation that the requirements of the Contracting Authority can be met the tenderers response will proceed to full evaluation. 

Tenderers may supply supporting documentation and product literature in support of their descriptions, however simply supplying this type of documentation in lieu of completing the description box for each of the questions contained in the questionnaire is NOT sufficient in this regard. 

The successful tenderer will be required to provide evidence that they meet the requirements outlined in the TPRM Questionnaire.

Tenderers must confirm that they have completed and uploaded the TPRM Questionnaire.

	{Insert Response – Expand as necessary}








PART A – COMPLIANT TENDERS


SECTION 3.1 (a) 

DECLARATION OF TENDERERS’ STATEMENT 


PASS/FAIL ONLY

Pass requirement: Tenderers must complete, date and sign the declaration overleaf. Non-compliance under any heading in the Tenderers’ Statement will result in the automatic disqualification of the Tenderer in question.

THE STATEMENT MUST BE COMPLETED AND SIGNED BY A DULY AUTHORISED OFFICER OF THE TENDERERS’ ORGANISATION.
















APPENDIX 3:   TENDERER’S STATEMENT

{Tenderers shall complete and return the following form of Tenderer’s Statement printed on the Tenderer's headed note paper and signed by the Tenderer} 
TO:	The Commissioner of An Garda Síochána 
RE:	Request for Tenders for the provision of Managed Cloud Services for An Garda Síochána
Having examined your Request for Tenders (RFT) including the Instructions to Tenderers, Qualification and Award Criteria, Requirements and Specifications, we hereby agree and declare the following:
	1.
	We understand the nature and extent of the Services required to be delivered as described
in Requirements and Specifications at Appendix 1 to the RFT.

	2.
	We accept all of the Terms and Conditions of the RFT, the Services Contract and the Confidentiality Agreement and agree if awarded a Services Contract to execute the Services Contract at Appendix 5 to the RFT and the Confidentiality Agreement at Appendix 6 to the RFT.

	3.
	We accept all the Selection and Award Criteria as set out in Part 3 of the RFT.

	4.
	We agree to provide the Contracting Authority with the Services in accordance with the RFT and our Tender.

	5.
	We agree that, if awarded any Services Contract, we shall, in the performance of such contract, comply with all applicable obligations in the field of environmental, social and labour law.

	6.
	We confirm that we have complied with all requirements as set out at Part 2 of the RFT.

	7.
	We confirm that all prices quoted in our Tender will remain valid for the period of time commencing from the Tender Deadline, as specified at paragraph 2.10.3 of the RFT.

	8.
	We shall, if awarded any Services Contract under the RFT, have in place on the Effective Date of the Services Contract all insurances (if any) as required by paragraph 2.21.1 of the RFT.

	9.
	We confirm that all Data Subjects whose Personal Data is provided in our Tender have consented to the processing of such Personal Data by us, the Contracting Authority, the Evaluation Team and the supplier of the etenders.gov.ie website, for the purposes of our participation in this Competition or that we otherwise have a legal basis for providing such Personal Data to the Contracting Authority for the purposes of our participation in this Competition and that we will provide evidence of such consent and / or legal basis to the
Contracting Authority upon request.
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	10.
	We do not come within the category of prohibited economic operators identified in
Regulation (EU) No 833/2014 of 31 July 2014 (as amended by EU Regulation 2022/576 or any subsequent amendments to same).

	11.
	The origin of goods connected to our Tender, if any, are not subject to the prohibitions set out in Regulation (EU) No 833/2014 (as amended by EU Regulation 2022/576 or any subsequent amendments to same).

	12.
	The subcontractor(s) on whose capacity we rely as part of our Tender (where the value of that subcontract exceeds 10% of the value of the Services Contract) does not come within the category of prohibited economic operators identified in Regulation (EU) No 833/2014 of 31 July 2014 (as amended by EU Regulation 2022/576 or any subsequent amendments
to same).



Signature:			........................................................................
Print Name: 		........................................................................
(Authorised Signatory)  
Date:			.......................................................................
[bookmark: _Toc428536485]

APPENDIX 4: DECLARATION AS TO PERSONAL CIRCUMSTANCES TO TENDER
                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                               
Re: Request for Tenders for the provision of Managed Cloud Services for An Garda Síochána
NAME:	[Click here and insert name]
ADDRESS:	[Click here and insert address]
I, [Click here and insert name of Declarant], of [Click here and insert name of entity] do solemnly and sincerely declare that:
1. I am a [insert role of Declarant] of [Click here and insert name of entity] and am authorized by [Click here and insert name of entity] to make this declaration which relates to a tender (“the Tender”) submitted by [Click here and insert name of entity] in response to an RFT dated titled “Request for Tenders for the provision of Managed Cloud Services for An Garda Síochána” published by the Commissioner of An Garda Síochána (“the Contracting Authority”).
2. Neither [Click here and insert name of entity] nor any person who is a member of the administrative, management or supervisory body of [Click here and insert name of entity] nor any person who has powers of representation, decision or control in [Click here and insert name of entity] has:
a. ever been the subject of a conviction for participation in a criminal organisation, as defined in Article 2 of Council Framework Decision 2008/841/JHA.
b. ever been the subject of a conviction for corruption, as defined in Article 3 of the Convention on the fight against corruption involving officials of the European Communities or officials of Member States of the European Union and Article 2(1) of Council Framework Decision 2003/568/JHA as well as corruption as defined in the national law of the Contracting Authority or the law of the state in [Click here and insert name of entity] is established.
c. ever been the subject of a conviction for fraud within the meaning of Article 1 of the Convention on the protection of the European Communities’ financial interests.
d. ever been the subject of a conviction for terrorist offences or offences linked to terrorist activities, as defined in Articles 1 and 3 of Council Framework Decision 2002/475/JHA respectively, or for inciting or aiding or abetting or attempting to commit an offence, as referred to in Article 4 of that Framework Decision.
e. ever been the subject of a conviction for money laundering or terrorist financing, as defined in Article 1 of Directive 2005/60/EC of the European Parliament and of the Council.
f. ever been the subject of a conviction for child labour and other forms of trafficking in human beings as defined in Article 2 of Directive 2011/36/EU of the European Parliament and of the Council.

3. [Click here and insert name of entity]:
a. is not in breach and has not breached its obligations relating to the payment of taxes or social security contributions.
b. has carried out the preparation of the Tender independently.
4. [Click here and insert name of entity]:
a. has, in the performance of all public contracts, complied with applicable obligations in the field of environmental social and labour law that apply at the place where the works are carried out or the services provided, that have been established by EU law, national law, collective agreements or by international, environmental, social and labour law listed in Schedule 7 of the European Union (Award of Public Authority Contracts) Regulations 2016 (Statutory Instrument 284 of 2016).
b. is not bankrupt or the subject of insolvency or winding-up proceedings, its assets are not being administered by a liquidator or by the court, it is not in an arrangement with creditors, its business activities are not suspended nor is it in any analogous situation arising from a similar procedure under national laws and regulations.
c. is not guilty of grave professional misconduct.
d. has not entered into agreements with other economic operators aimed at distorting competition.
e. is not aware of any conflict of interest due to its participation in the Competition;
f. has not had any prior involvement in the preparation of the Competition;
g. has not shown significant or persistent deficiencies in the performance of a substantive requirement under a prior public contract, a prior contract with a contracting entity, or a prior concession contract, which led to early termination of that prior contract, damages or other comparable sanctions.
h. is not guilty of serious misrepresentation in supplying the information required for the verification of the absence of grounds for exclusion or the fulfilment of the Selection Criteria for this Competition and did not withhold such information and did not fail or is not able to submit supporting documents in respect of this Competition as required under Regulation 59 of the European Union (Award of Public Authority Contracts) Regulations 2016 (Statutory Instrument 284 of 2016).
i. has not undertaken to unduly influence the decision-making process of the Contracting Authority in respect of the Competition, or obtain confidential information that may confer upon it undue advantages in respect of the Competition; or negligently provided misleading information that may have a material influence on decisions concerning exclusion, selection or award.
5. [Click here and insert name of entity] does not come within the category of prohibited economic operators identified in Regulation (EU) No 833/2014 of 31 July 2014 (as amended by EU Regulation 2022/576 or any subsequent amendments to same);
6. The origin of goods connected to the Tender, if any, are not subject to the prohibitions set out in Regulation (EU) No 833/2014 (as amended by EU Regulation 2022/576 or any subsequent amendments to same);
7. Any subcontractor, supplier or other entity on whose capacity [Click here and insert name of entity] relies as part of the Tender does not come within the category of prohibited economic operators identified in Regulation (EU) No 833/2014 of 31 July 2014 (as amended by EU Regulation 2022/576 or any subsequent amendments to same).
I understand and acknowledge that the provision of inaccurate or misleading information in this declaration may lead to my business/firm/company/partnership being excluded from participation in this or future tenders, and I make this solemn declaration conscientiously believing the same to be true and by virtue of the Statutory Declarations Act, 1938. This declaration is made for the benefit of the Contracting Authority.




	

Signature of Declarant

	Declared before me by 	who is personally known to me
(or who is identified to me by 	who is personally known to me) or*
at 	 this 	day of 	20	




(signed)
Practising Solicitor/Commissioner for Oaths


*Please include such other form of identification used to identify the Declarant as permitted by the Statutory Declarations Act, 1938 (as amended)


PART B – SELECTION CRITERIA



SECTION 3.2.A
ECONOMIC AND FINANCIAL STANDING
ANNUAL TURNOVER

PASS/FAIL ONLY
Pass requirement:

Tenderers must confirm that their average annual turnover for the last three financial years was equal to or exceeded €800,000 (excl. VAT)

Or alternatively, if the date of establishment was more recent, Tenderer’s must confirm their average annual turnover (excl. VAT) for the year(s) the Tenderer has been established. Tenderers must complete this section in full. Where Tenderers regard information as not being applicable to them, Tenderers must enter N/A in the relevant response area.















(i) Please enter your turnover figures for the applicable financial years as outlined above: 
	
	Year. 1
	Year-2
	Year-3

	Year 
	2025
	2024
	2023

	 Turnover – Overall
	€
	€
	€



(ii) The Contracting Authority will seek documentary evidence by way of a signed Accountants statement or equivalent confirming that the minimum average turnover over the past three years exceeds €800,000, prior to the signing of any Contract with the successful tenderer.



3.2.B TECHNICAL AND PROFESSIONAL ABILITY
3.2.B.1 PREVIOUS EXPERIENCE – THREE CONTRACT EXAMPLES
Selection Criteria: (Pass/Fail)

All fields should be completed in full. In the event that the information requested on the value of contracts or identity of clients is considered confidential, Tenderers must ensure that they provide sufficient information to allow the contracting entity to judge the similarity of these contracts to the services required.

(ii) Client References and Previous Experience
Tenderers are required to use the templates below to submit details of 3 (three) contracts undertaken within the past three (3) years of a comparable nature and scale to those described in Appendix 1 to the RFT. 
Tenderers are required to submit contact details of the 3 (three) clients referenced that may be contacted on a confidential basis. Details are required in order for the Contracting Authority to verify the information provided. Failure to provide Client Contact details may lead to disqualification. Statements such as available on request or the inclusion of the contact details of the Tenderer’s will also be a basis for exclusion.
All contracts must have been delivered or in the process of the delivery for the Client in question within the past 3 years. Ongoing support services of a similar nature to the requirements for this RFT may also be used for this criteria. A contract means an appointment in writing between the Tenderer and the Client in respect of a specific project. 
Only one project for An Garda Síochána can be used as a reference, the other two references must relate to projects that are external to An Garda Síochána. Any or all of the references may be checked at the discretion of An Garda Síochána.
Please note that three relevant contracts must be submitted. The contracts must demonstrate the successful delivery of the service as identified in Appendix 1 Scope of Requirements -one of which should demonstrate Civil Service or Public Sector experience. 
















	CONTRACT 1
	

	Start Date - End Date
	

	Client Name & address

(Note: where name is confidential, please indicate nature / type of client and location)
	

	Client contact person:
	
	Phone no:
	

	Nature and scope of the Contract

Note: If the Contract formed part of a wider project where others were involved please state your role within the overall project and how you interacted with the others involved.

	

	Details of Services provided to the Client
	

	Approx. Value € of the Services provided under the Contract
	

	Please indicate in detail the extent to which this Contract is comparable with the Services required by An Garda Síochána.
	












	CONTRACT 2
	

	Start Date - End Date
	

	Client Name & address

(Note: where name is confidential, please indicate nature / type of client and location)
	

	Client contact person:
	
	Phone no:
	

	Nature and scope of the Contract

Note: If the Contract formed part of a wider project where others were involved please state your role within the overall project and how you interacted with the others involved.

	

	Details of Services provided to the Client
	

	Approx. Value € of the Services provided under the Contract
	

	Please indicate in detail the extent to which this Contract is comparable with the Services required by An Garda Síochána.
	












	CONTRACT 3
	

	Start Date - End Date
	

	Client Name & address

(Note: where name is confidential, please indicate nature / type of client and location)
	

	Client contact person:
	
	Phone no:
	

	Nature and scope of the Contract

Note: If the Contract formed part of a wider project where others were involved please state your role within the overall project and how you interacted with the others involved.

	

	Details of Services provided to the Client
	

	Approx. Value € of the Services provided under the Contract
	

	Please indicate in detail the extent to which this Contract is comparable with the Services required by An Garda Síochána.
	










After completing Section 3.2.B.1 of this Form (above), the Tenderer must forward a copy of 3.2.B.1a Form to a Representative/Referee of the Contracting Authority or Private Entity for whom the Contract was completed for each contract example referenced.

	3.2.B.1a Verification of Contract Details
Section 3.2 is to be completed by a Representative/Referee of the Contracting Authority or Private Entity for whom the Contract was completed

	Section 2 must not be completed by the Tenderer

	Confirmation
Note - AGS may at its discretion contact the Representative/Referee
	I confirm on behalf of the Contracting Authority or Private Entity, that the details described in Section 3.1 reflect the completed/current Contract.

	Name of Representative/Referee
	Referee Entry

	Name of Representative’s/Referee’s Organisation
	Referee Entry

	Email Address of Representative/Referee
	Referee Entry

	Telephone Number of Representative/Referee
	Referee Entry

	The Referee must return the fully completed form (Section 3.2.B.1 and 3.2.B.1a) for their organisation to the Tenderer







	3.2. B.2
	Tenderers are required to provide Details of organisation including year of establishment, organisational structure and range of services provided which have particular relevance to the subject matter of the tender in question in order to satisfy the client as to their suitability for the contract.
Rule: Tenderers must demonstrate that they operate directly within the field of the tender being applied for and that they potentially possess adequate and relevant resources to provide this type of services.



(Insert response below, expand space as necessary)


	3.2.B.3
	Capacity
Rule: Tenderers are required to state the total number of people directly employed over the past 3 years;
Tenderers are required to demonstrate that overall staffing resources and facilities are sufficient to manage contracts similar to the specific requirements of this tender

	
	Year. 1
	Year-2
	Year-3

	Year 
	2025
	2024
	2023

	 Total Number of Staff Employed
	
	
	



(Insert response below, expand space as necessary)


	3.2.B.4
	Technical and users support:
Rule:    Tenderers are required to allow the Contracting Authority to visit all support premises in order to demonstrate on-site their technical and users' support capacity.
Please confirm your willingness to facilitate a site visit.



(Insert response below, expand space as necessary)


	3.2.B.5

	Qualifications and Biographical Details of staff proposed to deliver the service: 
 Rule:    Tenderers are required to provide a professional profile details for the project team that would be involved in providing the services to An Garda Síochána. The minimum Project Team requirements are detailed in the table below;

	Minimum Requirements Managed Cloud Services Project Team

	General Requirements
	The Tenderer shall provide suitably qualified, experienced and competent personnel to deliver the Managed Service throughout the contract term.
All personnel proposed for service delivery shall:
Be fluent in written and spoken English.
Have experience supporting enterprise-scale ICT/ Cloud environments.
Have experience operating within regulated or security-conscious environments.
Be available to participate in service reviews, audits and incident management activities as required by the Contracting Authority.
Demonstrate familiarity with IT Service Management (ITSM) best practices.
The Contracting Authority reserves the right to request curriculum vitae (CVs), certification evidence and references for key personnel.

	Key Personnel Requirements
	Service Delivery / Project Manager

Minimum Qualifications
Degree (Level 8 NFQ or equivalent) in Information Technology, Computer Science, Engineering, Business Information Systems or related discipline.
Professional Certifications
One or more of:
ITIL Foundation (minimum)
ITIL Managing Professional
PRINCE2 Practitioner
PMP (Project Management Professional)
Or Equivalent recognised qualification
Minimum Experience
8 years ICT experience
5 years managing enterprise managed cloud services
Experience managing contracts exceeding €400,000 annually
Experience delivering services to public sector or regulated organisations

	
	Senior Infrastructure / Virtualisation Engineer

Minimum Qualifications
Degree (Level 8 NFQ or equivalent) in Information Technology, Computer Science, Engineering, Business Information Systems or related discipline or equivalent professional experience.
Professional Certifications
One or more of:
VMware VCP / VCAP
Nutanix Certified Professional
Microsoft Windows Server Certification
Red Hat Certified Engineer
Or Equivalent certification
Minimum Experience
7 years infrastructure support experience
5 years virtualisation platform administration
Experience performing hypervisor upgrades and migrations
Experience supporting high-availability environments

	
	Network and Security Engineer
Minimum Qualifications
Degree (Level 8 NFQ or equivalent) in Information Technology, Computer Science, Engineering, Business Information Systems or related discipline or equivalent professional experience.
Professional Certifications
One or more of:
Palo Alto PCNSA or PCNSE
Cisco CCNP Enterprise
Fortinet NSE
CISSP
Or Equivalent certification
Minimum Experience
7 years network and security administration experience
Experience supporting enterprise firewalls
Experience supporting load balancing technologies
Experience implementing network segmentation and security controls

	
	Database Administrator
Minimum Qualifications
Degree (Level 8 NFQ or equivalent) in Information Technology, Computer Science, Engineering, Business Information Systems or related discipline or equivalent professional experience.
Professional Certifications
One or more of:
Microsoft Certified: Azure Database Administrator Associate
Microsoft SQL Server Certification
Oracle Certified Professional (OCP)
Oracle Database Administrator Certified Professional
PostgreSQL Professional Certification
MySQL Database Administrator Certification
Equivalent industry-recognised database administration certification
Minimum Experience
Minimum 7 years of experience in enterprise database administration and support.
Minimum 5 years of experience supporting mission-critical production database environments.
Experience administering one or more of the following database platforms:
Microsoft SQL Server
Oracle Database
PostgreSQL
MySQL / MariaDB

Experience supporting databases within hybrid cloud and on-premises environments.

	
	Service Desk Manager
Minimum Qualifications
Relevant technical qualification or equivalent experience
Professional Certifications
ITIL Foundation (minimum)
Minimum Experience
5 years of service desk management experience
Experience managing multi-tier support operations
Experience reporting against SLA and KPI frameworks






(Insert response below, expand space as necessary)


	3.2.B.6
	Relying on the Capacity of 3rd Parties
Tenderers should note that economic operators relying on the capacity of other entities must submit with their Tender an undertaking, and in terms satisfactory to the Contracting Authority, duly evidenced, from those entities that they will place the necessary resources at the disposal of the Tenderer.
Rule: Pass/Fail
Please confirm that you have attached undertakings from any 3rd party that you are relying on to meet the requirements of the Contract

	(Insert response below, expand space as necessary)






4.Mandatory Selection Criteria: (Pass/Fail)

	MANDATORY Requirements (Response 100 Words Max for Each MR)

	MR.1	INTEGRATED PUBLIC CLOUD SERVICE PROVIDER

The candidate must propose an Integrated Public Cloud Service Provider.

Tenders must state your proposed Integrated Public Cloud Service Provider to pass this requirement.


	Candidate’s Response for MR1:
Click here to enter text.

	MR.2	MEMBERSHIP OF THE CLOUD SERVICE PROVIDER MANAGED SERVICE PROVIDER PROGRAM

Candidates must be able to demonstrate ongoing membership of the Cloud Service Provider Managed Services Provider [MSP] partner program, as validation of their recognized and demonstrated experience and capability in the provision of end-to-end solutions to customers at any stage of the cloud journey, including planning and design, building and migration, operations and support, and automation and optimization from their partner program. 
Tenderers must provide evidence of the MSP partner program for the Cloud Service Provider in MR10

	Candidate’s Response for MR2:
Click here to enter text.

	MR.3	SERVICE DELIVERY BY PERSONNEL IN THE EEA

It is a requirement that the service delivery personnel for provision of these consulting and managed services are located in the EEA, for security and data sovereignty purposes.
Tenderers must confirm that all personal for this requirement are located in the EEA

	Candidate’s Response for MR3:
Click here to enter text.

	MR.4	DATA HOSTING IN THE EEA

The data must be hosted within data centre(s) within the European Economic Area, throughout the provision of the solution (including business continuity) or within a country in respect of which an adequacy decision made by the European Commission under Article 45 GDPR is in force.
Tenderers must confirm that the data centres for this requirement are located in the EEA

	Candidate’s Response for MR4:
Click here to enter text.


	MR.5	DATA PROTECTION REQUIREMENTS

All data belongs to the CA and cannot be used for any other purposes unless agreed in advance with CA and in accordance with a Data Protection Agreement.
All data, including backups, will be deleted, or returned to AGS in accordance with the retention schedule and in accordance with a Data Protection Agreement.
Data Protection Agreements will be required to be put in place before contracts are signed.
Tenderers must agree that the data protection requirements will be in place for the contract

	Candidate’s Response for MR5:
Click here to enter text.


	MR.6	EXIT MANAGEMENT

An Exit Management process must be put in place as per schedule F, the Schedule must be produced within the first six (6) months of the contract commencement.
Tenderers must agree that Schedule F must be implemented 6 Months into the contract

	Candidate’s Response for MR6:
Click here to enter text.

	MR.7	SERVICE DESK AND SUPPORT

The public cloud consultants and managed service provider (PCCMSP) is to provide a fully operational and appropriately manned service desk based on ITIL Standards or equivalent which will provide operational support to the CA. 
Tenderers must have the accreditation stipulated above. 

	Candidate’s Response for MR7:
Click here to enter text.	



	MR.8	DEFINED CONTACT AND ESCALATION PROCESS FOR SUPPORT
The Successful Tenderer will be required to provide a Key Account Manager (KAM).
Tenderers must describe that the KAM will be provided for the contract period.

	Candidate’s Response for MR8:
Click here to enter text.

	MR.9	SECURITY AND COMPLIANCE CERTIFICATION
Evidence must be provided that the Candidate has attained the data security and compliance standard ISO27001.

	Candidate’s Response for MR9:
Click here to enter text.




































5. Sample Requirements: 

5.1 Sample IaaS Requirements (130 Marks)
The table below represents a sample IaaS environment.  The Tenderer must provide Two (2) designs from different CSPs using this example.  
	Component
	Description
	Response Document Location
	Mark Available

	System Diagram
	Detailed system diagram of the IaaS solution
	5.1.1
	20

	Description of Environment
	Detailed description of the proposed IaaS environment outlining an overview of the various components outlined in the example below.  Performance benchmarks for each component in the design, should be provided in the response. One holistic diagram of the environment per example is permissible.
Note:  Any other diagrams and pictures of text will be disregarded in the evaluation process.  
	5.1.2
	25

	The Tenderer will provide details in the response document (Max 1000 words)
	



	Component
	Environment
	CPU
	Memory (GB)
	Software/Engine Components
	Storage GB/TB
	Mark Available

	Web application
	Production
	8
	24
	Windows Server 2025 operating system with IIS 11+, ASP.Net 4.8,.Net Core 3.2 (migrating to .net 8 in future).
	600GB SSD
	5

	Database
	Production
	4
	32
	Microsoft SQL Server 2022 Web Edition, with reporting services.
	1.4TB SSD
	5

	Web application
	Pre-Production
	8
	24
	Windows Server 2022 operating system with IIS 11+, ASP.Net 4.8,.Net Core 3.2 (migrating to .net 8 in future).
	600GB SSD
	5

	Database
	Pre-Production
	4
	32
	Microsoft SQL Server 2019 Web Edition, with reporting services.
	1.4TB SSD
	5

	Web application

	UAT
	8
	8
	Windows Server 2025 operating system with IIS 11+, ASP.Net 4.8, .Net Core 7,.Net Core 3.2 (migrating to .net 8 in future).
	600GB SSD
	5

	Database

	UAT
	2
	4
	Microsoft SQL Server 2022 Web Edition, with reporting services.
	1.4TB SSD
	5

	Web application
	Staging
	8
	8
	Windows Server 2022 operating system with IIS 11+, ASP.Net 4.8, .Net Core 7., .Net Core 3.2 (migrating to .net 8 in future).
	600GB SSD
	5

	IaaS – Required Network Components
	

	1. High Availability
	- Multi availability zone HA deployment
- No single points of failure
- SLA documented
	5

	2. Inbound traffic architecture
	- DDoS protection enabled
- Layer 7 WAF
- Support for multiple websites behind same entry point (Public IP address)
- SSL Offloading, SNI routing based on Host header and path routing
- Health probes of backend pool servers
- Enterprise Grade WAF – E.g. – Palo Alto, F5 Big IP

	5

	3. Segmentation 
	- Network segmentation per Application (App1, App2, etc.)
- Network segmentation per App tier (Web, App, DB, API, etc.)
- Network segmentation per environment based on VRFs or equivalent (Production, UAT, Dev, Etc.).
- Explicit policy required for communication (Default deny of east/west traffic).
- Advance routing support to send traffic to firewall (service Graph or similar).
- Shared services.
	5

	4. East-West traffic control
	- Ability to enforce east/west filtering without forcing all traffic through a central firewall.
- Use of distributed controls (ACL or equivalent).
- Visibility into flows.
	5

	5. Hybrid connectivity
	- Two independent VPN connections to on-premises datacentres (Site-to-site or Private Circuit).
- Active/active failover.
- BGP support.
- Support for hybrid applications calling on-prem backends/APIs.
	5

	6. Egress security
	- Default deny outbound Internet.
- Centralised egress filtering.
- Logging of outbound flows.
- Data flow encryption
	5

	7. Routing and traffic engineering
	- Custom route tables
- Forced tunnelling capability
- Control over asymmetric routing
- BGP support
	5

	8. Admin access
	- Bastion access without public RDP/SSH
- MFA support

	5

	9. Observability (Monitoring)
	- Full logging of public requests
- Logs (East/West traffic Flow, WAF, VPN, Firewalls, etc.)
- Central log export
	5

	10. Private access to platform services
	- Private endpoints for storage, databases, key vault
- No public exposure of PaaS
	5


The Tenderer must provide managed options described in section 3.5 to provide the service. 




5.1.1 Proposed System Diagram IaaS (CSP 1)
	Component
	Description

	System Diagram
	Detailed system diagram of the IaaS solution CSP 1

	The Tenderer will provide a system diagram of the proposed IaaS solution using CSP 1 in the space provided below;

	(Insert Diagram) 


5.1.2 Proposed System Description IaaS (CSP 1)
		Component
	Description




	Description of Environment
	Tenderer to provide a Detailed description of the proposed IaaS CSP 1 environment outlining an overview of the various components outlined in the example provided in Appendix 1, Section 2.1 of the RFT document.  

Performance benchmarks for each component in the design, should be provided in the response. One holistic diagram of the environment per example is permissible.
Note:  Any other diagrams and pictures of text will be disregarded in the evaluation process.  

	The Tenderer will provide details Max 1000 words in the space provided below;

	(Insert Response)


5.1.3 Proposed Fully Managed Service IaaS (CSP 1)
		Component
	Description




	Fully Managed Service Proposal Covering all Sections of 3.5
	Tenderer to provide a Detailed description of the proposed IaaS Fully Managed Service for CSP 1 environment outlining all the components defined in Section 2.4 of the RFT document.  
Note:  Any other diagrams and pictures of text will be disregarded in the evaluation process.  

	The Tenderer will provide details Max 1000 words in the space provided below;

	(Insert Response)


5.1.4 Proposed Co- Managed Service IaaS (CSP 1)
		Component
	Description




	Co-Managed Service Proposal Covering all Sections of 3.5
	Tenderer to provide a Detailed description of the proposed IaaS Co-Managed Service for CSP 1 environment outlining all the components defined in Section 2.4 of the RFT document.  
Note:  Any other diagrams and pictures of text will be disregarded in the evaluation process.  

	The Tenderer will provide details Max 1000 words in the space provided below;

	(Insert Response)




5.1.5 Proposed System Diagram IaaS (CSP 2)
	Component
	Description

	System Diagram
	Detailed system diagram of the IaaS solution CSP 2

	The Tenderer will provide a system diagram of the proposed IaaS solution using CSP 2 in the space provided below;

	(Insert Diagram) 


5.1.6 Proposed System Description IaaS (CSP 2)
		Component
	Description




	Description of Environment
	Tenderer to provide a Detailed description of the proposed IaaS CSP 2 environment outlining an overview of the various components outlined in the example provided in Appendix 1, Section 2.1 of the RFT document.  

Performance benchmarks for each component in the design, should be provided in the response. One holistic diagram of the environment per example is permissible.
Note:  Any other diagrams and pictures of text will be disregarded in the evaluation process.  

	The Tenderer will provide details Max 1000 words in the space provided below;

	(Insert Response)


5.1.7 Proposed Fully Managed Service IaaS (CSP 2)
		Component
	Description




	Fully Managed Service Proposal Covering all Sections of 3.5
	Tenderer to provide a Detailed description of the proposed IaaS Fully Managed Service for CSP 2 environment outlining all the components defined in Section 2.4 of the RFT document.  
Note:  Any other diagrams and pictures of text will be disregarded in the evaluation process.  

	The Tenderer will provide details Max 1000 words in the space provided below;

	(Insert Response)


5.1.8 Proposed Co- Managed Service IaaS (CSP 2)
		Component
	Description




	Co-Managed Service Proposal Covering all Sections of 3.5
	Tenderer to provide a Detailed description of the proposed IaaS Co-Managed Service for CSP 2 environment outlining all the components defined in Section 2.4 of the RFT document.  
Note:  Any other diagrams and pictures of text will be disregarded in the evaluation process.  

	The Tenderer will provide details Max 1000 words in the space provided below;

	(Insert Response)


5.2 Sample PaaS Requirements: (130 Marks)
The table below represents a sample PaaS environment.  The Tenderer must provide Two (2) designs from different CSPs using this example.  
	Component
	Description
	Response Document Location
	Marks Available

	System Diagram
	Detailed system diagram of the PaaS solution
	3.2.1
	20

	Description of Environment
	Detailed description of the proposed PaaS environment outlining an overview of the various components outlined in the example below.  Performance benchmarks for each component in the design, should be provided in the response.  
Note:  Diagrams and pictures of text will be disregarded in response document.  
	3.2.2
	25

	The Tenderer will provide details in the response document (Max 1000 words)
	



	Component
	Environment
	CPU
	Memory (GB)
	Software/Engine Components
	Storage GB/TB
	Marks Available

	Web application
	Production
	8
	24
	To be provided by Tenderer
	600GB SSD
	5

	Database
	Production
	4
	32
	To be provided by Tenderer
	1.4TB SSD
	5

	Web application
	Pre-Production
	8
	24
	To be provided by Tenderer
	600GB SSD
	5

	Database
	Pre-Production
	4
	32
	To be provided by Tenderer
	1.4TB SSD
	5

	Web application

	UAT
	8
	8
	To be provided by Tenderer
	600GB SSD
	5

	Database

	UAT
	2
	4
	To be provided by Tenderer
	1.4TB SSD
	5

	Web application
	Staging
	8
	8
	To be provided by Tenderer
	600GB SSD
	5

	
PaaS Network based Components
	

	1. High Availability
	- Multi availability zone HA deployment
- No single points of failure
- SLA documented
	5

	2. Inbound traffic architecture
	- DDoS protection enabled
- Layer 7 WAF
- Support for multiple websites behind same entry point (Public IP address)
- SSL Offloading, SNI routing based on Host header and path routing
- Health probes of backend pool servers
- Enterprise Grade WAF – E.g. – Palo Alto, F5 Big IP

	5

	3. Segmentation 
	- Network segmentation per Application (App1, App2, etc.)
- Network segmentation per App tier (Web, App, DB, API, etc.)
- Network segmentation per environment based on VRFs or equivalent (Production, UAT, Dev, Etc.)
- Explicit policy required for communication (Default deny of east/west traffic)
- Advance routing support to send traffic to firewall (service Graph or similar)
- Shared services
	5

	4. East-West traffic control
	- Ability to enforce east/west filtering without forcing all traffic through a central firewall
- Use of distributed controls (ACL or equivalent)
- Visibility into flows
	5

	5. Hybrid connectivity
	- Two independent VPN connections to on-premises datacentres (Site-to-site or Private Circuit)
- Active/active failover
- BGP support
- Support for hybrid applications calling on-prem backends/APIs.
	5

	6. Egress security
	- Default deny outbound Internet
- Centralised egress filtering
- Logging of outbound flows
- Data flow encryption
	5

	7. Routing and traffic engineering
	- Custom route tables
- Forced tunnelling capability
- Control over asymmetric routing
- BGP support
	5

	8. Admin access
	- Bastion access without public RDP/SSH
- MFA support
	5

	9. Observability (Monitoring)
	- Full logging of public requests
- Logs (East/West traffic Flow, WAF, VPN, Firewalls, etc.)
- Central log export
	5

	10. Private access to platform services
	- Private endpoints for storage, databases, key vault
- No public exposure of PaaS
	5




5.2.1 Proposed System Diagram PaaS (CSP 1)
	Component
	Description

	System Diagram
	Detailed system diagram of the PaaS solution CSP 1

	The Tenderer will provide a system diagram of the proposed PaaS solution using CSP 1 in the space provided below;

	(Insert Diagram) 



5.2.2 Proposed System Description PaaS (CSP 1)
		Component
	Description




	Description of Environment
	Tenderer to provide a Detailed description of the proposed PaaS CSP 1 environment outlining an overview of the various components outlined in the example provided in Appendix 1, Section 2.2 of the RFT document.  

Performance benchmarks for each component in the design, should be provided in the response. One holistic diagram of the environment per example is permissible.
Note:  Any other diagrams and pictures of text will be disregarded in the evaluation process.  

	The Tenderer will provide details Max 1000 words in the space provided below;

	(Insert Response)


5.2.3 Proposed Fully Managed Service PaaS (CSP 1)
		Component
	Description




	Fully Managed Service Proposal Covering all Sections of 3.5
	Tenderer to provide a Detailed description of the proposed PaaS Fully Managed Service for CSP 1 environment outlining all the components defined in Section 2.4 of the RFT document.  
Note:  Any other diagrams and pictures of text will be disregarded in the evaluation process.  

	The Tenderer will provide details Max 1000 words in the space provided below;

	(Insert Response)


5.2.4 Proposed Co- Managed Service PaaS (CSP 1)
		Component
	Description




	Co-Managed Service Proposal Covering all Sections of 3.5
	Tenderer to provide a Detailed description of the proposed PaaS Co-Managed Service for CSP 1 environment outlining all the components defined in Section 2.4 of the RFT document.  
Note:  Any other diagrams and pictures of text will be disregarded in the evaluation process.  

	The Tenderer will provide details Max 1000 words in the space provided below;

	(Insert Response)




5.2.5 Proposed System Diagram PaaS (CSP 2)
	Component
	Description

	System Diagram
	Detailed system diagram of the PaaS solution CSP 2

	The Tenderer will provide a system diagram of the proposed PaaS solution using CSP 2 in the space provided below;

	(Insert Diagram) 


5.2.6 Proposed System Description PaaS (CSP 2)
		Component
	Description




	Description of Environment
	Tenderer to provide a Detailed description of the proposed PaaS CSP 2 environment outlining an overview of the various components outlined in the example provided in Appendix 1, Section 2.2 of the RFT document.  

Performance benchmarks for each component in the design, should be provided in the response. One holistic diagram of the environment per example is permissible.
Note:  Any other diagrams and pictures of text will be disregarded in the evaluation process.  

	The Tenderer will provide details Max 1000 words in the space provided below;

	(Insert Response)


5.2.7 Proposed Fully Managed Service PaaS (CSP 2)
		Component
	Description




	Fully Managed Service Proposal Covering all Sections of 3.5
	Tenderer to provide a Detailed description of the proposed PaaS Fully Managed Service for CSP 2 environment outlining all the components defined in Section 2.4 of the RFT document.  
Note:  Any other diagrams and pictures of text will be disregarded in the evaluation process.  

	The Tenderer will provide details Max 1000 words in the space provided below;

	(Insert Response)


5.2.8 Proposed Co- Managed Service PaaS (CSP 2)
		Component
	Description




	Co-Managed Service Proposal Covering all Sections of 3.5
	Tenderer to provide a Detailed description of the proposed PaaS Co-Managed Service for CSP 2 environment outlining all the components defined in Section 2.4 of the RFT document.  
Note:  Any other diagrams and pictures of text will be disregarded in the evaluation process.  

	The Tenderer will provide details Max 1000 words in the space provided below;

	(Insert Response)



5.3 Sample AI Cloud Based Requirements: (100 Marks) 
The CA requires provision of AI Cloud Based Services to enable AI development and the future production of AI-enabled applications.
The table below sets out sample requirements for AGS AI cloud landing zones to be referenced in the provision of the Managed Cloud Service. 
The Tender will use the example below for completion of the Tenderer Response Document.
	AI Compute Component (100 Marks)

	Marks Available

	VM Size
	Standard_NC4as_T4_v3 or Similar
	N/A

	GPU 
	1x NVIDIA T4 (16 GB VRAM) or Similar
	N/A

	vCPUs
	4
	N/A

	RAM
	28 GB
	N/A

	OS
	Windows Server 2022 Datacentre
	N/A

	OS Disk 
	128 GB Premium SSD (P10)
	N/A

	Response time
	2-5 seconds per query
	10



	Component
	Enterprise Search & LLM
	AI-enabled Cloud Data Platform
	Marks Available

	Data ingestion
	OCR, PII handling, metadata
	OCR, PII handling, metadata
	N/A

	Indexing & retrieval
	RAG-based search
	Conversational search and chat-bot integration
	10

	LLM build
	Secure model hosting
	Secure model hosting
	10

	Platform options
	AWS/Azure/
Google
	AWS, Azure, Google
	5

	Security & privacy
	Access controls, auditability
	Access controls, auditability
	5

	
	

	Control Area
	Requirement
	

	Testing
	Bias, fairness, robustness, and accuracy testing
	10

	Monitoring
	KPIs for drift, performance, and usage
	5

	Auditability
	Model cards, data sheets, change logs
	5

	Incident Response
	Escalation routes and rollback procedures
	5

	Compliance
	Evidence packs and reporting for oversight
	5

	
	
	

	Scenario
	Required Technical Components
	

	Enterprise Search and LLM (RAG)
	Data ingestion (OCR/ PII/ metadata), indexing & retrieval, LLM build, platform options, security & privacy.
	10

	AI-enabled Cloud Data Platform
	Data ingestion (OCR/ PII/ metadata), indexing & retrieval, LLM build, platform options, security & privacy.
	10

	Digital Human
	Phased integration into AI projects; secure interactive interface for internal services and training.
	10



5.3.1 Proposed AI Cloud Based Services (CSP 1)
	Component
	Description

	System Diagram
	Detailed system diagram of the AI Cloud Based Services solution CSP 1

	The Tenderer will provide a system diagram of the proposed AI Cloud Based Services solution using CSP 1 in the space provided below;

	(Insert Diagram) 


5.3.2 Proposed AI Cloud Based Services (CSP 1)
		Component
	Description




	Description of Environment
	Tenderer to provide a Detailed description of the proposed AI Cloud Based Service CSP 1 environment outlining an overview of the various components outlined in the example provided in Appendix 1, Section 2.3 of the RFT document.  

Performance benchmarks for each component in the design, should be provided in the response. One holistic diagram of the environment per example is permissible.
Note:  Any other diagrams and pictures of text will be disregarded in the evaluation process.  

	The Tenderer will provide details Max 1000 words in the space provided below;

	(Insert Response)




5.3.3 Proposed Fully Managed AI Cloud Based Services (CSP 1)
		Component
	Description




	Fully Managed Service Proposal Covering all Sections of 3.5
	Tenderer to provide a Detailed description of the proposed AI Cloud Based Fully Managed Service for CSP 1 environment outlining all the components defined in Section 2.4 of the RFT document.  
Note:  Any other diagrams and pictures of text will be disregarded in the evaluation process.  

	The Tenderer will provide details Max 1000 words in the space provided below;

	(Insert Response)





5.3.4 Proposed Co- Managed AI Cloud Based Services (CSP 1)
		Component
	Description




	Co-Managed Service Proposal Covering all Sections of 3.5
	Tenderer to provide a Detailed description of the proposed AI Cloud Based Co-Managed Service for CSP 1 environment outlining all the components defined in Section 2.4 of the RFT document.  
Note:  Any other diagrams and pictures of text will be disregarded in the evaluation process.  

	The Tenderer will provide details Max 1000 words in the space provided below;

	(Insert Response)




5.3.5 Proposed System Diagram AI Cloud Based Services (CSP 2)
	Component
	Description

	System Diagram
	Detailed system diagram of the AI Cloud Based Service  solution CSP 2

	The Tenderer will provide a system diagram of the proposed AI Cloud Based solution using CSP 2 in the space provided below;

	(Insert Diagram) 



5.3.6 Proposed System Description AI Cloud Based Services (CSP 2)
		Component
	Description




	Description of Environment
	Tenderer to provide a Detailed description of the proposed AI Cloud Based Service CSP 2 environment outlining an overview of the various components outlined in the example provided in Appendix 1, Section 2.3 of the RFT document.  

Performance benchmarks for each component in the design, should be provided in the response. One holistic diagram of the environment per example is permissible.
Note:  Any other diagrams and pictures of text will be disregarded in the evaluation process.  

	The Tenderer will provide details Max 1000 words in the space provided below;

	(Insert Response)


5.3.7 Proposed Fully Managed AI Cloud Based Services (CSP 2)
		Component
	Description




	Fully Managed Service Proposal Covering all Sections of 3.5
	Tenderer to provide a Detailed description of the proposed AI Cloud Based Fully Managed Service for CSP 2 environment outlining all the components defined in Section 2.4 of the RFT document.  
Note:  Any other diagrams and pictures of text will be disregarded in the evaluation process.  

	The Tenderer will provide details Max 1000 words in the space provided below;

	(Insert Response)


5.3.8 Proposed Co- Managed AI Cloud Based Services (CSP 2)
		Component
	Description




	Co-Managed Service Proposal Covering all Sections of 3.5
	Tenderer to provide a Detailed description of the proposed AI Cloud Based Co-Managed Service for CSP 2 environment outlining all the components defined in Section 2.4 of the RFT document.  
Note:  Any other diagrams and pictures of text will be disregarded in the evaluation process.  

	The Tenderer will provide details Max 1000 words in the space provided below;

	(Insert Response)




5.4 Managed Cloud Service Build Requirements (50 Marks)
	5.4.1 Managed Cloud Service Build
	Marks Available

	Build of Landing Zone
	Describe how the initial build of the ‘Landing Zone’ will be implemented to cater for section 5.1,5.2,5.3 described above..
	

	
	· Provide the following for each stage of the project
· Timelines involved
· Project Plan & milestones
· Resource levels for tasks
· Roles of CA and the tenderer by means of a RACI matrix 
· Overall Project Governance approach
· Costings for Project Personnel ( to be provided in the Costings Workbook )
	50

	The Tenderer will provide details of how they propose to Build out the solutions in sections 5.1,5.2,5.3 (Max 400 words)
Note: No diagrams, or pictures of text permitted in this section
	

	(Insert Response)




5.5 Managed Cloud Service Provider Requirements (230 Marks)
The Tenderer shall provide the CA with a choice of the following management options; Fully Managed Public Cloud Consulting and Managed Service Provider(PCCMSP) and Partially Managed by PCCMSP and CA (Co-Managed for all the examples listed in section 5.1, 5.2, 5.3. The services specific to the sample environment must be completed in this Tender Response Document.
The PCCMSP shall provide services that enhance the operational, security, and cost efficiency of the cloud environment. The proposed services must demonstrate clear value beyond the native capabilities of the underlying cloud platform.

The Tenderer must describe how their Managed Service offering will deliver operational management, security governance, cost optimisation and continuous improvement of the proposed cloud environment.

	5.5.1 Cloud Architecture and Platform Governance 

	Marks Available

	The PCCMSP will provide a Cloud Architecture and maintain the Required Platform Governance:

	The Tenderer will Implement, Maintain and evolve the AGS cloud architecture and landing zone including the following:
	

	
	· Implement governance policies covering:
· Identity and access management (2FA)
· Resource tagging and policy enforcement
· Network segmentation
· Security baseline controls

	20

	
	· Detail architectural guidance for new workloads
	

	
	· Outline how Tenderer will align with recognised cloud best practices (NIS2, CSA, ISO, CIS)
	

	
	· Provide Cloud architecture documentation for proposed system
	

	
	· Provide Governance framework documentation
	

	
	· Carryout Architecture review reports (minimum quarterly)
	

	The Tenderer must provide details of how the Tenderer will Implement, Maintain and evolve the AGS cloud architecture and landing zone, below (Max 600 words).
Note: No diagrams, or pictures of text permitted in this section
	

	(Insert Response)


	(Insert Response)







	5.5.2 Monitoring, Incident and Service Operations

	Marks Available

	The PCCMSP will provide 24×7 operational management of the cloud environment.

	The following Management Tasks must be included:
	

	
	· Infrastructure and platform monitoring
	20

	
	· Incident detection, triage, and resolution
	

	
	· Problem management and root cause analysis
	

	
	· Change and release management support
	

	
	· Operational monitoring dashboards to be created
	

	
	· Provision of Incident and problem management reports
	

	
	· Provision of Monthly service performance reports
	

	The Tenderer will provide details of how the Tenderer will provide Management of the Cloud Environment below (Max 400 words).
Note: No diagrams, or pictures of text permitted in this section
	

	(Insert Response)



	5.5.3 Security Operations and Compliance

	Marks Available

	The PCCMSP will operate security controls across the cloud environment consistent with security standards (ISO 27001 and NIS2).

	Services must include the provision of the following:
	

	
	· Security monitoring and alerting
	20

	
	· Vulnerability scanning and remediation
	

	
	· Patch management
	

	
	· Identity and access governance
	

	
	· Compliance reporting
	

	
	The PCCMSP must demonstrate support for regulatory and security frameworks including:
	

	
	· ISO 27001
	

	
	· NIS2
	

	
	· GDPR compliance obligations within the European Union
	

	The Tenderer will provide details of the proposed Security Controls below (Max 600 words).
Note: No diagrams, or pictures of text permitted in this section.
	

	(Insert Response)



	5.5.4 Cloud Cost Management and Optimisation (Financial Operations)

	Marks Available

	The PCCMSP will actively manage cloud consumption to maximise cost efficiency.

	The PCCMSP will provide the following capabilities:
	

	
	· Cloud usage monitoring
	50

	
	· Cost forecasting and budgeting
	· 

	
	· Cost of any adds/move/changes to workloads
	· 

	
	· Any cap or penalty for the numbers of L1, L2, L3 alerts raised
	· 

	
	· Resource rightsizing
	· 

	
	· Reserved capacity optimisation strategies
	· 

	
	· Monthly cost and utilisation reports
	· 

	
	· Cost optimisation recommendations
	· 

	
	· Financial forecasting reports
	· 

	The Tenderer will provide details of how the Tenderer will actively manage cloud consumption to maximise cost efficiency below (Max 400 words).
Note: No diagrams, or pictures of text permitted in this section
	

	(Insert Response)


	5.5.5 Automation and DevOps Enablement

	Marks Available

	The PCCMSP will provide automation capabilities designed to improve operational efficiency and deployment reliability.
	Capabilities must include:
	10

	
	· Infrastructure as Code
	· 

	
	· Automated provisioning
	· 

	
	· Continuous integration, continuous delivery and continuous security (CI/CD/CS) enablement
	· 

	
	· Automated remediation of operational issues where appropriate
	· 

	The Tenderer will provide details of how the Tenderer will provide automation capabilities designed to improve operational efficiency and deployment reliability below (Max 400 words).
Note: No diagrams, or pictures of text permitted in this section
	

	(Insert Response)


	5.5.6 Continuous Service Improvement 

	Marks Available

	The PCCMSP must demonstrate a structured approach to improving the performance, security, and efficiency of the cloud environment.
	The PCCMSP must include the following:
	10

	
	· Quarterly service review meetings
	· 

	
	· Continuous improvement plans
	· 

	
	· Technology roadmap recommendations
	· 

	
	· Identification of innovation opportunities
	· 

	The Tenderer will provide details of how the Tenderer will provide Continuous Service Improvements below (Max 400 words).
Note: No diagrams, or pictures of text permitted in this section
	

	(Insert Response)


	5.5.7. Service Levels and Performance Management 

	Marks Available

	The Tenderer is to provide a fully operational and appropriately manned service desk based on ITIL Standards which will provide operational support to the CA.

	The Tenderer will provide the Level 1 (L1), Level 2 (L2), and Level 3 (L3) lines of support.
	20

	
	· Service desk support will include: 
· A staffed service desk during office hours which are Mon-Fri, 9:00am to 5:00pm Irish time, excluding public holidays.
	

	
	Tenderer will describe how the response to P1 and P2 incidents and security incidents are handled 24/7/365. 
· AGS requires the following Response and Fix times be achieved for issues relating to the solution components:
· Severity P1 Critical issues - a software/hardware issue that AGS considers a significant threat to the Confidentiality, Integrity or Availability of the systems. Escalation of a Major issue not resolved within 24 hours of a call being logged.
· Initial Response – 20 minutes
· Recovery Time Objective (RTO) of 4 hours from initial call
· Severity P2 Major issues - Software or hardware failure that causes a degradation greater than 50% in service A minor issue escalated if not resolved within 48 hours
· Initial response – 20 minutes
· RTO of 8 hours from initial call
· Severity P3 Minor issues - Software or hardware failure that causes a minor degradation in service. A solution capability query.
· Initial response 4 hours
· RTO of 48 hours from initial call
	· 

	
	· Tenderer will describe how Level 1 (L1) , Level 2 (L2) and Level 3 (L3) Alerts are handled 24 /7/365.
	· 

	
	· The Tenderer will Enable Integration with AGS Service Now platform
	· 

	The Tenderer must provide details of service levels covering:
	· All Incident response times
	10

	
	· All Incident resolution targets
	· 

	
	· Monitoring coverage
	· 

	
	· System availability targets
	· 

	
	· Escalation procedures
	

	The Tenderer will provide details of the Services levels below ensuring to include SLA response times (Max 800 words).
Note: No diagrams, or pictures of text permitted in this section
	

	(Insert Response)























	5.5.8 Maintaining Cloud Environment 

	Marks Available

	The PCCMSP must provide continuous monitoring, patching, updating, optimisation and support of the cloud environment.
	The PCCMSP must provide proactive and reactive maintenance covering the following :
	


























50

	
	· Compute and Infrastructure Layer
· OS patching and updates
· Instance health monitoring
· Scaling configuration tuning
· Availability and failover setup
	· 

	
	· Networking and Connectivity
· Network configuration management
· Firewall rule updates
· Connectivity monitoring
· Load balancer optimisation
	· 

	
	· Storage and Data Services
· Backup scheduling and validation
· Storage lifecycle management
· Data replication configuration
· Storage performance tuning
	· 

	
	· Identity and Access Management (IAM)
· Role and permission reviews
· Access audits
· Credential rotation
· Enforcement of least privilege
	· 

	
	· Security Controls and Tooling
· Security alert monitoring
· Vulnerability remediation
· Patch compliance
· Security policy enforcement
	· 

	
	· Monitoring, Logging, and Observability
· Alert tuning (reduce noise)
· Log retention management
· Dashboard maintenance
· Incident correlation
	· 

	
	· Backup and Disaster Recovery (DR)
· Backup verification
· DR testing (failover drills)
· Recovery time objective (RTO) validation
· Recovery point objective (RPO) compliance
	· 

	
	· Cost Management and Resource Optimisation
· Rightsizing resources
· Removing unused assets
· Scheduling shutdowns
· Cost anomaly detection
	· 

	
	· Automation and Configuration Management
· Updating automation scripts
· Maintaining CI/CD pipelines
· Version control of infrastructure
· Ensuring configuration consistency
	· 

	
	· Governance and Policy Enforcement
· Policy enforcement
· Compliance monitoring
· Audit preparation
· Governance reporting
	· 

	The Tenderer will provide details below of how the Tenderer proposes Maintaining the Cloud Environment, ensuring the tenderer covers all aspects of maintenance documented in this section 5.5.8 (Max 1500 words).
Note: One diagram permitted in this section.  Pictures of text not permitted in this section
	

	(Insert Response)


5.5.9 RACI Matrix (20 Marks)
The following RACI- style responsibility matrices defines the allocation of responsibilities between the CA and the Public Cloud Consulting and Managed Service Provider (PCCMSP) under both a Fully Managed and Co-Managed service model.

	Activity	/ Service Area
	Fully Managed 
	Co-Managed            

	
	CA
	PCCMSP
	CA
	PCCMSP

	Infrastructure Provisioning
	I
	A/R
	A/R
	I

	Network Configuration
	I
	A/R
	C
	A/R

	Business ownership of applications
	I
	A/R
	C
	A/R

	Cloud landing platform operations
	I
	A/R
	R
	R

	Infrastructure monitoring
	I
	A/R
	R
	R

	Operating system administration
	I
	A/R
	C
	A/R

	IIS administration
	I
	A/R
	C
	A/R

	Firewall management
	I
	A/R
	C
	A/R

	Load balancer management
	I
	A/R
	A/R
	R

	Backup operations and restore testing
	I
	A/R
	C
	A/R

	Disaster recovery execution
	C
	A/R
	C
	A/R

	Security monitoring and alerting
	I
	A/R
	R
	R

	Vulnerability management
	I
	A/R
	C
	A/R

	Patch management
	I
	A/R
	A/R
	R

	Service desk and incident management
	I
	A/R
	A/R
	C

	Change management implementation
	C
	A/R
	A/R
	C

	Security policy definition
	A/R
	C
	A/R
	R

	Identity governance and RBAC policy
	A/R
	C
	C
	A/R

	Compliance and audit coordination
	A
	R
	A/R
	C

	Third-party vendor coordination
	I
	A/R
	A/R
	R

	Data classification and governance
	A/R
	C
	A/R
	I

	Exit management and transition-out
	C
	A/R
	C
	A/R


Key: R = Responsible, A = Accountable, C = Consulted, I = Informed
The Tenderer will define both responsibilities for a Managed and Co –Managed Cloud Service using a RACI style matrix in the space provided below:(Insert RACI Response)

5.6 Managed Cloud Service Provider Additional Support and Maintenance (10 Marks)
The PCCMSP will be providing access to multiple CSP environments, any additional costs not covered by the PCCMSP must be provided to the CA to enable proper cost management. 

	5.6 Public Cloud Consulting and Managed Cloud Service Provider Additional Support and Maintenance
	Marks Available

	Tenderer will provide a table with all  additional costings required to provide the Additional Support and Maintenance Services for the Managed Cloud Environment for the term of the Tender
	10

	Note:  If applicable, CSP support plans must be included.
	

	The Tenderer will provide details below (Max 600 words)
Note: No diagrams, or pictures of text permitted in this section
	

	(Insert Response)



5.7 Innovation and Continuous Improvement (50 marks) 
The CA recognises that the PCCMSP may offer new innovations and service enhancements beyond the mandatory requirements defined in this tender.
Tenderers are invited to propose value-added services and innovations that enhance the overall effectiveness, efficiency, security and strategic value of the proposed cloud environment.
	5.7 Innovation and Continuous Improvement 

	Marks Available

	Tenderers must clearly document any proposed innovations using the following structure.

	The PCCMSP will provide the following:
	50

	
	· Description of the innovation / Service
· Clear explanation of the proposed innovation
	· 

	
	· Business Value and Outcomes
· Measurable benefits (e.g. cost reduction, risk reduction, performance improvement)
	· 

	
	· Implementation Approach
· How the service will be delivered and integrated
	· 

	
	· Dependencies and Assumptions
· Any prerequisites or constraints
	· 

	
	· Commercial Model
· Whether the service is:
· Included in the base price
· Provided at additional cost (with pricing details)
· Offered as a value-added inclusion at no extra charge
	· 

	
	· Evidence of Delivery Capability
· Include in Case studies, references, or prior experience
	· 

	The Tenderer will provide details in the response document (Max 500 words)
Note: One diagram permitted in this section.  Pictures of text not permitted in this section
	

	(Insert Response)
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