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	Basis of this document. A detailed specification of the GRIP examinations platform’s API capabilities is not currently available. This Appendix therefore describes the required integration at a generic, high level – sufficient for respondents to understand the boundary between the BIS and GRIP and to propose a suitable, flexible integration approach. The detailed interface design will be established with the successful tenderer during implementation, in cooperation with the GRIP supplier.




1. About this document
1.1 Purpose
This is Appendix B to the PHECC Business Information System (BIS) Specification. It provides the available technical and integration information relating to the existing examinations platform, known as GRIP, and the integration requirements that arise from the boundary between GRIP and the BIS. It is listed at section 13 of the RFT and is provided for information.
It should be read together with section 2.2 (what the BIS is not), section 6.2 (GRIP integration as a known constraint) and mandatory technical requirement MTR-10 of the Specification, which requires demonstrable capability to integrate with the existing examinations platform via API, including error handling and data synchronisation.
1.2 Status and how to use it
This Appendix is provided for information. It does not require a separate completed response. Tenderers respond to the integration requirement at MTR-10 of the Specification, describe their proposed integration approach in section B.2 of the Response Templates, and address the detailed integration requirements held in the Compliance Matrix (Appendix A).
A detailed specification of GRIP’s API capabilities is not currently available. This Appendix therefore sets out the integration at a generic, high level: it describes the boundary between the BIS and GRIP, the information expected to flow between them, and the standards-based expectations that any integration must meet. The detailed technical interface will be defined with the successful tenderer during implementation, working with PHECC and the GRIP supplier. Tenderers are accordingly asked to demonstrate their capability and to propose a flexible integration approach rather than to respond to a fixed interface specification. Any change to this Appendix during the live RFT window will be issued as an RFT Clarification through the eTenders messaging facility in accordance with section 5.3 of the RFT.
1.3 Relationship to other tender documents
	Document
	Relevance to this Appendix

	Specification
	Sections 2.2 and 6.2 (GRIP boundary), MTR-10 (mandatory integration requirement) and section 3.3 (migration of registrant–examination linkages).

	Compliance Matrix (Appendix A)
	Holds the detailed functional, non-functional and technical integration requirements, distributed across the Registration and Cross-module categories.

	Process Maps (Appendix C)
	Show where examination outcomes enter the registration and progression workflows.

	Draft Contract
	Service levels (Schedule D) and the data protection and security obligations that apply to any integration.


2. The system boundary between the BIS and GRIP
2.1 GRIP overview
GRIP is PHECC's existing examinations platform. It is not being replaced under this procurement and will continue to operate alongside the BIS. The BIS must integrate with GRIP via API but does not subsume, replace or duplicate its functionality. Tenderers may not assume that GRIP functionality can be replaced or absorbed.
2.2 What remains within GRIP
GRIP remains the system of record for the examinations function. In broad terms this covers the examination lifecycle and the determination of examination results. The precise scope of functions retained in GRIP, and the points at which they interface with the BIS, will be confirmed with the successful tenderer during implementation.
2.3 What sits within the BIS
The BIS is the system of record for the statutory register and the registrant lifecycle across the EMT, Paramedic, Advanced Paramedic and Cardiac First Responder divisions. The BIS consumes examination results and progression information from GRIP in order to maintain accurate registration status, and provides registrant identity information to GRIP so that examination records can be associated with the correct registrant.
2.4 Summary of the boundary
	Capability / record
	System of record
	Notes

	Statutory register and registrant master records
	BIS
	Single source of truth for registrant identity and status.

	Examination scheduling, sittings, marking and results
	GRIP
	Retained in GRIP; not replaced by the BIS.

	Examination results and progression applied to registration
	GRIP → BIS
	Results originate in GRIP and are consumed by the BIS.

	Registrant identity used to associate examination records
	BIS → GRIP
	Identity provided by the BIS to GRIP.


The integration maintains a single source of truth for registrant records, examination results and progression, consistent with section 2.1 of the RFT.
3. Integration principles
1. Single source of truth. The BIS is authoritative for registrant identity and registration status; GRIP is authoritative for examination results. Neither system duplicates the authoritative data of the other.
1. API-based and loosely coupled. Integration is achieved through defined interfaces rather than shared databases, so that each system can be maintained independently.
1. Coexistence, not replacement. The BIS operates alongside GRIP for the duration of the contract; GRIP functionality is out of scope for replacement.
1. Compliant by design. All data exchanged between the BIS and GRIP is subject to the mandatory technical requirements, in particular data residency within the EEA (MTR-02), encryption in transit and at rest (MTR-05), role-based access control (MTR-06) and tamper-evident audit logging (MTR-08).
4. Functional integration scope
The logical interfaces below describe the information that must flow between the BIS and GRIP. They are indicative and describe the integration at a functional level; the technical realisation is set out at section 5 and is subject to confirmation of GRIP's current capabilities.
	Ref
	Interface
	Direction
	Purpose and trigger

	INT-01
	Registrant identity
	BIS → GRIP
	Provide and maintain registrant identity and division so that examination records in GRIP are associated with the correct registrant. Triggered on creation or update of a registrant record.

	INT-02
	Examination results
	GRIP → BIS
	Provide finalised examination results (outcome, date and related detail) for application to registration status. Triggered when a result is finalised in GRIP.

	INT-03
	Progression / scope
	GRIP → BIS
	Provide progression and scope-of-practice events that affect a registrant's status or division. Triggered on a relevant progression event.

	INT-04
	Reconciliation
	BIS ↔ GRIP
	Periodic reconciliation and lookup to confirm that linked registrant and examination records remain consistent across both systems.


The interfaces above are illustrative. They describe the information flows PHECC expects between the BIS and GRIP so that respondents can understand and scope the integration. The actual set of interfaces, their direction and whether each operates on an event-driven or batch basis will be established with the successful tenderer and the GRIP supplier during implementation. Respondents should propose an approach flexible enough to accommodate variation in how these flows are realised.
5. Technical interface characteristics
The following characteristics describe how the integration is expected to be realised. Items marked mandatory are fixed positions derived from the mandatory technical requirements and apply regardless of the GRIP configuration. The remaining items will be established during implementation; for these, respondents should demonstrate the capability to support common, standards-based options and to adapt to what GRIP supports.
	Attribute
	Position

	Integration pattern
	API-based and loosely coupled (MTR-10).

	Protocols
	To be established during implementation. Respondents should be capable of supporting common web-service protocols (for example REST and/or SOAP) and of adapting to the protocol GRIP supports.

	Data formats
	To be established during implementation. Respondents should be capable of supporting common structured formats (for example JSON and/or XML).

	Authentication / authorisation
	To be established during implementation. Respondents should be capable of supporting standard, secure authentication mechanisms (for example OAuth 2.0, mutual TLS or API keys).

	Transport security
	Mandatory – TLS 1.2 or higher; encryption in transit (MTR-05).

	Data at rest
	Mandatory – encryption at rest (MTR-05).

	Data residency
	Mandatory – all personal data processed and stored within the EEA (MTR-02).

	Environments
	Mandatory – separate production, test and training environments on the BIS side (MTR-14). The availability of a corresponding GRIP non-production endpoint for integration testing will be established during implementation.

	Endpoints, throughput, availability
	GRIP endpoint details, any rate limits, and availability or maintenance windows will be established with the GRIP supplier during implementation.


6. Data synchronisation and error handling
MTR-10 requires demonstrable capability for error handling and data synchronisation. The following expectations apply to the integration and tenderers should describe their approach to each in section B.2 of the Response Templates.
1. Synchronisation model: a defined model for keeping registrant and examination records consistent across the two systems, with the timing model (near-real-time / event-driven or scheduled batch) confirmed against GRIP's capabilities.
1. Reliability: idempotent processing of messages, retry with back-off for transient failures, and handling of messages that cannot be processed so that no result or progression event is silently lost.
1. Reconciliation: a periodic reconciliation process that detects and reports discrepancies between linked records in the BIS and GRIP.
1. Error detection and alerting: monitoring of the interfaces, with alerting to PHECC-nominated staff on integration failure.
1. Audit: tamper-evident logging of integration activity, consistent with MTR-08, sufficient to evidence what was exchanged and when.
GRIP’s supported synchronisation mechanism (for example webhooks or callbacks, polling, or scheduled batch exchange) will be confirmed during implementation. Respondents should therefore describe an approach capable of supporting both event-driven and batch synchronisation.
7. Data exchanged
The following data elements are expected to be exchanged across the interfaces at section 4. The list is indicative and is provided so that tenderers can scope the integration; the definitive field set will be confirmed against GRIP.
	Data element
	Direction
	Notes

	PHECC registration identifier
	BIS → GRIP
	Key used to associate examination records with a registrant.

	Registrant name and identity details
	BIS → GRIP
	Personal data – minimised to what GRIP requires.

	Division (EMT / Paramedic / Advanced Paramedic / Cardiac First Responder)
	BIS → GRIP
	Determines applicable examinations.

	Examination identifier and type
	GRIP → BIS
	Identifies the examination to which a result relates.

	Examination result and result date
	GRIP → BIS
	Applied to registration status / progression in the BIS.

	Progression / scope-of-practice outcome
	GRIP → BIS
	Where an outcome affects division or status.


All personal data exchanged is subject to GDPR and the Data Protection Acts 1988 to 2018 (MTR-03) and to the EEA residency requirement (MTR-02). The definitive field-level data set for each interface will be agreed with the successful tenderer during implementation.
8. Security, data protection and non-functional requirements
The integration is subject to the same mandatory technical requirements as the wider BIS. The following apply directly to the GRIP integration:
1. MTR-02 – all personal data exchanged and stored within the EEA, including by any sub-processor.
1. MTR-03 – compliance with GDPR and the Data Protection Acts 1988 to 2018.
1. MTR-05 – encryption of personal and sensitive data in transit and at rest.
1. MTR-06 and MTR-07 – role-based access control, and multi-factor authentication for administrative and privileged access to integration tooling.
1. MTR-08 – tamper-evident audit logging of integration data access and activity.
1. MTR-15 – data, configuration and audit records related to the integration extractable in open, non-proprietary formats to support transition.
1. MTR-16 – the integration covered by documented business continuity and disaster recovery, consistent with the stated RTO and RPO.
Service availability for the BIS is a minimum of 99.9% per month excluding scheduled maintenance, as set out in section 6.11 of the Specification and Schedule D of the Draft Contract; the integration must be designed so as not to undermine that commitment.
9. Interaction with data migration
Section 3.3 of the Specification includes, within the migration scope, the linkages between registrant records and examination data held in GRIP. At each phase go-live the registrant-to-examination linkage must be preserved so that historical examination outcomes remain correctly associated with the migrated registrant records. This first applies at Phase 1, which covers Registration and Recognition of Qualifications. Tenderers address migration capability at MTR-09 and describe their migration approach in the Submission.
10. Constraints and assumptions
1. GRIP is not replaced or absorbed under this procurement (Specification section 6.2).
1. A detailed specification of GRIP’s API capabilities is not currently available. The successful tenderer will work with PHECC and the GRIP supplier to define and deliver the interface during implementation.
1. Respondents must therefore propose a flexible, standards-based integration approach and must not assume a particular GRIP technical implementation.
1. The integration is limited to the capabilities GRIP exposes. Changes to GRIP itself are outside the scope of this procurement unless separately agreed by PHECC.
1. PHECC will confirm the authoritative source for any record shared between the two systems.
11. What tenderers must do
1. Declare full compliance (FC) with MTR-10. As a mandatory technical requirement, any response other than FC results in exclusion from the competition under section 7.2 of the RFT, regardless of overall score.
1. Describe the proposed integration approach for GRIP in section B.2 of the Response Templates, including the synchronisation model, error handling and reconciliation.
1. Respond to the detailed integration requirements held in the Compliance Matrix (Appendix A) across the Registration and Cross-module categories.
1. Flag, in the Response Templates and the Compliance Matrix, any way in which the proposed approach materially affects a known constraint, in line with section 6.1 of the Specification.
12. Matters to be established during implementation
Because a detailed specification of GRIP’s API capabilities is not currently available, the following matters will be established jointly by the successful tenderer, PHECC and the GRIP supplier during implementation. They are listed here so that respondents understand the scope of the integration discovery and can reflect it in their proposed approach and implementation plan.
	Ref
	Matter
	Reference

	I-01
	Scope of functions retained in GRIP and their interface points with the BIS
	2.2

	I-02
	The actual interfaces, their direction and event-driven or batch nature
	4

	I-03
	Protocols, data formats and authentication mechanism supported by GRIP
	5

	I-04
	Availability of a GRIP non-production endpoint for integration testing
	5

	I-05
	GRIP endpoint details, rate limits and availability / maintenance windows
	5

	I-06
	Supported synchronisation mechanism (event-driven or batch)
	6

	I-07
	Definitive field-level data set for each interface
	7


13. Raising clarifications
Tenderers who require clarification on this Appendix must raise it through the eTenders messaging facility within the clarification window. The deadline for clarification questions is 29 June 2026 at 12:00 noon (Irish time), as set out in the RFT indicative timetable. Questions and PHECC's responses will be managed in accordance with the RFT.
14. Document version control
This Appendix is published as part of the tender pack alongside the RFT and the Specification on eTenders. Any subsequent changes during the live RFT window will be issued as RFT Clarifications via the eTenders messaging facility, in accordance with section 5.3 of the RFT.
	Version
	Date
	Author
	Summary

	v1.0
	5 June 2026
	PHECC ICT
	Issued with the tender pack. High-level integration information; detailed interface to be established during implementation.


Defined terms used in this Appendix (including BIS, GRIP, MTR, RoQ, RI/ATI, SaaS, RTO and RPO) have the meanings given in the glossary at section 8 of the Specification.
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