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daa plc
Dublin Airport
Co. Dublin

THIS AGREEMENT is made the         th day of 

BETWEEN:

daa plc, a public limited company registered number 9401, whose registered office is at Three The Green, Dublin Airport Central, Dublin Airport, Swords, Co. Dublin, K67 CC01, Ireland (“daa”), 

AND

TBA,, registered in TBA, registered number TBA, whose principal place of business is at TBA (the “Supplier”), 


WHEREAS:

A.	daa wishes to implement a CUSS and CUPPs solution Dublin Airport and Cork Airport (P20883). In that regard daa wishes to appoint a provider capable of supplying the Solution (as later defined in this Agreement) and associated services to daa. 

B.	daa issued a Request for Proposal on xxxxxx 2026   . 

C.	The Supplier is an established supplier of CUSS and CUPPs solution. The Supplier submitted its tender to daa for the provision of this project, on the xx day of xxxxxx, 2026  .  The Supplier is aware of the key importance of the project to daa and its business.

D.	daa notified the Supplier that, on the basis of the submitted tender, it wished to conclude a contract for the supply of the project. The Supplier undertakes to provide the Solution for the project on the terms set out in this Agreement. 

E.	Before execution of this Agreement, the Supplier has been afforded full access to carry out all due diligence exercises and/or performance audits necessary to ensure that it is able to meet its obligations set out herein. 





NOW THEREFORE IT IS HEREBY AGREED AS FOLLOWS:

This Agreement incorporates the terms and conditions applicable to each Part set out in the table below where a “Yes” is indicated. 

	Part
	Part Applies

	A. General Terms
	Yes

	B. Professional Service Terms 
	Yes

	C. Software Supply Terms
	Yes

	D. Product Supply Terms
	Yes

	E. Support Service Terms
	Yes

	F. Managed Service Terms
	Yes

	G. The Works Terms
	No

	H. Commercial Terms (including Annex 1-4)
	Yes

	I. Data Processing Addendum
	Yes




IN WITNESS WHEREOF this Agreement[footnoteRef:2] has been executed in two originals the day, Month and Year first before written.  [2:  Group Legal to confirm whether the agreement should be executed under seal or signed under hand before the agreement is finalised.] 





SIGNED FOR AND ON BEHALF OF 	SIGNED FOR AND ON BEHALF OF 
daa plc, by its duly authorised representative:  	the Supplier, by its duly authorised representative:



Signature:________________________         Signature:______________________



Printed Name:____________________          Printed Name:________________________




PART A

GENERAL TERMS
The provisions of this Part A apply as indicated on the front page of this Agreement.

1. [bookmark: _Ref223421991]	Definitions
In this Agreement, unless the context otherwise requires, the following expressions have the following meanings:

“Acceptance Criteria” 	means the criteria daa specifies for acceptance that are derived from the Requirements Statement and Solution Specification for determining acceptance of one or more Stages as set out in the Acceptance Test Plan and as outlined in clause 6 of this Agreement; 

“Acceptance Date” 	means, in respect of each Stage, the relevant date daa sets out in the Acceptance Test Plan and, in respect of the conduct of the entire of the Acceptance Procedures, the last day of the Acceptance Procedures Period (as adjusted in accordance with clauses 6.8(b) and 6.9(b))    and reference to “Accepted” and “Acceptance” is construed accordingly;

“Acceptance Procedures” 	means the acceptance procedures daa specifies in the Acceptance Test Plan, including, for the avoidance of doubt, the post go-live assessment Stage;

“Acceptance Procedures Period” 	means the period daa sets out in the Acceptance Test Plan for the completion of the Acceptance Procedures;

“Acceptance Test Plan” 	means the description of the Acceptance Procedures and the Acceptance Criteria (including, but not limited to, the functionality test criteria and performance test criteria to demonstrate compliance with the Solution Specification and the Requirements Statement), the Acceptance Procedures Period, and related matters, as daa sets out or refers to in the Statement of Work as same may be updated or amended from time to time;

“Access Agreement”	means an agreement, at daa option, concluded between daa and the Airport Users for access to the Solution for the purposes and on the terms set out in it; 

“Additional Purchase Orders”	means any Products, Software, Works and\or Services ordered by way of a Purchase Order, being additional to the Solution to cover a number of orders;

“Affiliate”	means any corporation associated with a party at the Effective Date, or subsequently during the Term and, where relevant, notified to the other party in accordance with the Governance Procedures. An associate corporation means: (i) any corporation, the whole or part of which is owned, directly or indirectly, by the party; (ii) any corporation which directly or indirectly owns the whole or part of the party, or (iii) any corporation, subsidiary, or business entity under the direct or indirect control of such corporation, subsidiary, or business entity as described in (i) or (ii) above;

“Agreement”	means this Agreement, comprised of:
the Clauses of the applicable Parts;
all Purchase Orders concluded under this Agreement;
any specifications, plans or other documents which are relevant to the Agreement and expressly incorporated herein by reference (including, but not limited to, the Statement of Work; and
such variations to the foregoing as may be agreed by the parties by way of Change;

“Airport Data” 	means daa, ARI and Airport User management, commercial, financial, employee data and operational data used in the conduct of daa, ARI and Airport Users businesses, including, but not limited to, personal data as so defined in Data Protection Laws & Regulations and data of the type set out in the Statement of Work, resident in, or held on the Products, Software, daa Infrastructure, Supplier Infrastructure (where the Supplier provides the data storage part of the Solution), telecommunications links, or any other medium, in respect of which the Supplier has access to, management responsibility in respect of, use of, or control of, in the provision of the Solution;

“Airport Use”	means the right of Airport Users either under the Access Agreement, or through daa authorisation, as daa determines, to utilise the Solution and to receive the Services for purposes of processing Airport Data for its airport operation and general business purposes and reference to “Used” shall be interpreted accordingly; 

“Airport Users”	means daa, ARI, all daa or ARI Affiliates and other companies nominated by daa from time to time;

“ARI” 	means Aer Rianta International cpt, a subsidiary of daa;

“Battery Regulations”		means the Waste Management (Batteries and Accumulators) Regulations 2008 (S.I. No. 268 of 2008) and any other legal provision implementing Council Directive 2006/66/EC in Ireland;

“Backward Compatible”	means Systems Configuration provided in the current major version of the Supplier Software daa uses will continue to meet the requirements of the Statement of Work for the subsequent major version;  

“Break Option” 		means daa’s option to terminate this Agreement, whether in whole or in part, before the date of expiry of the Term, for its administrative or business convenience, as set out in Clause 18.2(b); 

“Change Control Procedure” 	means the procedure for the control of change, as set out in Clause 13 and the Statement of Work and reference to “Change Control” and “Change” shall mean change made under the Change Control Procedure; 

“CAR” or “Commission 
for Aviation Regulation”	means the regulatory body known as such, which exercises statutory regulatory functions in respect of daa and the Airport Users;

“Charges”	means the charges set out in the Commercial Terms and in respect of any additional Product, Software and\or Services as set out in an Additional Purchase Order, payable in respect of the provision of the Products, Software and Services thereunder, calculated on the basis set out therein; 

“Commencement Date”	means the date on which the provision of the Products, Software, Works and Services and parties responsibilities in connection therewith commence [being the Effective Date]; 

“Commercial Terms”	means the Project scope, the description of the Project Products, Software and Services, the Charges calculation methodologies and formulas, the expenses policy, together with certain other matters relevant to the Project and the supply of the Products, Software, Works and Services, as set out in Part H; 

“Community”	means the European Union, the European Economic Area and to the extent only of the EU adequacy decision those countries and territories that the EU Commission has determined have adequate equivalent levels of data protection to those that exist in the European Union;

“Confidential Information”	means all information designated as confidential by either party in writing, together with: (i) all information designated as such by mandatory regulatory authority; including, in the case of daa, the Regulatory Authority, (ii) all other information which relates to the business, affairs, products, developments, trade secrets, personnel, customers, personal data, and suppliers of either party, including, in the case of daa, the Airport Users, being, by its nature, reasonably to be regarded as the confidential information of the disclosing party, or stipulated as such by the disclosing party; (iii) the terms of this Agreement and each Purchase Order; and (iv) any other information which may reasonably be regarded as the confidential information of the disclosing party; 

“Connectivity Services”	means the provision of connectivity between daa Sites and (where required) Supplier Sites, between the Sites and the World Wide Web (the “Internet”), for the sole purpose of the provision of the Solution to daa in accordance with this Agreement, consisting of provision of network and telecommunications connectivity, including but not limited to, any within the scope of the Delivery and Installation Services with, for the avoidance of doubt, the subsequent use thereof included within the scope of the Managed Services, as set out in the Statement of Work;

“Contract”	means the one or more contracts concluded by the parties under this Agreement, defined in Clause 2, being comprised of this Agreement, a Purchase Order and a related Purchase Order Confirmation;

“Contract Reference”	means the reference number set out on the front page of this Agreement, by which it is identified generally by both parties notwithstanding any specific reference numbers which either party may ascribe to the Agreement, a Part or a Purchase Order;

“Control” 		means, for a body corporate, the power of a person to secure that the affairs of the body corporate are conducted in accordance with the wishes of that person: (a) by means of the holding of shares, or the possession of voting power, in or for that or any other body corporate; or (b) by virtue of any powers conferred by the articles of association, or any other document, regulating that or any other body corporate; and a “Change of Control” occurs if a person who Controls any body corporate ceases to do so or if another person acquires Control of it;

“Cork Airport”	means the airport known as such as of the Effective Date being part of daa; 

“daa Development Tools”	means any servers, operating systems, tools and underlying technology daa provides and the Supplier uses in the performance of the Services, as set out in the Statement of Work, and in which daa or a third party supplier holds the Intellectual Property Rights;
 
“daa Infrastructure”		means daa computing, power and telecommunications infrastructure applicable to the Supplier provision of the Products, Software, Works and supply of the Services, (and, for the avoidance of doubt, for no other Supplier purpose) as set out in the Statement of Work;

“daa’s Representative” 	means [                   ] or such other person as daa may from time to time notify the Supplier;
“daa Responsibilities”	means the responsibilities of daa for the supply and receipt of the Solution, as set out in the Statement of Work; 

“daa Site” or “daa Sites”	means the one or more daa, Third Party Supplier and Airport Users locations and premises, at or to which the Products and\or Software may be located and\or Services provided, as set out in the Statement of Work;

“Daily Rate”	means the Charges payable for each Working Day in which Professional Services are provided, under an Additional Purchase Order, as set out in the Purchase Order and based upon the rates then agreed; 

“Data Processing Addendum” means the conditions set out at Part I of this Agreement; 

“Delivery and Installation Services” 	means the delivery and installation of the Products which shall include where appropriate the Works, as set out in the Statement of Work and/or one or more Purchase Orders; 

“Department” 	means the Department of Transport;

“Developed Software” 	means the Software, the specification and design documentation for which is contained in the Developed Software Specification and the development and implementation of which is governed by the Software Development Services, as set out in the Purchase Order;

“Developed Software Specification”	means the description of the functions and facilities of the Software developed specifically to meet daa’s requirements  and ancillary matters, as set out or referred to in the Statement of Work and/or a Purchase Order;

“Dispute Resolution Procedure”	means the procedure for the resolution of disputes between the parties, as set out in Clause 30;

“Data Protection Laws & Regulations”	means the Data Protection Acts 1988 to 2018 and the EU General Data Protection Regulation (2016/679);

“Effective Date”	means the date of execution of this Agreement by the parties, as set out on the first page hereof;

“Enhancements” 	means changes or additions, other than Modifications, to the Supported Infrastructure and related Solution Specification which improve or add new functions thereto;

“Exit and Handover Plan” 	means the Supplier’s plan for its orderly wind-down and hand over of the Products, Software and Services, whether in whole or in part, to daa, or a third party service provider, the first version of which as of the Effective Date is set out in the Commercial Terms and which is updated by the parties during the Term generally in accordance with the Governance Procedures and, in particular, in circumstances of contract expiry or earlier termination, as set out in Clause 18;

“Existing Hardware” 	means the existing daa hardware and associated computer equipment on which the Supplier shall perform Installation and\or Services (including removal and safe disposal), as set out in the Statement of Work; 

“Existing Supplier”	means the incumbent supplier to daa of products, software and services before the Effective Date, including, but not limited to, the Existing Hardware and, under an agreement with daa, as set out at a high level in the ITT and further set out in the Statement of Work; 

“Fixed Price”	means the Charges payable to the Supplier in consideration of the supply of the Solution in accordance with the requirements of this Agreement, being set out in one or more Purchase Orders and\or the Statement of Work and meaning, in particular, that price is fixed and not calculated by effort involved or time to complete obligations;

“Force Majeure” 	means any cause preventing or materially adversely affecting either or both parties’ performance of obligations under this Agreement, arising from acts, events, omissions, happenings or non-happenings beyond its reasonable control, including, but without limitation, governmental regulations, fire, flood, or any disaster affecting a third party for which a substitute third party is not reasonably available BUT subject, in each case, to the parties’ back-up, disaster recovery, contingency obligations and responsibilities set out in the Statement of Work, if any, together with the requirements of Good Industry Practice, in the case of the Supplier, and good practice in the airport management sector, in the case of daa; 

“Good Industry Practice”	means the exercise of that degree of skill and prudence and operating practice, which would be considered as good practice from a skilled and experienced entity of a similar scale and professional standing engaged in the provision of information technology products and services similar to the relevant Products, Software and Services; 

“Governance Procedures”	means the procedures governing the management of the relationship between the parties, including meetings, reports and related matters, as set out in the Commercial Terms and Statement of Work;

“Guarantee”	means the guarantee and indemnity from the Guarantor as primary obligor for all the obligations of the Supplier under this Agreement;

“Guarantor” 	means [ 		    ];

“Hosted Service”	means the Supplier’s provision of storage of Airport Data on the Supplier’s servers or on the Supplier’s subcontractor’s servers (with daa’s consent);  

“IAA”	means the Irish Aviation Authority;

“Installation” 	means the installation and commissioning of the Products, Software, as set out in the Statement of Work and reference to “Install” and “Installed” is construed accordingly;

“Integration”	means the linking or transfer of data between the Products, the Works, daa Servers and Tools, daa Infrastructure and the Software licensed to daa on a real time basis to achieve the functionality set out  in the Solution Specification;

“Intellectual Property Rights” 
or “IPR”	means patents, trademarks, service marks, design rights (whether registerable or otherwise), applications for any of the foregoing, copyright, know-how, database rights, trade or business names and other similar rights or obligations, whether registerable or not, worldwide;

“ITT” or “Invitation to Tender” means the request for proposal issued to the Supplier on the xx xxxxx 2020, together with applicable subsequent ancillary clarification documentation, as set out in the Commercial Terms;

“Ireland”	means Ireland (excluding the territory of Northern Ireland);

“Key Milestone Dates”	means those Milestone Dates identified as such in the Project Timetable;

“Key Personnel”	means the Supplier Staff and daa personnel, whom the parties agree are of particular importance to the Supplier provision and daa receipt of the Solution, as set out the Commercial Terms and an Order; 

“LVP” 	means low visibility procedures which are a safety measure to address conditions that reduce airside visibility; 
“Managed Services”	means the managed and business operation services if applicable to the Solution or and Additional Purchase Order which the Supplier may supply, of the type set out in the Statement of Work and/or in a Purchase Order, and governed by the provisions of Part A and F;

“Measurement Period”	means the Monthly, quarterly or other measurement period in which the Supplier performance of the Services are measured and reviewed, as set out in the Statement of Work, and which if not set out therein, is Monthly;

“Migration Services”	means the initial migration and set-up of Products, Software, and\or Airport Data, as set out in the Statement of Work;

“Milestone Dates”	means the milestone dates applicable to the provision of the various Stages, which shall include Acceptance Dates, a number of which are identified as Key Milestone Dates, as set out in the Project Timetable;

“Modifications” 	means any modifications or revisions, other than Enhancements, to the Supported Infrastructure which correct Errors, support new releases of the Product OS with which the Products are designed to operate, support new releases or versions of the Supplier Software, new input/output devices, or provide other incidental updates and corrections, as further set out in the Service Specification; 

“Month”	means a calendar month, provided that the first Month of the Term shall commence on the Commencement Date;

“Non-Supplier Fault Event” means:
i. any relevant act or omission of daa or any third party supplier to daa and in respect of which daa is responsible, but excluding any such third party in respect of which the Supplier is responsible, as set out in the Statement of Work; 
ii. any circumstances of Force Majeure, to which the provisions of Clause 20 apply;
iii. any material defects associated with daa selected third party products, software and\or services (but excluding the foregoing included within the Solution) which daa subsequently requires the Supplier to include within the Services, by way of an Additional Service, but subject, in each case, to the terms of the Statement of Work or Purchase Order; 
	ALL, subject to the terms of the Statement of Work, where applicable, the Quality Management Procedures, the Governance Procedures and the requirements of Good Industry Practice;

“Purchase Order” 	means the one or more daa orders (including an Additional Purchase Purchase Order), setting out Products, Software, Works and/or Services, the Supplier provides utilising the model form document set out in the Commercial Terms, governed by the terms of Part A, the Commercial Terms and the one or more additional Parts of this Agreement indicated as applying;

“Purchase Order Confirmation” 	means a written notice from the Supplier to daa accepting and confirming the terms of a Purchase Order, utilising the model form document set out in the Commercial Terms;

“Part” 	means any of those parts A to I, forming part of this Agreement, as incorporated in a Contract;

“Payment Reductions”	means the sums payable by, or otherwise due by, the Supplier to daa, in circumstances of Supplier delay in achievement of a Milestone Date, as set out in the Statement of Work and\or Purchase Order and governed by the provisions of Part A, Clause 5; 

“Procurement Documentation” means the tender documentation relating to the Project the Supplier is providing under this Agreement, comprised of the ITT, Proposal and ancillary clarification correspondence, minutes and ancillary documentation, as set out in the Commercial Terms; 

“Product” or “Products”	means the Supplier products together with ancillary Supplier proprietary and third party products and all Spare Parts required to ensure the continued functionaliy of the Solution in accordance with the Solution Specificaiton during the Term, including Product OS and firmware, as set out for the Project generally in the Procurement Documentation and more particularly in the Statement of Work, governed by the provisions of Part A and D; 

“Product OS” or “Operating 
System Software”	means the Product operating system software, as set out in generally in the Procurement Documentation and more particularly in the Solution Specification, whether supplied on tape, disk, or other media or resident in firmware and all copies thereof, the Supplier licenses or procures a licence of and including Modifications, Enhancements, corrections, updates and new versions thereof provided under the Support Services;

“Product Specification”	means the description of the Product functions and facilities and related matters, contained in one or more documents and set out or referred to in respect of the Solution, as of the Effective Date, in the Statement of Work and thereafter in the Statement of Work or a Purchase Order; 

“Professional Services”	means the professional services the Supplier must provide as part of the Services, including, but not limited to, the Migration Services, decommissioning of existing systems, Delivery and Installation Services, Software Development Services and Training Services, as set out in the Statement of Work, governed by the provisions of Part A and B;

“Progress Report”	means the written reports he Supplier must be deliver to daa, whether at each Review Meeting or at periodic intervals, which provide written details of the progress of the Supplier in the provision of the Solution, together with any anticipated potential delays or overruns in the Project Timetable, as set out in the Governance Procedures and may additionally be set out in a Purchase Order;

“Project”	means daa project for the delivery and maintenance of [detail project] to include all associated information technology aspects, having the capabilities and characteristics as set out generally in the ITT and more particularly in the Statement of Work, under which daa entered into this Agreement and may further enter into one or more Purchase Orders hereunder; 

“Project Timetable”	means the timetable applicable to the Project, including individual Purchase Order timetables, the initial version of which as of the Effective Date is set out in the Statement of Work, as may be revised by the parties by way of Change or Additional Purchase Order;

“Proposal”	means the Supplier proposal issued in response to the ITT and dated the xx xxxxx 202  , together with applicable clarification documentation, as set out in the Commercial Terms;

“Quality Management Procedures”	means the project management, programme management and quality management standards and procedures, the fulfilment of all relevant Acceptance Criteria (including, but not limited to, the functionality test criteria and performance test criteria) applicable to the Agreement and each Purchase Order, as set out in the Statement of Work and the Commercial Terms;
 
“Quarter”	means any period of three consecutive Months during the Term, commencing with the 1st January, 1st April, 1st July and 1st October in each Year, provided that, the first Quarter shall commence on the Commencement Date and reference to “Quarterly” is interpreted accordingly; 

“Regulatory Requirements” means the daa and Airport Users regulatory environment, comprised of the laws, regulations, European Union Directives, Regulations, regulatory requirements, and provisions having mandatory effect and statutory force in Ireland and such other jurisdictions (being jurisdictions daa notifies to Supplier from time to time, during the Term) including, but not limited to the EU Commission, IAA, the CAR, the Department [and the US Customs and Border Protection] and “Regulatory Authority” is construed accordingly; 

“Representative”	means one or more individuals, designated by each party as its official representative, for the purposes of liaison, communication and resolution of issues between them, as set out in the Governance Procedures; 

“Requirements Statement”	means the statement of daa requirements for the Solution as set out at a high level in the ITT and further detailed in the Statement of Work and\or an Additional Purchase Order;

“Review Meeting”	means the regular review meetings between the parties’ Representatives and other personnel, for the Project and the Purchase Orders, conducted at the intervals and in the manner set out in the Governance Procedures; 
“Security and IT Use 
Requirements”	means the standard security, IT use, and risk management documentation, applicable to daa and the Airport Users, including any revisions thereto during the Term, identified by a sequential reference number, as set out or referenced in the Statement of Work; 

“Serious Service Failure” 	means the Supplier’s material single or recurring failure to perform the Support Services and/or Managed Services in accordance with the Service Levels, as set out in the Statement of Work;

“Service Credits” 	means the credits the Supplier must pay to daa in circumstances of Supplier failure to achieve the Service Levels, calculated and payable in the manner set out in Part E and F and the Statement of Work;

“Service Levels” 	means the standards of service or service objectives specified in the Service Specification, which the Supplier must achieve, as a minimum requirement, in the performance of the Support Services and Managed Services;

“Service Recipients”	means daa, the Airport Users and/or such other parties with operational responsibilities at Dublin Airport or Cork Airport as the case may be;

“Service Specification” 	means the description of the Services, the Service Levels, the Service delivery methodologies and quality management procedures, the service management regime, the roles and responsibilities of the parties and related matters, as set out or referenced in respect of the Solution, as of the Effective date, in the Statement of Work; 

“Services”	means the services which the Supplier must provide to daa in accordance with the terms of this Agreement, with effect from the Commencement Date and during the Term, consisting of the Professional Services, the Support Services, the Hosted Service (if applicable) and the Managed Services (if applicable), noted on the first page hereof as included within this Agreement and as more particularly set out in the Statement of Work and\or any one or more of them;

“Site” or “Sites”	means one or more sites where daa, ARI or their Affilliates operate and\or Supplier Site (where relevant);

“Site Regulations”	means daa and Airport Users standard site regulation documentation, including any revisions thereto during the Term, identified by a sequential reference number, as set out or referenced in the Commercial Terms as of the Effective Date;

“Software”	means any Supplier Software, Systems Configuration, Integration, Product OS, and/or third party software, the Supplier provides to daa and is governed by the provisions of Part A and Parts B, C and\or D; 

“Software Development Services”	means the Professional Services applicable to the development and implementation of Developed Software, of the type set out in the Statement of Work, as set out in a Purchase Order, and governed by the provisions of Parts A and B;
	
“Solution” 	means the combination of the Products, Software, Works and Services (including but not limited to the Support Services), acting in accordance with the Solution Specification and the requirements of this Agreement which includes the linking or transfer of data between the Products, the Works, daa Servers and Tools, daa Infrastructure and the Software licensed to daa on a real time basis to achieve the functionality set out  in the Solution Specification to satisfy the Requirements Statement;
 
“Solution Specification”	means the Service Specification, Product Specification, Works Specification and Software specifications, licensing and definitions relevant to the provision of the Solution to daa and as specified in the Statement of Work; 

“Source Code”	means computer code in eye-readable form and in such form that it can be compiled or interpreted into equivalent object code, together with all technical information and documentation reasonably necessary to allow a competent and trained computer programmer use, reproduce, modify and enhance such software;

“Spare Parts”	means spare parts, components, subcomponents and consumables associated with the Products required for during the Term for the Solution in accordance with the Product Specification;

“Stage”	means a phase or stage of the supply and provision of the Products, Software, Works and Services, whether applicable to one or a number of concurrent Purchase Orders, as set out in the Statement of Work and\or the Purchase Order, which may also be described as a “Work Package” in the Statement of Work and may also be a phase within a Work Package;

“Statement of Work” 	means the statement of the Requirements Statement, the Solution Specification, the Project Timetable and organisation, Project roles and responsibilities of the parties, Service Specification, Governance Procedures, Quality Management Procedures, Service Levels, Charges and related matters, the initial version of which as of the Effective Date is set out in the Commercial Terms, reference number: “xxxxxxxxxx – xx xxxx 202 ”, as may be revised by the parties in accordance with the Governance Procedures and the Change Control Procedure, as appropriate, based on the requirements of good project management and as same may be further detailed in accordance with Clause 6.1, provided always that further orders may amend the Statement of Work in respect of those Purchase Orders and the Statement of Work may contemplate and detail requirements the Supplier must fulfil for future Purchase Orders;
 
“Standard Contractual Clauses”	means the standard contractual clauses for the transfer of personal data from the Community to processors and controllers established in third countries which do not have an adequate data protection (controller to processor transfers) as provided in Commission Implementing Decision (EU) 2021/914; 
 
“Steering Committee” 	means the steering committee, representing daa and the Airport Users, responsible for overseeing the Project generally and each Purchase Order in particular, as set out in the Governance Procedures; 

“Sub-contract”	means any contract or agreement between the Supplier and any third party, where that third party agrees to supply and provide the Products, Works, Software and Services, or any part thereof, or facilities or services necessary for the provision of the Services, or any part thereof, or necessary for the management, direction or control of the Services, or any part thereof, as set out in the Statement of Work, and reference to “Sub-contracting” and “Sub-contractor” is construed accordingly. For the avoidance of doubt, the term “Sub-contract” shall not be regarded as including any contract or agreement between Supplier and any third party for the provision of equipment, facilities or services necessary for the general discharge of Supplier’ business;

“Supplier Default”	means any negligent act, error or omission, breach, or default, of the Supplier (including but not limited to fundamental breach or breach of a fundamental term), its employees, agents or sub-contractors, in connection with or for the subject matter of this Agreement (including, but not limited to failure of the Acceptance Procedures resulting in termination under Clause 6.9(c) or 6.10(b));

 “Supplier Development Tools” means any tools and underlying technology the Supplier, its contractors, agents or Sub-contractors use as implementation aids, including, but not limited to, any Supplier project management methodology set out in the Statement of Work, the Intellectual Property Rights in which shall vest in the Supplier, or a third party supplier; 

“Supplier Infrastructure”	means the Supplier and Sub-contractor computing and telecommunications infrastructure for the Supplier’s provision of the Products, Software and the supply of the Services, as set out in the Proposal and\or Statement of Work;
[bookmark: _Hlk113872759]
“Supplier Insurances”	means those insurance policies that the Supplier must procure are in place to comply with Clause 16 of this Agreement;

“Supplier Site” or “Service Site” means the one or more Supplier or Sub-contractor locations and premises from or at which the Services is rendered, or one or more other Supplier locations relevant to the fulfilment of this Agreement, as set out in the Statement of Work;

“Supplier Software” 	means the software which the Supplier licenses or procures a licence of in accordance with Part C, whether the Supplier owns the IPR in such software, as set out in the Statement of Work, which is deemed to include any revisions, Modifications, or Enhancements thereto, whether provided under the Software Development Services or the Support Services (whether titled new versions, releases, patches or otherwise);

“Supplier Staff”	means any or all of the employees of the Supplier, its Affiliates or the Supplier’s independent contractors engaged in the provision of the Solution, or Sub-contractors, engaged in the provision of the Solution, as set out in the Statement of Work for the Solution and an Additional Purchase Order for any additional Products, Software and\or Services, or otherwise agreed between the parties’ Representatives;

“Support Services”	means the Products and Software maintenance and support services, as set out in the Statement of Work, the subject matter of a Purchase Order, and governed by the provisions of Parts A, D and E;

“Supported Infrastructure” means the subject matter of the Support Services, including, but not limited to, the Products, Product OS, Software, Systems Configuration, Existing Hardware, Integration, Enhancements, Modifications, as set out in the Statement of Work and Service Specification;

“Systems Configuration”	means daa business rules and requirements, including system changes required to meet daa’s specific business needs, which may include changes to application and database servers, thick and thin client interfaces, mobility interfaces, rules engines, alerting engines, integrations, interfaces hosted both within daa environment and external sources, to which the Software is to be configured within the Software’s standard application parameters and documented and agreed by the parties in accordance with the Statement of Work;

“Tax” 	means all forms of taxation, impositions, duties, contributions and levies in the nature of taxation imposed by a competent taxation authority, in respect of which Supplier has any liability, in each case whether in Ireland or elsewhere in the world, but excluding any Value Added Tax payable in respect of the Services;

“Term”	means the period set out in Clause 17 for this Agreement and any Purchase Order (except where a specific shorter or different term is set out in the Purchase Order) and is governed by the provisions of Clause 17; 

“Third Party Suppliers”	means those third party suppliers of goods, services and works to daa and the Airport Users with whom, or with whose supply, the Supplier is required to interface or inter-operate, in the supply of the Solution, as set out in the Statement of Work as of the Effective Date and as it may be subsequently varied by daa notification during the Term;

“Training Services”	means the training services the Supplier must provide within the scope of the Professional Services, as set out in the Statement of Work;

“Transfer Regulations”	means the European Communities (Protection of Employees on Transfer of Undertakings) Regulations 2003;

“Virus”	means any software intended to corrupt, destroy or otherwise damage or interfere with the use of software or data, owned by or under the control of daa, including, but not limited to, the Airport Data, whether such software is introduced wilfully or negligently;

“WEEE Regulations”	means the European Union (Waste Electrical and Electronic Equipment) Regulations 2014 (S.I. No. 149 of 2014), as amended, the European Union (Restriction of Certain Hazardous Substances in Electrical and Electronic equipment) Regulations 2014 (S.I. No. 348 of 2014), as amended and any other legal provision implementing Council Directives 2012/19/EU and 2011/65/EU, as amended, in Ireland;

“Working Day”	means the hours between 0830 and 1730, Monday to Friday, excluding Irish bank and public holidays; 

“Works”	means the mechanical and electrical removal, installation or reinstallation works as set out in the Statement of Work the subject matter of a Purchase Order, and governed by the provisions of Parts A and G;

“Works Specification”	means the description of the Works, the roles and responsibilities of the parties and related matters, as set out or referenced in respect of the Solution, as of the Effective date, in the Statement of Work; 

“Year”	means a calendar Year, provided that the first Year of the Term shall commence on the Commencement Date;

AND, in addition, those additional defined terms set out in any Part have the meanings set out therein.

In this Agreement the following interpretations apply:
(a)	if any conflict, inconsistency, or ambiguity: 
between the Clauses and any statement set out or referenced in the Commercial Terms (including, but not limited to, the Statement of Work), the Clauses prevail; 
the Requirements Statement and the Solution Specification, the Requirements Statement prevail, 
the Clauses and a Purchase Order, the Clauses prevail; and 
between the Statement of Work and the Procurement Documentation, the matter shall be resolved by good faith discussions between the parties by reference to the Statement of Work; 
between any other documentation inter-se, the matter is to be resolved by good faith discussions between the parties; 
AND IN ALL CASES, documents shall prevail to the extent of conflict or ambiguity only; 
0. words such as “hereunder”, “hereto”, “hereof” and “herein” and other words commencing with “here” shall, unless the context clearly indicates to the contrary refer to the whole of this Agreement and not to any particular section or clause thereof; 
words such as “a”, “an”, “the”, “that” and “relevant” and associated terms in the context of referring to a Purchase Order, or a Contract, unless the context clearly indicates to the contrary, refer to the one or more relevant Purchase Orders, or Contracts, the subject matter of that reference;
reference to “an” “the” or “a” shall refer to the particular matter or item in question, including, but not limited to, the transaction affected by the Purchase Order. In addition, reference to a Purchase Order means a Purchase Order concluded by the parties in accordance with the provisions of Clause 2;
reference to “supplied”, “provided” or similar terms with reference to the Products, Software, Services and Solution, shall mean the supply of the Services and provision of the Products, Software, as appropriate;
reference to either party fulfilling an obligation, performing an action or resiling from performing an action, means that such performance or non-performance, action or inaction, as appropriate, applies without charge to the other party, save where expressly set out, or provided for, in the applicable Clause, or where an express charge is set out provided for in the Statement of Work, the Commercial Terms and/or a Purchase Order;
the headings in this Agreement do not affect or limit the intent, scope or interpretation of this Agreement;
reference to any statute, enactment, order, regulation or other similar instrument is construed as a reference to the statute, enactment, order, regulation or instrument as amended, consolidated, modified, extended or replaced in whole or in part, by any subsequent statute, enactment, order, regulation or instrument or as contained in any subsequent re-enactment thereof;
this Agreement comprises the Parts indicated as applying between the parties. Parts A, H and I of this Agreement apply to all other Parts; 
words importing the singular number import the plural and vice versa and words importing the masculine gender import the feminine and neuter and vice versa; 
reference to either party requesting, notifying or informing the other means request, notification or information in writing, unless otherwise expressly stated; 
reference to a Part, Clause or Annex is to a Part, Clause or Annex of, or to, this Agreement. Unless the context requires otherwise, the Clause or Annex is deemed to refer to Part A of this Agreement. In addition, unless the context requires otherwise, the definitions set out in Part A, Clause 1, apply to all Parts of this Agreement;
reference to daa, the Department, the Airport Users, the Supplier, or Affiliates include such entities respective successors and permitted assigns;
the parties must do and sign or execute or procure to be done, signed or executed all such acts, deeds, documents and things as may be necessary or desirable in order to achieve the purposes of this Agreement, including, but not limited to, the provisions governing Intellectual Property Rights;
subject to Clauses 1.2(i) and 1.2(q), a reference to any document is construed as a reference to the document as at the date of execution of this Agreement. In addition, all documents referenced within this Agreement, including, but not limited to the Security and IT Use Requirements and Site Regulations are deemed included by reference;
reference to agreement of the parties means agreement of the parties’ Representatives, or other duly authorised representatives of the party appropriate to the matter and the level of sign-off authority of the Representatives, made in writing or by verbal agreement subsequently ratified at a Review Meeting, provided that, the foregoing do not apply in respect of non-material matters, which may be agreed verbally;
reference to a particular document means the then current version of the document, revised or updated in accordance with the Governance Procedures and in accordance with the requirements of good project management practise, with the current version identified by a sequential reference number, provided that, the foregoing is subject to the provisions of Clause 34 for the Security and IT Use Requirements and Site Regulations and generally is subject to Change;
each party must comply with any express obligation in this Agreement to comply with any document, statute, order, enactment, regulation, or other similar instrument, that is referenced in this Agreement; 
where a Party comprises more than one legal entity then each entity is jointly and severally liable for the obligations and liabilities under this Agreement; and
except as otherwise expressly provided in this Agreement, all remedies available to daa for a Supplier Default or the Supplier for a daa breach under this Agreement may be exercised concurrently or separately and the exercise of any one remedy does not exclude the exercise of any other remedy. 

	Extent of this Agreement
This Agreement is entered into between daa and the Supplier in furtherance of the Project. This Agreement governs the overall relationship of daa and the Supplier with respect to the Suppliers’ provision to daa of the Products, Software, Works and/or Services in accordance with this Agreement. 

daa's requirements for the Project together with the Suppliers Products, Software, Works, Services, and associated Charges, are set out in the Statement of Work as of the Effective Date.  The Commercial Terms details contemplated future Purchase Orders for Products, Works, Software and Services which form part of the Solution.  The parties may review and revise these requirements during the Term, as set out in the Governance Procedures. Accordingly, in consideration of the payment of the Charges, in accordance with Clause 4, the Supplier must, upon the terms and conditions of this Agreement:
0. where Part B applies, provide the Professional Services;
where Part C applies, licence the Supplier Software;
where Part D applies, provide and continue to supply the Products;
where Part E applies, provide the Support Services; 
where Part F applies, provide the Managed Services
where Part G applies, provide the Works; and
perform all other obligations set out in this Agreement;
ALL, in accordance with the terms of this Part A, the provisions of each Part applicable to the relevant supply, the Purchase Order, and the requirements of Good Industry Practise. 

During the Term the Supplier must have regard to and provide the Solution to daa for the purposes and objectives set out in the Procurement Documentation and Requirements Statement and in accordance with the Commercial Terms, including, in particular: 
0. the facilitating [detail project] of daa, ARI and the Affilliates;
to ensure that daa is able to, and have the necessary support to, carry out its public service functions efficiently and to the standards required by statute, and 
the facilitating of the commercial activities of daa. 

This Agreement sets out a framework for issuing and agreeing Purchase Orders within the scope of the Project, which shall constitute individual contracts for the supply of Product, Software and/or Services, concluded between the parties under the auspices of this Agreement and known as “Contracts”, as set out in Clause 2.5.   When the parties execute a Purchase Order (including any Additional Purchase Order) it is a Contract made between the parties  and is subject to the provisions of the applicable Parts of this Agreement, the Part A General Terms and the Commercial Terms. Any amendment/purported amendment to Clause 11 of this Agreement by any Purchase Order is null and void and Clause 11 continues to apply for the duration of this Agreement. This Clause 2.4 does not prevent the parties agreeing the terms of an updated or amended Statement of Work in respect of any Purchase Order. Any updated or amended Statement of Work does not amend the Commercial Terms unless the parties specifically agree to amend the Commercial Terms.

daa may issue requests for information and place Purchase Orders with the Supplier, as set out in the Commercial Terms and the Statement of Work. A Purchase Order daa issues constitutes a daa offer to the Supplier for the supply of Products, Software, Works and/or Services, subject to this Agreement. Neither party is liable for any order or commitment unless and until it is issued or confirmed following issue with an official daa issued purchase order number. The Supplier must indicate acceptance of a Purchase Order, before conclusion of a Contract, by way of the written Purchase Order Confirmation set out in the Commercial Terms and in the Statement of Work. The Supplier must not decline a Purchase Order within the scope of the Project, consideration for which undertaking derives from payment of the sum of one euro (€1), receipt of which the Supplier is deemed to acknowledge. This Agreement creates a Contract to the exclusion of any other terms and conditions, including, but not limited to:
0. those on which any quotation has been given to daa, 
subject to which the Supplier accepts or purports to accept the Purchase Order, 
those set out in any Supplier invoice including, for the avoidance of doubt, any daa, daa Staff or Supplier web based forms and/or documents, or
any daa standard purchase terms and conditions set out or referenced in any Purchase Order. 

The Supplier must co-operate with various third parties to supply the Solution and fulfil the Project generally, as can be reasonably expected in the context of the Services being provided. Accordingly, in respect of Supplier co-operation with third parties in the supply of the Solution, the following shall apply:
0. [bookmark: _Ref164244685]in respect of Third Party Suppliers (including, but not limited to, the Existing Supplier), the Supplier must co-operate with daa and Third Party Suppliers and provide any and all assistance requested in the spirit of mutual enterprise, during the Term, to ensure that the Solution supply is integrated to the extent necessary with work or services (including all construction work) of Third Party Suppliers. All services and works necessary to achieve the interoperability of the Solution supply with the work and deliverables of such Third Party Supplier to daa are included within the scope of the Fixed Price supply; 
in addition, the Supplier must, on an on-going basis during the Term, co-operate with Third Party Suppliers, including, but not limited to, the provisions of all reasonable and necessary assistance, facilities or documentation daa or the third party  requests is necessary in order to allow such parties perform their contractual obligations to daa and the Airport Users; and
where the Supplier has a concern for the level of co-operation provided it is receiving from Third Party Suppliers, then, the Supplier must, in the first instance, raise the issue with the daa Representative and thereafter may escalate the matter in accordance with the Governance Procedures.

daa must, during the Term:
0. perform daa Responsibilities set out in the Purchase Order and this Agreement including the provision of daa Infrastructure and daa Development Tools; 
use its reasonable endeavours to procure the performance of the Airport Users Responsibilities; 
pay the Charges, in accordance with the provisions of Clause 4; and
be responsible for the performance of the Third Party Suppliers, set out in the Statement of Work, solely in the manner set out therein; 
ALL in the manner and at the times set out in this Agreement, BUT, daa shall be responsible and liable for the acts and omissions of the Airport Users only to the extent set out in Clause 11.

2.8	The Supplier must provide the Solution from its internal resources where possible.  Where the Supplier proposes to rely on daa resources to deliver the Solution it must have reasonably outlined in detail the level and extent of reliance on daa resources in the Statement of Work.  If the Supplier fails to sufficiently disclose its reliance on daa resources in the Statement of Work it must directly procure these resources from a third party acceptable to daa or reduce its Charges to reflect the additional cost to daa and ensure that the Key Milestone Dates of the Project Timeline are achieved.  If the Supplier proposes to provide part of the Services through a Supplier Affiliate Company or Sub-contractor, then, the Supplier shall enter into a Sub-contract and the Supplier must include the provisions of Clause 23 in the Sub-contract. 

0. daa may order Products, Software, Works and\or Services for its own account and\or that of its Affiliates. In addition, ARI or any Affilliate may order Products, Software and\or Services direct from the Supplier under the auspices of this Agreement and subject in each case to daa giving its consent before the Supplier concludes the Contract. For ARI or Affilliate direct contracting with the Supplier, it is agreed that:
ARI, the Affilliate or from daa, (as directed by daa) must pay the Charges for individual direct contracts; and
in respect of liability management matters, the provisions of Clause 11.6 apply. 

The Supplier may act on behalf of daa and the Airport Users only to the extent, if any, provided in this Agreement, unless, either, set out in the Statement of Work, or as daa expressly authorises in writing. In particular, the Supplier must not, without daa prior consent, take actions or decisions which may result in daa and\or the Airport Users incurring obligations, whether financial or otherwise, to any third party.

The Supplier indemnifies daa and must keep it indemnified against any related loss, liabilities, claims, costs and/or expenses daa sustains, incurs, pays or becomes liable to pay for personal injury or death or damage to tangible property to the extent that the same arise directly from the Supplier’s negligence or breach under and in connection with this Agreement.  Provided always that daa shall endeavour to mitigate any such liabilities, claims, costs and/or expenses to the extent that a liability arises under this indemnity in respect of the same. 

Before the Commencement Date the Supplier has been provided with, or has had access to, all such information, data, documents and access to premises, necessary to allow the Supplier to perform due diligence for the Project generally, including, but not limited to, the obligations of the parties hereunder, the Solution supply and the Charges.

The Supplier must promptly inform daa in writing of any matter the likely effect of which the Supplier believes would be either to vary the Solution or materially to change the financial viability, quality or function of the Solution.

In addition, save as set out in a Purchase Order, the Supplier acknowledges that it has no expectation of any particular levels or value of business under this Agreement, which is an enabling arrangement, facilitating the placing of individual Purchase Orders. Notwithstanding the foregoing, the Supplier acknowledges and represents to daa its ability to fulfil the possible scope of the Project, as set out in the Procurement Documentation and Statement of Work.

It is recognised by the parties that the airport management sector is the subject of change from time to time. Accordingly the parties agree that: 
1. individual Airport Users in existence as of the Commencement Date may elect to exit the participation in the Project, including, but not limited to, subscription to the Access Agreement; 
individual Airport Users not in existence as of the Service Commencement Date, or not included within the Airport Users, may elect to commence Use, as set out therein; and
one or more Airport Users may be the subject of change in status, merge or be re-organised.

The Supplier acknowledges that the Charges are Fixed Price shall not be revised save where expressly agreed by the parties by way of Change Control.  

daa may require all or part of the Solution for the purposes of supply, whether in whole or in part, of managed or daa administration type services to third parties.  The Supplier confirms that the following terms shall apply to these events:
1. daa may utilise the Product, Software. Works and\or Services for supply of services to airlines, handlers and other third party customers (the “daa Customers”) directly but may not allow daa Customers direct use and\or access to the Products, Software and\or Services;
daa must conclude appropriate contractual arrangements with daa Customers, as daa deems fit, which clarify that daa Customers enjoy no third party rights against the Supplier;
the Supplier must provide reasonable assistance to daa in its sales and marketing activities for daa Customers, including, but not limited to, concluding a form of joint teaming or similar form agreement for suitable daa marketing opportunities; and
whilst the Supplier must not charge daa any additional charges in respect of daa use of Products, Software, Works and\or Services within anticipated parameters, as set out in the Statement of Work, certain additional charges may be agreed between the parties in respect of, by way of example and not sole statement, Professional Services, additional Product, Software and additional Managed Services, which shall in all cases be set out in one or more Purchase Orders.

2.18	The Supplier must at all times implement all necessary security arrangements set out in the Statement of Work and comply with any directions issued by the relevant airport authorities, including, for the avoidance of doubt, Airport Police, Fire Service, ADM, AMUs, ASU and Authorised Officers.
 
[bookmark: _Ref223421993]	Supplier Staff 
Subject to the requirements of applicable data protection legislation, the Supplier must (when requested) provide daa with a resume of the professional qualifications and relevant experience of all the Supplier Staff who may need access to the daa Sites or other premises occupied by or on behalf of daa and/or the Airport Users, or who are involved in the provision of the Solution.  The Supplier shall specify elements of the Solution each individual is involved in and giving such other particulars as daa reasonably requires.

Each party must allocate its Key Personnel in the capacity and for the duration as set out in the Statement of Work. Each party must ensure that its relevant staff, including but not limited to the Key Personnel, are not removed or replaced during their period of assignment to the performance of the Services.  If any of the Supplier Staff, including but not limited to the Key Personnel, become unavailable through unavoidable termination of employment or other unavailability, then, the Supplier must advise daa of the future unavailability of such person, within five (5) days of becoming aware.  The Supplier must replace such individual with another individual of equivalent ability, training and qualifications, whom daa has agreed in advance.  The Supplier must provide reasonable notice in writing to daa before the replacement commences work and daa must not be unreasonably withhold or delay its agreement to the replacement.  If the Supplier fails to comply with the provisions of this Clause 3.2, within a reasonable time of written notice to do so, daa may refuse a proposed replacement access to daa Sites.  The Supplier must continue to perform the Services in accordance with this Agreement. During the Term, the parties shall agree suitable deletions, alterations, or revisions, to the list of Key Personnel, which shall be agreed, either, while a replacement is approved by daa under this Clause 3.2.

daa may reasonably object to the continued allocation of certain named Supplier Staff to the provision of the Solution. The Supplier must promptly, following notification by daa, replace such member(s) of Supplier Staff with another individual(s) of equivalent ability, training and qualifications, to whom daa has agreed (such agreement not to be unreasonably withheld or delayed) before their commencing work. If the Supplier fails to comply with the provisions of this Clause 3.3, within a reasonable period of written notice to do so, daa may refuse admission to its Sites to any person who is not notified to daa without prejudice to the Supplier’s obligation to perform the Services in accordance with the Purchase Order. 

The Supplier’s right of access to daa Sites is non-exclusive and daa is providing access subject to operational constraints in the Statement of Work and any Purchase Order.  daa provides access strictly subject to the security constraints and Regulatory Requirements imposed on daa.  daa provides access during time periods that will facilitate the Supplier meeting the Project Timetable. 

3.5	The Supplier acknowledges that the Works and Services are being carried out at fully operational airport facilities (further detailed in the Statement of Work).  The following bodies and parties may require access to daa Sites during and outside working hours for operational reasons:
(i)	other contractors 
(ii)	daa, and/or 
(iii)	other airport authorities (including but not limited to Airport Police, Fire Service, ADM, AMUs and ASU).
The Supplier must allow the parties at (i), (ii) and (iii) full access to the daa Sites subject to compliance with all obligations under the Health, Safety and Welfare at Work Act 2005.The Supplier must provide the Airport Police and Authorised Officers with unfettered rights of access at the daa Sites to enable them to carry out their statutory functions. 

3.6	The Supplier may not claim an extension of time or any addition to the Charges due to the need to facilitate such access or as a result of:
(i)	LVP being implemented, or 
(ii)	other operational reasons at the airport, 
including when the Supplier must from time to time vacate daa Sites (or any part of them) for LVP or other airport operational reasons.

3.7	The Supplier must fully familiarise itself with and shall fully comply with all of the requirements of the hand-back procedure as set out in the Statement of Work for airside works.  The Supplier must: 
	(i)	clear the daa Sites of all equipment, materials, wreckage, rubbish and any temporary installation and not leave any obstructions after the element of Works for that daa Site is completed, and
	(ii)	leave the daa Site in a clean condition for ongoing airport operations in accordance with the hand-back procedure in the Statement of Work.

0. The Supplier must enforce strict discipline and good order amongst the Supplier Staff including observation of all smoking, parking, health and safety, and other rules governing the conduct of individuals at daa Sites, which have been notified by daa to the Supplier in writing and in advance.  Where the Supplier Staff are working airside the Supplier must procure that these staff follow any rules daa communicates to them to ensure the continued safety and security of the airside areas at Dublin Airport and Cork Airport.

The Supplier is solely responsible for:
2. ensuring, in so far as reasonably possible, a continuity of Supplier Staff allocated to the performance of the Services, subject to the provisions of Clause 3.1 and 3.2;
paying all salaries, wages, benefits and other compensation that the Supplier’s Sub-contractors, Supplier Staff or other employees of the Supplier, may be entitled to receive in connection with the performance of the Services;
paying and reimbursing the Supplier Staff for all related travel, housing and other expenses which said personnel may be entitled to receive in connection with performing Services; 
withholding and paying applicable Irish and foreign payroll and other taxes and contributions, including, but not limited to, Irish income taxes, VAT (where applicable), social insurance, pension contributions or any other similar obligation, and
obtaining and maintaining any visas and/or employment permits as may be required for the Supplier’s Sub-contractors, the Supplier staff or other employees of the Supplier, to enter and remain in Ireland or any other country in connection with this Agreement. At the Supplier’s request, daa must provide the Supplier with such sponsorship and other assistance as daa may, in its reasonable opinion, deem appropriate for obtaining such visas.
Without prejudice to planned turnover or change in Supplier Staff reflecting the various Stages of the Project, the Supplier must use its best endeavours to minimise turnover in the Supplier Staff, which shall not, in any event, exceed ten percent (10%) in any six (6) Month period.

Each party is responsible for the supervision, direction and control of its own personnel for this Agreement. In performing the Services, the Supplier is an independent contractor and must not act as nor hold itself out as an agent or employee of daa. Each party assumes full responsibility for the actions of its staff. Each party is solely responsible for the supervision, co-ordination, daily direction, control, payment and other matters for its staff. daa has no responsibility for supervising the Supplier Staff in the performance of this Agreement.

The Supplier confirms it is either the employer of the Supplier Staff or otherwise contractually engaged with such Supplier Staff. Nothing in this Agreement constitutes a relationship of employment between daa and the Supplier and/or between daa and any of the Supplier Staff. The Supplier must indemnify daa and keep daa indemnified against all costs, claims, losses, liabilities and expenses which daa may incur from any of the following:
2. claims (including but not limited to a claim for income tax, PRSI, employment and training levies, health contribution levies and any interest, duties and/or penalties thereon) which may be made against daa by the Revenue Commissioners or the Department of Social and Family Affairs or other lawful authority for sums due to such authorities for the Supplier’s performance or the Supplier Staff’s performance of the Services;
any order or award by any tribunal, court or third party arising out of a determination that the Supplier Staff are employees of daa (whether for unfair dismissal under Section 13, Unfair Dismissals (Amendment) Act 1993, the Transfer Regulations, or otherwise);
Supplier Staff claims for termination of employment or breach of contract including, but not limited to claims for unfair dismissal, wrongful dismissal, notice, redundancy or any claims for any form of termination payment;
claims for redress in respect of unlawful discrimination directed to the Equality Tribunal arising from contravention of the Employment Equality Acts, 1998 to 2015, the Equal Status Acts 2000 to 2018, or any statutory amendment or re-enactment thereof, by any of the Supplier Staff (or any Sub-contractors) or any third party claiming to be an employee or former employee of the Supplier or in any way arising from his or her employment, purported Supplier’s employment or non-employment; and\or
any claim made by or on behalf of Supplier Staff which relates to any act or omission of the Supplier in connection with their employment or, as the case may be, contractual engagement, by or with the Supplier.

	3.12	The Supplier must ensure the Supplier Staff and all personnel of Sub-contractors who may need to access daa Sites located airside in the provision of the Works, Products Software, Services and any other element of the Solution obtain an AIC.  These members of staff must submit to an enhanced background check as provided for in EU Regulation 2015/1998 (as amended). The Supplier must pay all fees associated with obtaining these members of staff obtaining AICs.  Any delay or failure of any member of the Supplier Staff or a member of Sub-contractor’s staff to obtain AICs does not constitute a Force Majeure event or any justification for the Supplier not performing an obligation under this Agreement.  The Supplier must encourage all Supplier staff and personnel of its Sub-contractors to cooperate fully with the AIC process and comply with terms on which any such AICs are issued.

3.13	The Supplier must comply in all respects with all laws relating to employment and equality (including but not limited to the Equal Status Acts 2000 to 2015) and religious, race and sex and disability discrimination including the Employment Equality Acts 1998 to 2015 and any regulations made under those Acts. The Supplier shall procure that Sub-contractors also comply with these laws.

3.14	The Supplier must pay and must procure that each Sub-contractor pays rates of wages, provides pension and sick pay benefits and observes hours of employment which are not less favourable than those set out in a relevant sectoral employment order, registered employment agreement and/or employment regulation order. The expressions “sectoral employment order” and “registered employment agreement” have the meanings set out in the Industrial Relations (Amendment) Act 2015.  The expression “employment regulation order” has the meaning set out in the Industrial Relations (Amendment) Act 2012.

0. The Supplier must at all times take all reasonable precautions to maintain the health and safety of the Supplier Staff and staff of any Sub-Contractor.

Notwithstanding any separate reporting obligations the Supplier is subject to, the Supplier must send daa details of any accident within [  ] days of its occurrence. The Supplier must maintain records and make available to daa reports concerning health, safety and welfare of persons, and damage to property. The Supplier must immediately notify daa in writing of any notice issued by the Health and Safety Authority to the Supplier or any Sub-contractor. The Supplier must attend any meeting daa convenes to address safety (including but not limited to any meeting the Health and Safety Authority requests).

The Supplier must comply with and procure that the Supplier Staff and personnel employed by Sub-contractors comply with: 
(i)	all applicable daa policies, including in relation to workplace health and safety, Dignity at Work and bullying and harassment;  
(ii)	all respective duties and obligations under all Laws and other requirements having the force of law relating to the health and safety of the Works, and 
(iii)	all respective duties and obligations under the Safety, Health and Welfare at Work Act 2005, the Safety Health and Welfare at Work (Construction) Regulations 2013, Environmental Protection Agency Acts 1992 to 2011, Waste Management Acts 1996 to 2011, Local Government (Water Pollution) Acts 1977-2007 and any amendment, regulations, rules or orders.

[bookmark: _Ref223421994]	Price and Payment
In consideration of the provision of the Solution in accordance with the terms of this Agreement and a Purchase Order, daa must pay the Charges set out, or referred to in, the Purchase Order, in accordance with the payment schedule set out therein.   It is noted that the Charges applicable to the Solution and the Additional Purchase Orders contemplated by the Statement of Work are Fixed Price subject only to variation by Change Control or order of additional Products, Software and\or Services by way of Additional Purchase Orders which are not contemplated by the Statement of Work. In addition, for Additional Purchase Orders, the Supplier must not make any increase in the Charges agreed in any Contract whether on account of increased material, labour costs, transport costs, fluctuation in rates of exchange, or otherwise, without daa’s prior written agreement. Notwithstanding the foregoing, the parties agree to review the Charges on an annual basis with effect from the second Year of the Term, at the dates and in the manner set out in the Governance Procedures. The annual review may result in reduction in, the entire of the Charges on a forward calculation basis during the Term, part of the Charges in respect of a specified Purchase Order or other specified subject matter, a lump sum or percentage reduction, or other formulation. Any such reduction must be implemented by way of a Change. 

The Supplier must submit invoices in accordance with the invoicing procedure specified in the Commercial Terms, or Purchase Order, as appropriate.  daa must pay invoices within thirty (30) days from its receipt of a correct and valid invoice.  For an invoice to be valid the Supplier must send it to daa with e-mail copy to ssc_ap@daa.ie within two working days after the day of issue, in accordance with the Commercial Terms.  An invoice is not valid until any explicit criteria for payment specified in the Purchase Order have been achieved, or any due date for payment specified in the Purchase Order have passed. daa’s receipt of an invoice is not to be measured from a date earlier than the achievement of such explicit payment criteria, or due date, as appropriate.
 
The Charges, unless otherwise stated in a Contract, are:
3. exclusive of any applicable value added tax (“VAT”), which daa pays, at the rate and in the manner prescribed by law from time to time, subject to receipt of a VAT invoice. The Supplier must provide such information as daa may reasonably require, regarding the amount of VAT charged on invoices submitted; and
inclusive of all charges for packaging, packing, shipping, carriage, insurance and delivery of Products or Software to the daa Site and any other duties, or levies in respect of same, other than VAT.
For the avoidance of doubt all Products are deemed delivered in Ireland and subject to (b) above any quoted prices for the Products set out in the Charges are inclusive of all import duties related to the importation of the Products into Ireland.

Unless daa agrees in advance and writing to do so, daa is not required to reimburse the Supplier Staff for travelling expenses incurred in the performance of this Agreement (either national or international travel). 

All Charges are payable, and expenses are reimbursed, in the euro (euro, EUR, or €). 

daa may suspend payment of invoices, or part thereof, subject to a bona fide dispute. daa agrees to make payment of non-disputed invoices, or part thereof in accordance with this Clause 4. For disputed invoices, or part thereof, daa must promptly provide the Supplier with written notice of the dispute and disputed sum and make payment of the disputed sum into an escrow account with daa’s bankers, or such other trusted and suitable third party (as daa may determine). Both parties agree to apply the Dispute Resolutions Procedure in order to attempt to resolve such dispute.  Following resolution of the dispute by agreement the Supplier must, either, withdraw the disputed invoice or obtain release of the sums held in escrow, in whole or in part, as agreed between the parties. Following resolution of the dispute (other than by parties’ agreement) the third party decision shall determine the matter. Interest earned on the sums held in escrow accrues to the benefit of the parties in the manner agreed between the parties or otherwise a third party determines under the Dispute Resolution Procedure. The provisions of Clause 4.8 do not apply to sums to which the provisions of this Clause 4.6 apply, save only where daa delays in making payment of sums due and payable hereunder. 

If the Supplier enters into a supply contract or a Sub-contract for any of the Software, Products, Works or Services it must ensure that all sums due are paid by the due date for payment as defined by the supply contract or Sub-contract terms. 

daa and the Supplier acknowledge that the terms of Regulations 4 and 9 of Statutory Instrument 580 of 2012, the European Communities (Late Payment in Commercial Transactions) Regulations, 2012 do not apply to the terms of this Agreement and any interest due as a result of late payment of invoices for Products, Software, Works or Services is governed by the terms of this Agreement. daa must pay interest on any overdue sum hereunder at the rate of two percent (2%) per annum above the European Central Bank base rate from time to time in force. daa is not liable to pay interest in respect of any Products, Software, Works or Services which daa and the Supplier agree, or a third party under the Dispute Resolution Procedure decides, are genuinely in dispute provided daa pays any amounts that are not in dispute. For the purposes of this Clause, Products, Software, Works or Services that are complimentary to or designed to be used in combination with Products, Software, Works or Services in dispute shall also be deemed to be in dispute. 

Except as expressly provided in this Agreement, nothing herein shall entitle the Supplier to payment for Products, Software, Works or Services beyond the scope of this Agreement, or which are not provided for in this Agreement. In addition, an invoice shall not become valid until daa accepts or the Supplier achieves or passes any criteria for payment, as appropriate. Receipt of an invoice shall not be measured from a date earlier than the achievement of such payment criteria, or due date, as appropriate. 

If daa is entitled to recover any sum of money from the Supplier, including, but not limited to, any over-payments, then daa may deduct these amounts from any sum then due to the Supplier, or which at any time may become due on giving prior written notice to the Supplier. 

The Supplier must obtain and provide to daa, within thirty (30) days of the date of this Agreement, a current tax clearance certificate from the Revenue Commissioners. The Supplier must continue to hold, in good standing, current issues of all such certificates for the duration of the supply of the Services and must provide a copy to daa in each Year of the Term upon daa request. 

All charges payable to the Supplier under this Agreement are made free and clear of and without deduction for or on account of taxes, save where daa is required to make such payment subject to the deduction or withholding of tax. 

It is agreed that for Charges Supplier must repay to daa in accordance with Clause 5.10(d), 6.11 and 18.4, the Supplier must also repay any associated VAT, save only to the extent daa may reasonably claim back or obtain an adjustment in respect of the associated VAT from the Revenue Commissioners.

[bookmark: _Ref223421995]	Project Timetable and Project Management Standards
Each party must perform its obligations in accordance with a Purchase Order, including, but not limited to, the Project Timetable set out in a Purchase Order (as same may be revised under this Agreement). daa may by giving thirty (30) days advance written notice suspend the Project delivery and Project Timetable with the Supplier for a period of up to ninety (90) days.  If daa wishes to extend the period of suspension beyond ninety (90) days it must do so acting reasonably and following consultation with the Supplier.  If the total period of extension over the Term is more than 90 days then daa must meet with the Supplier to discuss its reasons for suspension and mechanisms to address the consequences to both daa and the Supplier of the delay to the programme.  daa may end a suspension of the Services by giving the Supplier thirty (30) days written notice and daa must update the Project Timetable.  The Supplier is not entitled to payment of the Charges for a period when the Project delivery and Project Timetable are suspended.  

If the Supplier fails to fulfil an obligation by the due date or a Milestone Date, the Supplier must at daa’s option and at no additional cost to daa either, 
3. arrange all such additional resources as are necessary to fulfil the said obligation; or
redeploy such existing resources, allocated to the performance of the Services, as are necessary to fulfil the said obligation. 
If in daa’s reasonable opinion the Supplier is likely to fail to fulfil an obligation daa may also require the Supplier to adopt (a) or (b).  daa may not require the Supplier to adopt (a) or (b) unless the Supplier’s failure is likely to result, in a delay of over five (5) Working Days by reference to the Project Timetable. The provisions of this Clause 5.2 are in addition to and do not replace or amend the general obligation of the Supplier to comply with the Project Timetable in Clause 5.1. daa may, at its sole discretion, agree in writing, certain variations to subsequent date, or dates, for the fulfilment of obligations, set out in the Project Timetable, including the Milestone Dates. It is noted that the Acceptance Dates are Key Milestone Dates. 

The provisions of Clause 5.2 are without prejudice to daa’s rights and remedies, whether arising under this Agreement, at law, or at equity. 
.
If the Supplier becomes aware of circumstances likely to give rise to a delay in the fulfilment of an obligation by the due date set out in the Project Timetable, including, but not limited to, Milestone Dates, it must notify daa within [insert timeframe]. The Supplier must be be available to attend discussions with daa’s Representative and daa at all reasonable times during the Term.

daa may fail to fulfil an obligation under this Agreement and this may in turn cause the Supplier to fail to perform an obligation and as a result to miss a date in the Project Timetable.  If this happens the Supplier must arrange all such reasonable additional resources to fulfil the said obligations within [   ] days thereafter.  The Parties agree to address any delay to the achievement of the Key Milestone Dates by accelerating timelines where possible against individual Milestones to reduce overall delay to the Key Milestones. Alternatively, the parties may jointly agree one or more revised later Milestone Date(s) without additional cost to daa. The parties Representatives, may in such case, agree certain variations to subsequent date or dates for the fulfilment of obligations, set out in the Project Timetable, by way of Change. 

The Supplier must adhere to the project and quality management standards and procedures set out in the Quality Management Procedures.  If no such standards or procedures are specified in the Quality Management Procedures the Supplier must adhere to Good Industry Practice recognised in the information technology industry for project and quality management. Notwithstanding the foregoing, the Supplier must ensure that all elements of the Solution are at all times supplied, inspected, tested, installed and commissioned in compliance with the Supplier’s specified and documented organisational structure, responsibilities, procedures, processes and resources for implementing project and quality management while also ensuring compliance with the Project Timeline and the Acceptance Test Plan.

If the Supplier fails to fulfil an obligation by the due date (including, but not limited to a Milestone Date) for fifteen (15), days or more daa may require the Supplier to provide a written quality assurance report and quality management system referred to in Clause 5.6. The Supplier must appoint a person daa approves who is appropriately qualified in project and quality assurance techniques to prepare the report. The Supplier must include a plan and timetable for the implementation of any appropriate remedial actions recommended in the report.  The Supplier must deliver this report to daa within ten (10) days of the date of request.  Following delivery, the Supplier must promptly implement the remedial actions recommended therein. 

The Supplier must use Good Industry Practice standards of skill and care generally exercised by professional contractors supplying products and performing services of a similar nature to those specified in this Agreement. daa is relying on the Supplier’s Solution related experience, expertise, skill and care. 

Each party must advise the other in advance, insofar as reasonably possible, of any foreseen or anticipated delays in the performance of that party’s contractual obligations, including, but not limited to, those set out in the Project Timetable.   

If the Supplier fails to achieve Key Milestone Dates due to their fault only daa  may apply Payment Reductions. Where Key Milestone Dates set out in the Project Timetable are revised then daa may only apply Payment Reductions from the relevant revised date(s).  If the Supplier fails to achieve Key Milestone Dates set out in the Project Timetable then: 
3. the Supplier must complete the task or deliverables to which the due date refers as soon as reasonably possible thereafter;
daa agrees to afford the Supplier a grace period of ten (10) Working days during which the Payment Reductions set out in this Clause 5.10 shall not apply (the “Grace Period”); 
after the Grace Period, daa may deduct a figure equivalent to five per cent (5%) of the value of the Charges applicable to the Stage in which such Key Milestone Date occurs (the “Relevant Stage”), per period of five (5) Working Days, or part thereof (applying pro-rata), up to a maximum of twenty per cent (20%) of the value of the Relevant Stage (which shall constitute the Payment Reduction and collectively the “Maximum Deductible”) from the Charges applicable to the Relevant Stage; 
the sums set out in Clause 5.10(c) are a deductible from the Charges in respect of the Relevant Stage, and where no such Charges are due and payable, then, the Supplier must pay daa an equivalent sum within thirty (30) days of daa’s written demand; 
the provisions of the Statement of Work for time management shall apply;
if the Supplier achieves the final Key Milestone Date of the Stage then, any Payment Reductions being, as of such date, either reduced or reduceable, paid or payable, in accordance with the provisions of Clause 5.10(c) and\or (d), daa may pay the net amount for the Stage following reconcilliation to the Supplier or opt to apply it to an additional Purchase Order for Products, Software, Works and\or Services.  If the parties cannot agree a further Purchase Order then the Supplier may elect to have a cash payment. The parties must reconcile appropriate sums due to the Supplier or to daa under this Clause 5.10. daa must pay the Supplier the net sum within thirty (30) days of the date of receipt of the invoice;
the parties agree that sums deductible under this Clause 5.10 do not constitute a penalty on the Supplier and are fair and reasonable, in the circumstances and shall not be included within, or deductible from, the Supplier’s limitation of liability set out in Clause 11;
the provisions of this Clause 5.10 are without prejudice to the rights and remedies of either party under this Agreement, including, but not limited to, the ability, where applicable, of daa to refer the issue of Supplier delay in respect of Milestone Dates to the Dispute Resolution Procedure; 
where the Supplier has failed to complete the task or deliverable to which the Key Milestone Date due date refers, due to a Supplier Default by a date being not less than thirty (30) days from the Key Milestone Date, then, daa may terminate the applicable Purchase Order and\or the Agreement in accordance with Clause 18.3, and
it is noted that the provisions of this Clause 5.10 apply in circumstances of Supplier Default and not, in particular, due to a Non-Supplier Fault Event. 

If a delay is partially due to a Supplier Default and partially to a daa breach then the parties agree in the first instance to refer the associated dispute and the application of Clause 5.10 to the Governance Procedures. Either party may refer a dispute to the Dispute Resolution Procedure if it is not resolved to its satisfaction through the Governance Procedures. 

If a date for delivery is set out in the Project Timetable as a deadline for delivery of a Milestone or a Key Milestone the following additional provisions shall apply:
(a) Deadlines shall commence the day after the day on which the event triggering the deadline occurred. Where deadlines are set in days, they are calculated in calendar days and shall expire at the end of the final day of the stated period.
(b) Deadlines set in months are calculated as the period between the same date in two successive months. If there is no such date in the month in which the deadline ends, the deadline shall expire at the end of the last day of that month.
(c) If the deadline ends on a Saturday, Sunday or public holiday or non-working day, it is extended to expire at the end of the next working day at the place(s) of performance and/or delivery. 
(d) If the delivery date for any Products falls during closure of the delivery site(s), it is extended automatically until the next working day.
(e) Deadlines, times and due dates applying to this Agreement are calculated on the basis of Irish time and the Irish calendar (including with respect to public holidays).
(f) Deadlines based on correspondence are calculated as of receipt of the correspondence concerned.
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The Acceptance Procedures are outlined in the Acceptance Test Plan and apply on a per Stage basis, as defined in the Statement of Work.  daa may set out separate Acceptance Procedures and Acceptance Test Plans for each Purchase Order.  The Acceptance Test Plan sets out the Acceptance Procedures, together with the order in which each Stage are tested. As of the Effective Date, the Acceptance Test Plan is set out in its initial version in the Statement of Work and the parties must finalise the Acceptance Test Plan in accordance with provisions of the Statement of Work and the timescale in the Project Timetable. The Supplier must perform its obligations under this Agreement even if the parties delay or fail to agree a more detailed Statement of Work.

Before delivery of each Stage for performance of the Acceptance Procedures, as set out in the Project Timetable, the Supplier must conduct its standard in-house tests in order to ensure that the Stage is suitable for the performance of the Acceptance Procedures. The Supplier must provide daa personnel and consultants free access to the sites where these standard in-house tests are taking place to monitor these tests and to respond to any queries or challenges from daa or its consultants.  The Supplier must remedy any defects, faults or failures it identifies in the performance of such in-house tests and must continue to comply with the provisions of the Purchase Order and the Project Timetable.

The Supplier must, notwithstanding Clause 6.2, deliver each Stage to daa in accordance with the Project Timetable as amended and updated from time to time in accordance with Clause 5.5, in order to allow the performance of the Acceptance Procedures.  The Supplier agrees not to present a Stage for testing in accordance with the Acceptance Procedures before it has followed its own standard pre-testing procedures.  The Supplier must not present a Stage of the Solution for testing in accordance with the Acceptance Procedures until both daa and the Supplier are in agreement that the relevant Stage is ready for testing.  

The Supplier must provide reasonable support and assistance to daa (at no additional charge) in the manner set out in the Acceptance Test Plan during the Acceptance Procedures Period. 

The parties must conduct the Acceptance Procedures in respect of each Stage in the manner set out in the Acceptance Test Plan, including, but not limited to, any timetable set out therein.

daa may appoint third party independent quality assurance advisors and consultants to provide assistance to daa during the Acceptance Procedures Period subject to the quality assurance advisors providing daa with a non-disclosure agreement on the terms of the confidentiality provisions contained in this Agreement to protect the Supplier’s Confidential Information. 

If daa records the Acceptance Procedures as successful, or unsuccessful, in accordance with the Acceptance Criteria daa must notify this outcome to the Supplier. Following conclusion of the Acceptance Procedures, daa’s Representative must execute a mutually agreed form of acceptance certificate for the Products, Software, Works, Configurations, Integrations  and any other relevant elements of the Solution.  
 
If the Acceptance Procedures, for the relevant Stage are not recorded as successful in accordance with the Acceptance Criteria by the relevant Acceptance Date in the case of a Stage, then, daa may, at its sole option:
3. accept such part of the Stage as daa may, at its sole discretion, decide and pay a portion of the relevant Charges therefore calculated in accordance with the Commercial Terms, or such other charge as may be agreed by the parties’ Representatives; or
[bookmark: _Ref164244479]without prejudice to its other rights and remedies, extend the Acceptance Procedures Period for a period, which shall not exceed [   ] days (unless daa notifies a longer period to the Supplier), during which period, the Supplier shall (at the Supplier’s sole expense) correct the fault which caused the Acceptance Procedure to be recorded as unsuccessful. 

If daa extends the Acceptance Procedures Period and the Acceptance Procedures are not recorded as successful by the end of the relevant period, then, daa may, at its sole option:
3. accept such part of the Stage as daa may, at its sole discretion, decide and pay a portion of the relevant Charges therefor calculated in accordance with the Commercial Terms, or such other charge, as may be agreed by the parties’ Representatives; or
without prejudice to its other rights and remedies, further extend the Acceptance Procedures Period in accordance with Clause 6.8(b); or
treat the failure to record the Acceptance Procedures as successful as a Supplier Default and terminate the applicable Purchase Order and/or Agreement in accordance with Clause 18.3.

If daa extends the Acceptance Procedures Period and the Acceptance Procedures are not recorded as successful by the end of the relevant period, then, daa may, at its sole option:
3. accept such part of the Solution as daa may, at its sole discretion, decide and pay a portion of the relevant Charges therefor calculated in accordance with the Commercial Terms, or such other charge, as may be agreed by the parties’ Representatives; or
treat the failure to record the Acceptance Procedures as successful as a Supplier Default and terminate the applicable Purchase Order and/or Agreement in accordance with Clause 18.3.
  
If daa terminates a Purchase Order or the Agreement, under Clauses 6.9(c) or 6.10(b), then, the Supplier must rebate to daa all Charges, including VAT and expenses, paid to the Supplier before to the date of the notice of termination.  The Supplier must make this payment to daa within thirty (30) days of daa’s notice of termination.  The Supplier must include VAT and expenses in any refund of the Charges.   The provisions of this Clause 6.11 apply to all Purchase Order(s) for Services, Works, Software, or Products including Additional Purchase Orders. The Supplier’s obligation to pay the rebate is notwithstanding any other provision of this Agreement and without prejudice to the rights and remedies available to daa under this Agreement.  

The provisions of this Clause 6.11 also apply to the provision of Migration Services and Additional Purchase Order(s) for Professional Services, Software, or Products.

Following conclusion of the Acceptance Procedures for each Stage, under this Clause 6, daa must pay the Supplier the appropriate Stage Charges that apply under the relevant Purchase Order and the Statement of Work. 

The period, or periods, of extension, under Clause 6.8(b) and/or 6.9(b) operate to reset all subsequent contractual dates set out in the Project Timetable by the relevant period or periods where and to the extent set out in a Change, in all cases only with daa’s written agreement.

Following conclusion of the Acceptance Procedures for the applicable Stage in accordance with the Acceptance Test Plan, as set out in the Acceptance Test Plan, under this Clause 6, the Supplier must, where set out in the relevant Purchase Order, perform as appropriate the Migration Services, Delivery and Implementation Services, Software Development Services, Connectivity Services and/or any other services included within the Professional Services, together with the Support Services and Managed Services set out in the Purchase Order and Clause 5.

If the Supplier satisfies of the Acceptance Procedures later than required under the most updated and agreed Project Timetable then daa may impose Payment Reductions for failure to meet the Project Timetable.  The Supplier must bear all costs and expenses associated with preparation for the Acceptance Procedures, repeating any Acceptance Tests and satisfying the Acceptance Procedures.
 
The Supplier must ensure the Solution remains state of the art during the Term at no additional Charge.  The Supplier must make any changes to ensure the Solution remains in line with its premium offering to the market.  

If during the Term (but after the Supplier satisfies Acceptance Procedures) the Supplier makes a change (the “Further Change”) to an element of the Solution to ensure the Solution complies with Clause 6.16, complies with Regulatory Requirements or to ensure continued functionality in line with the Solution Specification the provisions of clauses 6.17 and 6.18 apply.  If daa reasonably believes the Further Change reduces the functionality of the Solution so that it would not comply with the Solution Specification after the Futher Change then daa may apply Acceptance Procedures for that Further Change and Clauses 6.1 to 6.11 shall regulate Acceptance Testing of the Further Change.  

If the Supplier is unable to satisfy the Acceptance Procedures for the Further Change within the Acceptance Procedures Period and the Supplier is unable to satisfy the Solution Specification for the remainer of the Term without making the Further Change then daa may terminate this Agreement under Clauses 6.9(c) or 6.10(b).  If daa terminates this agreement because the Supplier cannot satisfy the Acceptance Procedures for a Further Change then the sum the Supplier must repay under Clause 6.11 is modified to take account of the benefit daa has had from the Solution in the period up to termination of this Agreement.  The parties will measure the benefit by reference to the period of active use of the Solution as a proportion to daa’s expectation of usefuly life of the Solution based on the level of use.

If any part of the Products ceases to satisfy the Regulatory Requirements during the Term and daa must fully replace these Products to remain compliant with Regulatory Requirements then daa may terminate this Agreement on such notice as it deems appropriate and Clauses 6.16 to 6.18 do not apply.   daa is not required to make any payment of the Charges covering a period after the date of termination under this Clause 6.19. 

[bookmark: _Ref223421997]	Airport Data
The parties acknowledge that all data, information, text, drawings, diagrams, images or sounds embodied in any electronic or tangible medium used by the other party in the conduct of its business is the property of that other party. Subject to the provisions of Clause 8, each party hereby reserves all Intellectual Property Rights which may subsist in such data. The parties must not delete or remove any copyright notices contained within or for the other party’s data. The Supplier and daa must each take reasonable precautions (having regard to the nature of their other respective obligations under this Agreement) to preserve the integrity of the other party’s data and to prevent any corruption or loss of such data. 

If the Supplier is providing a Hosted Service, the Supplier must provide Airport Data and supporting application software at regular intervals, as set out in the Statement of Work, and must record the Airport Data on media from which the Airport Data can be re-loaded if it is corrupted or lost and to ensure it is kept safe (the “Back-up”). 

If the Supplier is providing a Hosted Service and Airport Data is corrupted or lost due to a Supplier Default then the Supplier must ensure that the Airport Data is restored and daa reserves the right to claim against the Supplier for all losses resulting from Airport Data being corrupted or lost. 

If the Supplier is not providing a Hosted Service and Airport Data within the database of the Solution is corrupted or lost due to a Supplier Default then daa may (in addition to any other remedies that may be available to it under the Agreement) elect one of the following remedies:
3. require the Supplier, at its own expense, to allocate the Supplier Staff, engaged in the provision of the Services, to restore or procure the restoration of the Airport Data, using the most recent Back-up referred to in Clause 7.2, together with transaction logs and other forms of data, as set out in the Statement of Work (together the “Recent Back-up”); or 
if daa has reasonable concerns about the ability of the Supplier to promptly restore the Business Data, then, daa may itself restore or procure daa third party supplier (the “Restorer”) restoration of the Airport Data, using the Recent Back-up and the Supplier must on daa’s request and at the Supplier’s cost provide all reasonable and necessary co-operation and assistance in the circumstances to the Restorer. 

If the Supplier is not providing a Hosted Service and Airport Data is corrupted or lost due to daa’s negligence or breach of this Agreement, then, daa may, at its option, request the Supplier to allocate the Supplier Staff to restore, or procure the restoration of, Airport Data, using the Recent Back-up.  

The Supplier must prepare and submit to daa for approval a remedial plan as soon as reasonably possible following the provisions of Clause 7.3 or 7.4 and/or 7.5 applying. The parties must agree the remedial plan within [  ] days and, following agreement, the Supplier must implement the provisions thereof. The provisions of this Clause 7.6 do not remove or reduce the obligations of the Supplier set out in this Clause 7. 

If there is loss or corruption of Airport Data, to which the provisions of Clause 7.3 applies or if the Supplier is not providing Hosted Services but the Supplier Default has caused such loss or corruption of Airport Data: 
3. the Supplier must provide the Services in accordance with the Service Levels, set out in this Agreement notwithstanding the application of this Clause 7;
the parties must promptly engage in good faith discussions to resolve a dispute, either party may escalate the matter, in accordance with the internal stages of Clauses 30.1 to 30.3, inclusive of the Dispute Resolution Procedure; 
if the parties fail to agree a settlement within a further period of ten (10) days of daa notification in writing, then, daa may after such period as it deems appropriate, 
require the Supplier to indemnify daa for its direct loss and actual damage suffered as a result of the Supplier default which shall apply on demand; and 
in circumstances of a material loss or corruption of Airport Data and\or daa Software, terminate this Agreement on grounds of material breach, under Clause 18.3; and
Clause 7.8 applies to the management of a daa claim under Clause 7.7(c)(i). 

For indemnity claims under Clause 7.7(c)(i) (the “Claim”) the following provisions apply:
3. daa must use its reasonable efforts to mitigate its alleged or actual loss before seeking indemnity protection from the Supplier by way of Claim;
[bookmark: _Ref486678045]daa must notify its Claim in writing before seeking indemnity protection from the Supplier. 
if the Supplier should dispute, in whole or in part, either the basis on which the Claim arose, or the quantum of Claim, but not, for the avoidance of doubt, the principle of an indemnity based Claim, then, the matter is to be resolved under the Dispute Resolution Procedure. Following resolution thereof the daa Claim is withdrawn, revised, or payable in whole, as appropriate; and
where the Supplier does not dispute daa’s quantum of Claim or, where the Supplier’s dispute is resolved under the Dispute Resolution Procedure, then, the Supplier must pay to daa the quantum of Claim in full within thirty (30) days of the date of daa Claim under Clause 7.8(b), or date of resolution of a dispute under Clause 7.8(c), whichever is the later. The foregoing payment obligation shall apply for any Claim revised or not revised, as set out in sub-Clause (c).

The Supplier must observe the terms of the Security and IT Use Requirements, including data security, as daa makes available to the Supplier.  daa may amend the Security and IT Use Requirements from time to time during the Term to address new threats. If daa revises the Security and IT Use Requirements it must notify the Supplier Representative of the revision.  If the Supplier raises objections or concerns with the revisions in writing within twenty (20) days of receiving daa’s notice the parties’ Representatives must acting in good faith, in order to attempt to resolve the objections or concerns. 

The Supplier must comply with the provisions of Clause 12 concerning the protection of personal data. If the Supplier’s failure causes a loss destruction, unauthorised disclosure of, or unauthorised access to personal data the Supplier must indemnify daa for daa’s loss under Clause 12.  This loss shall include the loss, destruction, unauthorised disclosure or unauthorised access arising from the Supplier’s disposal, re-assignment or re-use of any magnetic or other media which is or was used to store such data in connection with the provision of the Services. 
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This Clause 8 sets out the parties’ agreement on use of Intellectual Property Rights. 
3. Ownership of the IPR in the Supplier Software vests in and remains vested in the Supplier or its third party licensors, as appropriate. The Supplier must provide daa with the licence to use the Supplier software as set out in Part C;
Ownership of the IPR in the Products vests in and remains vested the Supplier or the Supplier’s third party licensors and the Supplier must provide daa with the licence to use the Product OS and title in the Products as set out in Part D;
Ownership of the IPR in any Supplier deliverables deriving from the Services (the “Deliverables”), excluding Developed Software and Developed Software Specifications (unless fully transferred in writing by daa to the Supplier) vests in and remains vested in the Supplier or its third party licensors, as appropriate. The Supplier must grant daa a perpetual, irrevocable, fully paid-up licence to:
use the Deliverables in the conduct of its business;
modify the Deliverables (other than the Supplier Software where daa will only be permitted to alter the configurations for that software) as necessary in the conduct of its business, and
sub-licence the foregoing licence in respect of the Deliverables to the Airport Users.
The ownership of the IPR in Developed Software and Developed Software Specifications vests in and remains vested in daa.

daa or its Third Party Suppliers continue to own the Intellectual Property Rights in daa Development Tools and facilities made available to the Supplier in the performance of the Services.  daa must grant or procure the grant to the Supplier of any required Intellectual Property Rights in daa Development Tools but strictly limited to the extent required solely for the purpose of providing the Services. In the use of the foregoing, the Supplier must observe the requirements of applicable third party software licence terms and conditions, brought to their attention by daa. 

The Intellectual Property Rights of whatever nature in the Supplier Development Tools are and remain vested, in the Supplier, or its third party licensors or suppliers, as appropriate. The Supplier grants, or must procure the grant to daa a limited and non-exclusive licence to use the Supplier Development Tools, to the extent required solely for the purpose of ensuring continued functionality of the Solution to meet the Solution Specification. In the use of Supplier Development Tools, daa must observe the requirements of applicable third party licence terms and conditions that the Supplier brings to daa’s attention. 

The Intellectual Property Rights, of whatever nature, in daa or its third party supplier, reports, programs, specifications, designs, reports or other materials vest in and remain vested in daa or its third party supplier, as appropriate.

Neither party is prevented from using data processing techniques, ideas, know-how and the like gained during the performance of this Agreement in the furtherance of its normal business, to the extent that this does not result in a disclosure or mis-use of Confidential Information, or infringement of any Intellectual Property Rights, of the other party. 
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If a third party claims that the use of Product, Software, Works and\or the receipt of Services, whether in whole or in part (the “Indemnified matter”) that the Supplier is infringing or has infringed that party's Intellectual Property Rights (for the purposes of this Clause 9 (the “Claim”), then, Supplier must indemnify daa its agents and contractors and keep them indemnified against all claims, liabilities, costs, expenses, damages and losses (including but not limited to any direct, indirect or consequential losses, loss of profit, loss of reputation and all interest, penalties and legal costs and all other professional costs and expenses).


If a Claim is made in respect of the Indemnified Matters, then, the Supplier may, at its own expense and subject to prior agreement between the parties (which must not be unreasonably withheld or delayed), in each case:
3. modify the Indemnified Matters so as to avoid the infringement or the alleged infringement and the terms herein shall apply mutatis mutandis to such modified Indemnified Matters; or
procure a right or licence for daa to perform or utilise the Indemnified Matters; or
where the foregoing remedies are not reasonably possible, substitute other matters, at least functionally equivalent and having equivalent performance to the Indemnified Matters; 
where the foregoing are not reasonably possible, then, daa may return the Indemnified Matters to the Supplier on its written request. The Supplier must then give daa a credit equal to:
for a Product, the net book value, provided daa has followed generally-accepted accounting principles;
for a program or Software, the amount paid by daa (pro-rata to exclude any period where daa had full use of the Supplier Software for the Solution); and
for materials, other than the foregoing, the amount paid to the Supplier for the creation thereof;
PROVIDED THAT, the Supplier must in circumstances of a Claim act in such a way as to minimise interruption and disruption in the provision of the Services.  

Supplier has no obligation regarding any Claim based on any of the following:
3. anything daa provides which is incorporated into the Indemnified Matters or Supplier’s compliance with any designs, specifications, or instructions provided by daa or by a Third Party Supplier on daa’s behalf;
daa’s modification of a Product (including Spare Parts), Works or Supplier Software or use other than in the Solution;
the combination, operation, or use of a Product with other products not provided by Supplier as a system, or the combination, operation or use of a Product with any product, data, apparatus, or business method that Supplier did not provide, or the distribution, operation or use of a Product for the benefit of a third party outside the daa enterprise other than an Airport User; or
infringement by a non-Supplier product alone;
PROVIDED THAT, the foregoing shall not apply insofar as and to the extent that the subject matter of the Claim is expressly set out or referenced in the Statement of Work. 

9.4	Without prejudice to daa’s rights under Clause 10.1(f) and (n), if any Claim prevents daa utilising the Solution fully and in accordance with the Solution Specification then the Supplier is deemed to have committed a material breach of this Agreement.  In such case daa may sue the Supplier for damages and or terminate this Agreement. 

[bookmark: _Ref223422000]	Warranties and Respresentations
The Supplier warrants and represents to daa that:
3. on the Effective Date it is duly incorproated and has full capacity and authority under the laws of its jurisdiction of incorporation and all necessary consents (including but not limited to, where its procedures so require, the consent of its parent company) to enter into and perform this Agreement and provide the Solution to daa[footnoteRef:3];  [3:  daa reserves the right to request an opinion from foreign legal counsel at the Supplier’s cost to evidence the Supplier has duly executed this Agreement and is bound by its terms.  daa may also request an opinion in relation to the execution by any Guarantor of any guarantee provisions also at the Supplier’s cost.
] 

the Agreement is executed by a duly authorised representative of the Supplier and all necessary actions to authorise the execution and delivery of this Agreement and the transactions contemplated hereby and thereby have taken place;
at completion of the Acceptance Procedures, the various elements of each Stage, the subject matter of the Acceptance Procedures, shall operate alone and in conjunction with each other, such that the Solution components shall meet the Acceptance Criteria, and that, thereafter, for the duration of the period of supply of the Support Services and Managed Service, the various elements of the Solution acting alone and, in conjunction with each other, (as may be modified or altered by Change Control), shall continue to offer the functionality and facilities and perform in accordance with the Acceptance Criteria, the Requirements Statement, and the Solution Specification and this warranty and representation is deemed repeated on each day during the Term; 
the Solution conforms with the Regulatory Requirements in force at the date of this Agreement and subject to Clause 14 with all reasonably foreseeable changes to the Regulatory Requirements during the Term (for the purpose of this sub-clause, a reasonably foreseeable change in a Regulatory Requirement includes any change in a Regulatory Requirement arising in whole or in part from the contents of any proposed EU  regulations, directives or decisions any Government green paper, white paper, Government departmental consultation paper or draft statutory instrument) and this warranty and representation is deemed repeated on a daily basis during the Term; 
it has the capacity to provide the possible volume of Products, Software, Works and/or Services which may be ordered under this Agreement, as set out in the Statement of Work and this warranty and representation is deemed repeated at the start of every Stage and Additional Order;
the Supplier’s obligations set out in this Agreement, including, but not limited to, the Services, are supplied and rendered by appropriately experienced, qualified and trained Supplier Staff, with all due skill, care, and diligence, of whom the Supplier has adequate numbers as may reasonably be required to perform its contractual obligations and this warranty and representation is deemed repeated at the start of every Stage and Additional Order and on each anniversary of the Effective Date;
(g)	all Supplier Staff working in Ireland are legally entitled to work in Ireland (whether by reason of EU/EEA citizenship, citizenship of the Common Travel Area between the UK and Ireland, possession of an employment permit or otherwise) and the Supplier complies fully with its statutory obligations in respect of the safety, health and welfare, terms and conditions of employment, remuneration and tax compliance of Supplier Staff working in Ireland and this warranty and representation is deemed repeated at the start of every Stage and Additional Order;
3. the Supplier discharges all obligations with all due skill, care and diligence, including, but not limited to, Good Industry Practice and, without limiting the generality of this warranty, under its own established internal procedures and this warranty and representation is deemed repeated at the start of each calendar month during the Term;
the provision and daa receipt of the Solution under this Agreement, does not infringe any Intellectual Property Rights of any third party and this warranty and representation is deemed repeated at the start of every Stage and Additional Order and on each annivserary of the Effective Date;
the Services, Software, Works and the Products are provided and supplied in compliance with all applicable laws, enactments, orders, regulations and other similar instruments and is deemed to repeat this warranty and representation on a daily basis during the Term and is deemed to repeat this warranty and representation on a daily basis during the Term;
the supply the Products continues to comply with its obligations under the Radiological Protection Act 1991, S.I. 30 of 2019 (the Ionising Radiaiton Regulations), the WEEE Regulations and the Battery Regulations and this warranty and representation is deemed repeated on the delivery of every consignment of the Products;
in the provision of the Services the Supplier complies with daa Site Regulations and Security and IT Use Requirements, as provided, or made available, by daa to the Supplier and this warranty and representation is deemed repeated at the start of each calendar month during the Term;
the Supplier utilises commercially available anti-virus software and good practise to avoid the introduction of commonly known viruses in the Airport Data, Product OS, Supplier Software and\or Supplier Infrastructure used to support the supply of the Services, intended to corrupt, destroy or otherwise damage, or interfere with, daa receipt of the Services (the Supplier must take appropriate evasive action, with the prior agreement of daa (where possible in the circumstances) where aware of a virus in the foregoing for which no remedial anti-virus software is commercially available) and this warranty and representation is deemed repeated at the start of each calendar month during the Term; 
the user manuals included with the Documentation provide such information as to allow a competent and trained employee of daa make proper use of the functions and facilities of the subject matter thereof and this warranty and representation is deemed repeated on the delivery of every consignment of the Products; 
there are no disabling or lock-out programs, or devices, in licensed software and none will be placed in licensed software during the Term and this warranty and representation is deemed repeated at the start of each calendar month during the Term.  (Notwithstanding the foregoing, if a disabling or lock-out program or device is in licensed software, then, without prejudice to daa’s other rights and remedies under this Agreement, the Supplier must remove all those programs or devices forthwith and at no cost whatsoever to daa);
modifications, new versions and releases of software, the Supplier provides as part of the Support Services, are forward compatible and the Supplier confirms it is supporting them for duration of the Term, unless otherwise set out in the Statement of Work, a Purchase Order, or by Change Control, as appropriate, and new versions or releases do not materially reduce or otherwise adversely affect the functionality or performance of the software, as current at completion of the Acceptance Procedures and this warranty and representation is deemed repeated at the start of each calendar month during the Term;
the Supplier owns all property rights, including the intellectual and industrial property rights that may be assigned or granted to daa under this Agreement and that the tangible and intangible assets assigned to daa are subject to no right in rem, private law rights or shared ownership that might restrict the scope of, or prevent, transfer of title under the Agreement and this warranty and representation is deemed repeated on the delivery of every consignment of the Products and on the first day of every calendar month during the Term;
the Support Services are provided with all due skill, care and diligence, including, but not limited to, Good Industry Practice and, without limiting the generality of this waranty, under its own established internal procedures and representation is repeated on the first day of each calendar month during the Term;
appropriate new release levels of the Product OS and/or Supplier Software and the relevant documentation (including but not limited to user documentation) are made available to daa under the Support Services at no additional charge to daa where changes in the Regulatory Requirements or Irish, European Union, or other relevant legislation, or mandatory provisions, affect the functionality or modules for the Products and Product OS, Supplier Software, or any part thereof and this warranty and representation is deemed repeated on a daily basis during the Term; 
designers and subcontractors providing the Works have the experience and capability necessary for the design and completion of the Works and this warranty and representation is repeated on the completion of each element of the Works; 
the Works do not contain defects (including latent defects), material breach or poor workmanship and this warranty and representation is repeated on the completion of each element of the Works;
the Works are delivered with due diligence and with the degree of skill and care that is to be reasonably expected from a good, competent contractor engaged in and experienced in the provision of works the same as or similar to the Works and in accordance with the Works Specification and recognised industry procedures and standards prevailing in relation to the Works at the time of performance (including with respect  to occupational health, safety and welfare)  and, subject to the foregoing, consistent with current and applicable daa safety rules and procedures as notified to the Supplier from time to time and this warranty and representation is repeated on the completion of each element of the Works; 
all Products and the Solution are fit for their intended purpose as described in this Agreement including the Statement of Work, are of satisfactory quality and will continue to function in accordance with the Product Specification for their anticipated product life and this warranty and representation is repeated on each day of the Term;
the Products comply with and shall provide the functionality and performance set out in the Product Specification with effect from the relevant Acceptance Date and thereafter for the Term and this warranty and representation is deemed repeated at each relevant Acceptance Date and each date of the Term following the delivery of each consignment of the Products;
the Supplier statements and representations made in proposals provided to daa in advance of signing this Agreement are valid and correct;
the Supplier has inspected the daa Development Tools and daa Infrastructure and is satisfied these meet the requirements of the Solution and this warranty and representation is repeated at the start of each Stage and each Additional Order, and
those additional warranties, if any, set out in the applicable Parts shall apply.
The Supplier repeats the warranties and representations (a) to (bb) on each Acceptance Date for each Purchase Order and for all warranties other than (a) and (b) on each anniversary of the Effective Date.

[bookmark: _Ref92833929]	10.2	The Supplier shall not be liable for Products' failure to comply with the warranties set out in clause 10.1 in any of the following events:
	(a)	the alleged defect arises because daa failed to follow the Supplier's written instructions as to the storage, commissioning, installation, use or maintenance of the Products; 
	(b)	the alleged defect arises as a result of the Supplier following any drawing, design, instruction or specification supplied by daa; 
[bookmark: _Ref447717992]	(c)	daa alters, modifies or repairs such Products or attempts to do the same in a manner the Supplier prohibits in its manuals, or
	(d)	the alleged defect arises due to daa’s use of the Products other than for the purposes which they were reasonably intended or designed
UNLESS and to the extent that daa was acting under the terms of this Agreement, the relevant Contract and/or the Supplier’s advice and direction. 

0. The Supplier’s initial obligation and daa’s initial remedy under Clause 10.1 is limited as follows:
4. in the case of any non-conformance with the provisions of Clause 10.1(c), the Supplier must, at its own expense, either: (i) rectify such non-conformance with the Specification, by repair or replacement of any defective material, or service, which may have been supplied within [      ] days/hours; or (ii) subject to the prior written agreement of daa, refund the Charges, including taxes and excluding expenses, paid for the Stage that has been supplied and which does not conform with the provisions of Clause 10.1(c); and\or
in the case of defective Services, the Supplier is to be given the opportunity to, either (i) promptly re-perform the defective Services, as appropriate, without charge to daa; or (ii) subject to the prior written agreement of daa, refund the Charges, including taxes and excluding expenses, paid for the Stage within which the defective Services occur;
PROVIDED THAT, the provision of this Clause 10.3 shall not preclude daa from relying on any of its other rights and remedies under this Agreement.   If the breach of warranty or representation gives rise in a failure or partial failure of the Solution then the Supplier must take all necessary steps to restore full functionality to the Solution within 24 hours.  
 
daa warrants and represents to the Supplier, that:
4. it performs daa’s Responsibilities and all of its other obligations set out in this Agreement using reasonable skill, care and diligence; and
it has full capacity and authority and all necessary consents to enter into and perform this Agreement. 

In so far only as permissible, the Supplier provides to daa the benefit of any third party warranties in respect of the provision of the Solution provided to the Supplier and it will assist daa in exercising its rights under such warranties as daa reasonably requires (the foregoing does not operate to reduce or negate any obligations of the Supplier arising under this Agreement).

Except as expressly stated in this Agreement, all warranties, terms and conditions, whether express or implied by statute, common law or otherwise are hereby excluded to the maximum extent permitted by law. 

0. The Supplier must indemnify daa its agents and contractors and keep them indemnified against all claims, liabilities, costs, expenses, damages and losses (including but not limited to any direct, indirect or consequential losses, loss of profit, loss of reputation and all interest, penalties and legal costs and all other professional costs and expenses) arising out of or in connection with:
any claim costs, demands, damage, liability expense incurred to a third party arising out of or in connection with the Agreement, to the extent that such claim arises out of the negligence or breach of contract by the Supplier, its employees, agents or subcontractors;
any liability, loss, claim or proceedings incurred by the Supplier for death, personal injury or damage to or loss of tangible property attributable to the negligence, wilful acts or omissions, or breach of contract of the Supplier, its employees, agents or subcontractors;
any fines or determination imposed by the Commission for Aviation Regulation, where [     ] are not available to daa in accordance with the limits set out in the Statement of Work,  to the extent that the imposition of the fine is due to a default or breach of contract by the Supplier, and
any claim which results from the Products, Services and/or Software failing to satisfy the requirements set out in the Compliance Tests after the Products are installed in daa plc’s premises and used to screen passengers or staff accessing the airside areas of Dublin Airport.

[bookmark: _Ref223422001]	Limitation of Liability
The Supplier’s liability for Supplier Defaults is subject to the financial limits and other limitations set out in this Clause 11. The Supplier’s total aggregate liability under this Agreement for all Supplier Defaults shall in no event exceed:
5. for death or personal injury, liability arising under the Liability for Defective Products Act 1991, wilful default, criminal action, or fraud, breach of Clauses 12.2, 12.3 or breach of Data Protection Laws & Regulations or the Data Processing Addendum liability shall not be subject to limitation or exclusion;
for liability of the Supplier arising under the indemnity provisions set out in Clause 3.11 (supplier staff) or Clause 7.7(c)(i) (corrupted data), clauses 12.2, 12.3 and clause 12.4 of the DPA which liability shall be limited to 300% of fees and subject to exclusion as per clause 11.3; 
for liability of the Supplier arising under the indemnity provisions set out in Clause 9.1 (intellectual property indemnity), liability shall not be subject to limitation, but is subject to exclusion;
for liability of the Supplier arising under the provisions set out in Clause 12.1 (confidentiality), liability is subject to limitation, in the sum of €250,000 and is subject to exclusion; 
for the Supplier liability arising under the indemnity provisions as set out in Clause 19.1(j) (transfer regulations), which liability shall not be subject to limitation, but shall be subject to exclusion;
for direct loss or damage to daa’s tangible property, other than may be governed by Clause 11.1(a) to (e) inclusive, shall be subject to limitation, in the sum of €250,000 and shall be subject to exclusion; and\or
for direct loss or damage to daa, other than may be governed by Clause 11.1(a) to (f) inclusive, liability is subject to limitation, in the sum of €10,000,000.

daa’s liability for breach is subject to the financial limits set out in this Clause 11.2. daa’s aggregate liability under this Agreement shall in no event exceed:
5. for death or personal injury, liability arising under the Liability for Defective Products Act 1991, wilful default, criminal action, or fraud, liability shall not be subject to limitation or exclusion;
in respect of daa liability arising under the provisions set out in Clause 12.1 (confidentiality), liability is subject to limitation, in the sum of two hundred and fifty thousand euro (€250,000), and is subject to exclusion; and\or
in respect of direct loss or damage to the Supplier, including, but not limited to direct loss or damage to the Supplier tangible property, other than may be governed by the provisions of Clause 11.2(a) to (b), inclusive, liability is subject to limitation in the sum of two hundred and fifty thousand euro (€250,000). 

Subject always to the provisions of Clause 11.1 and 11.2 and except for indemnities that require a party to indemnify  for such losses,  in no event shall either party be liable to the other for any indirect loss or damage whether occasioned by a Supplier Default or a daa breach of this Agreement. 

The limitation of Supplier liability set out in Clause 11.1 and daa liability set out in Clause 11.2, respectively: 
5. does not include within its scope, or limit, the repayment of Charges, application of Payment Reductions, application of Service Charges, or payment of Charges, which were or become due and payable under this Agreement, including, but not limited to, in the case of daa, payment of the Charges under Clause 4 which are, in each case, separate matters under this Agreement; 
in the case of the Supplier does not include within its scope or limit claims, demands, losses or injuries for which the Supplier is required to have insurance cover in place under Clause 16 save that where a limit of insurance cover is specified in Clause 16.3 and/or Part H (including Annex 4) then the sum up to that limit of insurance is deemed excluded from the limits where specified in Clause 11.1. 
is subject to the provisions of Clause 11.3 where stated to be subject to exclusion;
in each case, is subject to a general obligation on the party to use all reasonable endeavours to mitigate its loss; and
in respect of the Supplier liability, referenced in Clause 11.1, the calculation of liability figures excludes VAT daa is liable to pay in connection with a liability.

If any proceedings are brought by one party against the other party for any loss or damage to its business and operations due to a Supplier Default or a daa breach, then, the reference in Clause 11.1 or 11.2, as appropriate, to direct loss or damage includes the direct loss or damage of and to the business and operations of the injured party.   

The Supplier is solely liable to daa for all Supplier Defaults.  The Supplier assumes all rights and remedies for and on behalf of its Sub-contractors, and their or its servants or agents under this Agreement.  daa assumes all rights and remedies for and on behalf of its servants or agents, against the Supplier under this Agreement

The parties expressly agree that if any limitation or provision contained in this Clause 11 is held to be invalid under any applicable statute or rule of law it is to that extent be deemed omitted.  If either party thereby becomes liable for loss or damage which would otherwise have been excluded or limited such liability is subject to the other remaining limitations and provisions set out in this Clause 11.

Nothing in this Agreement prevents or restricts either party from obtaining such injunctive or equitable relief, or remedy, as may be granted to it by an appropriate court. The parties agree that any order for specific performance made in connection with this Agreement in respect of either party is subject to the financial limitations set out in this Clause 11. 

[bookmark: _Ref481494616][bookmark: _Toc482429646][bookmark: _Toc482431907]Confidentiality and Data Protection 
Confidentiality
5. By virtue of the Services supplied and received under this Agreement, each party may have access to and/or otherwise become aware of the Confidential Information of the other party. The parties agree that:
any Confidential Information obtained from, or for, the other party, its servants or agents, is and shall remain the property of such party;
the parties must treat as confidential and neither party (nor its staff, agents or sub-contractors) may disclose, or use, the Confidential Information of the other party, except to the extent necessary for the performance of this Agreement; and
the Supplier must not publicise this Agreement, its terms, or its existence, including, but not limited to, in marketing, tendering or commercial publications, without daa prior consent, provided that, daa may consent in advance to Supplier use by category or type, including format.
The provisions of Clause 12.1(a) do not apply to Confidential Information which:
is in or becomes part of the public domain (otherwise than by breach of this Agreement); or
is trivial by nature;
was in the lawful possession of the receiving party before disclosure under this Agreement and was not unlawfully obtained, either directly or indirectly; or
is lawfully disclosed to the receiving party by a third party, without restriction on disclosure; or which receiving party independently develops without dependence on, or reference to, such Confidential Information; or
must be disclosed by law or final mandatory order of a court or other competent authority, including, but not limited to, in the case of daa, the Department, the Controller and Auditor General, relevant committees of the Óireachtas and the Regulatory Authority, provided always that, the party whose Confidential Information is to be disclosed is promptly notified of such a requirement and afforded a reasonable opportunity to seek relief therefrom, where available; 
must be disclosed to the parties’ professional advisors, provided that such disclosure is to the extent necessary for such advisors to carry out their professional duties and upon conditions of confidentiality, no less onerous than set out in this Clause 12.1; and/or
is released from the provisions of this Clause 12.1, by the prior written consent of the party to which it relates.
Each party may only divulge Confidential Information of the other to those of its employees, agents, sub-contractors and\or professional advisors, who are directly involved in the Project, together with its auditors, professional advisors and mandatory regulatory authority. In divulging Confidential Information to such third parties, the disclosing Party must take all reasonable precautions to ensure that such third parties are aware of and comply with obligations of confidentiality to the disclosing party no less onerous than those set out this Clause 12.1 and must comply with Data Protection Laws & Regulations.
Nothing in this Clause 12.1 is deemed or construed to prevent daa from disclosing any Confidential Information obtained from the Supplier to:
any agency, department or office of the Government of Ireland;
any Regulatory Authority; 
any consultant, contractor, or other person engaged by the party, in connection with this Agreement, provided that, daa has obtained from the consultant, contractor, or other person, a signed confidentiality undertaking on substantially the same terms as are contained in this Clause 12.1; and
its Affiliates.
The provisions of Clause 12.1(a) to 12.1(d), inclusive, shall continue in force for a period of sixty (60) Months from the later of the date of initial disclosure or re-disclosure, as appropriate, of the relevant Confidential Information.
The Supplier must ensure either: 
(i)	 the Supplier and any third party contractor or Sub-contractor personnel, engaged in the provision of the Services execute the then standard daa Non-Disclosure Agreement before permitting personnel attending on-daa Site or working off-daa Site access, or
(ii)	oblige such personnel to obligations of secrecy for daa Confidential Information under their labour services contract with the Supplier, or third party contractor or Sub-Contractor, as appropriate. 
In the performance of its contractual obligations the Supplier must observe the terms of the Security and IT Use Requirements (which shall include data security), as made available to the Supplier, which may be amended from time to time, as set out in Clause 33. In addition, the Supplier must observe the provisions of its internal data protection and security procedures in the performance of this Agreement, details of which must be provided to daa before the date of execution of this Agreement and thereafter following daa request. 
Neither party is prevented from using data processing techniques, ideas, know-how and the like gained during the performance of the Agreement in the furtherance of its normal business, to the extent that this use does not result in a disclosure of Confidential Information or infringement of any Intellectual Property Rights of either party. 
The parties agree that any material, breach by either party of its obligations in respect of Confidential Information, set out in this Clause 12.1 is deemed to constitute a breach incapable of remedy entitling daa, at its option, to terminate the Agreement, under Clause 18.3, on not less than sixty (60) days prior written notice. daa must notify the Supplier of its election whether or not to terminate the Agreement aforesaid, within a period of thirty (30) days of notification of the breach aforesaid occurring. 
Any non-disclosure of confidential information agreement concluded between the parties concerning the subject matter of this Agreement shall, where not already expired is deemed terminated as of the Effective Date.

Data Protection
5. Both parties must observe their respective obligations set out in the Data Protection Laws & Regulations.  In addition both parties agree to comply with the terms of and enter into the Data Processing Addendum. The Supplier acknowledges the serious adverse effects that unauthorised disclosure of personal data would have upon the operations of daa and must endeavour, in accordance with Good Industry Practice, to avoid any such disclosure. 
If the Supplier is providing a Hosted Service it must ensure that the security of personal data (as defined in the Data Protection Laws & Regulations) has equivalent protection to that required by the Data Protection Laws & Regulations for data held by a data controller (as defined in Data Protection Laws & Regulations) in Ireland.  daa may at its discretion prohibit the Supplier from transferring personal data to a location outside the Community (“Non-Recognised Jurisdiction”).  Alternatively daa may at its absolute discretion and for such period as it decides, require the Supplier under the Data Processing Addendum to enter into the Standard Contractual Clauses and require any sub-processors to enter into Standard Contractual Clauses and observe the terms of the Data Processing Addendum before sending personal data to a Non-Recognised Jurisdiction.  daa may change its decision on the processing of data in a Non-Recognised Jurisdiction if the risks associated with processing data in the Non-Recognised Jurisdiction increase in daa’s judgment after conducting a transfer impact assessment.  If daa permits the transfer of personal data to a non-Recognised Jurisdiction the Supplier must put all such measures in place and operate such measures to ensure daa remains compliant with the Data Protection Laws & Regulations and the Data Processing Addendum for this personal data.   
The Supplier must, for personal data provided by daa under this Agreement (if any):
not process (including, but not limited to, obtain, retain, disclose or transfer) any such personal data, other than in accordance with the performance of its obligations under this Agreement; 
under the Data Protection Laws & Regulations apply appropriate technical and security measures to protect any such data against unauthorised or unlawful processing (including any such obtaining, retaining, disclosing or transferring) and against accidental loss, destruction or damage; and 
should it be so required, provide reasonable evidence that it has taken steps to comply with sub-Clause (ii) above, and subject to Clause 36.7 allow daa access to the specific documentation and/or the Supplier’s premises, on seven (7) days notice, for this purpose. Such inspection shall not relieve the Supplier of any of its obligations under this Agreement or the Data Protection Laws & Regulations.
Where an individual exercises his or her right under the Data Protection Laws & Regulations in respect of personal data and where the Supplier has processed this data (directly or through sub-processors) on behalf of daa and where daa is required to deal or comply with any assessment, enquiry, notice or investigation by a national data protection authority, then, the Supplier must co-operate as daa requests to enable daa to comply with all of its obligations which arise as a result of the exercise of such rights or as a result of such assessment, enquiry, notice or investigation.
If personal data is stored on daa servers the Supplier must obtain daa’s advance agreement to store, view or process such personal data, (as defined in the Data Protection Laws & Regulations) before performing the Supplier’s obligations under the Agreement at sites outside Ireland.  daa may prohibit viewing or processing or personal data under this contract where it is being conducted by persons from a location outside the European Economic Area.  Alternatively, daa may at its absolute discretion and for such period as it decides, require the Supplier or a third party under the Data Processing Addendum to enter into the Standard Contractual Clauses and require any sub-processors  before permitting viewing or processing of personal data from a Non-Recognised Jusiction.
In the removal and destruction of daa existing products, included within the scope of the Services, including, but not limited to, Existing Hardware and the Products, the Supplier must ensure that Confidential Information and personal data contained in Existing Hardware (the Supplier hereby acknowledges the existence of such data) is not misused or disclosed contrary to the provisions of this Clause 12.2. 
If the Supplier is providing a Hosted Service it must ensure:
(i)  such  personal  data is only processed  in  accordance with  daa  instructions  and  as  strictly  necessary to perform the Supplier’s obligations  under  this  Agreement;
(ii)    provide daa, on request, with such reasonable information as is requested in order to confirm daa’s compliance with the obligations for data protection compliance as set out in this Agreement;
(iii)    report  any  incident  which gives  rise to a  risk  of  unauthorized  disclosure, unavailability, loss, destruction  or  alteration  of  such personal  data (a “Security  Breach”)  to daa  immediately on  becoming  aware of  such  an  incident  and  must provide daa  with  all  such  co-operation  and  assistance  as daa  may  require  to mitigate against  the  effects  of  any Security Breach; and
(iv)   ensure and procure that  no such  personal  data shall  be transferred to or viewed/processed from a location outside of the  Community unless in compliance with Data Protection Laws and Regulations and  with daa’s prior  written  consent,  which  consent  may  be subject  to terms  and  conditions in addition to those set out at Clause 12.2(b).
The Supplier must comply with Data Protection Laws & Regulations in the performance of its corresponding obligations under or in connection with this Agreement.

The parties agree that any material, or non-trivial, breach by either party of its obligations in respect of the Data Protection Laws & Regulations, set out in this Clause 12.2 is deemed to constitute a breach incapable of remedy entitling daa, at its option, to terminate the Agreement, under Clause 18.3, on not less than sixty (60) days prior written notice. daa must notify the Supplier of its election whether or not to terminate the Agreement aforesaid, within a period of thirty (30) days of notification of the breach aforesaid occurring. 

Liability Management
5. If the Supplier is providing a Hosted Service it must keep safe any Airport Data in its possession for the periods set out in the Security and IT Use Requirements so that 
5. there is no unauthorised distribution, use or reproduction of Airport Data , and  
5. the Airport Data is available to daa and can be accessed, uploaded to and downloaded from the Hosted Service during the Term in accordance with the Solution and the service levels set out in Part E and/or Part F.  
If the Supplier is not providing a Hosted Service it must ensure any access to Airport Data daa provides under this Agreement does not result in unavailability of and/or an unauthorised distribution, use or reproduction of Airport Data. The parties agree that any material and substantial Supplier breach of obligations in respect of safekeeping of or access to Airport Data, as set out in Clause 7 is deemed to constitute a breach incapable of remedy, entitling daa, at its option to inter alia pursue the Supplier for damages and/or terminate the Agreement under Clause 18.3 on not less than sixty (60) days prior written notice. 
Each party is liable to the other party, within the liability management provisions set out in Clause 11.1 and Clause 11.2 for any breach of Confidential Information obligations set out in Clause 12.1, causing loss or damage to the other party.

[bookmark: _Ref223422003]Alterations to the Agreement, 	Change Control and Variations
The control of Change is addressed under this Clause 13. For these purposes, a “Change” includes any proposed amendment to the Products, Software, Works and/or Service, including, but not limited to, the proposed assignment or sub-contracting of the Agreement, whether in whole or in part. This Agreement is amended with each Change daa and the Supplier agree provided the form of change control procedure and note set out in the Statement of Work is followed or there is amendment under Clause 13.2.

No amendments to a Purchase Order or one or more of the Parts of this Agreement, nor any additional or substitute Parts, Clauses, Schedules or Annexes thereto, are valid unless made in writing expressly purporting to amend the Agreement and executed on behalf of both parties by or on behalf of the respective Representatives or other duly authorised officers. Both parties must maintain a complete and accurate master copy of the Agreement during the Term, containing all amendments thereto.


Not used 	

	Regulatory Compliance
The Supplier must comply with the Regulatory Requirements in so far as they apply to the Solution. The Supplier must give all notices, pay all taxes, duties and fees, and obtain all permits, licences, consents and approvals required by the Regulatory Requirements for the design, construction, commissioning, testing and completion of the Products, Software, Works and Services and the remedying of any defects in so far as they apply to the Solution.

The Supplier must obtain any and all approvals, licences, consents (or similar) required from any of the Irish Aviation Authority, EU, US Transport Security Administration which are necessary for the operation of the Solution during the Term to ensure the Solution remains compliant with Regulatory Requirements.  The Supplier must provide all necessary assistance and information to daa in connection with the above.  The Supplier shall inform daa as soon as it becomes aware of the change to the Regulatory Requirements.  The Supplier must provide any additional Software and/or Integrations required to meet the Regulatory Requirements as part of the Support Services during the Term. If there is a change in the Regulatory Requirements that involves significant new Products the parties shall deal with this as a Change.  

[bookmark: _Ref223422005]	Supplier Insurance
The Supplier must insure with reputable insurance companies, at its own expense, during the Term, including any extensions thereto agreed between the parties, and for a period of not less than [twenty-four (24) Months] after the end of the Term, policies of insurance, of the type and in the minimum values set out in the Commercial Terms and Clause 16.3. The Supplier must take all reasonable steps to ensure that its Sub-contractors maintain coverages of the types and in the amounts customary for business of similar size and in accordance with industry practice. The Supplier: 
5. is liable for any deductible in respect of any claim under any policy of insurance taken out or maintenance under this Agreement, and 
is solely responsible for compliance with all requirements of the insurers for the relevant insurance policies.

The maintenance in effect of the policies of insurance set out in this Clause 16 is without prejudice to the Supplier’s obligations arising under this Agreement.

16.3	The Supplier must put in place the following insurance covers:
(a) Public and Products Liability with a limit of at least €6,500,000 in respect of each and every claim;
(b) Employers Liability Cover with a limit of at least €13,000,000 in respect of each and every claim, 
(c) Cyber insurance cover to include cover for 3rd party losses (no minimum specified); and
(d) Profesional Indemnity with a limit of at least €2,500,000 in respect of each and every claim.

16.4	The Supplier must ensure that each insurance policy is effected with insurers and in terms daa approves and in accordance with this Clause 16.4. The Supplier must on daa’s request submit evidence that any Supplier Insurances are in place and provide copies of the policies and insurances to daa or if daa agrees broker’s certificates demonstrating cover is in place (together with any other information reasonably requested by daa relating to such insurance policies).  The Supplier must submit evidence of payment of premia for insurances at Clause 16.3 to daa.  The Supplier must comply with the conditions stipulated in the Supplier Insurances and must keep the insurers informed of any relevant changes to the execution of the Services and provision of the Solution. The Supplier must not make any material alteration to the terms of any of the Supplier Insurances without daa’s prior written approval.  If an insurer makes or attempts to make any alteration, the Supplier must promptly give daa notice of the attempted change.  The Supplier must procure that if any Supplier Insurances is required to indemnify joint insured, the cover applies separately to each insured as though a separate policy had been issued for each of the joint insured. The Supplier must not, during the foregoing period, knowingly do anything to invalidate, or reduce the value of, the insurance policies.

16.5	With the exception of any insurances required by Law and employer’s liability insurance, the Supplier  Insurances will:
(a) subject to Clause 16.6 below, name the Supplier as insured with any other party maintaining the relevant Supplier Insurances;
(b) provide for non-vitiation protection in respect of any claim daa makes as co-insured/additional insured;
(c) contain a clause waiving the insurers’ subrogation rights against daa, its employees and agents;
(d) provide for thirty (30) days’ prior written notice of their cancellation, non-renewal or adverse amendment (subject to there being no amendments which result in the reduction in limits or coverage or increases in deductibles, exclusions or exceptions without the prior written consent of daa) to be given to daa to the extent that daa has an insurable interest; and
(e) not include any term or condition to the effect that the Supplier or daa must discharge any liability before being entitled to recover from the insurers.

[bookmark: _Ref143333372]16.6	Wherever possible and where stipulated in this Agreement, the Supplier Insurances must name daa as a co-insured/additional insured for its separate interest.

16.7	The Supplier must provide daa with:
(a) evidence that the policies are in full force and effect in accordance with the requirement of this Clause 16.
(b) evidence of renewal of policies referred to in Clause 16.3 which is satisfactory to daa and the Supplier must forwarded this to daa as soon as possible but in any event on or before the renewal date.  
daa may require the Supplier to provide evidence that the Supplier Insurances are in place at any time during the Term.

16.8	If the Supplier is in breach of Clauses 16.4 or 16.7, daa may pay any premiums required to keep such insurance (equivalent to the Supplier Insurances) in force or itself procure such insurance and may in either case recover any premiums and other reasonable costs from the Supplier on written demand.

16.9	The Supplier Insurances must be effected in all cases with insurers which have a minimum credit rating of not less than A- from Standard & Poor.

16.10	The Supplier is responsible for insurance premiums and the payment of deductibles for the Supplier Insurances.  In case the claim in respect of the Supplier Insurances the Supplier is responsible for any pay-out is due to acts or omissions of the Supplier. If such claim is caused by acts or omissions of daa the deductibles are daa’s responsibility.
 
[bookmark: _Ref223422006]	Term
The Term commences on the Commencement Date and continues in effect for a period of (60) Months, subject to earlier termination under Clause 18. If daa provides written notice to the Supplier of its wish to extend the Term it shall continue in effect for a further period of sixty (60) Months (the “First Successive Period”).  If at the end of the Successive Period daa may by giving notice to the Supplier extend the Term for a further period of sixty (60) months (the “Second Successive Period”) after the end of the First Successive Period. The First Successive Period and the Second Successive Period when in effect shall operate to extend the Term and, in addition, any period of Supplier provision of exit related services, as set out in Clause 19 shall operate to extend the Term. 

The term of each Purchase Order shall commence on the date of achievement of a Milestone Date, date of delivery of a deliverable, or fixed date, as set out in the Purchase Order, and shall continue in effect for the term set out therein (the “Purchase Order Term”). The Purchase Order Term shall not extend for a period in excess of the possible Term of the Agreement, as set out in Clause 17.1. Unless expired before the date of expiry of the Term, in circumstances of extension of the Term under Clause 17.1, then, any daa notice effecting Term extension, referred to therein, shall also indicate whether or not the Purchase Order Term is intended to also extend. If extension of the Purchase Order Term is indicated, then, it is extended for the same term as the daa notice for the First Successive Period or the Second Successive Period issued under Clause 17.1. 

Unless expired under Clause 17.1 and\or 17.2, or terminated earlier under Clause 18, the Term and Purchase Order Term shall continue in effect.

It is noted that the Charges applicable in respect of the Solution during the Purchase Order Term, including any subsequent Purchase Order during the First Successive Period or the Second Successive Period, are Fixed Price. 

[bookmark: _Ref223422007]	Termination
[bookmark: OLE_LINK1]Either party may terminate this Agreement, or any Contract, by giving not less than thirty (30) days prior written notice to the other party at any time, if:
5. the other party has entered into any composition or arrangement with its creditors or (being an individual or firm) becomes bankrupt or (being a company) becomes subject to an examination order or goes into liquidation (otherwise than for the purposes of amalgamation or reconstruction), or a resolution is passed for the winding-up of the other party, or the other party being a body corporate is struck of the register of companies; or
an encumbrancer takes possession of, or a receiver, manager or other similar officer is appointed in respect of, the whole or any material part of the property or assets of the other party; or
the other party ceases, or threatens to cease, to carry on business, and/or
the other party becomes unable to pay its debts as and when they fall due, or is deemed to be unable to pay its debts as they fall due, within the meaning of Section 569, Companies Act 2014.

daa may, at any time by notice in writing to the Supplier, as set out herein, terminate this Agreement in its entirety, or as it relates to one or more Parts, or terminate one or more Purchase Orders, as from the date of effect of such notice:
5. if there is a Change of Control of the Supplier and/or any holding company (as defined in section 8, Companies Act 2014) of the Supplier (the “Parent”), where the Change of Control has a material effect on the Supplier's ability to perform its obligations under the Agreement or daa’s recourse to the Supplier and/or the to Parent (under the Guarantee) for a Supplier Default; 
where daa wishes to terminate for its convenience by giving 12 months notice and without prejudice to daa’s other rights to terminate under this Agreement, or otherwise arising at law or equity; 
where any Supplier failure to perform the Support Services and\or Managed Services constitutes Serious Service Failure. In such circumstances, daa must provide the Supplier with not less than thirty (30) days prior written notice. During the period of daa notice of termination the Supplier must continue to supply the Services under the requirements of this Agreement and the Purchase Order; or
where daa having first consulted with the Supplier has reason to believe that the Supplier will no longer be in a position to perform its obligations to the same level of skill, quality or standard in compliance with all applicable laws. 

If there is a Supplier Default daa may by notice in writing to the Supplier terminate this Agreement in its entirety, or as it relates to one or more Parts, or terminate one or more Purchase Orders.  Provided that if the Supplier Default is capable of being remedied daa must provide the Supplier with a period  21 days to remedy the Suplier Default. If the Supplier Default is not capable of remedy or, if capable of remedy, is not remedied within the period daa specifies set out above then this Agreement terminates at the end of any notice period daa specifies in the notice of termination the 21 calendar day remediation period. daa may in its absolute discretion terminate with immediate effect or on a notice period of up to six months. 

Where either party terminates this Agreement, a Part, or a Purchase Order, all under this Clause 18, then, without prejudice to the rights and remedies of either party under the Agreement generally:
5. subject to Clauses 6.11 and 28.1, daa must pay the Supplier all Charges (if any) properly due and payable up to the date of termination, and the Supplier must reimburse to daa, all Charges (if any) pre-paid by daa which relate to the period following termination, applicable to the Agreement, Part or Purchase Order, as appropriate, in both cases within a period of thirty (30) days of the date of termination;
before the parties’ payments aforesaid, the parties must agree, any appropriate reconciliation’s of sums due, including calculation of any Payment Reductions and\or Service Credits (if any) due before the date of termination. As appropriate, parties shall thereafter issue invoices under their internal operating procedures; and 
where the relevant termination applies in part, then, the parties must apply the provisions of this Clause 18.4 in a reasonable pro-rata manner, or such other manner then agreed as appropriate in the circumstances. Where the parties fail to agree any aspect of the foregoing financial provisions, then, the matter is to be resolved under the Dispute Resolution Procedure. 

Where either party terminates this Agreement under this Clause 18, then, the provisions of Clauses 18 and 19 apply for the whole or part of the supply of the Solution affected.
 
In all cases:
5. the expiry or earlier termination of this Agreement does not prejudice or affect any right of action, remedy, or liability, which has accrued or may thereafter accrue to the other party; and
neither does it affect the coming into force or the continuance in force of any provision hereof which is expressly or by implication intended to come into or continue in force on or after such expiry or termination. 

The rights of either party under this Clause 18 may be exercised successively in respect of any one or more failures by the other party and are in addition and without prejudice to any other right or remedy which one party may have against the other party, whether set out in this Agreement, or arising at law or equity.

The parties agree that the expiry or earlier termination of any one or more Parts or Purchase Orders, under this Clause 18, do not affect the continuation in effect of all subsisting Parts or Purchase Orders which continues to be governed by the terms of this Agreement. 

All provisions of this Agreement which are, by their nature, intended to survive expiry or termination of this Agreement, shall survive expiry or earlier termination of this Agreement. 

The parties agree to review and update the Exit and Handover Plan at regular intervals during the Term, which are not less than twelve (12) Monthly, under the Governance Procedures. Each version of the document is to be identified by a sequential reference number. 

[bookmark: _Ref223422008]	Effects of Termination or Expiry
If this Agreement, including, but not limited to, any one or more Parts, or any Purchase Order under this Agreement is terminated or expires including but not limited to, daa’s early termination under Clause 18.2(b), the following provisions apply:
5. the Supplier must, if daa requests, provide assistance in the finalisation and execution of the Exit and Handover Plan, to the extent reasonably necessary for an orderly implementation of an alternative to the Solution by daa or its third party contractor;
the Supplier and daa must each carry out their respective responsibilities set out in the Exit and Handover Plan;
[bookmark: _Ref481494359]the provisions of Clause 18.4 apply and, where applicable, the appropriate provisions of Clause 19.1(d) apply;
in respect of subsisting Parts, the Supplier must continue to supply the Solution and daa must continue to pay an appropriate percentage or proportion of the Charges, under the Purchase Order. Any necessary variation to the Charges is by way of Change;
the Supplier must provide to daa, or a replacement contractor daa nominates, without additional charge, full access to any daa Development Tools and full electronic amendable copies of daa software, source code, documentation, daa materials, daa Infrastructure, Airport Data or other daa items, in its possession, together with electronic outputs from the Supplier Software, if any, used in the provision of the Services, (either in its then current format or in a format nominated by daa), together with all training manuals and other related documentation, and any other information and all copies thereof daa owns. Upon daa request, the Supplier must certify to daa in writing it has not retained any copies of such items. For the avoidance of doubt this Clause excludes the Supplier’s proprietary information, methodologies and software;
the Supplier must cease to use Airport Data and, at daa’s request, must destroy all copies of Airport Data then in its possession, together with all daa materials, documentation and other items in its possession;
the Supplier must provide reasonable and necessary assistance to daa, if requested, without additional charge, to the extent necessary to effect an orderly assumption by a replacement contractor of the supply of some or all of the Solution, including, but not limited to, providing reasonable and necessary co-operation in the procurement of a replacement supplier of Products, Software and\or Services;
the Supplier must, insofar as reasonably possible, given the requirements of the Exit and Handover Plan, continue to perform the Services up to the end of the period specified in the Exit and Handover Plan or, if no such period is specified therein, for a period of up to one hundred and eighty (180) days from the date of expiry or termination of this Agreement, under the Service Levels and other requirements of this Agreement, as may be varied by the Exit and Handover Plan; 
the parties must, if applicable, comply with their respective obligations under the Transfer Regulations; and
the Supplier must indemnify daa and keep daa indemnified against all damages, losses, liabilities, costs, expenses (including legal and other professional charges and expenses) whether arising under statute, contract or at common law or in connection with judgments, proceedings, or demands arising out of: 
(i) any claim by any person employed (or purporting to be employed) by the Supplier (or any of its sub-contractors) arising from his/her employment by the Supplier or which arises out of any act or omission of the Supplier; and\or 
(ii)  any claim of whatever nature by any employee of the Supplier against daa for which daa is or may be liable by virtue of the Transfer Regulations (such as but not limited to claims for breach of contract, wrongful dismissal, unfair dismissal, loss of office, redundancy, loss of earnings or otherwise).

[bookmark: _Ref223422009]	Management of the Services and Transfer Regulations
[bookmark: _Ref220120102]The parties agree that it is not their intention that the Transfer Regulations should apply on the expiry or termination of this Agreement or any Contract (the “Ending”) and in such circumstances the Supplier agrees to manage its supply of the Solution and its management of the Supplier Staff in such a way to minimise, to the greatest extent practicable, the likelihood of the Transfer Regulations applying on the Ending.

Notwithstanding the provisions of Clause 19.1 and without prejudice same, the parties agree that if the Transfer Regulations apply on the Ending they must comply with their respective obligations under the Transfer Regulations. Furthermore the Supplier agrees to provide reasonable assistance to daa (or where applicable any nominated replacement contractor), if requested, to effect an orderly assumption by a replacement contractor of some or all of the Solution components affected by the Ending.

If daa requires the Supplier must provide daa (or a replacement contractor nominated by daa) with details of the identity (to the extent lawfully permitted and subject to the requirements of applicable data protection legislation) and terms and conditions of employment of all Supplier Staff who are at that time assigned to the Solution components in order to facilitate daa’s (or the replacement contractor’s) compliance with the provisions of the Transfer Regulations. Such information shall include but shall not be limited to the information specified in Section 21, Employees (Provision of Information and Consultation) Act 2006. Without prejudice to the foregoing, at any time during the Term, daa may request anonymised information of the Supplier Staff who are then assigned to the affected Solution components. Such anonymised information must include details as to those Supplier Staffs’ length of service, professional qualifications, relevant work experience, applicable salary and other related employment benefits. The Supplier must provide this information to daa no later than fourteen (14) days after the date of such a request.

The parties note the indemnity provisions of Clause 19.1(j).

[bookmark: _Ref223422010]	Force Majeure
Neither Party is responsible to the other party for any delay or failure in the performance of its obligations under this Agreement, to the extent that the delay or failure is caused by Force Majeure.  The party impacted by Force Majeure must exercise due diligence in promptly notifying the other party in writing of any known or anticipated delay caused by Force Majeure.  The party impacted by Force Majeure must continue to perform those obligations not impacted by Force Majeure and use all reasonable endeavours to limit the impact of Force Majeure on other obligations.  Where the impacted party is not able to continue the performance of some or all of its obligations it must notify the other party in writing promptly without undue delay and recommence the performance of those obligations promptly as soon as it can recommence them. Any subsequent revision of Project Timetable date(s) resulting from a Force Majeure event or events is to be regulated strictly under this Clause 21.

During the period of Force Majeure daa’s obligation to pay the Charges  is suspended, to the extent that the Supplier is unable to continue to provide the Services and for that part of the Services which the Force Majeure event prevents the Supplier from providing. The foregoing is without prejudice to daa’s obligation to make payment of all issued and outstanding invoices due and payable under Clause 4. 

The following circumstances shall not be a Force Majeure event:
(i) 	industrial action taken by it or its employees; 
(ii) 	failure by its suppliers, agents or sub-contractors to meet any obligation for the Agreement where such failure does not itself result from a Force Majeure event, or
(iii) 	in the case of the Supplier, for any event of Force Majeure for which the Supplier must provide contingency planning, back-up and/or disaster recovery, limited by reference to the extent of that obligation, 
and neither party is excused from liability for delay or failure to perform any of its obligations under the Agreement for these reasons.

21.4	If a Force Majeure event occurs before the Acceptance Date for any order and the Supplier is unable to meet the Project Timetable as a direct result of the Force Majeure the parties shall meet to agree appropriate adjustments to the Project Timetable.  Where possible tasks may be reordered so that those elements that Force Majeure does not interfere with can be accelerated to ensure that any impact of Force Majeure to the Project Timetable is limited.

21.5	This clause 21.5 applies where an event(s) beyond daa’s control impacts the daa’s requirement for Services for example due to a significant reduction in passenger numbers (the “Passenger Reduction”) through Dublin Airport and/or Cork Airport (the “Airport”) such that the Client no longer has the same requirement for Services or has no requirement for Services. The Parties shall meet and agree from time to time the appropriate level of Services and resourcing of those services. For so long as the Passenger Reduction continues at the Airport daa agrees to pay 
1. 	margin the Supplier is obtaining from performing Services immediately before the Passenger Reduction, and
2.	overheads (including depreciation of equipment) the Supplier is still liable to pay during the period of the Passenger Reduction 
3	any redundancy and payment in lieu of notice costs incurred by the Supplier.
	Provided always that the Supplier must where reasonably possible possible mitigate and reduce its costs during a period of Passenger Reduction including but not limited to, making staff temporarily redundant and/or staff availing of Government wage subsidy or payment supports.


[bookmark: _Ref223422011]	Entire Agreement
This Agreement supersedes all prior agreements, representations (but excepting fraudulent misrepresentations), arrangements, understandings and communications, whether oral or written, express or implied, between the parties and constitutes the entire agreement between the parties for the subject matter hereof. 

No addition to or modification of any provision of this Agreement is binding upon the parties unless made by a written instrument signed by a duly authorised representative of each of the parties.

[bookmark: _Ref223422012]	Sub-Contracts
This Agreement is personal to the Supplier. The Supplier must not sub-contract this Agreement, the supply of the Solution, or, in each case, any part thereof including the provision of the Software, Works, Products or Services to any entity who is not set out in the Commercial Terms or Statement of Work without daa’s prior written consent, which daa must not unreasonably withhold or delay.  A list of approved Sub-contractors as of the Effective Date is set out in the Commercial Terms. The foregoing consent requirement does not apply to any Supplier outsourcing of a business function to an Affiliate, including, but not limited to, Supplier internal division which is an internal matter for the Supplier. Any performance of this Agreement by another party including an affiliate of the Supplier and any performance of this Agreement outside the Community is subject to full compliance with Data Protections Laws and Regulations.  

The Supplier remains primarily responsible for the acts and omissions of its Sub-contractors as though they were its own. The contract between the Supplier and each Sub-contractor must oblige the Sub-contractor to follow terms equivalent to the applicable terms and conditions of this Agreement, including but not limited to, entering into the then standard daa non-disclosure and confidentiality agreement, upon daa request. 

[bookmark: _Toc482429664][bookmark: _Toc482431925][bookmark: _Ref33931912][bookmark: _Ref33937302][bookmark: _Ref34186999][bookmark: _Ref34187146][bookmark: _Ref34187295][bookmark: _Ref34209426][bookmark: _Ref194468541][bookmark: _Ref223422013]	Assignment and daa Corporate Reorganisation
This Agreement is personal to the Supplier. The Supplier must not assign novate, sub-contract, sub-licence, or otherwise transfer this Agreement, or any part thereof, to any third party, (not being a competitor of Supplier), without the prior written consent of daa, such consent not to be unreasonably withheld, provided that, daa’s prior written consent is not required in circumstances of internal re-organisation of the Supplier group, whether worldwide or affecting the sub-group of which the supplier is a part, provided that, the re-organisation or purported re-organisation is not likely to disrupt or degrade the Services, reduce the net assets or financial viability of the Supplier or the Guarantor, economically disadvantage daa, or increase the Charges. 

daa may assign, novate, or otherwise transfer this Agreement, or any part thereof, to a third party, upon prior written notice to the Supplier, provided that, such third party is capable of performing daa’s obligations under the Agreement.  daa must continue to discharge its contractual and applicable statutory obligations to the Supplier before the date of any such transfer. The Supplier recognises that daa is a statutory body and any reorganisation or change in the legal status of daa does not require the consent of the Supplier and does not affect the validity of this Agreement.  This Agreement binds and inures to the benefit of any successor body, or bodies, to daa, and the Supplier. daa may by notice in writing partially assign the benefit of this Agreement to ARI at any time.  The Supplier also agrees on receiveing notice from daa to enter into novation agreement(s) with daa and ARI to facilitate ARI to become the Supplier’s counterparty under a direct contract for a part or parts of this Agreement while daa continues to be a counterparty with the Supplier for the remaining parts of this Agreement.

Notwithstanding the ability of daa to assign, novate, sub-contract, sub-licence or otherwise transfer this agreement, or any part thereof, to a third party, as set out in Clause 24.2 (a “Transfer”), the parties agree that:
5. any change to the Charges or Solution detail consequent upon any such Transfer shall require agreement of the parties by way of Change Control; and
any termination or partial termination of this Agreement consequent upon any such Transfer is to be dealt with under Clause 18 (termination) and, where appropriate, Clause 19 (post termination).

If there is a reorganisation or change in the legal status of daa where the assets intended to be vested under the provisions of the State Airports Acts 2004 to 2014 are so vested in Cork Airport, or otherwise, or Dublin and/or Cork Airports are otherwise reorganised into separate operating companies, whether or not under common ownership (hereinafter known as “Dublin Airport” and “Cork Airport” respectively, with daa remaining as the owner of Dublin Airport only in Ireland or as owner of subsidiaries operating Dublin Airport and/or Cork Airport, and the event or reorganisation being known as the “Reorganisation”), then, in circumstances of Reorganisation:
5. daa may notify the Supplier in writing whether before or, reasonably promptly subsequent to, the Reorganisation, both of the fact of the Reorganisation and whether daa and Cork Airport wishes to remain in receipt of the Services (the “Notice”);
if daa does not wish to remain in receipt of the Services, including, but not limited to circumstances where Cork Airport does not wish to remain in receipt of the Services and daa believes the Services to be unviable in such circumstances, then, the Agreement may not continue in effect in respect of Cork Airport as recipients and users of Products, Software and Services only. In such event, daa may exercise the Break Option, subject to the provisions of Clause 18.2(b);
if daa does wish to remain in receipt of the Services and either, firstly, Cork Airport also wish to remain in receipt, or, secondly, Cork Airport do not wish to remain in receipt, then:
the Notice must identify the intended future recipients of the Products, Supplier Software, Works and Services, in addition to daa;
the Notice must identify those elements of the Services, if not the whole, which daa or Cork Airport wish to receive for the duration of the Term and whether the Services are supplied, either:
directly to daa, as well as, directly to Cork Airport with Cork Airport assuming direct management control and payment responsibility to the Supplier, in respect of the appropriate elements of the Services; or
indirectly to Cork Airport with daa retaining effective management control and payment responsibility to the Supplier, in respect of all elements of the Services;
the parties, meaning some or all of daa and/or Cork Airport, dependent on the delivery model set out in Clause 24.4(c)(ii) aforesaid, must endeavour to agree the effect (if any) on the Purchase Order, the Statement of Work, the Charges, the allocation of Supplier Staff, between daa and/or Cork Airport, the contract liability management, and other relevant matters, within a reasonable period following receipt of the Notice, which must not exceed sixty (60) days, save as otherwise agreed in writing by daa. It is expressly agreed that it is the parties’ intention as of the Commencement Date that the Charges must not increase irrespective of the delivery model set out in Clause 24.4(c)(ii) aforesaid, but rather must decrease, reflecting the reduction in Supplier service delivery obligations. Any increase in Charges must accordingly be based only on exceptional circumstances outside the parties’ reasonable contemplation as of the Commencement Date. All change agreed aforesaid must be given effect by one or more Changes;
irrespective of the delivery model set out in Clause 24.4(c)(ii), and save as otherwise agreed in writing by daa and the Supplier, daa remains in direct contractual relationship with the Supplier, including, but not limited to, for liability management matters, as set out in Clause 11.6 and Cork Airport is to be construed as daa Affiliates thereunder; and
all parties must endeavour to conclude matters arising under this Clause 24.4 with all reasonably possible speed in the circumstances and using good faith endeavours. 

[bookmark: _Ref223422014]	Electronic Records and Communications
The parties agree that:
5. words in an electronic form are deemed to be “writing” for the purposes of all applicable legislation where “writing” is required;
words in an electronic form are deemed to be “signed” for the purposes of all applicable legislation where a “signature” is required; and
electronic evidence is admissible in any court or other quasi-judicial proceedings between the parties. 

[bookmark: _Ref223422015]	Waiver
The failure of the Supplier or daa to insist upon strict performance of any term, condition or provision of this Agreement or to exercise any right or remedy to which it is entitled hereunder, does not constitute a waiver thereof and does not cause a diminution of the obligations established by this Agreement.

A waiver of any Supplier Default does not constitute a waiver of any other Supplier Default.

No waiver of any of the terms, conditions or provisions of this Agreement is effective unless it is expressed to be a waiver in writing and communicated under the notice and validity of communication provisions of Clause 29 and 30, respectively. 

[bookmark: _Ref223422016]	Severability
If any provision of this Agreement is held invalid, illegal or unenforceable for any reason by any court of competent jurisdiction, such provision is to be severed and the remainder of the provisions hereof shall continue in full force and effect as if this Agreement had been executed with the invalid, illegal or unenforceable provision eliminated. If there is a finding of invalidity by a Court of competent jurisdiction so fundamental as to prevent the accomplishment of the purpose of this Agreement, the parties must immediately commence good faith negotiations to remedy such invalidity.
 
[bookmark: a_Toc477081984][bookmark: _Ref223422017]Set-Off and 	Remedies to be Cumulative
(a) 	daa may at any time set off against any liability of daa to the Supplier any amount which daa considers (acting reasonably) is due and payable by the The Supplier to daa under or in connection with this Agreement or termination of this Agreement and which the Supplier has not otherwise paid to daa in accordance with the terms of this Agreement. Where practicable, daa agrees to give reasonable advance notice to the Supplier before exercising such rights of set-off. Any exercise by daa of its rights under this clause shall not limit or affect any other rights or remedies available to it under this Contract or otherwise. 

(b) 	To the extent that, for any amounts daa sets off under Clause 28.1, the Supplier proves that daa had no contractual basis for such claim or the amount set off was in excess of the sum to which it was entitled, daa must refund any such amounts to the Supplier within 30 (thirty) days of the Supplier proving this. Where possible, the parties should endeavour to settle such refunds and their value in good faith seeking a fair outcome, however, any Dispute in relation to this Clause 28.1 is to be referred for Dispue Resolution under Clause ‎31.

Except as otherwise expressly provided by the Agreement, all remedies available to the Supplier or daa for breach of this Agreement are cumulative and may be exercised concurrently or separately. The exercise of any one remedy is not deemed an election of such remedy to the exclusion of other remedies.

[bookmark: _Ref223422018]	Notice
Any notice or other communication which daa or the Supplier is required or authorised by this Agreement to serve on the other is sufficiently served if sent to the Representative of the other at the address specified at the head of this Agreement by hand or by registered post.

Notices sent by registered post are deemed to be served three (3) Working Days following the day of posting. In all other cases, a notice or other communication is deemed to be served on the day it is actually received.

The parties must use their reasonable endeavours to ensure that, where possible, all notices and other communications served hereunder shall quote the Contract Reference Number. Notices of termination served must expressly refer to the Clause and Part of this Agreement, under which they are served.

The Supplier appoints [    ] to be its process agent for the acceptance of service of all claims or proceedings under this Agreement.

[bookmark: _Ref223422019]	Validity of Communications
No notice, approval, acceptance, waiver, consent or other communication from daa or the Supplier is valid unless made in writing and executed on behalf of the party sending the communication by a person duly authorised to serve such notice, approval, acceptance, waiver, consent or other communication., including, but not limited to, a member of senior management of the relevant party.
 
[bookmark: _Ref223422020]	Dispute Resolution
Both parties must seek to resolve any dispute between them arising out of or for this Agreement, amicably, in good faith, promptly and within at least fifteen (15) days.  The Supplier must ensure that any dispute between the parties does not interfere with the orderly and normal operation of Dublin and Cork Airports including the full use of the Solution in accordance with the Solution Specification once the Acceptance Procedures have been passed for any Purchase Order.

[bookmark: _Ref482431070][bookmark: _Ref486681437]Any continuing dispute between Supplier and daa regarding performance under this Agreement is to be resolved by reference to the internal dispute resolution procedures and in the manner set out in the Governance Procedures. 

If a dispute cannot be resolved by reference to the internal dispute resolution procedure at Clause 31.2, within a period of fifteen (15) days after referral, then, either party may further refer it for resolution or determination as follows: 
5. if the dispute is of a non-technical or predominately non-technical nature it may be referred, by agreement of the parties, to a mediator (the “Mediator”), who shall assist the parties in reaching agreement and who is appointed and carries out his functions under Clause 31.5. It is agreed that the reference to the Mediator shall require the prior agreement of both parties; or 
if the dispute is of a technical or predominately technical nature it may be referred, by agreement of the parties, for final determination to an expert (the “Expert”) who is deemed to act as an expert and not as and who is appointed and carry out his/her functions under Clause 31.6. It is agreed that the reference to the Expert requires the advance agreement of both parties;
in all other aspects the dispute, which shall include, but not be limited to, disputes for the Confidential Information, Intellectual Property Rights and/or Data Protection Laws & Regulations obligations of the parties, unless both parties agree in writing the dispute is determined under Clause 36.6;  
for the provisions of Clause 31.2 it is agreed that the notice in writing from either party referring the dispute for initial resolution, or escalation of the dispute for resolution, must identify the matter(s) in dispute, the relief and\or remedy sought by the party, the basis for claim of relief and\or remedy, the applicable provisions of this Agreement and relevant other matters;
agreement of the parties’ representative at any stage set out in Clause 31.2 and\or 31.3, whether in whole or in part, is final and binding on the parties for the subject matter thereof, and is in writing. Where appropriate, agreement of the parties’ representatives aforesaid is to be reflected in a Change; and
the period for resolution of a dispute at any stage set out in Clause 31.2 and\or 31.3 may be extended or reduced by written agreement of the parties. 

30.4	In respect of the reference of a dispute to a Mediator the parties agree that:
5. the mediation is to be carried out under the Centre for Dispute Resolution (“CEDR”) Model Mediation Procedure (using the current version of the Model Mediation Procedure in effect at the time of the dispute); 
if the parties agree to refer the dispute to mediation, they shall sign a mediation agreement under CEDR’s Model Mediation Agreement, or in such other terms as may be agreed in writing by the parties (the “Mediation Agreement”). The Mediation Agreement is to be signed not less than ten (10) days before the parties attending the mediation;
the mediation shall take place in Dublin and the language of the mediation is English. The Mediation Agreement is governed by and construed under the laws of Ireland; and
if the parties reach a settlement to resolve the dispute under the mediation, then, this is final and binding on the parties and is to be in writing. Where appropriate, the parties’ settlement is to be reflected in a Change. If the parties are unable to reach a settlement to resolve the dispute under the mediation, then, the parties may agree to ask the Mediator to produce a recommendation for settling the dispute. Any such recommendation is non-binding on the parties and is not admissible in any adjudication, including, but not limited to, reference to an Expert, or court proceedings involving or for the dispute and no party may refer to the recommendation or its contents or call the Mediator as witness in any adjudication or court proceedings involving or for the dispute. 

For a reference of a dispute to an Expert, the parties agree that:
5. the Expert must be selected by mutual agreement of the parties or, failing agreement, within fourteen (14) days after a written request by one party to the other, is to be chosen at the request of either party by the President for the time being of Engineers Ireland (formerly the Institution of Engineers in Ireland), who is requested to choose a suitably qualified and experienced Expert for the dispute in question; 
fourteen (14) days after the Expert has accepted the appointment the parties shall submit a written report on the dispute to the Expert and to each other and seven (7) days thereafter shall submit any written replies they wish to the Expert and to each other; 
both parties must afford the Expert all necessary assistance which the Expert requires to consider the dispute, including, but not limited to, full access to any documentation or correspondence for the subject matter of the dispute, subject to legal privilege; 
the Expert is instructed to deliver his determination to the parties within fourteen (14) days after the submission of the written reports under Clause 31.4(b), or after the expiration of such longer period as is required by the Expert in which to consider the parties reports and documentation or correspondence provided, which date shall not be greater than a period of sixty (60) days after the submission of the written reports aforesaid; 
decisions of the Expert shall, in the absence of manifest error, be final and binding and not subject to appeal; 
the Expert has the same powers to require any party to produce any documents or information to him and the other party and each party must in any event supply to him such information which it has and is material to the matter to be resolved and which it could be required to produce on discovery; 
the fees of the Expert are borne by the parties in the proportion as is determined by the Expert, having regard (amongst other things) to the conduct of the parties; 
the parties, and the Expert, shall treat as Confidential Information all information obtained for the reference to the Expert, the fact that a dispute has been referred to the Expert, its occurrence and the decision of the Expert arising from it; 
all communications for the reference to the Expert shall take place in writing between the Representatives of either party, or other nominated representatives of the parties, and the Expert; and 
at any time before the decision of the Expert being communicated to the parties they may agree a settlement of the dispute or difference referred to the Expert. In such event, the Expert may recover from the parties’ fees in respect of time already spent on the reference and all reasonable expenses incurred for it which are borne by and between the parties in such proportion as the parties must agree as part of their settlement.

31.5 In relation to the Dispute Resolution Procedure set out in this Clause 31 it is agreed that: 
5. it is subject to the general obligation of each party to act in good faith and in an expeditious manner in the application of the procedure set out in this Clause 31; 
it is a voluntary procedure, subject however to the ability of either party to escalate a dispute for resolution at various stages under Clause 3.2 and/or refer the matter for resolution to the Courts of 1Ireland under Clause 36.6; 
nothing in this Clause 31 shall prevent the reference of a dispute to a Mediator before a reference to an Expert or the Courts of Ireland, as appropriate;
save in respect of interim or injunctive relief, the internal dispute resolution procedures set out in Clause 31.2 may, at the option of either party, require to be exhausted, as therein set out, before the other party referring the matter onwards for resolution under Clause 31.3; 
the parties, the Expert and/or the Mediator, shall treat as Confidential Information all information obtained for the dispute, the reference to the Expert and/or Mediator, the fact that a dispute has been referred to the Expert and/or Mediator, its occurrence and the decision of the Expert, or outcome of the reference to the Mediator; 
work and activity to be carried out under this Agreement shall not, where and to the extent possible, cease or be delayed due to the existence of any dispute between the parties, or application of this Clause 31 Dispute Resolution Procedure and the provisions of the Agreement, including, but not limited to those for price and payment, shall continue to apply to such work and activity; 
all communications for the reference to the Mediator or Expert, as appropriate, shall take place in writing between the Representatives of either party, or other nominated representatives of the parties, and the Mediator or Expert, as appropriate; and 
at any time before the decision of the Mediator or Expert, as appropriate, being communicated to the parties they may agree a settlement of the dispute or difference referred to the Mediator or Expert, as appropriate. In such event, the Mediator or Expert, as appropriate, may recover from the parties’ fees in respect of time already spent on the reference and all reasonable expenses incurred for it which are borne by and between the parties in such proportion as the parties shall agree as part of their settlement.

[bookmark: _Ref223422021]Conflicts, 	Corrupt Gifts and Investigation
The Supplier must not intentionally do anything to prejudice the name or reputation of daa or daa's business interests and must make every attempt to advise daa of any possible conflict of interest that may exist before undertaking any Services.  The Supplier must immediately upon becoming aware of any possible conflict of interest inform daa of the nature of the conflict and must comply with all reasonable instructions given by daa from time to time.  This notification does not amount to a Change requiring a change order.  The Supplier may not rely on any failure to give notice to excuse any failure in carrying out the Works and Services under this Agreement.

The Supplier must co-operate with daa in facilitating any audit, investigation, criminal investigation or enquiry by any duly authorised regulatory body or law enforcement agency to which daa or daa Affiliates are subject, including, but not limited to IAA, CAR and Committees of the Oireachtas.  Daa must repay the Supplier’s reasonable expenses incurred in giving any such assistance. 

Without prejudice to Clause 32.2, if an investigation into suspected fraudulent activity or other impropriety by the Supplier, or any third party, daa, reserves for itself, any auditors of daa and their respective authorised agents, the right of immediate access to the Supplier Solution delivery records and/or any the Supplier sites and/or materials.  The Supplier agrees to provide all necessary assistance to the conduct of such investigation at all times during the Term, or at any time thereafter. 

The Supplier must not and must procure that its Sub-contractors do not: 
5. offer or give or agree to give any person employed or engaged by daa, or the Airport Users, any gift or consideration of any kind as an inducement or reward for doing or forbearing to do or for having done or forborne to do any act for the obtaining or performance of this Agreement or any other agreement with daa, or the Airport Users, or for showing or forbearing to show favour or disfavour to any person for this Agreement; or 
enter into this Agreement if, in connection with it, commission has been paid or agreed to be paid to any person employed or engaged by daa, or the Airport Users, by the Supplier, a person on the Supplier’s behalf or with the Supplier’s knowledge has paid or agreed to pay a commission to any person daa employed in connection with this Agreement. 

31.3	The Supplier must comply, and must procure that persons associated with the Supplier who are working under this Agreement comply with all applicable laws, statutes, regulations and sanctions relating to anti-bribery and anti-corruption and any guidance issued from time to time.  At the request of daa at no charge.  The Supplier must on daa’s request provide annual certifications of compliance with all applicable anti-corruption laws. 

[bookmark: _Ref223422022]	Statutory Responsibilities
Each party must in all matters arising from the performance of the Agreement conform with all relevant Acts of the Oireachtas and, in particular, all Regulatory Requirements, the Safety, Health and Welfare at Work Act 2005 as amended and with all orders, regulations and bye-laws made with statutory authority by Government Departments, or by local or other authorities applicable to the party, including, but not limited to, legislation on equal opportunities and discrimination in employment. 

[bookmark: _Ref223422023]	Site Regulations and Security Requirements
In the performance of its contractual obligations the Supplier must observe the terms of the Site Regulations and Security and IT Use Requirements, as made available to the Supplier.  daa may amend these from time to time during the Term. daa must provide the Supplier with notice of any such revisions, under its standard operating procedures, and must provide the Supplier with reasonable explanation of the terms of the documentation, including any revisions thereto, if requested. Notwithstanding the foregoing, the Supplier must observe the requirements of its internal data protection and security requirements in the performance of this Agreement. daa must provide to the Supplier following execution of the Agreement and from time-to-time thereafter during the Term an up to date copy of daa Site Regulations and Security and IT Use Requirements. 

daa must observe the Supplier then-current standard site regulations when present on the Supplier Site and the Supplier must communicate such site regulations to daa. 

Environment
The Supplier must, at all times, act in accordance with Good Industry Practice and use the best available techniques in the provision and supply of the Products, Software, Works and Services for all matters and practices affecting or potentially affecting the environment.

[bookmark: _Ref223422024]	General
The parties must execute and do all such further deeds, documents and things as may be necessary to carry the provisions of this Agreement into full force and effect.

Nothing contained in this Agreement is to be construed to imply a joint venture, partnership, or principal agent relationship between the parties. In addition, neither party, by virtue of this Agreement, has power or authority to act or create any obligation, whether express or implied, on behalf of the other party. This Agreement is not to be construed to create rights, whether express or implied, on behalf of or for the use of any party, other than daa and the Supplier.

The Supplier acknowledges that, in entering into a Contract, the Supplier does not do so on the basis of, nor rely on, any representation, warranty, or other provision, except as expressly set out in this Agreement or the Contract.

No action, regardless of form, arising out of this Agreement, may be brought by either party more than twelve years after the party concerned becomes aware, or ought reasonably have become aware, of the facts constituting the cause of action.

Subject to the express provisions of Clause 11.6, no third party, including, but not limited to, parties’ Affiliates, shall enjoy any rights under, or be entitled to enforce any provisions of this Agreement, against the other party. 

This Agreement is considered as an agreement made in Ireland. The validity, construction and performance of this Agreement is governed by and construed under the laws of Ireland and, subject only to the provisions of the Dispute Resolution Procedure, the parties agree to submit to the exclusive jurisdiction of the Courts of Ireland for any disagreement or claim arising under or for this Agreement. 

- END PART A -

PART B

PROFESSIONAL SERVICE TERMS

The provisions of this Part B apply where indicated on the signature page of this Agreement. 

1. [bookmark: _Ref223422025]	Purchase Order
The Supplier must, upon the terms and conditions of this Agreement:
(a)	provide the Professional Services in accordance with the Statement of Work and/or one or more Purchase Orders
0. provide the Professional Services in accordance with the Project Timetable and the order generally where no Project Timetable is included within the Purchase Order, in a timely manner; and 
follow daa instructions in the performance of the Professional Services, in the manner set out in this Agreement. 
The Supplier must provide all reasonable co-operation to and with daa, its agents, representatives, suppliers, and/or any third party daa nominates from time to time, in connection with the Supplier’s provision of the Professional Services. 

[bookmark: _Ref223422026]	Performance of Professional Services
Unless set out to the contrary in the Statement of Work or Purchase Order, the Supplier and any Subcontractor must provide the Professional Services at daa Sites. If the Supplier provides the Professional Services from alternative premises then, the Professional Services, shall, where stipulated in the Purchase Order or by daa, be performed by way of direct access to daa servers with all work residing on daa servers. The Supplier must not save or copy its work, Source Code, Software, Airport Data or daa Confidential Information onto any other medium or device other than as agreed with daa.

daa is not liable to pay Charges associated with Professional Services for time the Supplier Staff spend doing other things. Examples may include Supplier Staff holidays, attending internal review meetings, billing meetings or training courses. The Supplier must report to daa at each Review Meeting on the scheduled absence of the Supplier Staff from the provision of the Professional Services in the next following period. The Supplier (other than where absence is unavoidable and/or outside the Supplier control) must not authorise absence of the Supplier Staff, unless notified to daa.  daa is not, in any event, be liable to pay Charges for such absences.

The Supplier must procure Supplier Staff provide the Professional Services in the English language.  The Supplier must also procure that the Supplier Staff conduct themselves at all times in accordance with daa’s working practices as notified to the Supplier in writing while at daa Sites(s).

The Supplier Staff must not in any circumstances (unless authorised in writing by the daa Representative, or as stated in the Purchase Order) remove Source Code, Software, or Airport Data, in any format whatsoever, from daa Sites(s) or any daa premises or any daa server. Reference to removal includes copying, physical removal or electronic transmission. 

[bookmark: _Ref223422027]	Office and Computer Facilities
daa may, where available, provide the Supplier free of charge with such office and computer facilities at the Sites as may be agreed between the parties’ Representatives as necessary to enable the Supplier to perform the Professional Services. The Supplier recognises that the foregoing facilities if provided are on a non-exclusive basis. If any conflict in requirements for shared facilities prevents the Supplier from performing the Professional Services, then, the Supplier must notify daa. daa may take corrective action it deems reasonably necessary.

daa Sites
The Supplier acknowledges that it has had the opportunity to inspect daa Sites.  The Supplier confirms it has satisfied itself that daa Sites are suitable for the provision of the Professional Services.  

The Supplier shall at all times minimise disruption with daa’s business and airport operation affairs while at daa Sites. 

Subject to the Supplier’s obligations set out in Part G (the Works), daa remains responsible for compliance with the Safety, Health and Welfare at Work Act 2005 as amended affecting daa Sites.

All Sub-contractor staff, the Supplier Staff, or other  Supplier employees  must only attend daa Sites only on pre-arranged visits and within daa’s normal working hours (unless daa prearranges another time). At daa Sites such personnel must comply with any daa rules, regulations and requirements then in effect, copies of which are available upon request, and shall endeavour to minimise interruption with the conduct of daa’s business. 

The Supplier is liable, subject to Part A, Clause 11, for all damage caused to persons or property or any other losses the Supplier’s Sub-contractors, the Supplier Staff or other employees of the Supplier’s cause while attending at daa Sites.

[bookmark: _Ref223422028]	Representatives and Review Meetings
The Supplier and daa shall each designate in writing one (1) individual to serve as its Representative. The Representative has authority to issue, execute, grant or provide any approvals, requests, notices or other communications required hereunder or requested by the other party. 

daa and the Supplier must meet at regular Review Meetings through their Representatives at dates and locations to be agreed between the parties under the Governance Procedures. The Supplier and daa must update each other on the progress made in the performance of their respective obligations since the last Review Meeting. The Supplier must supply a Progress Report in respect of the preceding period at each Review Meeting. The parties’ Representatives shall agree the minutes of each meeting, which daa shall prepare and both parties’ Representatives shall approve. 

If either party requires formal ad-hoc meetings with the other party or third parties to discuss particular aspects of the performance of its contractual obligations it must provide the other party with not less than five (5) working days notice of such request.  daa and the Supplier must ensure the Representatives remain in continuous contact through email, videoconference or such other means agreed between them during the Term.

The Review Meetings may agree Change.

daa may change its Representative by giving thirty (30) days written notice to the Supplier or such other notice as may be agreed as practicable. The Supplier may change its Representative by giving thirty (30) days prior written notice to daa and obtaining daa consent before appointing a replacement. 

The Supplier must provide advice and guidance on an ad-hoc basis, free of charge, and in a format agreed between the parties, as to the appropriate environment for elements of the Solution, on daa’s request. 

[bookmark: _Ref223422029]	Removal and Destruction of daa Hardware
The Supplier must not remove any daa owned hardware from the daa Site or other daa premises except as agreed in writing with daa. The Supplier must comply with any reasonable provisions of the Security and IT Use Requirements, including, but not limited to, those provisions governing the removal of daa data from premises, together with its own standard operating procedures and the requirements of Good Industry Practice. 

The Supplier must give advance notice to daa of any intention to remove any magnetic or other media which is or has been used to store Airport Data from the daa Site or other premises of daa, or the Supplier Site or other premises of the Supplier, for whatever purpose.  The Supplier must not re-assign or re-use any such media for use other than the storage of such data.

On being so informed, daa may:
0. [bookmark: _Ref481557309]grant permission for such media to be removed from the daa Site or other premises of daa, or the Supplier Site or other premises of the Supplier, or to be re-assigned or re-used, and require Supplier to carry out such procedures as are necessary to ensure that data owned by or under the control of daa recorded on such media cannot be subjected to unauthorised access; 
[bookmark: _Ref481557330]undertake, at its own expense, to retain and destroy such media; or
[bookmark: _Ref481557349]require Supplier to retain and destroy such media. 

[bookmark: _Ref223422030]	Training Services
For any training services included within the Professional Services, as set out in the Purchase Order:
0. the Supplier must provide the training services, which may include training the trainers (being daa Staff) and training of daa's Personnel in the operation and maintenance of the Products to the extent specified in the Statement of Work.  The Supplier must provide the training services in compliance with the training plan set out or referenced within the Statement of Work and in line with Good Industry Practice;
the Supplier must conduct a satisfaction survey in a format agreed between the parties, following each training course, as set out in the training plan. The Supplier must maintain the results of such surveys at a level daa deems acceptable and must provide statistical extracts therefrom to daa at the parties’ regular Review Meetings; and
training services, where required, are set out in a Purchase Order. 

[bookmark: _Ref223422031]	Technology Update and Account Management
The Supplier must give reasonable technical assistance to daa and if daa requests the Supplier must serve as expert witness in connection with any legal proceedings that daa might have with third parties concerning the Professional Services, in particular, and the Services generally. This requirement does ot apply if the Supplier has a direct conflict of interest (in which case a subpoena is required in order to oblige the Supplier to give evidence before a court or other tribunal). daa must pay the Supplier for such voluntary assistance at the charges then agreed between the parties. 

- END PART B -


PART C

SOFTWARE SUPPLY TERMS

The provisions of this Part C apply where indicated on the signature page of this Agreement. 

1. [bookmark: _Toc223422092][bookmark: _Ref223422032]	Supplier Software Licence
In consideration of the payment of the relevant Charges under Part A, Clause 4, the Supplier grants, or shall procure the grant of, a licence to make use of the Supplier Software on the following terms
(a)	subject to Part 1, Clause 8 the Supplier grants to daa a perpetual, unrestricted, fully paid up, non-exclusive, licence to make Use of the Supplier Software and Documentation for the Solution, at daa Sites, for the purpose of fulfilment of the Project and to copy the same for backup, archival and disaster recovery purposes, and 
(b)	The licence shall apply with effect from the commencement date in respect of each Stage, as set out in the Project Timetable; and 
(c)	daa may authorise Airport Users to Use the Supplier Software, provided that, where deemed appropriate by daa, it shall ensure that such use is related to daa use thereof and is made upon terms concluded between daa and the third party substantially similar to those set out in this Part C, together with additional terms, if any, set out in the Commercial Terms and\or an Order. 
PROVIDED THAT the foregoing licence to Use the Supplier Software may be subject to any restrictions on use set out in the Commercial Terms and\or a Purchase Order, but is otherwise unrestricted.

Notwithstanding that the software licence in Part C, Clause 1.1, applies from the relevant commencement date, in respect of each Stage, the Supplier must licence and authorise daa to use the Supplier Software before that date, if and to the extent necessary for the purposes of implementing the Solution and daa receipt of the Services included within the Professional Services and performance of the Acceptance Procedures.

[bookmark: _Toc223422094][bookmark: _Ref223422034]	Software Back-up
2.1	daa may copy the Supplier Software in order to create a reasonable number of archival and back-up copies thereof, whether for storage at the Sites, or otherwise. When copying Supplier Software daa must include the original machine-readable copyright notice, and a label affixed to the media identifying the Supplier Software and its ownership.

[bookmark: _Toc223422095][bookmark: _Ref223422035]	Transfer of Licence and Third Party Use
daa may transfer or sub-licence the licence to make Use of the Supplier Software to an Affiliate under any corporate reorganisation, or transfer of Agreement, under Part A, Clause 24, as daa notifies the Supplier, in writing, from time to time during the Term. In such circumstances daa must inform the transferee of the licence terms in this Part C and as may otherwise be referred to in this Agreement and obtain its written agreement thereto.

daa may authorise third party service providers to utilise the Supplier Software, provided that:
0. such use is solely restricted to daa’s authorised use; and
daa must inform the third parties of the licence terms set out in this Part C and as may otherwise be referred to in this Agreement obtain their written agreement thereto. 

[bookmark: _Toc223422096][bookmark: _Ref223422036]	Export Control
daa must in the exercise of its rights arising under this Part C, observe applicable export control regulations and legislation which may include, but is not limited to, those of the EU Commission and U.S. Department of Commerce.  Provided always that the EU Blocking Regulations in force from time to time have priority over any US Department of Commerce rules.

- END PART C -

PART D
PRODUCT SUPPLY TERMS

The provisions of this Part D apply where indicated on the signature page of this Agreement. 

1. [bookmark: _Ref223422037]	Definitions
In this Part D the following terms have the following meanings:
“Delivery and Installation Service” has the meaning in Part A, Clause 1.1; 
“Installation” has the meaning in Part A, Clause 1.1;
“Licence Fee” means the fee set out or referred to in the in the Commercial Terms and/or /Purchase Order for the right to use the Product OS; and
“Product” has the meaning in Part A, Clause 1.1.

[bookmark: _Ref223422038]	Supplier Obligations
3. The Supplier must:
0. provide daa with such information as the Supplier considers necessary or as daa reasonably requests for the preparation of the daa Site; and
use reasonable endeavours to meet the delivery date set out in the Project Timetable and must comply with the timetable related requirements of Part A, Clause 5; and
arrange for delivery and perform the Delivery and Installation Service under the Statement of Work; and
comply with any reasonable safety and security procedures applicable to the daa Site;
where set out in a Purchase Order, provide the Support Services and Managed Services for the Products, as set out in Parts E and F; and
comply with all Regulatory Requirements or other legal requirements concerning the manufacture, packaging, packing, performance, delivery and supply of Products, Works, Software and\or Services. In addition the Charges are inclusive of all charges for packaging, packing, shipping, carriage, insurance and delivery of Products to the daa Site and any duties, imposts, or levies, other than VAT. daa is not obliged to return to the Supplier any packaging or packing materials for Products, whether or not any Product is accepted by daa;
ALL under the requirements of the Statement of Work.

The Supplier must mark, package and label Products in compliance with daa instructions and any applicable regulations or requirements of the carrier. The Supplier must ensure that Products are properly packed and secured so as to reach their destination in an undamaged condition.

The Supplier must in all respects comply with its obligations under the WEEE Regulations. In addition, the Supplier must ensure the Product comply with all statutory and EU requirements and regulations for the sale of products have the CE mark save where the CE mark is unavailable for the Products. 

All Contracts for Products shall include Supplier cost of delivery and packaging for such Products, unless set out to the contrary in the Statement of Work or the Purchase Order.

[bookmark: _Ref223422039]	Specifications
The Supplier must provide the quantity, quality, and description of Products as specified in this Agreement or the relevant Purchase Order or Statement of Work.

The Supplier must mark the Products in compliance with the asset tagging and labelling provisions described in the Statement of Work, together with daa reasonable instructions as detailed in the Contract and any applicable regulations or requirements, and are properly packed and secured so as to reach their destination in an undamaged condition. 

The Supplier must not refuse any daa request to inspect and test the Products during manufacture, processing or storage at the premises of the Supplier or any third party prior to dispatch, and the Seller shall provide daa with all facilities reasonably required for inspection and testing.

If, as a result of inspection or testing daa is not satisfied that the Products will comply in all respects with the Contract, and daa so informs the Supplier within 7 days of inspection or testing, the Supplier shall take such steps as are necessary to ensure compliance.

[bookmark: _Ref223422040]	daa Obligations
daa must:
0. prepare and maintain the daa Site to provide a suitable environment for Installation and the use of the Products in accordance with the Statement of Work;
supply the Supplier, upon request, with any information or assistance reasonably necessary for the Supplier to perform its obligations under this Agreement;
ALL in accordance with the requirements of the Statement of Work.

[bookmark: _Ref223422041]	Title and Ownership 
Title to the Products vests in daa upon delivery to daa Site. Before title in the Products vests in daa the Supplier must grant daa a licence to utilise the Products in accordance with the requirements of this Agreement, without additional charge. The Supplier must issue valid vesting certificates to daa for the Products. The Supplier must evidence the transfer of title in the Products to daa is free of all liens and other encumbrances.   The Supplier shall arrange for the delivery of the Products to daa Sites at its cost.

Risk of loss or damage to the Products and Product OS passes to daa upon delivery to the daa Site, save that the Supplier is responsible and liable for such loss or damage due to a Supplier Default, whether before, during, or after the performance of Professional Services in respect thereof.
[bookmark: _Toc393441302][bookmark: _Toc195354275][bookmark: _Hlk529803541]The Supplier must when storing the Product, do so separately and clearly identify those where it has issued vesting certificates with a label clearly marked “Property of daa plc” and bearing the numbers of the Contract.  The Supplier must show the duration and terms and conditions of the storage of the Products on the label.  The Supplier must give a full inventory agreed by both Parties of the stored Products.

[bookmark: _Ref223422042]	Product OS Licence
The Supplier grants daa, together with any User, with effect from the date of delivery of the Products, a personal, non-exclusive, perpetual, irrevocable (subject to compliance with its licence terms), unrestricted, fully paid up, licence to use the Product OS.  The Supplier must extend this licence to any modification, enhancement, corrections, updates and new versions of the Product OS, it provides under the Support Services and/or Managed Services, or the Solution for the purpose of fulfilment of the Project.  The Supplier must copy the Product OS and all modifications, enhancements, corrections, updates and new versions for backup, archival and disaster recovery purposes.  

daa must ensure that:
0. it uses only one copy of the Product OS for live operations;
it is responsible for ensuring the User compliance with the terms of this Part D, Clause 6;
it pays the Licence Fee under the requirements of this Agreement provided that the Licence Fee is deemed included in the Charges unless the Supplier has specifically identified this fee as a separate item for payment in the Charges;
it does not delete, amend or otherwise alter any copyright or other ownership notices or legends displayed, contained in or attached to the Product OS; and
it does not reverse compile or reverse engineer the Product OS, save as permitted by applicable law;

6.3	Clauses 6.1 and 6.2 only apply to the extent that daa uses, manages and controls, the Products and subject to the terms the Supplier provides the Managed Services and/or the Support Services.

Product Delivery
daa may reject any Products delivered which are not in accordance with the Product Specification, including, but not limited to, Products which are “dead-on-arrival” or which are subject to regular breakdown.  daa only accepts Products on satisfaction of the Acceptance Procedures under Part A, Clause 6. The Supplier must promptly replace any Products that are dead on arrival without additional charge to daa. 

The Supplier shall comply with its obligations pursuant to the WEEE Regulations, without any additional charge to daa. 


[bookmark: _Ref223422043]	Warranty
The Supplier warrants and represents to daa that the Products shall 
(a) comply with and shall provide the functionality and performance set out in the Product Specification with effect from the relevant Acceptance Date and thereafter for the warranty period set out in the Statement of Work.
(b) are of merchantable quality (within the meaning of the Sale of Goods Act 1893 (as amended) and fit for any purpose held out by the Supplier or made known to the Supplier in writing at the time the Purchase Order is placed;
(c) are free from defects in design, material and workmanship;
(d) correspond with any relevant Specification or sample; and will comply with all statutory and E.U. requirements and regulations relating to the sale of the Goods.

Spare Parts
The Supplier must provide daa with replacement and spare parts for the Products  at the Sites for the entire Term. 
[bookmark: _Toc223422104]	
Export Regulations
daa must unless prohibited or restricted by EU Blocking Regulations, comply with all relevant export control laws and regulations including those of the European Union, United States of America and Ireland and shall not export the Products including Product OS or any part thereof or any technical data without obtaining all applicable licences and authorisations. 

If the Supplier delivers Products to daa from a country outside Ireland, Incoterm DDP (Delivery Address) of Incoterms 2000 shall apply.  If there is a conflict between any of the terms of the said Incoterm DDP and any other term of this Agreement, the terms of the said Incoterm DDP shall apply.

If the Products are being returned under the terms of this Agreement, the Products are deemed delivered on collection from the location daa nominates in Ireland and the Supplier accepts the cost of transport and all tariffs and duties associated with transport of the Products to a location outside Ireland.

- END PART D-

PART E
SUPPORT SERVICE TERMS

The provisions of this Part E apply where indicated on the signature page of this Agreement. 

1. [bookmark: _Toc223422105][bookmark: _Ref223422045]	Definitions
In this Part E, unless the context otherwise requires, the following expressions have the following meanings:

“Enhancements” 	means changes or additions, other than Modifications, to the Supported Infrastructure and related Solution Specification which improve or add new functions thereto including new versions of software, new releases and updates;

“Error”	means any error, problem, or defect, in the Supported Infrastructure;

“Measurement Period” 	has the meaning in Part A, Clause 1.1;

“Modifications” 	means any modifications or revisions, other than Enhancements, to the Supported Infrastructure which correct Errors, support new releases of the Product OS with which the Products are designed to operate, support new releases or versions of the Supplier Software, new input/output devices, or provide other incidental updates and corrections, as further set out in the Service Specification; 

“Serious Service Failure”	in the context of this Part E, means the term as defined in Part A, Clause 1.1, with reference to the Support Services;

“Service Levels” 	means the minimum required standards or levels under which the various elements of and the totality of the Supported Infrastructure shall operate, as set out in the Statement of Work;

“Service Credits”	means the credits the Supplier must pay to daa if the Supplier fails to achieve the Service Levels and these credits are calculated and payable in the manner set out in the project Statement under this Part E;

“Supported Infrastructure” means the subject matter of the Support Services, including, but not limited to, the Products, Product OS, Works, Spare Parts, Software, Systems Configuration, Existing Hardware, Enhancements, Modifications, as set out in the Statement of Work and Service Specification; and

“Systems Configuration”	means all systems, software, databases, interfaces, hyperlinks and iFrames to other systems and websites, content, alerts, control and management tools and all other non-hardware elements of daa’s project environment.

The defined terms in Part A, Clause 1.1 apply to this Part E.

[bookmark: _Toc223422106][bookmark: _Ref223422046]	Support Services and Service Levels
The Supplier must provide the Support Services for the Solution, as set out in the Statement of Work, with effect from the Commencement Date and for the Term. The Supplier must provide the Support Services in accordance with the Service Specification, the Statement of Work generally, this Part F and together with the general provisions of Part A. 

In the delivery of the Support Services:
0. the Supplier must meet the Service Levels in the performance of the Support Services from the date of commencement in effect of each Service Level;
the Supplier’s performance of the Support Services is measured in accordance with the methods and procedures set out in the Statement of Work;
the Supplier must manage the performance of the Support Services in accordance with the methods and procedures set out in the Statement of Work and the Governance Procedures;
the Supplier must perform all necessary routine and remedial support and/or maintenance required for the Supported Infrastructure to operate in accordance with the Service Levels; and
set out in Part A, Clause 3, the Supplier must allocate its internal resources in the supply of the Support Services to meet and exceed the Service Specification, but subject to the general obligations for continuity of Supplier Staff allocation to Support Service delivery, as set out in Part A, Clause 3. 

daa may allow the Supplier such access to the Supported Infrastructure located at daa Sites as the Supplier reasonably requires to comply with its obligations under this Part E, Clause 2.1, in accordance with the daa Sites access and use provisions of this Agreement.

The Supplier must provide the Support Services for the benefit of daa and the Airport Users, accordance with the Service Specification.

[bookmark: _Toc223422107][bookmark: _Ref223422047]	Service Credits and Additional Resources
If the Supplier fails to perform the Services in accordance with the Service Levels, then, the Supplier is liable, at the option of daa, to the Service Credits, as set out in this Part E Clause 3.4. daa reserves the right to claim damages against the Supplier together with any other remedy available to it under this Agreement in addition to Service Credits.

[bookmark: _Ref486734198]The Service Credits are calculated on the basis of Measurement Periods, in the manner and at the times set out in the Statement of Work.

The Supplier is not liable for failures to meet the Service Levels if such failure is due to a Non-Supplier Fault-Event.

[bookmark: _Ref486733062][bookmark: _Ref486650835]If, at any time during the Term, the Supplier fails to provide the Support Services in accordance with the Service Levels, and this failure is due to the act or omission of the Supplier (including, for the avoidance of doubt, due to Supplier’s Sub-contractor or Supplier Affiliates) and not, in particular, due to a Non-Supplier Fault Event, then, notwithstanding any other provisions of this Agreement: 
0. [bookmark: _Ref486651230]the parties shall promptly commence good faith discussions with a view to agreeing a process to remedy the failure without delay. Notwithstanding the foregoing, Supplier must promptly arrange all such resources, including, but not limited to, additional resources, and corrective actions, as are necessary to perform the Services in accordance with the Service Levels as early as practicable thereafter, at no cost to daa ; 
the Supplier must, at daa’s sole option, as determined at the parties next following or where notified by daa, later following, Review Meeting, credit daa with, or make payment to daa of, the Service Credits, as set out in Part E, Clause 3.1. The Supplier must provide Service Level management reports in the format set out or referred to in the Governance Procedures; 
the reference to daa’s agreement with the process to remedy a failure or failures to achieve the Service Levels, in this Part E Clause 3.4(a), does not operate to remove or reduce the Supplier’s obligation to perform the Support Services in accordance with the Service Levels, neither does it constitute a waiver of any right or remedy which daa enjoys under this Agreement; and 
the payment or credit of Service Credits under this Part E Clause 3.4(b) is without prejudice to the rights and/or remedies of either party under the Agreement. 

The Supplier must assess the performance of its obligations under this Agreement on an ongoing basis, and shall inform daa promptly of each failure to achieve the Service Levels under the Governance Procedures. 

If Serious Service Failure arises in any one or more Measurement Periods, then daa may terminate the Agreement or a Purchase Order, under Part A, Clause 18.(c).

[bookmark: _Toc223422108][bookmark: _Ref223422048]	Upgrades and Fixes
At no additional cost, the Supplier must provide daa with all Modifications and Enhancements.

daa may implement a Modification or Enhancement and shall notify the Supplier as soon as reasonably possible of its planned timetable for implementation.

daa may, in its absolute discretion, accept or reject any of the Enhancements and the Supplier must continue to support the Supported Infrastructure under this is Part E in any event.

The Supplier must ensure the modifications, new versions, upgrades, and releases of the Supported Infrastructure it provides under the Support Services are backward and forward compatible and do not reduce the functionality or performance of Products and Product OS, Software, Systems Configuration, as warranted in this Agreement.   

5.	Continuing Obligation
5.1	Without prejudice to daa’s other rights and remedies, for the Term:
the Supplier must remedy at its own expense (and at no cost to daa) all discovered defects that affect the proper operation of the Solution and provide Spare Parts under Part D (and any associated Charges for Spare Parts set out in the Satement of Work);
the Supplier must dismantle on site, replace and refit on site any element of the Products or Works including but not limited to parts, process controls/software, machines, equipment, systems deemed faulty by daa, and
the Supplier must repair or replace any element of the Products or Works which are faulty within 24 hours. 
5.2	The Supplier must provide a service representative to begin assessment for implementation of corrective action on the applicable elements of the Solution within five (5) calendar days of the Supplier receiving daa’s written notice. The Supplier bears all costs, losses and expenses associated with the remedying of the defect, including without limitation refinishing, uncovering, removal and replacement, as the case may be, and of making good other items or code affected by such removal and replacement.  In this case the Supplier is not entitled to an extension of time or increase in the Charges. The Supplier must provide any or all of the following remedies as daa requests: 
0. repair of defective Products, Works and Software as quickly as possible and at the latest within the time period set out in the Statement of Work;
provide new deliveries of replacements and repairs; 
transport and assemble and/or disassemble of defective equipment forming part of the Solution.  
If the Supplier cannot remedy the defect or damage expeditiously on the Site and daa gives consent, the Supplier may remove from the Site for the purposes of repair such items of the Solution as are defective or damaged. If the Supplier removes Products from daa Sites for repair it must provide an equivalent temporary Product to ensure the continued provision of the Solution so that Dublin Airport and Cork Airport are not negatively impacted.
5.3	If the Supplier fails to meet its warranty obligations under this Clause 5, Part E, daa may itself perform the repairs and corrections required or have them performed by a qualified third party at the expense and risk of the Supplier.

- END PART E -


PART F

MANAGED SERVICE TERMS

The provisions of this Part F apply where indicated on the signature page of this Agreement. 

1. Definitions
In this Part F the following terms have the following meanings:

	“Dedicated Resources” 	means any on-daa Site Supplier Staff allocated to the provision of the Managed Service, as set out in the Statement of Work; 

	“Measurement Period” 	has the meaning set out in Part A, clause 1.1;

	“Serious Service Failure” 	in the context of this Part F, means the term as defined in Part A, Clause 1.1, with reference to the Managed Services;

	“Service Credits” 	means the credits payable by the Supplier to daa in the event of Supplier to achieve the Service Levels, calculated and payable in the manner set out in the Statement of Work in accordance with the provisions of this Part F; 
	
	“Service Levels” 	means the minimum required standards or levels at which the Managed Service are to be provided, in respect of each Measurement Period, as set out in the Statement of Work. 

Managed Service Delivery
The Supplier must provide the Managed Service, in accordance with the requirements of:
a) the Statement of Work; and. 
b) the Order, and
c) the requirements of this Agreement generally. 

The Supplier must maintain documented processes detailing its service delivery methodology. The Supplier must make this documentation available to daa, upon request.



Service Levels
The Supplier must provide the Managed Service specified in the Order. The Supplier’s performance of the Managed Service is measured using the methods and procedures set out in the Statement of Work and the Governance Procedures.

The Supplier’s performance of the Managed Service must meet, or exceed, the Services Levels, with effect from the date of commencement of the Managed Service. The Supplier must meet or exceed the Service Levels in the performance of the Managed Service, BUT, it is noted, for the avoidance of doubt, that the service measurement and management regime set out in this Part F apply to the Service Levels and that, consequently, neither contractual liability nor benefit accrue to either party in respect of Managed Service delivery exceeding the Service Levels. Reference to a specific measure applicable to a Service Level is a minimum requirement. 

daa determines and measures the Supplier’s achievement of the Services Levels, specified in accordance with this Part F, Clause 3.2, in accordance with the procedures set out in the Statement of Work and Governance Procedures. 

Based on the regular Review Meetings and on an ongoing and as-required basis the Supplier must provide sufficient the Dedicated Resources in order to provide the Managed Service in accordance with the Service Levels. daa may measure Supplier performance of the Managed Service and achievement of the Services Levels in accordance with this Part F. daa may notify the Supplier of any updated resource requirements at the parties’ next following Review Meeting. The Supplier must control the allocation of its resources to provide the Managed Service to meet the Service Levels. 

If the Supplier either:
0. becomes aware of circumstances likely to give rise on its part to a failure to achieve one or more Services Levels in any Measurement Period, or
fails to achieve one or more Services Levels in any Measurement Period;
THEN, the Supplier must as soon as reasonably possible, notify daa of its failure. The parties’ Representatives shall discuss the matter without delay.  The Supplier must provide daa with a suitable documented recovery programme or procedure, action plan, or other agreed action (the “Plan”), as soon as reasonable possible in the circumstances, and, in any event, within a period of three (3) Working Days of Supplier notification aforesaid (or such longer period daa determines).  If daa determines that certain key deficiencies are required in the Plan the Supplier shall fully address these deficiencies in the Plan. The Supplier must set out in the Plan the steps necessary to avoid or remedy, as appropriate, the relevant failure to achieve one or more Services Levels, together with the avoidance of a re-occurrence of such failure or a directly related failure. The Supplier may propose as part of the Plan the allocation of additional Supplier resources, the re-allocation of existing resources involved in the provision of the Managed Service, the more efficient use of existing resources and/or daa modification of its requirements.  daa may accept, reject or require amendments to the Plan acting reasonably.  daa may notify the Supplier of a failure if the Supplier fails to notify daa and the provisions of this Part F, Clause 3.5 shall then apply. 

The Supplier must promptly, at its cost and expense, implement the provisions of the Plan.  daa may measure the Supplier’s achievement of the Plan using the Service Levels and the provisions of this Agreement notwithstanding the application of the provisions of this Part F, Clause 3.5 and 3.6. 

For the avoidance of doubt, the provisions of this Part F, Clauses 3.5 and 3.6 are intended to better assist in the management of the relationship between the parties, to the benefit of both parties and do not remove or reduce the Supplier’s primary responsibility to perform the Managed Service in accordance with the Services Levels.

As set out in the Statement of Work, daa may elect to temporarily or permanently reduce or remove the scope of the Services and/or the Service Levels. daa agrees to provide Supplier at least fifteen (15) days advance written notice of its intention to reduce or remove the scope of the Services. The updated payment provisions relating to the reduction or removal of Services applies from the date of effect of such change.  The Supplier must not withhold or delay its compliance with a reduction or removal of the scope of Services under this Part F, Clause 3.8 . 

The Supplier must perform the Managed Services to avoid any interruption to the airport operation or general business operations of daa.  Where the Supplier acting in accordance with Good Industry Practice should perceive an interruption it must provide daa with advance notice of this interruption.  The Supplier must agree operational protocols with daa to reduce and mitigate any unavoidable interruption to airport operation or general business operations.  The Supplier must continue to provide the Managed Services to daa in a proper and efficient manner and as set out in the Statement of Work. 

Service Levels and Service Credits
If at any time the Supplier fails to perform the Managed Service in accordance with the Service Levels, then, the Supplier must, without prejudice to daa’s other rights and remedies:
0. as an adjustment to the Service Charges, at daa’s option, credit daa with Service Credits, in the manner and at the times set out in the Statement of Work;
arrange all such additional resources and corrective actions as are necessary to perform the Managed Service in accordance with the Service Levels as early as practicable thereafter, and, in any event, before the end of the next following Month, at no additional charge; and
at daa’s request, promptly remedy any defect or omission or re-perform any non-conforming Managed Service, as appropriate, giving rise to the failure to achieve the relevant Service Level, with the intention that the relevant defect, omission or non-conformance shall not re-occur, at no additional charge.

If the Supplier fails to provide one or more elements of the Managed Service in accordance with the Service Levels or if the Supplier fails to deliver the Managed Services in accordance with Good Industry Practice and, either:
0. such failure is not capable of remedy; 
such failure is capable of remedy, but is not remedied within a period of five (5) days of a party, either, becoming aware or notifying the other, or such longer time limit as may be reasonably specified by daa; or
such failure is outside the scope of the provision for Service Credits;
THEN, daa may enforce it remedies under this Agreement and/or otherwise at equity or law.

The terms of this Part F, Clause 4 apply to the provision of the Managed Service, even in circumstances where Part F, Clauses 3.5 and 3.6 also apply. 

If the Supplier fails in any material respect (including a once off or persistent failure) to achieve any Service Level for the Managed Services, then, such failure may constitute a Serious Service Failure.  daa may terminate this Agreement and\or any Purchase Order, under Clause 18.2(c) due to a Serious Service Failure even if the Supplier is taking any corrective measures or actions under Part F, Clause 4.1. 

The Service Credits include, at daa’s option:
0. a reduction from the next following payment of Service Charges to Supplier; 
a Supplier credit note, to be offset against the next following payment of Charges to Supplier; or 
a Supplier credit note, to be used to order additional Services, in the manner and at the times then agreed between the parties; 
PROVIDED THAT, if daa has no further payments to make to the Supplier then the Supplier must on daa’s written request make a cash payment equal to the amount of outstanding Service Credits.  
 
daa’s rights under Part F, Clause 4 are not limited by reference to any other rights or remedies daa has under this Agreement and/or at equity or at law. 


Duty to be Fully Informed
daa agrees to provide the Supplier with a reasonable opportunity to access the daa Site safely to examine it to assess the provision of the Managed Service before the Order commencement date. Once daa provides this reasonable opportunity to inspect the Supplier is deemed to have examined the daa Site, its requirements and these conditions. 

The Supplier must not claim additional payments due to its misinterpretation of any matter relating to the daa Site
0. if it would have understood this matter on proper inspection of the daa Site or 
if a prudent supplier in accordance with Good Industry Practice would have understood this matter after making further reasonable enquiries of the daa Representative following inspection of the daa Site.
Standards
The Supplier must use good quality materials, techniques and standards and provide the Managed Service with reasonable care and skill and diligence required in accordance with Good Industry Practise. Where the Managed Service is being performed in a daa occupied office, then, the Supplier must carry it out with the minimum of inconvenience, untidiness and disruption to occupants of the daa office.

The Supplier must procure that all Supplier Staff it appoints to perform the Managed Service are fully qualified and technically experienced to appropriate and accredited levels of competence. The Supplier shall procure where appropriate its staff are accredited with the relevant Supplier or third party hardware certification.

The Supplier's employees and Sub-contractors are the sole responsibility of the Supplier. daa bears no responsibility for driving offences, parking offences or any other unlawful acts carried out by the Supplier's employees and Sub-contractors whether on the daa Site or not.

All the Supplier's employees and Sub-contractors must carry the appropriate identification, as furnished by daa to the Supplier, its servants, agents, employees or contractors. daa may exclude or remove any Supplier’s employees and Sub-contractors from the daa Site not carrying the appropriate identification.

daa Site
The Supplier must supply everything necessary for the provision of the Managed Service at its own expense except as otherwise agreed by the parties Representatives. The Supplier may at its own risk use supplies of electricity, water, gas and any other services for the Managed Service if daa makes these utilities and services available to the Supplier free of charge.  The Supplier must provide at its own expense any apparatus necessary for utilising such services and shall, subject to the limitation of liability in Part A, Clause 11, the Supplier is responsible for any injury to persons or loss of or damage to property caused by their use thereof.

Subject to clause 6.4, the Supplier’s employees and Sub-contractor employees may access the daa Site at all reasonable times to provide the Managed Services.   Provided always, daa may remove or refuse to admit any person to a daa Site if in the opinion of the daa Representative (whose decision is final) that person is not a fit and proper person to be at a daa Site. daa shall inform the Supplier in writing within 72 hours of any refusal to admit or removal of the Supplier employees or Sub-contractor employees. The Supplier must continue to provide the Managed Service under this agreement following removal of any person from the daa Site.

The Supplier must take reasonable care to ensure that in the provision of the Managed Service, it does not interfere with daa operations, its employees or any other contractor employed on the daa Sites.

The Supplier must at its own risk and expense deliver to, unload at and remove from the daa Site all plant, equipment and things of all kinds necessary for the provision of the Managed Service. Unless otherwise agreed the Supplier continues to be responsible for all such items and the Supplier is liable for their care, safety and storage.  The Supplier must remove them at the end of each visit and leave the daa Site in a clean tidy and safe condition.

Mistakes
The Supplier must pay extra costs incurred by daa as a result of any discrepancies, errors or omissions in drawings, documentation or other information supplied in writing by the Supplier, whether the documents or other information have been approved by daa or not, provided that, such discrepancies, errors or omissions are not due to inaccurate drawings or information daa supplied in writing to the Supplier.

daa Assistance
To the extent set out in the Statement of Work daa agrees:
0. on the Supplier’s reasonable request to provide access free of charge to such daa data and programs.  The Supplier’s request must state the Supplier's named employees requiring access, the purpose(s) why access is needed and that only the minimum number of Supplier’s employees are being given access;
to provide at the daa Site suitable working facilities and storage space for the Supplier's maintenance equipment and spare parts required to provide the Managed Service;
to prepare and maintain the daa Sites to provide a suitable and secure environment for the performance of the Managed Service; and
supply the Supplier upon request with any information and assistance reasonably necessary for the Supplier to perform its obligations under this Agreement. 
The Supplier remains responsible for providing the Managed Service  even where daa is unable to satisfy Supplier requests (either in part or in full) contained in this Part F, Clause 9.1.

Service Scope Reduction
daa may apply Service Credits if the Supplier fails to provide the Managed Service to the standard specified Service Levels (the “Failure”). Without prejudice to daa’s rights (including under clause 4.4 for a Serious Service Failure), if the Supplier fails to rectify a Failure within either thirty (30) days or the end of the then current Measurement Period (whichever is shorter), then daa may on written notice to the Supplier, 
0. employ one or more third parties to rectify the Failure and, where necessary, to provide that part of the Managed Service, on a temporary basis, the subject matter of the Failure, or
remove part of the Managed Service where the Failure occurred (for example a relevant discrete functional or Service component) (the “Service Component”) from the Supplier on a permanent basis and re-contract with one or more third parties to provide the managed service in respect of such Service Component as  daa deems appropriate;
PROVIDED THAT, in the circumstances set out in sub-Clause (a) and (b) above, it is recognised that daa may revise the Service scope, Service delivery details, Service Levels and Service related Charges to take account of the removal of the Service Component.  

daa may take emergency action to meet its operational requirements. If such action results in the Supplier incurring additional costs in providing the Managed Service, then, daa may reimburse the Supplier’s reasonable costs where such emergency action is not taken as a result of the Supplier’s failure. 

Part A, Clause 33 sets out provisions relating to the Site Regulations and Security and IT Use Requirements.

Statutory and other Regulations
The Supplier must (and must procure its Supplier Staff, Subcontractors, agents or any other person(s) performing the Managed Service on behalf of the Supplier) provide the Managed Services so in compliance with daa's Site Regulations and Security and IT Use Requirements.  The Supplier shall also comply and procure compliance with all other standards and practices deemed applicable, including those specified for quality control, and general security requirements. The Supplier must constantly work towards the improvement of quality control standards and these are subject to regular review in Review Meetings held between the parties.

Operating and Service Records
The Supplier must maintain records of the Managed Service provided, as set out in the Statement of Work and Governance Procedures. The Supplier must make Copies of such records readily available to daa together with such additional information as daa may reasonably require. 

daa agrees to retain records of the Managed Service the Supplier provides, as set out in Clause 12.1, in accordance with its standard operating procedures. daa agrees to make copies of such records readily available to the Supplier together with such additional information as the Supplier may reasonably require.

Status
Nothing in this Part F or the Agreement generally is to be construed as creating an employer/employee relationship between daa and the Supplier's personnel, agents or Sub-contractors performing the Managed Service.

Warranty and Representation
The Supplier warrants and represents to daa that the Supplier provides the Managed Service with all due skill, care and diligence, including, but not limited to, Good Industry Practice and, without limiting the generality of this Clause 14.1, in accordance with its own established internal procedures and this warranty and representation is deemed repeated on the first day of each month during the Term. 

Supplier must, on notice in writing by daa, make good, as soon as reasonably possible, at its own expense, any defect in, or damage to, the Managed Service, which develops during the term of the Managed Service (the “Warranty Period), which is caused by:
0. defective design, materials or workmanship, or
a Supplier Default.

The Supplier is relieved of liability for breach of warranty under Part F, Clause 14.1 where and to the extent only that such breach arises out of:
0. any Non-Supplier Fault Event;
any inadequate, improper and/or incomplete preparation and/or maintenance of the daa Sites (other than where the Supplier is responsible for same),  
SUBJECT, in all cases to the provisions of the Statement of Work. 

	Removal and Destruction of daa Hardware
The Supplier must comply with the daa Security and IT Use Requirements, including, but not limited to, those provisions governing the removal of daa data from premises, together with the Supplier’s own standard operating procedures and the requirements of Good Industry Practice in removing daa owned hardware from the daa Site, other daa premises, the Supplier Site or other Supplier premises (“Hardware Locations”). 

Supplier must give daa prior notice of any intention to remove, for whatever purpose, any magnetic or other media which is or has been used to store Airport Data from the Hardware Locations.  The Supplier must also give daa notice of any re-assignment or re-use any such media for a purpose other than the storage of Airport data. On being so informed, daa may:
0. grant permission for such media to be removed from the Hardware Locations, or its re-assignment or re-use, and require Supplier to carry out such procedures as are necessary to ensure that Airport data recorded on such media cannot be subjected to unauthorised access; 
undertake, at its own expense, to retain and destroy such media; or
require Supplier to retain and destroy such media. 

End of Part F


PART G
The Works
[bookmark: _Toc519399667][bookmark: _Ref53480502][bookmark: _Toc511830965][bookmark: Conversion]
The provisions of this Part G apply where indicated on the signature page of this Agreement. 

1. Definitions and Interpretation
1. In this Part E, unless the context otherwise requires, in addition to the defined terms in Part A the following expressions have the following meanings:

“Ancillary Certificates” means the certificate or certificates in the form(s) set out in the Annex to this Part G;
“Assigned Certifier” means the competent, registered professional person so assigned by daa under the Building Control Regulations;
”Building Regulations” means the Building Regulations 1997 to 2013 and any amendments thereto;
”Building Control Regulations” means the Building Control Regulations 1997 to 2014 and any amendments thereto;
“Certificate of Compliance” means a certificate of compliance provided for under Section 6(2)(a)(i) of the Building Control Act 1990 as amended by the Building Control Act 2007;
“Change” has the meaning ascribed to that term in Part A;
“Commencement Notice” means a notice referred to in Section 6(2)(k) of the Building Control Act 1990 as amended by the Building Control Act 2007;
”Construction” includes the execution of Works in connection with buildings and any act or operation necessary for, or related to the construction, extension, alteration, repair or renewal of a building and “constructed” will be construed accordingly;
“Construction Regulations” means the Safety Health and Welfare at Work (Construction) Regulations 2013 (as amended);
“daa Sites” means [ need project team input ]; 
“Design Certifier” means the person appointed by daa who signs the Certificate of Compliance;
“Design” includes the preparation of plans, particulars, drawings, specifications, calculations and other expressions of purpose according to which the Construction, extension, alteration, repair or renewal concerned is to be executed and “designed” will be construed accordingly;
“Inspection Plan” has the meaning set down in Section 7.1 of the “Code of Practice for Inspecting and Certifying Building and Works under the Building Control Regulations 2014” published by the Department of Environment, Community and Local Government;
“Materials” means all design, technical information, drawings, details, plans, specifications, schedules, reports, calculations, photographs, models, bills of quantities, budgets, calculations, working papers or other similar documents, work or things whatsoever and whether or not stored in any document retrieval system that the Supplier generates for the Project;
“Professional Team” means those professional advisers appointed by daa in relation to the Project from time to time including but not limited to the PSDP;
“Project” means [   ];
“PSCS” means the Project Supervisor for the Construction Stage appointed in respect of the project under the Construction Regulations;
“PSDP” means the Project Supervisor Design Process appointed in respect of the Project under the Construction Regulations;
“Safety Regulations” means the Safety, Health and Welfare at Work Acts 2005 and 2010 and any regulations made thereunder (as amended);
“Supplier’s Representative” means [                   ] or such other person as the Supplier may from time to time  agree as his/her replacement;
“Statutory Requirements” means all those permissions, consents, permits, licences, authorisations, exemptions, orders or registrations required from time to time by all applicable statutes, bye-laws, orders and regulations of any Competent Authority or under any contract or otherwise for the purposes of the Supplier performing the Services; 
“Works” means the works set out in the Statement of Work and such other additional works as the Supplier may be instructed to provide under this Agreement regardless of whether performed before or after the execution of this Agreement; 
[bookmark: _Ref53480453]The Works
The Supplier must:
provide the Works under the Statement of Work; and 
abide by daa instructions in the performance of the Works, in the manner set out in this Agreement. 
The Supplier must provide all reasonable co-operation to and with daa, its agents, representatives, suppliers, and/or any third party daa nominates from time to time, in relation to the Supplier’s provision of the Works. 

The Supplier must fully co-ordinate with the Works all design services and the production of design information by the Professional Team to the intent that the design of the Works meets the Solution Specification.  The Supplier must provide the Works in accordance with Good Industry Practise. 

The Supplier must inform daa promptly and in writing if the Supplier is aware of anything of whatsoever nature and whether or not the result of any act or omission on daa’s part that prevents or hinders or may prevent or hinder the Supplier from complying with this Agreement.  In  giving notice the Supplier must give details of the circumstances, reasons and likely duration.  The provision of information under this Clause 2.4 of Part G does not in any way release or excuse the Supplier from any of its obligations under this Agreement.

The Supplier must carry out the Works out in conformity with all Regulatory Requirements and all other relevant statutory requirements in force and with all reasonably foreseeable changes to these requirements.  For the purpose of this Clause 2.5 of Part G, a reasonably foreseeable change in a requirement comprises any change in a requirement arising in whole or in part from the contents of any green paper, white paper, Government departmental consultation paper or draft statutory instrument which has been published at the date of this Agreement.

The Supplier must inform daa as soon as reasonably practicable if there is a change or anticipated change in Statutory Requirements which necessitates a change in the design of the Works.

The Supplier must keep and make available to daa complete and accurate records of the Works

3.	Provision of the Works
3.1	The Supplier must:
(a)	provide continual supervision of the Works and perform and provide everything necessary for the organisation and management of the Works and liaise with and assist daa and the members of daa's Design Team in the organisation and management of the Project;
(b)	ensure that it and its subcontractors adhere to the highest possible safety standards at all times in the carrying out of the Works, and
(c)	attend all meetings of the Professional Team convened by daa's Representative. 

3.2	The Supplier must report to daa's Representative as to the progress of the Works it undertakes and must give an early warning of any requirement that it and/or the Supplier subcontractors may have concerning the provision of information and/or other matters that may adversely impact on issues of safety, quality, scheduling or cost relating to the Project or the Works.

3.3	The Supplier must provide all things necessary for the proper design, execution and completion of the Works including the passing of all relevant tests and the remedying of any defects strictly related to the Supplier’s responsibility of performance under this Agreement.

3.4	The Supplier has sole responsibility for the entire design as daa directs for the Works and for the selection and standards of all materials, goods and workmanship forming part of the Works, including without limitation: 
(a) 	all and any design and other work undertaken in relation to the Works before the date of this Agreement by any other person whether on behalf of the Supplier; and 
(b) 	all and any design and other work undertaken in relation to the Works after the date of this Agreement by any other person on the Supplier’s behalf, 
All design and other work persons referred to at (a) and (b) undertake for the Solution under this Agreement is treated as the Supplier’s design and work.

3.5	The Supplier remains fully responsible for its obligations under this Agreement and such obligations are removed, restricted, limited or qualified in any way by the presence of daa or its agents or representatives on the Site.

3.6	The Supplier must ensure that in the design, and subsequent provision, of the Works fully integrate with the Solution.

3.7	The Supplier must project manage the Works. The Supplier must comply with the minimum project management requirements are set out in the Statement of Works at all times. The Supplier must ensure that contracts with any Supplier subcontractors impose the same project management requirements.

3.8	In fulfilling its contractual obligations, the Supplier is deemed to have full knowledge of the extent and nature of the Works and the Site, as of the date of the signing of this Agreement, with the exception of any latent defects at the Site.  The Supplier must allow for all items of work described within or reasonably inferred from the Specification including any restrictions which will be applied to working hours, methods of working, access routes for construction vehicles, parking and any other restraints affecting the timing or methods of construction. Any material changes in the Site will be the subject of further negotiations between the Parties.

3.9	The Supplier must keep daa fully and properly informed on all aspects of the progress and carrying out of the Works and shall further provide daa with all such other information in connection with the carrying out of the Works as daa may reasonably require.

[bookmark: _Ref52703266]3.10	The Supplier must, when daa requires, liaise and co-operate with the Professional Team and any other person made known by daa to the Supplier who has or may at any time have an interest in the Project or any part of it and provide such persons with all such information in connection with the Project as daa may from time to time reasonably require. 

3.11	The Supplier must inform daa promptly and in writing if the Supplier is knowingly unable or fails to carry out the Works or any part thereof, or if the Supplier is aware of anything of whatsoever nature and whether or not the result of any act or omission on the part of daa which prevents or hinders or may prevent or hinder the Supplier from complying with this Agreement, giving details of the circumstances, reasons and likely duration.  The provision of information under this sub-clause shall not in any way release or excuse the Supplier from any of its obligations under this Agreement.

3.12	The Supplier must fully comply with daa’s reasonable instructions and directions for the Solution.

3.13	The Supplier must, comply with any duly constituted authority in all matters arising in the design, and construction of the Works and in the performance of the Agreement.  In addition, the Supplier must provide all required notices and pay all fees under any national or state statute, ordinance or other Law or any regulation of having jurisdiction over the Works. These include but are not limited to the Safety Health & Welfare at Work Acts 2005 - 2014 and all subordinate legislation thereto (including, but not limited to, the Safety Health and Welfare at Work (Construction) Regulations 2013 and the Safety, Health and Welfare at Work (General Application) Regulations 2007 to 2012) and any amendment, modification or re-enactment.

3.14	The Supplier must notify daa immediately upon becoming aware of any issue or matter that may affect its ability to meet the schedule or delivery dates and take such action as is necessary to avoid any delays to these dates.
 
1. Construction Regulations
2. The Supplier must co-operate with, comply with the requirements of the PSDP and PSCS for the Works.  The Supplier must follow any reasonable directions the PSDP, PSCS and/or daa give in relation to matters of health and safety touching on the Works.  The Supplier must provide any assistance the PSDP or PSCS requests and work with both in a spirit or mutual enterprise. 
 
2. Without limiting Clause 3 of this Part G, the Supplier must comply with all the obligations imposed on it as a "designer" if so designated under the Safety Regulations insofar as they apply to the Project.  The Supplier must co-operate with and provide information to the PSDP, the PSCS, and the Professional Team as necessary to comply and enable them to comply with their respective obligations under the Construction Regulations in relation to the Project.  The Supplier warrants that it has the necessary competence and has allocated or, as appropriate, will allocate adequate resources to comply with its obligations under this Clause 4.1 of Part G.
2. The Supplier must provide all necessary documents (including drawings) for Inclusion in the Safety File as required by the Construction Regulations.  The Supplier must provide daa and PSCS with the Safety File in respect of each element of the Works (or any additions to existing Safety Files) as each element of the Project is being presented under the Acceptance Procedures.
[bookmark: _Toc511830969]
5.	Representatives
5.1	The Supplier must appoint a Representative to act on its behalf in carrying out the Supplier's duties.  The Supplier must not change the individual nominated as the Supplier’s Representative without the daa’s advance written approval (such approval not to be unreasonably withheld).  The Supplier must propose the identity of the replacement Supplier’s Representative before seeking daa’s advance written approval.
5.2	For the purposes of this Agreement daa’s Representative is the principal point of contact for daa and the parties agree that daa’s Representative has the authority to make and give all necessary information, instructions, approvals, decisions and other communications to the Supplier on daa’s behalf to enable the proper performance of the Works, unless daa notifies the Supplier in writing of the limitation of the authority of daa.
[bookmark: _Toc519399677]5.3	The Supplier must as and when daa reasonably requires make available for inspection documentary evidence that such insurance is being properly maintained and the Supplier shall inform daa if such insurance ceases to be available.
5.4	If the Supplier defaults in taking out or maintaining insurance as required by Part A, Clause ‎15, daa may itself insure against any risk in respect of which the default has occurred and may deduct a sum or sums equivalent to the amount paid or payable by it in respect of premiums for such insurance from any monies due or to become due to the Supplier under this Agreement.
[bookmark: _Toc519399679][bookmark: _Ref53482128][bookmark: _Ref53482185][bookmark: _Ref53482457][bookmark: _Ref153722517][bookmark: _Toc511830977]6.	Suspension of Works
[bookmark: _Toc426535018][bookmark: _Ref53482404]6.1	daa may at any time and from time to time elect to postpone or suspend the carrying out of the Works or any part thereof by giving the Supplier written notice to that effect and immediately upon notification of such election the Supplier shall assist daa in bringing such postponement or suspension into effect.

[bookmark: _Toc426535019]6.2	If at the date falling one month after the Works have been suspended or at any time thereafter upon one month’s prior written notice daa instructs the Supplier to resume the Works then the Supplier must as soon as reasonably practicable resume the performance of the whole or as the case may be the part of the Works so suspended under this Agreement and any payment made under Clause [   ] is deemed a payment on account towards the payments to be made to the Supplier under this Agreement.
[bookmark: _Ref53480878]6.3	If daa has not instructed the Supplier to resume the performance of the Works postponed or suspended under Clause 6.1 of this Part G within a period of one year from the date of postponement or suspension then either party to this Agreement may terminate this Agreement by serving written notice on the other party.
[bookmark: _Toc426535022][bookmark: _Ref53482435](a)	daa agrees to pay to the Supplier forthwith all fees and expenses due to the date of postponement or suspension (and where necessary apportioned to that date) and to reimburse to the Supplier all reasonable costs and expenses the Supplier properly incurs directly as a result of such postponement or suspension but daa is not liable to the Supplier in respect of any other costs and expenses or for damages, loss of profit or on any other account whatsoever nor shall daa incur any further liability under this Agreement; and
[bookmark: _Toc426535023][bookmark: _Toc426535024](b)	the Supplier must return to daa all items belonging to daa and supply copies of negatives and developed copies of the Materials over which the Supplier shall have no lien.
[bookmark: _DV_C154][bookmark: _Toc25823497][bookmark: _Toc25823580][bookmark: _Toc25823663][bookmark: _Toc70311651][bookmark: _Ref122941862][bookmark: _Toc129576731][bookmark: _Toc511830978][bookmark: _DV_C155]7.	Variations
[bookmark: _DV_C156][bookmark: _Ref122940698][bookmark: _DV_C157]7.1	The Supplier must not from the date hereof make any alteration or addition to or omission from the Works or otherwise do anything which may increase the cost of the Project or cause delay to the Project Timetable without the prior written authority of daa by way of an instruction for a variation under this Clause 7.1.

[bookmark: _DV_C158][bookmark: _Ref122940729][bookmark: _DV_C159]7.2	Without limiting the general nature of Clause 7.1 of this Part G, if the Supplier reasonably believes that an instruction of daa (other than an instruction expressed to be a variation under Clause 7.3 of this Part G) amounts to a variation to the Works, the Supplier must notify daa in writing with reasons within five Working Days of receipt of such instruction.  The parties shall use their reasonable endeavours to agree on whether the instruction is a variation.  Where such notice is provided the Supplier must not proceed with the instruction until it has received written confirmation to do so.  If the Supplier fails to provide such notice within five Working Days of receipt of daa’s instruction, the Supplier is not entitled to any additional remuneration in respect of that instruction. If the Supplier does not give notice and details in accordance with and within the time provided in this Clause 7.2, except where the Supplier has been required to and has given a proposal complying with Clause 7.5, the Supplier is not entitled to any additional payment under this Agreement nor to an increase to the Charges or extension of time and daa is released from all liability to the Supplier in connection with the matter. 
[bookmark: _DV_C160][bookmark: _Ref122941402][bookmark: _DV_C161]7.3	daa may, by written notice to the Supplier, instruct a variation to the scope of the Works, including an alteration or addition to the Works or omission of a part of the Works, and the Supplier shall comply with such instruction.  Where the parties have agreed the cost and time consequences of the variation in advance of such notice, daa’s notice shall specify the additional remuneration payable to the Supplier and any changes to the Project Timetable in respect of the variation.  Such instruction shall in no way vitiate this Agreement.
7.4	The Supplier must, if daa requests for the purposes of considering whether to instruct a variation to the Works, provide daa  with a statement confirming the Supplier’s price for performing a proposed variation and any changes to the Project Timetable which the Supplier considers would be necessary if such variation were instructed.  The Supplier must provide such statement within ten Working Days of daa’s request or such longer period agreed by the parties.
[bookmark: _Toc519399680][bookmark: _Ref153721799][bookmark: _Toc511830979]8.	Acceleration of Works
[bookmark: _Ref154476174]8.1	If daa issues a Variation to the Works which includes the acceleration or omission of any part of the Works then the parties agree to review the Supplier’s performance of the Works with a view to the bringing forward of the completion of the Works and to vary the terms of this Agreement accordingly.

[bookmark: _Toc519399685][bookmark: _Toc511830983]9.	Copyright
9.1	The Supplier hereby grants to daa an irrevocable royalty-free licence to copy and use the Materials for all purposes related to the Project including but without limitation the construction, completion, reconstruction, alteration, extension, maintenance, letting, promotion, advertisement, reinstatement, use and repair of the Project or of daa’s interest in it provided that the copyright in the Materials shall remain in the Supplier.  daa may grant sub-licences and daa’s licence and such sub-licences are transferable to others provided always that the Supplier has no liability in the event the Materials are used for a purpose other than that for which they were originally prepared.

9.2	The Supplier hereby irrevocably waives any rights it may have under Chapter 7 (Copyright: Moral Rights) of Part II of the Copyright and Related Rights Act 2000 in relation to the Project or any part thereof or to any Materials and shall obtain a written waiver from its employees from time to time of any rights they have in respect of the same provided always that the Supplier shall with daa’s consent such consent not to be unreasonably withheld or delayed be entitled to use the Materials in connection with the publication of its work and the marketing of its services.
9.3	The Supplier must provide daa at its request and upon reimbursement of the reasonable costs of producing the same such copies of all or any of the Materials daa requires and must provide such additional information and co-operation as daa reasonably requires in connection with the same.
[bookmark: _Ref53482914]9.4	The Supplier must on completion of the Works provide daa with copies of all last issue drawings, records, operating and maintenance manuals, guarantees and maintenance contracts as the Supplier prepares under this Agreement.  The Supplier must liaise with and provide all necessary information to the Professional Team and the Contractor to enable them to comply with similar obligations to the obligation contained in this Clause 19.4.

[bookmark: _Toc511830991][bookmark: _Toc519399695]10.	Right to Audit
10.1	The Supplier must provide daa with reasonable access (at no charge to daa)  to the Supplier’s books and records and the right to audit the same on a periodic or ad hoc basis to the extent reasonably necessary to evaluate the Supplier’s compliance with the terms of this Agreement.

[bookmark: _Toc511830998]11.	Building Control Regulations
11.1	The Supplier must, insofar as relates to this Agreement:
(a)	Design the Works under the applicable requirements of the Building Regulations (including in particular the Second Schedule to the Building Regulations);
(b)	Provide the Design Certifier with the necessary plans, specification and documentation as may be required by the Design Certifier for lodgement at commencement stage;
(c)	Arrange to provide sufficient information to the Assigned Certifier and/or daa, as the case may be, to enable them to fulfil their respective roles in connection with the Building Control Regulations and the Building Regulations;
(d)	Carry out inspections of work which relate to the Supplier’s elements of the Design and liaise with Assigned Certifier and/or the Contractor as the case may be insofar relates to such inspections and provide any required ancillary certifications;
(e)	Notify the Assigned Certifier and/or daa as the case may be of its proposed inspection regime for inclusion in the overall Inspection Plan, and
(f)	Provide the Ancillary Certificates when required by Assigned Certifier and Design Certifier and/or the Contractor as the case may be.

11.2	The Supplier must provide such reasonable assistance to daa and/or to the Assigned Certifier as may reasonably be required by either or both of them to permit either or both of them to fulfil their respective roles under the Building Control Regulations and Building Regulations.
12.	Records and Drawings
12.1	The Supplier must prepare, and keep up-to-date, a complete set of “as-built” records of the execution of the Works.  These records must the exact as-built locations, sizes and details of the Products and Works as executed. The Supplier shall obtain the consent of daa's Representative as to their size, the referencing system, and other relevant details. The Supplier must store these records at the daa Site exclusively for the purposes of this Agreement.  The Supplier must provide two copies of the “as-built records” to daa's Representative before daa begins the Acceptance Procedures.

12.2	The Supplier must provide daa's Representative with hard copy and soft copies of the relevant as-built drawings, quality assurance documents and test results and certificates in accordance with the Statement of Work before the Acceptance Date.  

12.3	The Supplier must provide daa's Representative with provisional operation and maintenance manuals in sufficient detail for daa to operate the Products before the Products are put into operation and before daa begins the Acceptance Procedures.

12.4	The Supplier must provide final operation and maintenance manuals in such detail, and any other manuals specified in daa’s Requirements before the Acceptance Procedures are recorded as successfully completed.  
12.5	daa will not record the Acceptance Procedures as successfully completed until the Supplier provides documentation and training required under this Part G. 

12.6	If errors, omissions, ambiguities, inconsistencies, inadequacies or other defects are found in the Supplier's documents the Supplier must correct these deficiencies at its cost even if the Acceptance Procedures are recorded as successfully complete.
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[bookmark: _Toc511831006]Annex
Ancillary Certificates
1. [bookmark: _Toc393804652]Ancillary Design Certificate For Commencement Notice
Article 9 
Form of Certificate Ancillary to Certificate of Compliance (Design)

To:
(Designer)
—————————————————————

1. 	This certificate relates to the following building or works:

[  •  ]

2. 	This certificate has been prepared in accordance with the Code of Practice for Inspecting and Certifying Buildings and Works [as published by the Minister under section 3(7) of the Building Control Act 1990] or equivalent.

3. 	I confirm that I have been commissioned by the building owner to design, [in conjunction with others,] the building or works described above and to certify such design. I confirm that I am competent to carry out my design [and to coordinate the design of others] for the building or works concerned.

4. 	I confirm that the plans, calculations, specifications, ancillary certificates and particulars included in the schedule to the Commencement Notice to which this certificate is relevant, and which have been prepared exercising reasonable skill, care and diligence by me, [and by other members of the design team and specialist designers whose design activities I have coordinated,] have been prepared to demonstrate compliance with the requirements of the Second Schedule to the Building Regulations insofar as they apply to the building or works concerned.

5. 	I certify, having exercised reasonable skill, care and diligence, that, having regard to the
plans, calculations, specifications and particulars which have been prepared by me [and others] [and having relied on ancillary certificates and particulars referred to at 4 above,] the proposed design for the building or works is in compliance with the requirements of the Second Schedule to the Building Regulations insofar as they apply to the building or works concerned.

Signature: ————————————————————————— Date: ———
Person’s Name: ———————————— Registration No.: ——————————
On behalf of: ————————————————— (company name where relevant)
Address: ————————————————————————————————Tel: ———————— Fax: ———————— Email: —————————————
Practice registration number (where relevant): ————

[bookmark: _Toc393804653]
Ancillary Certificate to Certificate of Compliance on Completion
Article 20F

To: 
(Contractor)
—————————————————————

1. 	This certificate relates to Commencement / 7 Day Notice reference no. —————in respect of the following building or works:  [  •  ].

Part A — Certificate Ancillary to Certificate signed by Builder

2.	I confirm that I am the Supplier assigned by the owner/Contractor to construct, supervise and certify the building or works above.

3.	I certify, having exercised reasonable skill, care and diligence, that the building or works as completed has been constructed in accordance with the plans, calculations, specifications, ancillary certificates and particulars as certified under the Form of Certificate of Compliance (Design) and listed in the schedule to the Commencement / 7 Day Notice relevant to the above building or works, together with such further plans, calculations, specifications, ancillary certificates and particulars, if any, as have been subsequently issued to me and certified and submitted to the Building Control Authority, and such other documents relevant to compliance with the requirements of the Second Schedule to the Building Regulations as shall be retained by me as outlined in the Code of Practice for Inspecting and Certifying Buildings and Works.

4. 	Reliant on the foregoing, I certify that the Works are in compliance with the requirements of the Second Schedule to the Building Regulations insofar as they apply to the Works mentioned above.

Signature: ——————————————————————— Date: —————
(to be signed by a Principal or Director of the Supplier)

Name: —————————————————————————————————
Address: ————————————————————————————————
Tel: ———————— Fax: ———————— Email: ————————————
Construction Industry Register Ireland registration number (where applicable): ————


Part B — Certificate Ancillary to Certificate signed by Assigned Certifier

5. 	I confirm that I am the Supplier assigned by the owner/ Contractor to inspect and certify the building or works concerned.

6. 	Plans, calculations, specifications and ancillary certificates and particulars as required for the purposes of Part IIIC of the Building Control Regulations are included in the Annex (see attached).

7. 	I now confirm that the inspection plan, drawn up having regard to the Code of Practice for Inspecting and Certifying Buildings and Works, or equivalent, has been undertaken by the undersigned having exercised reasonable skill, care and diligence, and by others nominated therein, as appropriate, on the basis that all have exercised reasonable skill, care and diligence in certifying their work in the ancillary certificates scheduled.

8. 	Based on the above, and relying on the ancillary certificates scheduled, I now certify, having exercised reasonable skill, care and diligence, that the building or works is in compliance with the requirements of the Second Schedule to the Building Regulations, insofar as they apply to the building or works concerned.

Signature: ——————— Date: ——————— Registration No.: ——————
(where the signatory is an employee) On behalf of: ———————————————
Name & Address: ————————————————————————————
Tel: ———————— Fax: ———————— Email: ————————————
Practice registration number (where relevant): —————————————————



[bookmark: _Toc393804654]Certificate Ancillary to Form of Certificate of Compliance Undertaking by Builder
Article 9

To:
(Contractor)
—————————————————————
1. 	This certificate relates to the following building or works:

[  •  ]
2. 	I confirm that I have been commissioned by the building owner to undertake the works
described above and that I am competent to undertake the works concerned. I further undertake to ensure that any persons employed or engaged by me to undertake any of the works involved will be competent to undertake such works.

3.	I undertake to construct the building or works in accordance with the plans, calculations, specifications, ancillary certificates and particulars listed in the schedule to the Commencement Notice to which this undertaking refers and certified under the Form of Certificate of Compliance (Design), or as subsequently issued to me and certified and submitted to the Building Control Authority, and such other documents relevant to compliance with the requirements of the Second Schedule to the Building Regulations as shall be retained by me as outlined in the Code of Practice for Inspecting and Certifying Buildings and Works.

4. 	Having regard to the Code of Practice for Inspecting and Certifying Buildings and Works, or equivalent, I further undertake to cooperate with the inspections set out in the inspection plan prepared by the Assigned Certifier and to take all reasonable steps so as to ensure that I shall certify that the building or works is in compliance with the requirements of the Second Schedule to the Building Regulations insofar as they apply to the building or works concerned.


Signature: ————————————————————————— Date: ———

(to be signed by a Principal or Director of the Supplier)

Name: ————————————————————————————————
Address: ———————————————————————————————
———————————————————————————————————
Tel: ———————— Fax: ———————— Email: ———————————
Construction Industry Register Ireland registration number (where applicable): ————
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PART H

COMMERCIAL TERMS

This Part H sets out the Commercial Terms, which apply, as set out in this Agreement

	1. 
	Agreement Reference Number:
	Pxxxxxx



	
	Supplier Reference Number:
	TBA



	
	Project Scope:
	As per Statement of Work



	
	Project Summary and overview
	As per Statement of Work



	
	Supplier Relationship with daa Suppliers:
	As per Statement of Work



	
	Agreement Term:
	

	
	Commencement Date:
	[   ]

	
	Agreement Term
	As per Part A, Clause 17



	
	Supplier Project & Quality Management Policies and Procedures:
	· As per Statement of Work and
· RFP Response
· ISO 27001 or equivalent



	
	Acceptance Procedures:
	As per Statement of Work and Clause 6, Part A



	
	Charges
	

	
	Fixed Price
	As per Statement of Work

	
	Indexation Model
	No indexation is applicable to this Agreement



	
	Payment Profile
	As per Statement of Work




	
	Supplier Insurance:
	

	
	Policy Type
	Policy Details
	Policy Value

	
	Employers Liability
	See Annex 4 attached
	See Annex 4 attached

	
	Public/Hardware Liability
	See Annex 4 attached 
	See Annex 4 attached 

	
	Property Damage
	See Annex 4 attached 
	See Annex 4 attached 

	
	Professional Indemnity
	See Annex 4 attached 
	See Annex 4 attached 



	
	daa & Airport Users Sites
	As per Statement of Work



	1. 
	Support Services
	As per Statement of Work



	14.
	Service Credits
	As per Statement of Work



	15.
	Timetable and Payment Reductions for Delay in Achieving Key Milestone Dates – Clause 5.7
	As per Statement of Work



	16.
	Key Personnel
	As per Statement of Work



	17.
	daa Responsibilities
	As per Statement of Work



	18.
	Supplier Sub-Contractors
	



	19.
	Parties Representatives
	As per Statement of Work



	20.
	Exit and Handover Plan
	See Annex 2 attached



	21.
	daa Regulations
	

	
	Site Regulations
Security and IT Use Requirements
	As notified by daa in accordance with daa’s standard operating procedures




	22.
	Governance Procedures
	As per Statement of Work



	23.
	Procurement Documentation
	See Annex 3 attached



	24.
	Ancillary Documentation
	See Annex 4 attached



	25.
	Third Party Software Licensing
	As set out in the Statement of Work 



	26.
	Expenses Policy
	None












 
PART H

ANNEX 1

STATEMENT OF WORK

Attached:
Ø Statement of Work





-END-

PART H

ANNEX 2

EXIT AND HANDOVER PLAN
1. This Exit & Handover Plan is subject to the regular review by the parties during term under Part A, Clause 18.10 and the Governance Procedures. This is the initial version of the Exit & Handover Plan, current as of the Effective Date which the Parties intend parties to set out the main terms to be included within a final form Exit & Handover Plan.

1. Within fourteen (14) days of either Party serving notice to terminate this Agreement or by the date being sixty (60) days before the date of expiry of this Agreement, as appropriate (the “Relevant Date”), representatives of the parties must meet to discuss the timetable for drawing up a final form Exit & Handover Plan covering the performance of the obligations of the parties during the period of up to, at daa option, one hundred and eighty (180) days following, either, the date of termination or expiry, as appropriate (the “Exit Period”). 

1. The Parties must use their good faith endeavours to finalise the final form Exit & Handover Plan as soon as practicable. The final form Exit & Handover Plan supersedes and replaces the terms of the then current draft form Exit & Handover Plan, as set out in Part H, Annex 2. If the Parties fail to agree on any term of the final form Exit & Handover Plan, then, the relevant term of this initial version of the Exit & Handover Plan applies. 

1. Notwithstanding Part H, Annex 2, Clause 3, the Supplier must provide such co-operation, information and assistance to daa and/or its replacement supplier of services as is reasonably required to transfer, and to enable a smooth migration of, the Services, either in-house or to an alternative supplier, including, but limited to, the performance of the obligations referred to in the Exit & Handover Plan.

1. During the Exit Period the Supplier must, to the extent not already done:
4. not make any changes to the Services, otherwise than under the Change Control Procedure;
4. return to daa, or it nominee, at the address stipulated, or prepare for collection by daa or its nominee, the Products, including hosted data and software;
4. provide copies of all Airport Data in an electronic format determined by daa and provide any items of daa Intellectual Property Rights and daa Documentation used in the provision of the Services;
4. provide details of all Supplier owned assets used solely to provide the Services, all commercially available Supplier owned Intellectual Property, all third party Intellectual Property the Supplier acquires in provision of the Services used for daa direct use and other third party contracts which the Supplier is using in order to provide the Services;
4. within seven (7) days after the Relevant Date, hand-back all daa issued security passes and authorisations for the Supplier’s personnel, agents, or sub-contractors;
4. within seven (7) days after the Relevant Date, return all daa Confidential Information, including all copies thereof and all Service related documentation properly required by daa and not being Supplier internal documentation not intended for review by daa;
4. provide daa with a detailed description and status report of all then unresolved Service related errors, problems, together with any planned or agreed changes not yet implemented;
4. provide all of the normal periodical reports ordinarily provided during the Term made up to the effective termination or expiry date or closest date possible; and
4. promptly and fully answer all reasonable questions about the Services which daa may ask for the purpose of adequately understanding the manner in which the Services have been provided or for the purpose of allowing any new supplier (or potential new supplier) to conduct ‘due diligence’.

1. All rights of access and occupation granted to the Supplier in respect of premises daa owns or occupies cease when the provision of the Services, together with the period of performance of this Exit & Handover Plan ceases under this Agreement.

1. The Supplier must procure that the provision of the Services is managed in such a way as to result in there not being any undertaking or part of an undertaking (within the meaning of the Transfer Regulations, the business of which is the provision of the Services, or any part thereof. If, notwithstanding such obligation, the Transfer Regulations apply to transfer the employment of any person the Supplier employs to daa or any new supplier, then, the Supplier must indemnify and keep daa indemnified against all costs, claims, losses, liabilities and expenses which daa may incur arising from the following:
6. all claims (including but not limited to a claim for income tax, PRSI, youth employment levy, health contribution levy or income tax levy and any interest, duties and penalties thereon) which the Revenue Commissioners or the Department of Social, Community and Family Affairs may make against daa for tax arising from the Supplier’s supply of the Services; and/or
6. any order or award by any tribunal, court or third party arising out of a determination that the Supplier Staff are employees of daa whether under Section 13, Unfair Dismissals (Amendment) Act 1993, under the Transfer Regulations, or otherwise.
1. Following the Supplier’s performance all of its obligations specified in the Exit & Handover Plan to the reasonable satisfaction of daa, daa will sign a copy of the plan to confirm Supplier discharge, whereupon the Supplier’s obligations under the Exit & Handover Plan shall cease. 

1. Consideration for Supplier performance of the obligations set out in the Exit & Handover Plan derives from daa payment of the Charges under this Agreement, subject only to conclusion of a Purchase Order in respect of any additional agreed Solution products, software or services.

1. If any dispute arises between the Parties on a provision of this Exit & Handover Plan, or any matter deriving there from, including, but not limited to, the number or level of Supplier Staff allocated, to perform the Exit & Handover Plan obligations, the dispute is to be referred to the Dispute Resolution Procedure. 

- END -

PART H

ANNEX 3
PROCUREMENT DOCUMENTATION
	Attached:
Ø Invitation to Tender 
Ø Supplier Proposal 
Ø Ancillary Correspondence 
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PART H

ANNEX 4

ANCILLARY DOCUMENTATION

Attached:
Ø Supplier Insurance documentation
Ø Supplier Tax Clearance Certificate
Ø daa IT Security Requirements 
Ø daa Site Regulations – Airport IT&T Infrastructure Service Standards, Policies and Procedures














PART I

DATA PROCESSING ADDENDUM
This Data Processing Addendum forms part of, and is incorporated into, the Agreement between daa and the Supplier.  

1 [bookmark: _Ref500349332]DETAILS
1.1 Agreement name and date:	PXXXXXXX       XXXXXXXX
1.2 [bookmark: _Ref500350241]Supplier:	XXXXXXXXXX
1.3 [bookmark: _Ref500349475]daa:		daa plc

2 HOW TO EXECUTE THIS DPA
2.1 This DPA has been pre-signed on behalf of daa.  The DPA comprises of this document and Appendices 1 and 2.
2.2 To complete this DPA, the Supplier must:
(A) complete the information in the signature box and sign it; 
2.3 Upon receipt of the validly signed DPA by daa at the above email address, this DPA will become legally binding on both daa and the Supplier. The Supplier is not permitted to modify this DPA in any respect.
2.4 This DPA may be executed in any number of counterparts, each of which will be deemed to be an original and all of which taken together will comprise a single instrument. This DPA may be delivered by electronic document format (e.g. PDF or Docusign), and electronic copies of executed signature pages are binding as originals.
3 [bookmark: Tillf]HOW THIS DPA APPLIES
3.1 This DPA is an amendment to and is incorporated into the Agreement. Except for changes made by this DPA, the Agreement remains unchanged and in full force and effect.  If there is a conflict between any provision in this DPA and any provision in the Agreement, this DPA (including the Standard Contractual Clauses where incorporated) controls and takes precedence. This DPA is a part of the Agreement for the purposes of the entire agreement clause set out in the Agreement.
3.2 The parties have entered into this DPA in consideration of their respective rights and obligations under the Agreement and this DPA and other good and valuable consideration (the receipt and sufficiency of which both daa and the Supplier acknowledge and confirm). 
3.3 The relationship between daa and the Supplier remains subject to the terms and conditions, including the exclusions and limitations of liability, set out in the Agreement. The Supplier’s liability to daa, and daa’s liability to the Supplier, is limited under the Agreement.

4 DETAILS OF THE PROCESSING ACTIVITIES
4.1 For the purposes of the Agreement, daa and the Supplier agree that daa is the data controller and [the Supplier is the data processor – needs to be confirmed in each case] of the personal data.
4.2 daa’s obligations and rights are as outlined in the Agreement and this DPA.
4.3 The subject-matter and duration of the processing the Supplier carries out for daa, the nature and purpose of the processing, the type of personal data and categories of data subjects are described in Appendix 1. 
5 ASSURANCES
5.1 The Supplier confirms that it shall implement and maintain appropriate technical and organisational measures in such a manner that the processing of any personal data will meet the requirements of the GDPR and ensure the protection of the rights of data subjects.
6 [bookmark: _Ref500346289]PROTECTION OF PERSONAL DATA
6.1 In discharging its obligations under the Agreement, the Supplier is responsible for and shall comply with Data Protection Law. The Supplier shall perform the services and discharge its obligations under the Agreement in such a way that daa complies with, and does not breach, its obligations under Data Protection Law. 
6.2 The Supplier shall process the personal data only to the extent necessary to perform its obligations under the Agreement and for no other purpose.  
6.3 The Supplier shall treat the personal data as confidential information for the purposes of the Agreement.  
6.4 Without limiting or affecting the other provisions in this clause 6, the Supplier shall:
(A) process the personal data only on written instructions from daa (which may, in particular, be given electronically or through the functionality of the service), including with regard to transfers of personal data to a third country or an international organisation, unless required to do so by European Union or Member State law to which the Supplier is subject; in such a case, the Supplier shall inform daa of that legal requirement before processing, unless that law prohibits such information on important grounds of public interest; 
(B) ensure that persons authorised to process the personal data have committed themselves to confidentiality or are under an appropriate statutory obligation of confidentiality, even after the end of their employment contract or at the end of their assignment or engagement; 
(C) takes all measures required under Article 32 of the GDPR;
(D) [bookmark: _Ref500346984]taking into account the nature of the processing, assist daa by appropriate technical and organisational measures, insofar as this is possible, for the fulfilment of daa's obligation to respond to requests for exercising the data subject's rights laid down in Chapter III of the GDPR; 
(E) assist daa in ensuring compliance with the obligations under Articles 32 to 36 of the GDPR taking into account the nature of processing and the information available to the Supplier; 
(F) under clause 10, at the choice of daa, delete or return all the personal data to daa after the end of the provision of services of processing, and delete existing copies unless European Union or Member State law requires storage of the personal data; 
(G) [bookmark: _Ref500346533]subject to clause 14, make available to daa all information necessary to demonstrate compliance with the obligations laid down in this DPA and Article 28 of the GDPR and allow for and contribute to audits, including inspections, conducted by daa or another auditor mandated by daa; and
(H) with regard to clause 6.4(G), the Supplier shall immediately inform daa if, in its opinion, an instruction from daa infringes the GDPR or other European Union or Member State data protection provisions.
7 KEEPING daa INFORMED
7.1 The Supplier shall, without undue delay (and in any event within two (2) days):
(A) [bookmark: _Ref500346889]notify daa in writing of any request received from an authority (including a law enforcement agency or government agency) for disclosure of or access to personal data, including (insofar as Supplier can do so):
(1) the scope of the request
(2) the reason for the request;
(3) the form of the disclosure or access requested;
unless, in a given case, European Union or Member State law prohibits it from doing so on important grounds of public interest in which case Supplier shall use reasonable efforts to request the authority to direct the request directly to daa;
(B) inform daa if it cannot comply with this DPA (including, where they apply under clause 16, the Standard Contractual Clauses) in which case daa, at its discretion, may suspend any processing (in whole or in part) and/or terminate the Agreement (in whole or in part); and
(C) upon request, co-operate in good faith with, and promptly provide daa with all reasonable information it requests, in connection with the personal data and/or processing activities the Supplier undertakes under the Agreement (including, in particular, in connection with any investigation, audit or queries of a data protection or other authority).
7.2 The Supplier shall not respond to any request of the type described in clause 7.1(A) unless and until it receives documented instructions from daa, unless required to do so under European Union or Member State law to which the Supplier is subject; in such a case, the Supplier shall inform daa of that legal requirement before processing unless that law prohibits such information on important grounds of public interest.

8 DATA SUBJECT RIGHTS
8.1 The Supplier confirms and agrees that:
(A) it has designed its services and functionality; and
(B) has put and shall maintain in place appropriate technical and organisational measures,
so that daa can except to the extent notified to daa in writing  by express reference to this clause, fully and properly respond to and address any data subject requests under and in compliance with Chapter III of the GDPR or the withdrawal of any consent by a data subject.
8.2 The Supplier shall inform daa in writing quickly and without delay (and, in any event, within no more than two (2) days) if Supplier receives a request or a notice of withdrawal of consent from a data subject in respect of such data subject’s personal data. The Supplier shall not respond to any such data subject request or otherwise correct, amend, delete, block or provide access to or a copy of the data subject’s personal data without daa’s documented instructions.  
8.3 To the extent daa, in its use and administration of the services under the Agreement, does not have the ability to fully and properly respond to and address a data subject’s request under and in compliance with Chapter III of the GDPR or a withdrawal of consent by a data subject, the Supplier must promptly use all reasonable endeavours to enable daa to do so by undertaking such actions and steps and providing such assistance and information as are necessary in such regard.  This does not limit or affect clause 6.4(D)
9 DATA PROTECTION IMPACT ASSESSMENTS
9.1 The Supplier shall provide reasonable assistance to daa with any data protection impact assessments, and prior consultations with any data protection supervisory authorities, which daa reasonably considers to be required to enable daa to comply with its obligations under Articles 35 and 36 of the GDPR, but only in connection with the processing of personal data by, and taking into account the nature of the processing and information available to, the Supplier and its permitted subprocessors.
10 [bookmark: _Ref500346346]DELETION AND RETURN
10.1 The Supplier shall, upon request by daa, provide a complete copy of such of the personal data as daa may request by secure file transfer in such format as is reasonably notified by daa to the Supplier.  The Supplier shall comply with any such written request within 2 days.
10.2 Subject to clause 10.3 and 10.4, the Supplier shall promptly and in any event within 2 days of the Cessation Date, securely irrevocably delete and procure the secure irrevocable deletion of all copies of the personal data.
10.3 [bookmark: _Ref500347128]Subject to clause 10.4,  daa is entitled by written notice to the Supplier within 2 days of the Cessation Date to require the Supplier to:
(A) at daa’s choice, give daa a reasonable opportunity to retrieve the personal data or return a complete copy of all personal data to daa by secure file transfer in such format as is reasonably notified by daa to the Supplier; and 
(B) securely irrevocably delete and procure the secure irrevocable deletion of all other copies of the personal data processed by Supplier and any permitted subprocessor in accordance with recognised industry standards to achieve secure deletion. 
Supplier shall comply with any such written request within 2 days of the Cessation Date.
10.4 [bookmark: _Ref500347141]The Supplier and any permitted subprocessor may retain personal data to the extent required by European Union or Member State law but only to the extent and for such period as required by European Union or Member State law. This is provided that Supplier and any permitted subprocessor ensure the confidentiality of all such personal data and ensure that such personal data is only processed as necessary for the purpose specified in the European Union or Member State law requiring its storage and for no other purpose. 
10.5 The Supplier shall provide written certification to daa that it and each permitted subprocessor has fully complied (in all respects, including production, testing, development and back-up systems and media) with this clause 10 within 2 days of the Cessation Date.
11 SECURITY
11.1 The Supplier shall regularly monitor and periodically audit its compliance with the technical and organisational security measures it implements and maintains with respect to the personal data under this Agreement.
11.2 [bookmark: _Ref500347275]The Supplier shall:
(A) implement and maintain the technical and organisational measures set out in the daa 3rd Party Security Policy as appended at Appendix 2;
(B) comply with all security policies of daa notified by daa to the Supplier;
(C) ensure access to personal data within the Supplier and, if applicable, any permitted subprocessors is limited to that which is necessary; 
(D) keep personal data logically separate, with adequate logical separate security controls, from other data and information held by Supplier and any permitted subprocessors;
(E) log all access to and use of the personal data by Supplier and any permitted subprocessors and make such logs available to daa promptly upon request; and
(F) implement and maintain policies and measures to detect, respond to and record personal data  breaches.
11.3 Without limiting or affecting clause 11.2, taking into account the state of the art, the costs of implementation and the nature, scope, context and purposes of processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, the Supplier shall implement and maintain appropriate technical and organisational measures to ensure a level of security appropriate to the risk, including inter alia as appropriate:
(A) the pseudonymisation and encryption of personal data;
(B) the ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing systems and services;
(C) the ability to restore the availability and access to personal data in a timely manner if a physical or technical incident occurs; and
(D) a process for regularly testing, assessing and evaluating the effectiveness of technical and organisational measures for ensuring the security of the processing. 
11.4 In assessing the appropriate level of security, the Supplier shall take account in particular of the risks that are presented by processing, in particular from accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to personal data transmitted, stored or otherwise processed. 
11.5 The Supplier shall take steps to ensure that any natural person acting under the authority of the Supplier who has access to personal data does not process them except on instructions from daa, unless he or she is required to do so by European Union or Member State law.
11.6 The Supplier shall:
(A) maintain security practices and policies in place for the protection of personal data  (that policy an “Information Security Policy”); and 
(B) promptly make the Information Security Policy available to daa, along with descriptions of the organisational and technical security controls, practices and measures in place with respect to the personal data and other information reasonably requested by daa regarding Supplier’s security practices and policies.
11.7 The Supplier shall, upon daa’s written request and subject to the confidentiality obligations set forth in the Agreement, make available to daa the Supplier’s then most recent third-party audits or certifications and related audit, attestation and certification reports.
12 PERSONAL DATA BREACH
12.1 The Supplier shall notify daa without undue delay and, in any event, within no more than two (2) days, after becoming aware of an actual or suspected personal data breach.  The Supplier shall assist daa in daa fulfilling its obligation under Articles 33 and 34 of the GDPR to notify the relevant supervisory authority and data subjects of a personal data breach. 
12.2 The Supplier shall, as soon as possible, provide daa with the following information with respect to any actual or suspected personal data breach:
(A) a description of the cause and nature of the breach including the categories and approximate numbers of data subjects concerned and the categories and approximate number of personal data records concerned;
(B) the measures being taken to contain, investigate and remediate the personal data breach;
(C) the likely consequences and risks for daa, organisations and data subjects as a result of the personal data breach; 
(D) any mitigating actions taken; and
(E) a proposed plan to mitigate any risks for data subjects and/or daa as a result of the personal data breach.
12.3 The Supplier shall, in connection with any actual or suspected personal data breach:
(A) quickly and without delay, take such steps as are necessary to contain, remediate, minimise any affects of and investigate any actual or suspected personal data breach (and without destroying any evidence) and to identify its cause;
(B) maintain records of all information for the personal data breach, including the results of its own investigations and authorities’ investigations as well as remedial actions taken;
(C) co-operate with daa and provide daa with such assistance and information as it may reasonably require in connection with the containment, investigation, remediation and/or mitigation of the personal data breach;
(D) maintain strict confidentiality; 
(E) not make any public statements without daa’s prior written approval;
(F) immediately notify daa in writing of any request, inspection, audit or investigation by a data protection or other authority;
(G) where required to do so by daa, provide notifications (in a form approved by daa) to affected data subjects, affected entities and/or organisations and relevant data protection and other authorities.
12.4 The Supplier shall fully and effectively indemnify daa in respect of any losses, liabilities, demands, damages, costs, claims, expenses, awards and/or fines suffered or incurred or paid out by daa arising out of or in connection with any actual or suspected personal data breach and/or its consequences (including any arising out of or in connection with the containment, investigation, remediation and mitigation of the personal data breach and its consequences, engagement with any data protection or other authorities and correspondence with, and mitigation measures (such as two (2) years credit monitoring services) for, impacted data subjects, entities and organisations and the recovery or reconstruction of any affected personal data and related files and data).
13 RECORDS
13.1 The Supplier shall maintain all records required by Article 30(2) of the GDPR and shall, to the extent relevant to the processing of personal data on behalf of daa, promptly provide a copy of them to daa and/or any data protection supervisory authority on request.  The Supplier shall immediately notify daa in writing if it receives any such request from a data protection supervisory authority.
13.2 The Supplier shall promptly provide daa with such information as daa may reasonably require in order to create or update any records which daa is required to maintain by Article 30(1) of the GDPR.


14 [bookmark: _Ref500346421]AUDIT
14.1 The Supplier, in complying with clause 6.4(G), shall, and shall procure that its permitted subprocessors shall, submit its premises, data processing facilities and infrastructure and any locations from which personal data may be accessed for audit and/or inspection and make available its personnel as may be reasonably necessary to answer questions in connection with any such audit and/or inspection.
14.2 daa shall, where reasonably possible, give the Supplier reasonable notice of any audit or inspection to be conducted by daa or its auditor under clause 6.4(G) and shall make (and require that each of its mandated auditors makes) reasonable endeavours to avoid causing (or, if it cannot avoid, to minimise) any damage, injury or disruption to the Supplier’s and its permitted subprocessors’ premises, equipment, personnel and business while its personnel are on those premises in the course of such an audit or inspection. 
14.3 Neither the Supplier nor its permitted subprocessors are required to give access to its premises for the purposes of an audit or inspection under clause 6.4(G):
(A) to any individual unless he or she produces reasonable evidence of identity and authority;
(B) outside normal business hours at those premises, unless the audit or inspection needs to be conducted on an emergency basis and daa or the person undertaking an audit has given notice to Supplier that this is the case before attendance outside those hours begins; or
(C) for the purposes of more than one audit or inspection, in respect of each Supplier or subprocessor, in any calendar year, except for any additional audits or inspections which:
(1) daa reasonably considers necessary because of genuine concerns as to Supplier’s or the relevant subprocessor’s compliance with the data protection obligations in this DPA and the Agreement; or 
(2) Supplier is required or requested by a data protection or other authority to carry out such audit or inspection,
where daa has identified its concerns or the relevant requirement or request in its notice to Supplier of the audit or inspection.
15 SUBPROCESSING
15.1 [bookmark: _Ref500347959]The Supplier shall not engage a subprocessor to process any personal data unless daa in writing approves the use of the subprocessor concerned in which case the Supplier shall comply with clause 15.2 in such regard. 
15.2 [bookmark: _Ref500347783]The Supplier shall, where it engages any subprocessor under clause 15.1: 
(A) carry out appropriate due diligence on the subprocessor before engaging it to verify that it is capable of complying with the data protection obligations under this DPA and the Agreement, to the extent applicable to the services it is to perform (and shall document such due diligence and provide a copy of such to daa promptly on request);
(B) only use a subprocessor that has provided sufficient guarantees to implement appropriate technical and organisational measures in such a manner that the processing will meet the requirements of the GDPR and the Agreement and ensure the protection of the rights of the data subject; and
(C) impose, through a legally binding contract between the Supplier and subprocessor that is governed by Irish or Member State law, the same data protection obligations as set out in the Agreement (including this DPA and, where they apply under clause 16, the Standard Contractual Clauses) on the subprocessor, in particular providing sufficient guarantees to implement appropriate technical and organisational measures in such a manner that the processing will meet the requirements of the GDPR.
15.3 The Supplier shall, upon request by daa, promptly provide daa with the identity and location of each subprocessor and a description of the processing being subcontracted to each subprocessor, together with a copy of the data protection related provisions in the agreement between the Supplier and subprocessor.
15.4 The Supplier acknowledges and agrees that if any subprocessor fails to fulfil its obligations in the agreement between the Supplier and subprocessor, the Supplier shall remain fully liable to daa for the performance of the subprocessor’s obligations.
16 [bookmark: _Ref500346842]TRANSFERS 
16.1 [bookmark: _Ref500348932]The Supplier shall not transfer any personal data to, or grant access to any personal data to any recipient (including the Supplier), outside the European Economic Area without daa’s prior written consent.  This does not limit or affect any other provisions in this clause 16.
16.2 Despite any consent granted under clause 16.1, the Supplier shall not transfer any personal data to, or grant access to any personal data to, any recipient (including the Supplier) in a country or territory outside the European Economic Area unless either:
(A) the personal data is transferred to or accessed by the recipient in an Adequate Country; or
(B) if the personal data is transferred to or accessed by the recipient in a country or territory which is not an Adequate Country:
(1) Appropriate Safeguards are in place in respect of the processing of the personal data by the recipient; or
(2) if the recipient is the Supplier, the Supplier has entered into the Standard Contractual Clauses with daa under clause 16.3; or
(3) if the subprocessor is an Approved Non-EEA Subprocessor, the Supplier has done all that is necessary so that daa and the subprocessor concerned have entered into the Standard Contractual Clauses under clause 16.5.
16.3 [bookmark: _Ref500348391]The Supplier and daa hereby enter into the Standard Contractual Clauses with respect to a Restricted Transfer to which daa has consented under clause 16.1. For these purposes:
(A) the Standard Contractual Clauses apply from the commencement of the Restricted Transfer and form a part of, and are incorporated into, this DPA on and from that date;
(B) the Supplier agrees to the third party rights including the entitlement to compensation and the right to view this DPA and the standard Contractual Clauses (with appropriate redactions consistent with the Standard Contractual Clauses) granted to data subjects under the Standard Contractual Clauses;
(C) daa is the “data exporter” and the Supplier is the “data importer” as those terms are defined in the Standard Contractual Clauses;
(D) Annex 1, Annex 2 and Annex 3 of this DPA operate as, respectively, Annex 1, Annex 2 and Annex 3 of the Standard Contractual Clauses; 
(E) the governing law of the Standard Contractual Clauses for the purposes of Clause 17 of the Standard Contractual Clauses shall be Irish law and the jurisdiction for disputes for the purposes of Clause 18 of the Standard Contractual Clauses is Ireland; 
(F) there shall be no independent dispute resolution procedure which is detailed as an option in Clause 11 of the Standard Contractual Clauses;
(G) if there is a conflict between any provision in this DPA and any provision in the Standard Contractual Clauses, the Standard Contractual Clauses control and take precedence;
(H) the Supplier and daa shall document their assessments of countries and territories where relevant and required by Clause 14(b) of the Standard Contractual Clauses in advance of any transfer of personal data to or access of personal data from those countries or territories;
(I) the Supplier shall and shall procure that any person it transfers personal data to (if received under or in connection with the Agreement) make data available to the data subject as specified under the Transparency Requirements set out in the appliable Modules of Clause 8 of the Standard Contractual Clauses;  and
(J) the Supplier's execution of this DPA by the Supplier and daa constitutes the execution of the Standard Contractual Clauses by the Supplier and daa.
16.4 Where Standard Contractual Clauses are used by the Parties, the Supplier shall or shall procure that Annex 1, Annex 2 and Annex 3 are regularly updated and where feasible the Supplier shall ensure subprocessors accede to the Standard Contractual Clauses through the Docking Clause at Clause 7 of the Standard Contractual Clauses.
16.5 [bookmark: _Ref500349275]The Supplier shall enter into the Standard Contractual Clauses with an Approved Non-EEA Subprocessor approved by daa (at its discretion) in writing as an Approved Non-EEA Subprocessor in response to a specific request in that regard by the Supplier and on the basis set out in this clause.  For these purposes:
(A) the Standard Contractual Clauses apply from the date of their execution by the Supplier and the EAA Subprocessor;
(B) the Approved Non-EEA Subprocessor agrees to the third party rights granted to data subjects under the Standard Contractual Clauses;
(C) the Supplier is the “data exporter” and the Approved Non-EEA Subprocessor is the “data importer” as those terms are defined in the Standard Contractual Clauses;
(D) the Supplier agrees to use the appropriate Module of the Standard Contractual Clauses in respect of any transfer of personal data where the Standard Contractual Clauses apply;
(E) Annex 1, Annex 2 and Annex 3 of this DPA operate as, respectively, Annex 1, Annex 2 and Annex 3 of the Standard Contractual Clauses (except that the section entitled “data importer” in Appendix 1 shall be amended to identify the Approved Non-EEA Subprocessor as the data importer); 
(F) the governing law of the Standard Contractual Clauses for the purposes of Clause 17 of the Standard Contractual Clauses shall be Irish law and the jurisdiction for disputes for the purposes of Clause 18 of the Standard Contractual Clauses is Ireland; and
(G) if there is a conflict between any provision in this DPA and any provision in the Standard Contractual Clauses, the Standard Contractual Clauses control and take precedence.
16.6 The Parties accept that where the Standard Contractual Clauses apply, Clause 12 of the Standard Contractual Clauses applies to the allocation of liability as between themseleves and all sub-processors.  Save where daa’s own actions result in damage to the data subject, daa is intended to have no liability to an Approved Non-EEA Subprocessor under the Standard Contractual Clauses entered into by it under clause 16.5 and, accordingly, the Supplier shall fully and effectively indemnify daa in respect of any losses, liabilities, demands, damages, costs, claims, expenses and/or awards suffered or incurred or paid out by daa arising out of or in connection with any claim or proceedings or threatened claim or proceedings by an Approved Non-EEA Subprocessor against daa under or in connection with the Standard Contractual Clauses.  This indemnity does not limit or affect daa’s liability to the Supplier under the Agreement.
17 INTERPRETATION
17.1 In this DPA, the following terms have the meanings given to them below:
“Adequate Country” means a country or territory in respect of which the European Commission, under Data Protection Law, has declared there is an adequate level of protection for personal data, provided and only for so long as such decision of the European Commission remains in force and the recipient of the personal data satisfies the relevant Adequacy Conditions under that decision.

“Adequacy Conditions” means any qualifications, conditions or requirements of or under the relevant adequacy decision of the European Commission which must be met by the relevant recipient in order for the Adequacy Decision to apply in respect of any processing of personal data by the recipient.

“Agreement“ means the agreement between daa and the Supplier which is more particularly described in clause 1 of this DPA and which, under this DPA, incorporates this DPA (including, where they apply under clause 16.3, the Standard Contractual Clauses entered into by daa and the Supplier).

“Appropriate Safeguards” means appropriate safeguards in respect of the processing of the personal data and on condition that enforceable data subject rights and effective legal remedies for data subjects are available with respect to any processing of personal data, in each case within the meaning of, and as determined by, Article 46 of the GDPR. 

“Approved Non-EEA Subprocessor” means a subprocessor of the Supplier that is (a) established in a country or territory other than the European Economic Area or an Adequate Country; and (b) is identified, by reference to the subprocessor’s specific name, by daa in writing as an Approved Non-EEA Subprocessor for the purposes of clause 16.5 in response to a request to that effect by the Supplier.

“Cessation Date” means the date of cessation of any services involving the processing of personal data.

“daa” means the entity identified as “daa” in clause 1.3 of this DPA and which is a party to the Agreement.

“delete” means securely and irrevocably remove or destroy so that the personal data is removed or obliterated such that it cannot be recovered or reconstructed.

“Data Protection Law” means all data protection, security and privacy laws and regulations applicable in Ireland including, on and from 25 May 2018, the GDPR.
 
“DPA” or “Data Processing Addendum” means this Data Processing Addendum including Appendices 1 and 2 and, where they apply under clause 16.3, the Standard Contractual Clauses entered into by daa and the Supplier.

“GDPR” means Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC.

“Member State” means a member state of the European Union.

“personal data” means any personal data, as that term is defined in the GDPR, that is processed by the Supplier or its subprocessors in the performance of the services and its other obligations under the Agreement.
 
“Restricted Transfer” means the transfer of personal data to the Supplier, or access of personal data by the Supplier, in a country or territory outside the European Economic Area except if and to the extent that:

a. the personal data is transferred to or accessed by the Supplier in or from an Adequate Country; or
b. if the personal data is transferred to or accessed by the Supplier in a country or territory which is not an Adequate Country, Appropriate Safeguards (other than the Standard Contractual Clauses that would otherwise apply between daa and the Supplier under clause 16.3 of this DPA) are in place in respect of the processing of the personal data by the Supplier.
“Standard Contractual Clauses” means the standard contractual clauses for the transfer of personal data to data processors and data controllers established in third countries adopted by the European Commission Implementing Decision (EU) 2021/914.
“Supplier” means the entity identified as the “Supplier” in clause 1.2 of this DPA and which is a party to the Agreement.

17.2 In addition, the terms “data controller”, “data processor”, “data subject”, “personal data breach”, “process”, “processing”, “processor” and “subprocessor” having the meanings given to them in the GDPR.
17.3 The word "include" means “without limitation” and cognate terms are construed accordingly.
18 GOVERNING LAW AND JURISDICTION 
18.1 Despite any governing law or jurisdiction clause in the Agreement, this DPA (including, where they apply under clause 16.3 the Standard Contractual Clauses entered into by daa and Supplier) and any dispute or claim (including non-contractual disputes or claims) arising out of or in connection with it or its subject matter, existence, formation, interpretation, repudiation or termination are governed by, and construed under, the law of Ireland and the parties irrevocably agree that the courts of Ireland have exclusive jurisdiction to settle any such dispute or claim.  





Signed for and on behalf of Supplier:

Signature:	_____________________________
Print Name: 	_____________________________
Title: 		_____________________________
Date: 		_____________________________

Signed for and on behalf of daa:

Signature:	_____________________________
Print Name: 	_____________________________
Title: 		_____________________________
Date: 		_____________________________



ANNEX I 
A. LIST OF PARTIES
MODULE ONE: Transfer controller to controller
MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor
MODULE FOUR: Transfer processor to controller [Select Relevant Modules and update regularly]

Data exporter(s): [Identity and contact details of the data exporter(s) and, where applicable, of its/their data protection officer and/or representative in the European Union]

1.Name:   [complete]
Address:  [complete] 

Contact person’s name, position and contact details: [complete]


Activities relevant to the data transferred under these Clauses: [complete]  


Signature and date:

........................................................................................................

Role (controller/processor): 

...............................................................................................

2.............................................................................................................................

Data importer(s): [Identity and contact details of the data importer(s), including any contact person with responsibility for data protection]

1.Name: [complete]
Address: [complete] 

Contact person’s name, position and contact details: [complete]  


Activities relevant to the data transferred under these Clauses: [complete]

Signature and date: 

........................................................................................................
Role (controller/processor): 


2.............................................................................................................................


B. DESCRIPTION OF TRANSFER
MODULE ONE: Transfer controller to controller
MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor
MODULE FOUR: Transfer processor to controller [Select Relevant Modules and update regularly]
Categories of data subjects whose personal data is transferred

[complete] 


Categories of personal data transferred
[complete] 


Sensitive data transferred (if applicable) and applied restrictions or safeguards that fully take into consideration the nature of the data and the risks involved, such as for instance strict purpose limitation, access restrictions (including access only for staff having followed specialised training), keeping a record of access to the data, restrictions for onward transfers or additional security measures.

[complete] 

The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous basis).

[complete] 

Nature of the processing
[complete] 

Purpose(s) of the data transfer and further processing
[complete] 

The period for which the personal data will be retained, or, if that is not possible, the criteria used to determine that period
[complete] 

For transfers to (sub-) processors, also specify subject matter, nature and duration of the processing
[complete]

C.COMPETENT SUPERVISORY AUTHORITY
MODULE ONE: Transfer controller to controller
MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor [Select Relevant Modules and update regularly]

Data Protection Commission having its office at 21 Fitzwilliam Square, Dublin 2, D02 RD28, Ireland

ANNEX II 
TECHNICAL AND ORGANISATIONAL MEASURES INCLUDING TECHNICAL AND ORGANISATIONAL MEASURES TO ENSURE THE SECURITY OF THE DATA
MODULE ONE: Transfer controller to controller
MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor [Select Relevant Modules and update regularly]

EXPLANATORY NOTE:
The technical and organisational measures must be described in specific (and not generic) terms. See also the general comment on the first page of the Appendix, in particular on the need to clearly indicate which measures apply to each transfer/set of transfers.

Description of the technical and organisational measures implemented by the data importer(s) (including any relevant certifications) to ensure an appropriate level of security, taking into account the nature, scope, context and purpose of the processing, and the risks for the rights and freedoms of natural persons.
[complete][footnoteRef:4] [4:  Examples of possible measures:
Measures of pseudonymisation and encryption of personal data
Measures for ensuring ongoing confidentiality, integrity, availability and resilience of processing systems and services
Measures for ensuring the ability to restore the availability and access to personal data in a timely manner in the event of a physical or technical incident
Processes for regularly testing, assessing and evaluating the effectiveness of technical and organisational measures in order to ensure the security of the processing
Measures for user identification and authorisation
Measures for the protection of data during transmission
Measures for the protection of data during storage
Measures for ensuring physical security of locations at which personal data are processed
Measures for ensuring events logging
Measures for ensuring system configuration, including default configuration
Measures for internal IT and IT security governance and management
Measures for certification/assurance of processes and products
Measures for ensuring data minimisation
Measures for ensuring data quality
Measures for ensuring limited data retention
Measures for ensuring accountability
Measures for allowing data portability and ensuring erasure]
] 


For transfers to (sub-) processors, also describe the specific technical and organisational measures to be taken by the (sub-) processor to be able to provide assistance to the controller and, for transfers from a processor to a sub-processor, to the data exporter 
[complete]



ANNEX III 

LIST OF SUB-PROCESSORS
MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor

EXPLANATORY NOTE:
This Annex must be completed for Modules Two and Three, in case of the specific authorisation of sub-processors (Clause 9(a), Option 1).

The controller has authorised the use of the following sub-processors:

1.Name: [complete]

Address: [complete]

Contact person’s name, position and contact details: [complete]


Description of processing (including a clear delimitation of responsibilities in case several sub-processors are authorised): [complete]
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1. [bookmark: _Toc96008617]Introduction
1.1. [bookmark: _Toc96008618]Purpose & Scope
1.1.1. The purpose of this policy is to ensure that all 3rd party suppliers of services to daa are made aware of daa’s IT Security requirements.
1.1.2. This policy may be provided to 3rd parties with access to daa data, information or systems, or to 3rd parties that are tendering for the provision of products or services that may involve access to daa data, information or systems, and that are subject to Non-Disclosure Agreement.
1.1.3. This policy is applicable to all daa systems and data, including
All infrastructure, operating systems, databases or applications that are owned by daa, including systems that may be hosted or housed by a 3rd party
All data provided to a 3rd party or made available to a 3rd party by daa.
2. [bookmark: _Toc96008619]Policy Compliance Requirements
2.1. [bookmark: _Toc96008620]Requirement for a Formal Agreement
2.1.1. A formal contractual agreement must exist between daa & 3rd party organisations before any access to data or systems (including, but not limited to, remote access) is granted.
2.1.2. All 3rd parties given access to daa systems or data must be approved suppliers as per daa IT Security and/or Procurement procedures. 
2.1.3. Any changes to this policy to allow for supplier specific deviations must be approved by IT Security and recorded in the contractual agreement with the supplier.
2.2. [bookmark: _Toc96008621]Implementation & Compliance
2.2.1. All 3rd parties with access to daa information or systems must implement security policies & procedures to ensure that they comply with the requirements of this policy document.
2.2.2. daa reserves the right to review systems to ensure compliance with this policy via reasonable access to knowledgeable personnel to discuss the controls in place.  
2.2.3. Where required as part of the service, the 3rd party shall be able to demonstrate compliance throughout the term of the agreement by providing independent assurance, such as via ISO27001 certification.
2.3. [bookmark: _Toc96008622]Infrastructure, Systems & Coding
2.3.1. All systems must be security tested or checked for compliance against a defined set of rigorous security standards and practices.  These should include current good practices such as the Open Web Application Security Project (OWASP) Top 10 Web Application Vulnerabilities.
2.3.2. All systems shall be securely hardened and maintained as per industry standards and/or vendor guidance.  Any identified non-compliances must be addressed in a timely manner.
2.4. [bookmark: _Toc96008623]Incident Response & Reporting
2.4.1. All 3rd parties must have documented Security Incident Response and Data Breach procedures in place.  
2.4.2. These procedures must include ownership of incidents, and clear escalation and incident response steps, including a commitment to promptly notify daa of any actual unauthorised disclosure of Personal Data, as required under Data Protection law.  
2.4.3. Any security incidents that may impact daa, such as the theft of daa equipment or data, or unauthorised access, must be reported to daa IT Security in a timely manner.
2.4.4. Where the incident may involve criminal or serious policy breach, all data or documents should be preserved intact and not modified – this is necessary to facilitate proper investigation. This may include, but is not limited to, computer files, log files, paperwork, computer hardware, CCTV tapes, backup tapes or other media.
2.5. [bookmark: _Toc96008624]Breaches of Policy
2.5.1. In the case of 3rd party users of daa systems, violation of policy may be regarded as a breach of contract by the 3rd party.  Suspicion of illegal activity will be reported to the appropriate authorities for investigation.  All users are obliged to disclose to daa Management any activity that they become aware of that may involve, when using daa-owned systems and networks:
Any criminal activity or improper conduct involving daa data, or breach of confidentiality
Failure to comply with a legal obligation which may result in liability or damage to daa’s reputation
Financial malpractice, money laundering, corruption or fraud involving daa systems or data
Any attempt to conceal any of the above.
3. [bookmark: _Toc96008625]General User Security & Awareness Policy
3.1. [bookmark: _Toc96008626]Security Awareness Communications
3.1.1. 3rd Party users must be made aware of the security policy requirements of working with daa systems or information.  Awareness should be performed in a structured and ongoing manner.
3.1.2. Awareness training must be provided to all users that have access to daa systems.  Training must be provided on a periodic basis and training records maintained.
3.2. [bookmark: _Toc96008627]Confidentiality
3.2.1. All daa contractors or 3rd parties working on daa systems or data must be aware that use of daa information systems may be subject to monitoring.  daa reserves the right to review use of our systems to ensure compliance with policy, regulatory & legal requirements.
3.2.2. daa contractors or 3rd parties must hold in strict confidence and not disclose to other 3rd parties any and all information disclosed to them or created by them during the period working on daa systems or data.
3.2.3. daa contractors or 3rd parties must not make copies of any confidential information except as authorised by daa.  In addition, all confidential information in their possession or control (paper, electronic or any other format) must be returned to daa upon termination of the contract or service, or where requested. 
3.2.4. daa contractors or 3rd parties must not remove any documents which contain any confidential information or tangible items which belong to daa or any 3rd parties from daa’s premises without prior authorisation by an appropriate daa manager. 
3.2.5. daa contractors or 3rd parties must not use any proprietary or confidential information of any former employer or other 3rd party in breach on any previous confidentiality agreement.
3.3. [bookmark: _Toc96008628]Internet User Policy
3.3.1. daa contractors or 3rd parties accessing the Internet via daa systems or using daa equipment should be aware that Internet browsing is subject to monitoring.  daa reserves the right to review Internet browsing to ensure compliance with policy, regulatory & legal requirements.
3.3.2. Access to web sites containing illegal or inappropriate content is prohibited.  Inappropriate material includes potentially illegal, defamatory, abusive, obscene, profane, racist, sectarian or pornographic words, pictures, or any materials which may cause offence or annoyance to any reasonable person.
3.3.3. Violation of copyright is prohibited – 3rd parties are expected to ensure that they read & comply with any copyright notices on any materials used.
3.3.4. [bookmark: _Hlk504647506]Posting to social media websites, bulletin boards or discussion websites / forums in the name of daa or purporting to represent the views of daa is prohibited unless specifically authorised to do so.
3.3.5. Posting to websites or discussion forums in a manner that may disparage daa policies, services or personnel or that is likely to bring the name of daa into disrepute, is prohibited.
3.4. [bookmark: _Toc96008629]Laptop & Portable Devices
3.4.1. daa contractors & 3rd parties using portable devices such as laptops, tablets, smartphones, or USB memory sticks containing daa information must take steps to protect the security of daa data.
3.4.2. daa contractors & 3rd parties using portable devices must adhere to the following: 
Copying sensitive data (as defined below) onto a laptop, tablet, smartphone or portable disk is prohibited unless the data is encrypted.
Copying or uploading daa corporate or customer data to a consumer cloud app or other unauthorised cloud service such as WeTransfer or GoogleDrive is prohibited.
Leaving daa laptops, smart-phones or portable devices unattended or insecurely stored i(e.g. in a domestic or public area, is prohibited.
Laptops, CDs, USB keys, reports or other portable materials may only be brought outside the 3rd party approved working areas for authorised business purposes.
3.5. [bookmark: _Toc96008630]E-mail & Teams Usage Policy
3.5.1. daa contractors & 3rd parties granted access to daa e-mail or messaging applications (Teams or similar applications) are obliged to use the services in a responsible and lawful manner.
3.5.2. The content of all e-mails and messages sent via daa’s mail platform is the property of daa.  daa reserves the right to review the contents of e-mails and messages to ensure compliance with policy, regulatory & legal requirements.
3.5.3. daa contractors & 3rd parties must not use e-mail or messaging applications for the transmission or distribution of inappropriate materials.  Inappropriate material includes pornographic, defamatory, abusive, obscene, profane, racist, sectarian or illegal words, pictures or any materials which may cause offence to any reasonable person.  
3.5.4. daa contractors & 3rd parties must not use free e-mail or messaging applications systems like Gmail for daa business purposes, or set up auto-forwarding of e-mail from daa systems to external systems.  
4. [bookmark: _Toc96008631]Data Security & Handling Policy
4.1. [bookmark: _Toc96008632][bookmark: _Hlk504757821]Data Handling Requirements
4.1.1. All daa’s corporate, personnel and customer data or information must be treated as confidential and handled appropriately.  daa contractors & 3rd parties must follow defined data handling policies and procedures that are appropriate to the sensitivity of the data.
4.1.2. All 3rd parties acting on behalf of daa are expected to exercise caution and due diligence in their delivery of services to daa that involve the processing or storage of daa data or information, in any form, including printed report, USB stick, hard-drive, PC, laptop, server, database, or cloud storage system.  
4.1.3. Where daa data or information will be processed or stored on IT systems managed or owned by the 3rd party, or by agents acting on their behalf, appropriate access controls must be in place, including but not limited to, an authorised username & password.
4.1.4. All daa’s corporate, personnel and customer data or information must be secured in access-controlled areas (i.e. offices or other areas accessed using an access code, swipe card, or other established access control system).
4.1.5. Where daa data or information is transferred outside of access-controlled areas (whether on disk, computer media, or in physical, printed form), the information must be transferred via secure channels using established procedures.
4.1.6. daa data or information must never be left unattended in public areas and must be secured in an appropriate container if left unattended in a vehicle at any time.
4.2. [bookmark: _Toc96008633]Data Classification – Sensitive Data
4.2.1. daa’s corporate, personnel and customer data is a critical asset and must be protected.  For the purposes of this policy, we define ‘sensitive data’ as including, but not limited to:
Personal data provided to daa by an employee, customer, or passenger that is defined as sensitive under General Data Protection Regulations.
Financial details related to daa, a customer, employee, passenger, or another company, including bank account or credit card numbers, pricing or payment data.
Regulatory, law enforcement or any operational policies or procedures related to airport operations or security-sensitive areas of our business.
Technical designs, project plans, or systems / service configuration or management documentation that may be used to circumvent security controls.
Maps, diagrams, procedures or plans describing daa emergency response, access control or related procedures.
4.2.2. Where systems store sensitive data, additional security steps must be taken – these may include:
Encryption of the data in transit using transport layer security
Encryption of the data at rest using bulk / disk level encryption and / or file-level encryption
Use of access controls to limit access to specified individuals or teams
Use of multi-factor authentication (MFA) to access the data
Preventing the data from being displayed on screen
Logging all attempts to read or access the data.
4.3. [bookmark: _Toc96008634]Data Retention – Data Protection Act
4.3.1. All system owners, data owners, or systems administrators are responsible for ensuring that the servers, computers, databases or other systems / devices are managed in accordance with the Data Protection Acts and GDPR. 
4.3.2. All system owners, data owners, or systems administrators are responsible for ensuring that retention policies are defined and implemented for any personal data.
4.4. [bookmark: _Toc96008635]Data Privatisation / De-Personalisation
4.4.1. For the purposes of this policy, the terms ‘privatisation’ or de-personalisation means the removal of any personal data from a database or file in order to keep it confidential.
4.4.2. Data must not be transferred or copied from a production system or network to a Test or Development system or network unless sensitive details are removed or masked prior to transfer.  
4.4.3. The only exceptions to this policy are daa-approved 3rd parties with the relevant data-specific contracts or other agreements in place (such as data processing agreements).
4.4.4. Data privatisation processes must remove or mask data fields prior to being transferred or copied from a production system unless the data have been specifically identified by daa as exempt from privatisation.
4.5. [bookmark: _Toc96008636]Data Encryption
4.5.1. All sensitive data must be encrypted if stored on any portable device (e.g. USB key or CD), or in transit (e.g. via e-mail, post or courier, or if transmitted across the Internet in any way).  
4.5.2. Where password-based encryption is used, the password must never be transmitted in the same way as the encrypted file (e.g. if the file is e-mailed, the password should not be emailed).
4.5.3. Where encryption must be used, strong cryptography and robust procedures must be used, as set out by current industry standards / best practices.
4.6. [bookmark: _Toc96008637]Data Disposal & Media Destruction
4.6.1. All 3rd party teams must ensure that appropriate destruction / disposal procedures are implemented over any systems that process or store daa data.  All systems must be managed in accordance with the requirements of the most sensitive data stored in the system.
4.6.2. All redundant, retired or end-of-life disks or media must be disposed of in a secure manner by the authorised team in the relevant daa or 3rd party site.  This includes:
All server drives, SAN drives, PC drives, or laptop drives
All magnetic tapes or optical drive arrays used for backups
All CDs, DVDs, USB drives or other devices used to transport files or data.
4.6.3. The authorised site management team in in the relevant daa or 3rd party site must either securely wipe all data, or physically destroy the media prior to disposal of the equipment housing the data.
4.6.4. Sensitive data must be deleted or destroyed as soon as possible when no longer required.  Data should only be retained in where a specific requirement has been identified and agreed with an authorised daa representative via an appropriate formal contractual agreement.  
5. [bookmark: _Toc96008638]User Access Management
5.1. [bookmark: _Toc96008639]Systems Support & Administration
5.1.1. All 3rd party personnel with access to any systems that process or store daa data must ensure that appropriate user access procedures are implemented.  Access procedures must include segregation of duties between development, test & operations.  
5.1.2. All 3rd parties with access to any systems that process or store daa data must ensure that appropriate user awareness training is provided to all their personnel that have access to daa systems.  Training must be provided on a periodic basis and training records maintained.
5.1.3. All accounts should be locked / disabled on the departure of the user.  A lapsed / unused account review must be performed every 3 months and any accounts unused for 90 days or more must be disabled.
5.1.4. An up-to-date list of the accounts on a system must be maintained – this must contain an auditable record of the account authorisation i.e. who approved/authorised the access.
5.1.5. Account passwords must be encrypted while being stored on computer or transmitted over the network.  Password lists should never be stored in an unsecured format.
5.2. [bookmark: _Toc96008640]General User Account Policy
5.2.1. Individual users, and, in the case of 3rd parties, their organisations, are responsible for all actions undertaken using their user login accounts and will be held accountable for any misuse.  Systems and data must only be accessible via a login account assigned to a specific user.  Users may not use another person’s password or user account.  
5.2.2. Users must not leave a computer unattended while logged into a daa system – unattended servers or clients must always be locked to prevent misuse of the logged in account.
5.2.3. All user account passwords must require a strong password of 8 or more characters that contains a mix of lower case letters, upper case letters, numbers & symbols.
5.2.4. Password reset procedures must include confirmation of the user’s identity, and forced change of password following reset.  
5.2.5. Accounts should automatically lock after a maximum of 5 failed login attempts.  All operating system login attempt failures must be logged.  
5.2.6. The password must be changed after a maximum of 90 days from last change.  Users should be prevented from reusing their last 3 passwords or from changing their passwords several times in 1 day.
5.3. [bookmark: _Toc96008641]Generic or Service Accounts (inc. System Administrators)
5.3.1. Any account that is not assigned to a named user for their sole use is called a ‘generic account’.  A service account is a generic account that is intended for use by a service, not by users or administrators.
5.3.2. Where generic or shared accounts are in use, the 3rd party must maintain records of account assignment to specific persons. 
5.3.3. Shared generic accounts may be used for 3rd Line Support provided that such accounts are approved by the relevant daa system / business owner, and all access is logged (e.g. by a change request).
6. [bookmark: _Toc96008642]Network Security Policy
6.1. [bookmark: _Toc96008643]Network Design / 3rd Party Connectivity
6.1.1. All personnel involved in designing, implementing, or managing daa networks must ensure that appropriate procedures are implemented to comply with this policy.
6.1.2. All activities relating to designing or implementing connections betweeen 3rd party networks and daa networks must consult with, and have formal approval from, the daa IT Security team.
6.1.3. All connections between daa networks and 3rd party networks must be protected by appropriate security controls, including, but not limited to:  
Encryption of data in transit – data moving between systems to be encrypted (e.g. by a VPN).
Stateful firewalls that deny services not explicitly permitted.
Application of security hardening standards (e.g. anti-virus software, security patching etc).
Compliance with accepted security practices such as ISO27001.
6.1.4. Changes to network infrastructure or configuration must be subject to change management procedures. All network designs and configuration must be documented and maintained.
6.2. [bookmark: _Toc96008644]Remote Access to daa Networks
6.2.1. Multi Factor Authentication (MFA) must be used when gaining access to daa systems or data to support applications or infrastructure (e.g. via SecureID fob, Microsoft MFA or similar).  
6.2.2. Accounts must not be shared unless approved by daa (e.g. for 3rd Line Support purposes).
6.2.3. All users should be aware that remote access to daa corporate systems is subject to monitoring. daa reserves the right to review access to ensure compliance with policy, regulatory & legal requirements.
7. [bookmark: _Toc96008645]New IT System or Service Policy
7.1. [bookmark: _Toc96008646]Project Management / Service Delivery Requirements
7.1.1. All 3rd parties involved in managing or delivering projects must ensure that appropriate security measures are implemented.  This should form part of the formal contractual agreement that will exist between daa & the relevant 3rd parties.
7.1.2. All system or service specifications, including responses to procurement processes must comply with daa’s IT Security policy requirements, including the policies set out in this document.  This must be factored into the costs and cannot be deemed an ‘optional extra’ or change request.
7.1.3. All deployment specifications must include security principles & procedures – the network location, security zone & hardening requirements must be specified.
7.2. [bookmark: _Toc96008647]Systems Design & Deployment
7.2.1. All new IT Systems and supporting services must be implemented via a formal project that has been approved by the responsible daa Department and assessed by IT Security prior to implementation.  
7.2.2. All systems or services to be deployed, including those deployed as managed services or cloud-based services, must conform to daa IT Security requirements and be risk assessed as part of the deployment process – this includes hosted services, websites, Infrastructure as a Service (IaaS), Software as a Service (SaaS) etc that may be branded as daa or may process or store daa data.
7.2.3. All systems and equipment deployed on behalf of daa must be housed & stored in secure facilities protected by appropriate procedures and access controls.
7.2.4. All operating systems, databases or applications must conform to appropriate security hardening standards, in accordance with current industry best practice.  
7.2.5. Where personal or sensitive data must be migrated, transferred or copied to a test or development system, production-level controls must be implemented prior to data migration or transfer.  
7.3. [bookmark: _Toc94088049][bookmark: _Toc96008648]Top 10 Security Design Principles
7.3.1. All design & deployment specifications must adhere to daa’s Top 10 Security Design Principles:
1. All systems must facilitate unique logins for all users and administrators.
2. [bookmark: _Hlk516573894]Multi-factor authentication (MFA) is mandatory for all privileged access for systems administration from outside daa’s corporate network, and for access to personal or sensitive data from outside the corporate network.  
3. Application user accounts should be integrated with Active Directory where possible.  Where not possible, formal user access management processes must be in place (i.e. Joiners, Movers, Leavers procedures).
4. Where systems provide access to sensitive data, appropriate data security must be implemented – especially where provided via untrusted networks – these controls should include:
· Encryption of data in transit – data moving between systems must be encrypted.
· Encryption of data at rest – sensitive data needs to be encrypted while stored.
· Logical access controls – limit access to specific users or groups – principle of least privilege.
· IP-based network access controls – limit access to trusted / internal networks.
· Use of certificate-based access – limit access to authorised / managed devices.
5. Software build standards must be applied to operating systems and applications, including 
· Default accounts must be secured (deleted, locked, or have their name and password changed) and service accounts must be configured to prevent user login.
· Services & packages should be enabled only as required – all non-essential services must be disabled with only security-approved services used.
6. All applications must feature logging of security events such as failed logins, changes to key settings or configuration, and access to critical data.
7. Segregation of duties on accounts for access to development, test & operations respectively.
8. Source code should be built securely to avoid security vulnerabilities in custom code – guidelines such as OWASP should be applied.
9. [bookmark: _Hlk55292510]Payment card or similar financial data must be segregated and/or subject to additional controls.
10. [bookmark: _Hlk509821468]Services deemed critical to operations by daa must be operable in the event of loss of Internet connectivity.
8. [bookmark: _Toc96008649]Systems Administration
8.1. [bookmark: _Toc96008650]Malicious Software Prevention
8.1.1. Anti-malware software must be installed on all systems that connect to daa networks or that host daa data.  Anti-malware software must be automatically updated to ensure protection from the latest threats. 
8.1.2. Internet gateways (e.g. e-mail and web proxy servers) must have appropriate anti-malware software, configured to be updated automatically.  
8.2. [bookmark: _Toc96008651][bookmark: _Hlk492994639]Internet Services Protection
8.2.1. All Internet-facing services must be protected by robust protection against current known Internet threats.  This includes web sites, web-based applications, hosted services, Infrastructure as a Service (IaaS), Software as a Service (SaaS) etc that may be branded as daa or may process or store daa customer or corporate data.
8.2.2. Internet-facing service protection for websites, web apps and other ‘cloud’ services must provide protection technologies as specified by daa including some or all of the following:
Malware, Spyware, and Bot Net Blocking
DDoS (Distributed Denial of Service) Mitigation
Vulnerability Scanning and Patch Management
Intrusion Detection or Prevention Systems (IDS / IPS)
Security Incident & Event Monitoring (SIEM)
Network Firewalls and Web Application Firewalls (WAF). 
8.3. [bookmark: _Toc96008652]Vulnerability & Patch Management
8.3.1. Vulnerability Management is a security practice designed to proactively prevent the build-up of security vulnerabilities within an organisation’s IT infrastructure.  3rd parties must ensure that they have comprehensive vulnerability scanning and management procedures in place.
8.3.2. Patch management procedures must be implemented to ensure that vulnerabilities are addressed proactively, with patches rated as security critical by key vendors such as Microsoft assessed monthly.
8.4. [bookmark: _Toc96008653]Backup Security Policy
8.4.1. All daa systems must be backed up as defined by an agreed Data Retention Policy or Procedure.  Records relating to backups must be completed & retained for the period that the backup is retained.  
8.4.2. Backup and retention procedures must comply with application Data Protection laws and GDPR.  
8.4.3. Backup media must be stored securely (e.g. in a safe or high-security facility) and transported securely.  
8.4.4. Backups must be tested periodically.  In addition to testing the backup media, the process for restoring the system should be tested periodically.  Media should be retired in line with manufacturers’ recommendations.
8.4.5. Where backups are stored in the same location as the source system, procedures must include off-site backups.  These must be subject to the same security standards as on-site backups.
9. [bookmark: _Toc96008654]Physical Security of IT Facilities & Equipment
9.1. [bookmark: _Toc94088072][bookmark: _Toc96008655]General Site Security Requirements
9.1.1. All facilities that house personnel that support daa systems or services must be physically secured areas that are only accessible to authorised parties or visitors who are accompanied by an authorised party.
9.1.2. A security perimeter with appropriate physical security controls must be in place between public areas and areas that house personnel that support daa systems or services.
9.2. [bookmark: _Toc94088075][bookmark: _Toc96008656]IT Facilities Security Requirements
9.2.1. All network, IT and supporting systems that support daa systems or services must be housed in physically secured areas that are only accessible by authorised parties or visitors who are accompanied by an authorised party.  
9.2.2. A security perimeter with appropriate physical security controls must be in place between public areas, general areas, and areas that house IT systems.
9.2.3. Power and telecommunications cabling carrying data or supporting IT services should be housed in appropriate ducting or otherwise protected from interference or damage.
9.2.4. Key IT facilities (such as data centres) should be 
Formally managed via ITIL-based Service Management System (SMS) or similar procedures.
Designed to be resilient against known threats such as natural disasters, malicious attack, or accidents. 
9.2.5. All IT systems that support daa systems or services must be supported by an Uninterruptible Power Supply (UPS) or backup power, such as a generator.  In addition, such systems should have incoming power supply redundancy with diverse routes within the supply network.
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