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Tender Response Document 
(TRD) 
	[bookmark: _Hlk220589446]Title of Procurement:  
	Provision of Occupational Health and Pre-Employment Services for Enterprise Ireland, IDA Ireland, and Research Ireland


	Procedure 
	OPEN

	eTenders RFT ID
	7379263

	Enterprise Ireland Contract Reference 
	2025 / 024

	Issue Date
	29/01/2026

	Closing Date for Queries
	10/02/2026 @ 17:00 (Irish Standard Time)

	Submission of Queries
	Via the messaging portal on eTenders on www.etenders.gov.ie
	

	Closing Date / Time For receipt of Tenders
	20/02/2026 @  12 Midday (Irish Standard Time)

	Please note that information relating to this Tender Document, including clarifications and changes, will be published on the Irish Government Procurement Opportunities Portal (www.etenders.gov.ie). Registration is free of charge and there is no charge for documents. Please note that Enterprise Ireland cannot accept responsibility for information relayed (or not relayed) via third parties.



	PLEASE NOTE THAT YOUR TENDER SUBMISSION MUST BE UPLOADED AS A SINGLE ZIP FILE ON THE ETENDERS PLATFORM IN ORDER TO PROTECT THE INTEGRITY OF FILE NAMES.





Contents
Contents	3
1	Instruction for Completion	3
2	Response to Qualitative Award Criteria	4
3	Response to the Selection Criteria	5
3.1	General Contact Information	6
3.2	Declarations – Pass/Fail Criteria	8
3.3	Financial Information – Pass/Fail Criteria	19
3.4	Previous Experience - Pass/Fail Criteria	23
3.5	Personnel & Skills– Pass/Fail Criteria	26
3.6	Technical Equipment & Resources	27
3.7	Quality Assurance Management System	28
3.8	Health & Safety Management Systems	30
3.9	Environmental Management System	31
3.10	Professional Membership	32
3.11	Supply Chain	33
4	Response to the Award Criteria	34
4.1	Form of Tender – Cost for Evaluation Purposes (Criterion A)	34
4.2	Response to All Qualitative Criteria	37
5	Annex 1 – Data Processing Annex	42
6	Confirmation Check	45




[bookmark: _Toc2127155583]Instruction for Completion
This document MUST be used for the submission of tenders. 
Tenderers should ensure they have read the Invitation to Tender (ITT) before they attempt to complete this Tender Response Document (TRD).  All terms used within this TRD will have the same meaning given to them in the ITT.
If you consider that the TRD is missing any sections which would prevent you from preparing a comprehensive response, please contact Enterprise Ireland as soon as possible via the messaging facility on etenders (www.etenders.gov.ie). 
Where there is a discrepancy between the contents / instructions in this document and the Request for Tender, the Request for Tender will take precedence.   
Tenderers must follow the instructions contained in these documents in relation to attachments, format for submission, etc. Page limits must be adhered to strictly, any information beyond the page limits set for each Award Criterion will not be evaluated by Enterprise Ireland.
Where tenderers are relying on other parties to meet the selection criteria, those parties must be available to deliver elements of the contract.


[bookmark: _Toc531024683]Response to Qualitative Award Criteria
This Section sets out what Tenderers are required to submit to Enterprise Ireland in their Tenders in response to the service requirements set out in the ITT, Section 4.2. Tenderers must adhere, where indicated, to the page limits outlined under each Award Criterion. Enterprise Ireland will not assess such material if it is additional to the permitted limits.  Where reference is made throughout this section to an A4 page, this means a side of A4 using Calibri font 11 and single line spacing. 
Enterprise Ireland will not accept any hyperlinks and will not click on any web links in Tender responses. Any information contained within hyperlinks will NOT be evaluated. Where Tenderers submit additional material, such as brochures or lengthy technical appendices, they must specifically highlight the information they consider is relevant to their Tender and clearly explain which criterion it relates to. Any such information will be counted towards the page limits, unless otherwise indicated. Enterprise Ireland is under no obligation to parse through such material seeking information relevant to the response. 



[bookmark: _Toc815280584]Response to the Selection Criteria
[bookmark: _Toc2075136278]General Contact Information
	General Information

	Tenderers must complete the general information section on the tendering organisation – company name, address and contact details for the individual responsible for this tender and company overview as well as information on sub-contractors and consortium members if applicable.



	[bookmark: _Hlk39232361]Tenderer Summary

	Weighting: Pass/Fail
Pass Requirement: Tenderers must complete this Section

	Organisation Legal Entity Name:
	

	Address:
	

	Eircode/Postcode:
	

	Contact Person:
	

	Position:
	

	Telephone (Office):
	

	Email:
	

	Website:
	

	Date of Establishment. If applicable:
	

	VAT Registration Number:
	

	Legal Structure – Company (Ltd), Partnership, Sole: Trader, etc.
	

	Brief overview of organisation including services, supplies offered, and markets served:
	

	Please confirm if you are an SME as defined in Commission Recommendation 2003/361/EC[footnoteRef:1]*: [1:  Commission Recommendation of 6 May 2003 concerning the definition of micro, small and medium sized enterprises, (OJ L 124, 20.5.2003, p36) This information is required for statistical purposes only
Micro enterprises: enterprise which employs fewer than 10 persons and whose annual turnover and/or annual balance sheet total does not exceed EUR 2 million.
Small enterprises: an enterprise which employs fewer than 50 persons and whose annual turnover and/or annual balance sheet total does not exceed EUR10 million
Medium enterprises: enterprises which are neither micro nor small and which employ fewer than 250 persons and which have an annual turnover not exceeding EUR 50million, and/or an annual balance sheet total not exceeding EUR 43 million.
] 

	Yes
	
	No
	

	RELYING ON 3RD PARTIES
If the applicant wishes to rely on the standing of other parties including sub-contractors’ full details must be provided.  Note: Where an applicant is relying on 3rd parties to meet criteria and/or deliver elements of the contract, those parties must confirm that if successful that they are available to deliver the services when required and may be required to co-sign the formal Services Contract.

	Is the applicant a consortium / group of economic operators?
	Yes
	
	No
	

	If yes, please provide the following information

	Name
	Role of the 3rd Party – meet selection criteria and/or deliver contract element 
	Specific area where 3rd party information is relevant – e.g. turnover, previous experience, etc. and/or contract delivery

	
	
	

	
	
	

	
	
	

	Confirmation that relevant information is provided for all 3rd parties at the relevant section in the Questionnaire
	Yes
	
	No
	





[bookmark: _Toc1422784733]Declarations – Pass/Fail Criteria
	Declaration of Bona Fides & Statutory Obligations (Under Public Sector Directive 2014/24/EU - Article 57)

	Weighting: Pass/Fail
Pass requirement: Tenderers must complete, sign and date this Declaration. The Contracting Authority reserves the right at its discretion to exclude a non-compliant tenderer under each heading.  This must be completed by each group member.



A: GROUNDS RELATING TO CRIMINAL CONVICTIONS
Regulation 57 (1) of S.I. No. 284 of 2016 , the European Union (Award of Public Authority Contracts) Regulations 2016, sets out the following reasons for exclusions:

1. Participation in a criminal organisation[footnoteRef:2]; [2:  As defined in Article 2 of Council Framework Decision 2008/841/JHA of 24 October 2008 on the fight against organised crime (OJ L 300, 11.11.2008, p. 42).] 

2. Corruption[footnoteRef:3]; [3:  As defined in Article 3 of the Convention on the fight against corruption involving officials of the European Communities or officials of Member States of the European Union, OJ C 195, 25.6.1997, p. 1, and in Article 2(1) of Council Framework Decision 2003/568/JHA of 22 July 2003 on combating corruption in the private sector (OJ L 192, 31.7.2003, p. 54). This exclusion ground also includes corruption as defined in the national law of the contracting authority (contracting entity) or the economic operator.	] 

3. Fraud;[footnoteRef:4] [4:  Within the meaning of Article 1 of the Convention of the protection of the European Communities’ financial interests (OJ C 316, 27.11. 1995, p. 48).] 

4. Terrorist offences or offences linked to terrorist activities [footnoteRef:5]; [5:  As defined in Articles 1 and 3 of Council Framework Decision of 13 June 2002 on combating terrorism (OJ L 164, 22.6.2002, p.3). this exclusion ground also includes inciting or aiding or abetting or attempting to commit an offence, as referred to in Article 3 of that Framework Decision.] 

5. Money laundering or terrorist financing[footnoteRef:6] ; [6:  As defined in Article 1 of the Directive 2005/60/EC of the European Parliament and of the Council of 26 October 2005 on the prevention of the use of the financial system for the purpose of money laundering and terrorist financing (OJ L 309, 25.11.2005, p. 15).] 

6. Child labour and other forms of trafficking in human beings[footnoteRef:7] [7:  As defined in Article 2 of Directive 2011/36/EU of the European Parliament and of the Council of 5 April 2011 on preventing and combating trafficking in human beings and protecting its victims and replacing Council Framework Decision 2002/629/JHA (OJ L 101, 15. 4.2011 p. 1).] 




	
	Grounds relating to criminal convictions
	Answer

	3.A.1
	Has the economic operator itself or any person who is a member of its administrative, management or supervisory body or has powers of representation, decision or control therein been the subject of a conviction for any of the following, either within the last 5 years, or where an exclusion period set out directly in the conviction continues to be applicable:
1. Participation in a criminal organisation[footnoteRef:8]; [8:  As defined in Article 2 of Council Framework Decision 2008/841/JHA of 24 October 2008 on the fight against organised crime (OJ L 300, 11.11.2008, p. 42).] 

2. Corruption [footnoteRef:9]; [9:  As defined in Article 3 of the Convention on the fight against corruption involving officials of the European Communities or officials of Member States of the European Union, OJ C 195, 25.6.1997, p. 1, and in Article 2(1) of Council Framework Decision 2003/568/JHA of 22 July 2003 on combating corruption in the private sector (OJ L 192, 31.7.2003, p. 54). This exclusion ground also includes corruption as defined in the national law of the contracting authority (contracting entity) or the economic operator.] 

3. Fraud[footnoteRef:10]; [10:  Within the meaning of Article 1 of the Convention of the protection of the European Communities’ financial interests (OJ C 316, 27.11. 1995, p. 48).] 

4. Terrorist offences or offences linked to terrorist activities [footnoteRef:11]; [11:  As defined in Articles 1 and 3 of Council Framework Decision of 13 June 2002 on combating terrorism (OJ L 164, 22.6.2002, p.3). this exclusion ground also includes inciting or aiding or abetting or attempting to commit an offence, as referred to in Article 3 of that Framework Decision.] 

	Yes   ☐	No  ☐

[If the relevant documentation is available electronically,  please indicate the web address, issuing authority or body, precise reference of the documentation. Click here and insert details].[footnoteRef:12]

	
	5. Money laundering or terrorist financing[footnoteRef:13]; [13:  As defined in Article 1 of the Directive 2005/60/EC of the European Parliament and of the Council of 26 October 2005 on the prevention of the use of the financial system for the purpose of money laundering and terrorist financing (OJ L 309, 25.11.2005, p. 15).] 

6. Child labor and other forms of trafficking in human beings [footnoteRef:14] [14:  As defined in Article 2 of Directive 2011/36/EU of the European Parliament and of the Council of 5 April 2011 on preventing and combating trafficking in human beings and protecting its victims and replacing Council Framework Decision 2002/629/JHA (OJ L 101, 15. 4.2011 p. 1).] 

	

	3.A.2
	If the answer to 3.A.1 is yes, please[footnoteRef:15] : [15:  Please repeat as many times as needed.] 

	

	
	(a) Indicate the date of conviction, specify which of points 1 to 6 in 3.A.1 is concerned and the reason(s) for the conviction
	date, point(s), reason(s)

	
	(b) Identify who has been convicted
	[Click here and insert details]


	
	(c) Insofar as established directly in the conviction, please insert the length of the period of exclusion and the point(s) concerned
	[Click here and insert length of the period of exclusion and the point(s) concerned]
[If the relevant documentation is available electronically, please indicate the web address, issuing authority or body, precise reference of the documentation. Click here and insert details] [footnoteRef:16]

	3.A.3
	In case of convictions, has the economic operator taken measures to demonstrate its reliability despite the existence of a relevant ground for exclusion [footnoteRef:17] (‘Self Cleaning’) [17:  In accordance with Regulation 57(12) of S.I. No. 284 of 2016, the European Union (Award of Public Authority Contracts) Regulations 2016.] 

	YES   ☐                  NO ☐

	3.A.4
	If the answer to 3.A.3 is yes, please describe the measures taken[footnoteRef:18] [18:  Taking into account the character of the crimes committed (punctual, repeated, systematic....) the explanation should show the adequacy of the measures to taken.
] 

	







III.B: GROUNDS RELATING TO THE PAYMENT OF TAXES OR SOCIAL SECURITY CONTRIBUTIONS

	
	Payments of taxes or social security contributions
	Answer

	3.B.1
	Has the economic operator met all its obligations relating to the payment of taxes or social security contributions, both in the country in which it is established and in the Member State of the contracting authority if other than the country of establishment?
	YES   ☐                  NO ☐

	3.B.2
	If the economic operator has not met all the obligations in 3.B.1 relating to the payment of taxes or social security contributions, please indicate in respect of each breach of such obligations:
	Taxes:
	Social Contributions:

	
	(a) Country or Member State concerned
	
	

	
	(b) What is the amount concerned?
	
	

	
	(c) How has this breach of obligations been established:
	
	

	
	(c)(1) Through a judicial or administrative decision
	
	

	
	· Is this decision final and binding?
	YES   ☐ NO ☐	
	YES   ☐ NO ☐	

	
	· Please indicate the date of conviction or decision
	
	

	
	· In case of a conviction, insofar as established directly therein, the length of the period of exclusion
	
	

	
	(c)(2) By other means? Please specify
	
	

	
	(d) Has the economic operator fulfilled its obligations by paying or entering into a binding arrangement with a view to paying the taxes or social security contributions due, including, where applicable, any interest accrued or fines?
	YES   ☐ NO ☐	
	YES   ☐ NO ☐	

	
	(e) If the answer to 3.B.2 (d) above is yes, please provide details.
	
	

	3.B.3
	If the relevant documentation concerning payment of taxes or social contributions is available electronically, please indicate the web address, issuing authority or body and precise reference of the documentation
	



III.C: GROUNDS RELATING TO INSOLVENCY, CONFLICTS OF INTEREST OR PROFESSIONAL MISCONDUCT [footnoteRef:19] [19:  See Regulation 57(8) of S.I. No. 284 of 2016, the European Union (Award of Public Authority Contracts) Regulations 2016] 


	
	Information concerning possible insolvency, conflict of interest or professional misconduct
	Answer

	3.C.1
	Has the economic operator, to its knowledge, breached its obligations in the fields of environmental, social and labour law [footnoteRef:20]? [20:  As referred to for the purposes of this procurement in national law, in the relevant notice or the procurement documents or in Regulation 18(4) of S.I. No. 284 of 2016, the European Union (Award of Public Authority Contracts) Regulations 2016.] 

	YES   ☐ NO ☐

	3.C.2
	If the answer to 3.C.1 is yes, please complete (a) and (b) below:
	

	
	Has the economic operator taken measures to demonstrate its reliability despite the existence of the grounds for exclusion specified in 3.C.1 (‘Self Cleaning’)?
	YES   ☐ NO ☐

	
	If it has taken Self Cleaning measures, please describe the measures taken
	

	3.C.3
	Is the economic operator in any of the following situations:
Bankrupt, or
The subject of insolvency or winding-up proceedings, or
In an arrangement with creditors, or
In any analogous situation arising from a similar procedure under national laws and regulations [footnoteRef:21], or [21:  See national law, the relevant notice or the procurement documents] 

That its assets are being administered by a liquidator or by the court, or 
That its business activities are suspended?
	YES   ☐    NO ☒

	3.C.4
	If the answer to 3.C.3 is yes, please complete (a), (b) and (c) below:
	

	
	Please provide details of the situation(s) in 3.C.3 which apply to the economic operator
	[Click here and insert details]


	
	Please provide the reasons for being able nevertheless to perform the contract, taking into account the applicable national rules and measures on the continuation of business in those circumstances [footnoteRef:22] [22:  This information need not be given if exclusion of economic operators in one of the cases listed under letter a to f has been made mandatory under the applicable national law without any possibility of derogation where the economic operator is nevertheless able to perform the contract.] 

	[Click here and insert details]


	
	If any relevant documentation is available electronically, please indicate the web
	[Click here and insert details]


	
	address, issuing authority or body and precise reference of the documentation
	

	3.C.5
	Is the economic operator guilty of grave professional misconduct [footnoteRef:23]? [23:  Where applicable, see definitions in national law, the relevant notice or the procurement documents.] 

	YES   ☐ NO ☐

	3.C.6
	If the answer to 3.C.5 is yes, complete parts (a) and (b) below:
	

	
	Has the economic operator taken self- cleaning measures?
	YES   ☐ NO ☐

	
	If the economic operator has taken self- cleaning measures, please describe the measures taken
	[Click here and insert details]


	3.C.7
	Has the economic operator entered into agreements with other economic operators aimed at distorting competition?
	YES   ☐ NO ☐

	3.C.8
	If the answer to 3.C.7 is yes, complete parts (a),
(b) and (c) below:
	

	
	Please provide details of the agreements with other economic operators aimed at distorting competition.
	[Click here and insert details]


	
	Has the economic operator taken self- cleaning measures?
	YES   ☐ NO ☐

	
	If the economic operator has taken self- cleaning measures, please describe the measures taken
	[Click here and insert details]


	3.C.9
	Is the economic operator aware of any conflict of interest [footnoteRef:24] due to its participation in the procurement procedure? [24:  As indicated in national law, the relevant notice or the procurement documents] 

	YES   ☐ NO ☐

	3.C.10
	If the answer to 3.C.9 is yes, please provide details
	[Click here and insert details]


	3.C.11
	Has the economic operator or an undertaking related to it advised the contracting authority or contracting entity or otherwise been involved in the preparation of the procurement procedure?
	YES   ☐ NO ☐

	3.C.12
	If the answer to 3.C.11 is yes, please provide details
	[Click here and insert details]


	3.C.13
	Has the economic operator experienced that a prior public contract or a prior concession contract was terminated early, or that damages or other comparable sanctions were imposed in connection with that prior contract?
	YES   ☐ NO ☐





	3.C.14
	If the answer to 3.C.13 is yes, please complete parts (a), (b) and (c) below:
	

	
	Please provide details of the prior public contract or a prior concession contract that was terminated early, or the damages or other comparable sanctions that were imposed in connection with that prior contract
	[Click here and insert details]

	
	Has the economic operator taken self- cleaning measures?
	YES   ☐ NO ☐

	
	If the economic operator has taken self- cleaning measures, please describe the measures taken
	[Click here and insert details]

	3.C.15
	Can the economic operator confirm that:
	

	
	It has not been guilty of serious misinterpretation in supplying the information required for the verification of the absence of grounds for exclusion or the fulfilment of the selection criteria,
	(a)  YES   ☐ NO ☐

	
	It has not withheld such information,
	(b)  YES   ☐ NO ☐

	
	It has been able, without delay, to submit  the supporting documents required by a contracting authority or contracting entity, and
	(c)  YES   ☐ NO ☐

	
	It has not undertaken to unduly influence the decision making process of the contracting authority or contracting entity, to obtain confidential information that may confer upon it undue advantages in the procurements procedure or to negligently provide misleading information that may have a material influence on decisions concerning exclusion, selection or award?
	(d)  YES   ☐ NO ☐





The undersigned formally declare that the information stated above is accurate and that it has been set out in full awareness of the consequences of serious misrepresentation.
The undersigned formally declare to be able, upon request and without delay, to provide the certificates and other forms of documentary evidence referred to.
Date, place and signature(s):

	Signed: (Authorised Signatory)
	

	Block Capitals
	[Click here and insert name]

	Position
	[Click here and insert details]

	Company
	[Click here and insert details]

	Registered Office
	[Click here and insert details]

	Date
	[Click here and insert details]







[bookmark: _Toc1469221730]Financial Information – Pass/Fail Criteria
	Tax Compliance

	Option 1:
I confirm and declare being tax compliant (this applies to both Irish Resident suppliers and Non-Resident suppliers.) The Contracting Authority can verify your tax clearance status through Revenue’s online facility at http://www.revenue.ie/en/online/tax-clearance.html   
To this end, please confirm:
	Yes
	No

	
	
	

	Tenderer Name:
	

	Tax Reference Number (PPSN):
	

	Access Number:
	

	Option 2:
I confirm that I hold a current valid Tax Clearance Certificate (generally relates to Non-Residents)
To this end, please confirm:
	Yes
	No

	
	
	

	Registration Number:
	

	Certificate Number:
	

	Option 3:
I confirm that I have applied for Tax Clearance status or a Tax Clearance Certificate which will be made available on request
	Yes
	No

	
	
	





	Financial and Economic Standing

	(a) Financial Standing

	I confirm that I will supply evidence of financial standing, by way of auditor’s letter, ensuring the tenderer party has the financial capacity to pay its debts identified on the current statement of assets and liabilities as being the debts as they fall due
	Yes
	No

	
	
	

	(b) Turnover

	I confirm that our turnover exceeded €80,000 per annum in one of the last three financial years or pro-rata if more recently established firms are tendering – however the firm must have been in existence for at least 6 months.
If turnover figures for 2025 are unavailable, please use 2024, 2023 and 2022.  

	Financial Year
	2025
	2024
	2023

	Turnover
	€
	€
	€

	Month of financial year end
	
	
	

	I confirm that I will provide the following promptly on request at any time prior to the tender list being finalised: 
(Evidence of turnover for the past three financial years)
	Yes
	No

	
	
	





	Insurances

	I confirm that we have the following insurances in place:

	Insurance Type
	Level in place
	Details of Excess
	Expiry Date

	Employer Liability (if applicable, see notes below):
	€
	
	

	Public Liability:
	€
	
	

	Professional Indemnity: 
	€
	
	

	Medical Malpractice
	
	
	

	Cyber Liability: 
	€
	
	

	Notes re Employer’s Liability: 
NOTE #1: Sole traders with no employees are not required to have this insurance. 
NOTE #2: In the case of certain jurisdictions, alternative insurance arrangements exist (i.e., Government schemes)
NOTE #3: The nearest currency equivalents may be accepted depending on the level of cover

	Where Employer’s Liability is not in place, please provide an explanation 
	

	I confirm that I will provide the following promptly on request at any time prior to the award decision being made: 
Evidence of insurances in place      
or 
Letter from Insurance Broker confirming that the required levels could be put in place if successful
	Yes
	No

	
	
	

	I confirm that if successful, where the levels required under the contract or framework are higher than those currently in our possession, I will be in a position to put the required forms and levels of insurances required in place promptly.
	Yes
	No

	
	
	

	Please note that Enterprise Ireland will seek to verify self-declarations regarding financial capacity prior to next stage of the competition.

	Signed:
	

	Position:
	

	Date:
	





[bookmark: _Toc490034494]Previous Experience - Pass/Fail Criteria
	Previous Experience

	Weighting: Pass/Fail
Minimum requirement to remain eligible in the competition: 
Provide three (3) reference contracts relating to delivery for public or private sector clients which demonstrate, to the satisfaction of the Contracting Authority, the Tenderer’s experience in successfully delivering Provision of Occupational Health and Pre-Employment Services, and related services, demonstrating the specific requirements set out below. Each reference contract must relate to services delivered within the 36 months prior to the deadline for submission of Tenders. Reference contracts outside this timeframe will not be considered.






	Reference Contract #1

	Title of Contract
	

	Client / Recipient of services
	

	Contract start date
	
	End Date
	

	Duration of relationship 
	

	Role of Tenderer  
	
	% of overall effort provided 
	

	Role of 3rd parties (if applicable) 
	
	% of overall effort provided 
	

	Contract Value excluding VAT
	€ 

	Contract reference
	Name
	

	
	Address
	

	
	Telephone
	

	
	Email
	

	Taking account of the features of the contract/scope of the framework agreement, please provide information in relation to the following, demonstrating comparability with the contract/framework being awarded under this procurement. Mere affirmation will not be sufficient.  


	Pre Employment Medicals
	

	Individual occupational health / ill-health / well-being / absence / injury / pandemic-related / remote working assessments
	

	Critical Illness Protocol Assessments
	

	On Site Vaccination Programmes E.g. Flu
	

	Group or Individual Medical Health Screening / Assessment Programmes
	

	Any other relevant information:
	


Please use this free text page(s) for your response. 
Tenderers may upload supporting documents as separate documents with their response, and they must be clearly identified e.g. referring to the relevant Reference Contract number to which is applies. 

	Reference Contract #2

	Title of Contract
	

	Client / Recipient of services
	

	Contract start date
	
	End Date
	

	Duration of relationship 
	

	Role of Tenderer  
	
	% of overall effort provided 
	

	Role of 3rd parties (if applicable) 
	
	% of overall effort provided 
	

	Contract Value excluding VAT
	€ 

	Contract reference
	Name
	

	
	Address
	

	
	Telephone
	

	
	Email
	

	Taking account of the features of the contract/scope of the framework agreement, please provide information in relation to the following, demonstrating comparability with the contract/framework being awarded under this procurement. Mere affirmation will not be sufficient.  


	Pre Employment Medicals
	

	Individual occupational health / ill-health / well-being / absence / injury / pandemic-related / remote working assessments
	

	Critical Illness Protocol Assessments
	

	On Site Vaccination Programmes E.g. Flu
	

	Group or Individual Medical Health Screening / Assessment Programmes
	

	Any other relevant information:
	


Please use this free text page(s) for your response. 
Tenderers may upload supporting documents as separate documents with their response, and they must be clearly identified e.g. referring to the relevant Reference Contract number to which is applies. 


	Reference Contract #3

	Title of Contract
	

	Client / Recipient of services
	

	Contract start date
	
	End Date
	

	Duration of relationship 
	

	Role of Tenderer  
	
	% of overall effort provided 
	

	Role of 3rd parties (if applicable) 
	
	% of overall effort provided 
	

	Contract Value excluding VAT
	€ 

	Contract reference
	Name
	

	
	Address
	

	
	Telephone
	

	
	Email
	

	Taking account of the features of the contract/scope of the framework agreement, please provide information in relation to the following, demonstrating comparability with the contract/framework being awarded under this procurement. Mere affirmation will not be sufficient.  


	Pre Employment Medicals
	

	Individual occupational health / ill-health / well-being / absence / injury / pandemic-related / remote working assessments
	

	Critical Illness Protocol Assessments
	

	On Site Vaccination Programmes E.g. Flu
	

	Group or Individual Medical Health Screening / Assessment Programmes
	

	Any other relevant information:
	


Please use this free text page(s) for your response. 
Tenderers may upload supporting documents as separate documents with their response, and they must be clearly identified e.g. referring to the relevant Reference Contract number to which is applies. 








[bookmark: _Toc550037548]Personnel & Skills– Pass/Fail Criteria
	[bookmark: _Hlk39232706]Personnel & Skills

	Weighting: Pass/Fail
Minimum requirement to remain eligible in the competition:  Tenderers must demonstrate access to at least the minimum number of skilled personnel stated.
NOTE 1: It is emphasised that, at this stage, applicants are not asked to propose the specific personnel for the delivery of this contract.  This information will be requested only at tender stage when tenderers can make an informed decision based on the detailed specification provided and the availability of the tenderer’s appropriate personnel.  

	Skillset
	Minimum Number Required
	Number of Full Time Equivalents (FTE)
	Number of FTEs provided by 3rd Parties (if required)

	Occupational Health Physician (Qualification required, MB BCh BAO)
	4
	
	

	Doctors (Qualification required, ICGP)
	4
	
	

	Occupational Health Advisor / Medical Case Manager – Must be currently registered Nurse.
	2
	
	

	Number of Management Staff
	2
	
	

	Number of Administrative Staff
	3
	
	

	Total
	
	
	n/a

	Please describe the nature and relationship with 3rd party resources, if applicable: 
	



[bookmark: _Toc133347101]Tenderers are reminded that they may rely on the resources of other entities on condition that they are fully described, and that tenderers can prove that they will have these resources at their disposal when required.



[bookmark: _Toc757265230]Response to the Award Criteria
This Section sets out what Tenderers are required to submit to Enterprise Ireland in their Tenders in response to the service requirements set out in the Request for Tender, Section 5, Tenderers must adhere, where indicated, to the page limits outlined under each award criterion and sub-criterion. Enterprise Ireland will not assess material outside of the page limits. Where reference is made throughout this section to an A4 page, this means a side of A4 using font 12 and single line spacing. 
Enterprise Ireland will not click on any web links in Tender responses, so Tenderers cannot assume that any material contained in web links will be viewed. Where Tenderers submit additional material such as brochures or lengthy technical appendices, they must specifically highlight the information they consider is relevant to their Tender and clearly explain which criterion it relates to. Enterprise Ireland is under no obligation to parse through such material seeking information relevant to the response. 
In addition, for any sections of the response which have specific page or word limits, Enterprise Ireland will not review such material if it is additional to the permitted limits. 
Where tenderers are relying on another entity to meet the Award Criteria, those entities must be available to provide evidence satisfactory to Enterprise Ireland that the resources relied upon will actually be made available if the Tenderer is admitted to the framework.  


[bookmark: _Toc1670845072]Form of Tender – Cost for Evaluation Purposes (Criterion A)
	To:
	Enterprise Ireland

	From:
	

	Subject:
	Provision of Occupational Health and Pre-Employment Services for Enterprise Ireland, IDA Ireland, and Research Ireland


I/We have examined the tender documentation and hereby offer to provide the services in accordance with the details contained within the Request for Tender (RFT) document. Tenderers must complete the tables below: 
Table 1 Fixed Costs – Pre-Employment
	Item
	Indicative/Notional Volume per year
	€ Cost per Employee (ex VAT)
	€ Total (ex VAT)

	Full standard face to face pre- employment medical screening and assessment / examinations inclusive of an online or print report
-	Face to Face
	50
	€0.00
	€0.00

	Full standard online pre- employment medical screening / assessment / health declaration form / medical questionnaire inclusive of an online or print report
-	Online
	125
	€0.00
	€0.00

	Subsequent Doctor/Consultant examinations if required
	8
	€0.00
	€0.00

	SUB TOTAL TABLE 1
	€0.00






Table 2 Fixed Costs – Medical Assessments

	Item
	Indicative/Notional Volume per year
	€ Cost per Employee (ex VAT)
	€ Total (ex VAT)

	Individual ill-health fitness/wellness for work medicals, assessments and absence reviews
-	Face to Face (standard)
	15
	€0.00
	€0.00

	Individual ill-health fitness/wellness for work medicals, assessments and absence reviews
-	Face to Face (complex)
	5
	€0.00
	€0.00

	Individual ill-health fitness/wellness for work medicals, assessments and absence reviews
-	Online (standard)
	15
	€0.00
	€0.00

	Individual ill-health fitness/wellness for work medicals, assessments and absence reviews
-	Online (complex)
	5
	€0.00
	€0.00

	Ill-health retirement medical examinations
	5
	€0.00
	€0.00

	Critical Illness Protocol Assessments
	5
	€0.00
	€0.00

	SUB TOTAL TABLE 2
	€0.00



Table 3 Fixed Costs – Group Vaccination Programme

	Item
	Indicative/Notional Volume per year
	€ Cost per Employee (ex VAT)
	€ Total (ex VAT)

	Flu Vaccinations
	150
	€0.00
	€0.00

	SUB TOTAL TABLE 3
	€0.00



Table 4 Fixed Costs – Group Training / Information Sessions
	Item
	Indicative/Notional Volume per year
	€ Cost per Session (ex VAT)
	€ Total (ex VAT)

	Health and lifestyle education/promotion sessions e.g. diet, exercise, stress management etc.
	2
	€0.00
	€0.00

	Training sessions i.e. manual handling etc.
	2
	€0.00
	€0.00

	SUB TOTAL TABLE 4
	€0.00



NOTE: Tenders should base costs in Table 4 on 1-hour sessions for 10 – 100 employees, on the premises of the Contacting Authority.



Table 5 Fixed Costs – Additional Services
	Item
	Indicative/Notional Volume per year
	€ Cost per Hour
(ex VAT)
	€ Total
(ex VAT)

	Senior OH consultant-led review and management of complex cases
	10
	€0.00
	€0.00

	Ongoing, ad-hoc professional advice & support as described in this tender and as requested by the Contracting Authority
	5
	€0.00
	€0.00

	SUB TOTAL TABLE 5
	€0.00



ULIMATE NOTIONAL COST TABLE
	Tenderers should note that the costs and notional volumes set out in the tables above are not a guarantee of the volume of work that will be completed in the first two years of the framework. All relevant services within the scope will be drawn down by each individual agency as and when required. Section
	Total

	Table 1 Sub Total
	€0.00

	Table 2 Sub Total
	€0.00

	Table 3 Sub Total
	€0.00

	Table 4 Sub Total
	€0.00

	Table 5 Sub Total
	€0.00

	Ultimate Cost
	€0.00



Please complete the rates table below. The rates provided are the maximum chargeable rates for the duration of the framework agreement. Should any required services not specified in the initial contract be required these additional services will be secured within the SRFT process.
Table 6– Rates Table
	Grade of Consultant
	€ Hourly Rate (ex VAT)
	€ Daily Rate (ex VAT)
	€ Total Cost (ex VAT)

	Occupational Health Physician
	€0.00
	€0.00
	€0.00

	Doctor
	€0.00
	€0.00
	€0.00

	Occupational Health Advisor /
Medical Case Manager
	€0.00
	€0.00
	€0.00

	Manager
	€0.00
	€0.00
	€0.00

	Administrator
	€0.00
	€0.00
	€0.00



NOTE: The daily rate in Table 6 above should be based on a 7.5-hour day.
I/We confirm that I/we: 
· Have priced our tender on the basis of all rates being inclusive of all out-of-pocket expenses (i.e. mileage, subsistence, phone, postage, etc.) and account / contract management related costs, 
· Will keep this offer for the contract / framework open for acceptance by you for a period of 12 months from the date of deadline for submission of tenders,
· Agree that you are not bound to accept the most economically advantageous or any tender you may receive,
· Agree that the rates stated are maximum prices for the first two (2) years of the framework agreement, 
· Have read and thoroughly examined the RFT,
· Fully understand the RFT and the Client’s requirements,
· Undertake to treat the details of the RFT, its tender and any subsequent agreements as private and confidential,
· Acknowledge that acceptance by the Contracting Authority of this tender will not constitute a binding and enforceable agreement and that a legally enforceable agreement will not exist until and unless the framework agreement has been established between the Contracting Authority and the tenderer,
· Have availed of all offers for additional information or have otherwise satisfied myself/ourselves as to conditions that may in any manner affect the performance of the contract,
· Have included all elements necessary for the performance of the specified requirements, which are either expressly stated in the RFT or contained in any supplementary information or which could reasonably be inferred therefrom,
· Have found no errors, omissions, conflicts or ambiguities in the RFT except those which I/We have brought to the attention of the Contracting Authority before the latest date for submitting queries,
· Have included for compliance with all statutory requirements applicable in Ireland and those applicable in any country where parts of the contract may be performed that are in force 7 days prior to the deadline for receipt of tenders, 
· Will not, if awarded a contract employ labour in a manner that is discriminatory in relation to gender, civil/family status, sexual orientation, religion, age, disability, race, or membership of the traveller community.
· Agree that as a condition of award, it shall be our sole responsibility to fulfil the obligations under the Contract, notwithstanding any changes in circulars, laws, regulations, taxation, duties or other factors which might arise following the withdrawal of the United Kingdom from membership of the EU.
	Signed:
	

	Name (in Capital Letters):
	

	On behalf of:
	

	Address:
	

	Telephone (Office):
	

	Telephone (Mobile):
	

	Email:
	

	Date:
	





[bookmark: _Toc1177457243]Response to All Qualitative Criteria
	
Criterion B
	Weighting
	Maximum Marks
	Minimum Marks

	
	30%
	3000
	1800

	Title
	Quality and Experience of Team Proposed

	Description
	Tenderers must clearly describe in their TRD the quality of their proposed resources and are referred to Section 4.4 of the ITT. Tenderers should provide comprehensive information on the team proposed, clearly indicating each team member’s contribution to the project, their medical occupational health profession and qualifications, their precise roles and responsibilities and time commitment. Comprehensive CVs must be provided, demonstrating each team member’s expertise for the role proposed. In addition, tenderers must outline the availability of the resources for the proposed team and provide details on their proposal for the supply of the proposed resources for the term of the initial contract.

	Please use this free text page(s) (i.e. do not type in the box) for your response. 
Tenderers may upload supporting documents as separate documents with their response, and they must be clearly identified e.g.  naming the relevant sample design project, referring to the criterion to which is applies. 


Tenderer’s Response starts here…



Tenderer’s Response
Tenderers should copy the format below and complete for each team member proposed.

	Format of CV for Core Team Member

	Name
	 

	Role on the team
	

	Relevant qualifications: relevant professional qualifications (institution(s), award(s) conferred, and date(s) obtained)
	

	Years’ experience 
	

	Detail experience relevant to role on the team, with examples of specific projects where the relevant experience has been gained. Ensure the relevance of the experience is clearly highlighted. If the details of projects are confidential, ensure sufficient information is included to demonstrate their relevance.
	



	Team Organisation Chart included - tick Yes or No
(Please submit with your tender response)
	Yes
	
	No
	



Resource Allocation Schedule 
Tenderers must complete the table below and can expand table below as necessary
	Role
	Name
	Confirmation CV is enclosed.

	

	
	

	

	
	

	

	
	






	
Criterion C
	Weighting
	Maximum Marks
	Minimum Marks

	
	10%
	1000
	600

	Title
	Contract Management Proposals

	Description
	Tenderers must clearly describe in their TRD how they will deliver the service. Tenderers are required to provide a proposed draft Service Level Agreement (SLA) to the Contracting Authority, which will describe in detail how they propose to address the execution and performance monitoring of the service provision.

	Please use this free text page(s) (i.e. do not type in the box) for your response. 

Tenderers may upload supporting documents as separate documents with their response, and they must be clearly identified e.g. naming the relevant sample design project, referring to the criterion to which is applies. 



Tenderer’s Response starts here…





	Criterion D
	Weighting
	Maximum Marks
	Minimum Marks

	
	30%
	3000
	1800

	Title
	Proposed Methodology 

	Description
	Tenderers must clearly describe in their TRD how they will deliver the service and are referred to section(s) 4.2 of the ITT. Tenderers should provide comprehensive information to enable the Contracting Authority to assess their offer under this criterion, covering the service requirements for this tender.  Tenderers should outline their understanding of the service requirements and detail and describe what they propose to deliver and how they propose to deliver the responsibilities, tasks and methodologies aligned to the services required, as well as detailing the proposed systems, structures, timeframes and processes they would propose to put in place for delivering the services as detailed and described in the ITT. Tenderers should address delivery to services outside of abased on geographical location.  

	Please use this free text page(s) (i.e. do not type in the box) for your response. 

Tenderers may upload supporting documents as separate documents with their response, and they must be clearly identified e.g. naming the relevant sample design project, referring to the criterion to which is applies. 



Tenderer’s Response starts here…




[bookmark: _Toc1105673586]Annex 1 – Data Processing Annex
Tenderers must complete the table.
	Description of the Personal Data Processing (Please Complete)

	Subject Matter
	

	Duration
	[Duration of this Agreement/ the Services Agreement]

	Nature & Purpose of the Processing 
	[E.g. use of client contact details to provide the Services]

	Categories of Data Subjects
	[E.g. EI clients, employees] 

	Types of Personal Data i.e. any information relating to an identified or identifiable person.



	[E.g. names, addresses, financial details]

	Subcontracting/Sub Processors
	[Insert details of any subcontractors who will process personal data]

	Data Transfers Outside EU  – Location & Transfer Mechanism
	[Identify any countries outside the EU to which data is transferred and the agreements covering the transfer]

	
	Sub-Processor
	Services
	Location & Transfer mechanism (if applicable)

	
	
	
	Standard Contractual Clauses/ Binding Corporate Rules

	
	
	
	Standard Contractual Clauses/ Binding Corporate Rules

	
	
	
	Standard Contractual Clauses /Binding Corporate Rules

	
	
	
	Standard Contractual Clauses/ Binding Corporate Rules

	Data Protection & Security Measures
	[Insert a description of the technical and organisational security measures regarding Data Protection Training & Awareness/Information Security, Access Controls, Data Retention & Deletion, Encryption, Breach Management, DSAR Management]

	Supplier DPO
	

	Other
	[Insert details of any relevant certification as well as links to the company Data Protection Notice and Privacy Statement]

	Controller Rights and Obligations 
	The obligations and rights applicable to a Controller under Data Protection Law, including the matters specified in the Agreement.





Annex 2 – Data Processing Agreement 

ENTERPRISE IRELAND LIMITED
 
and
 
[INSERT SUPPLIER NAME]
 
 
 
 
_____________________________________________________________________
 
DATA PROCESSING AGREEMENT
 
____________________________________________________________________
 
 
 
 
 




 
THIS DATA PROCESSING AGREEMENT is made on [insert date]
BETWEEN:
(2) ENTERPRISE IRELAND with Principal Office at The Plaza, Eastpoint Business Park, Dublin 3 (EI); and
(2) [  ·  ] (the Supplier).
(each a Party and together the Parties).
BACKGROUND:
(A)	The Supplier is [insert description of the Supplier's business activities].
(B)	[The Supplier is providing the Services to EI [pursuant to an agreement for [insert type of services e.g. payroll] dated [insert date of agreement] (the Services Agreement) [1]].
(C)	In the course of providing the Services to EI pursuant to [this Agreement/ the Services Agreement], the Supplier will process Personal Data on behalf of EI. The Supplier agrees to comply with the following provisions with respect to any Personal Data processed on behalf of EI.
AGREED TERMS:
5 DEFINITIONS AND INTERPRETATION
1.3 In this Agreement the following expressions will have the following meanings unless expressly stated to the contrary:
Commencement Date means [  ·  ];
Confidential Information means any information, that relates to the business, affairs, operations, customers, processes, budgets, pricing policies, product information, strategies, developments, trade secrets, know-how, methods, technology, technical data, personnel and suppliers of the disclosing party, and any other information clearly designated by a Party as being confidential to it (whether or not it is marked "confidential"), or which ought reasonably be considered to be confidential, or other matters connected with the Services;
Controller Data means all Personal Data and Confidential Information that may be supplied to the Processor by or on behalf of the Controller pursuant to [this Agreement/ the Services Agreement] or produced or obtained by the Processor wholly or partly at the Controller's expense;
Data Controller, Data Processor, Data Subject, Personal Data, Processing and Prior Consultation shall have the meanings ascribed to them under Data Protection Law;
Data Processing Annex means Annex 1 to this Agreement;
Data Protection Law means (i) Data Protection Acts 1988 to 2018 in Ireland (as amended or replaced); (ii) to the extent applicable, the data protection and information privacy laws of another jurisdiction;(iii) the General Data Protection Regulation (EU) 2016/679 (GDPR); (iv) any subsequent re-enactment, replacement or amendment of such laws; and (v) any guidance issued by the Irish Data Protection Commission (or replacement Irish supervisory authority);
Data Security Breach means any known potential or actual breach of the Data Controller's minimum information security requirements or any obligations or duties owed by the Data Processor to the Data Controller relating to the confidentiality, integrity or availability of Confidential Information or Personal Data;
Group means of a party means in relation to a party, that party, any subsidiary or holding company of that party, and any subsidiary of a holding company of that party, 'holding company' and 'subsidiary' having the meanings given to them in sections 7 and 8 of the Companies Act 2014 (Ireland);
Losses means all direct, indirect or economic loss (including loss of profits), liability, damage,  injury, claim, action, demand, expense (including legal and other professional services expenses on a full indemnity basis) or proceedings awarded against, suffered, incurred or paid by the Controller;
Personnel means (i) the officers, employees, agents and contractors (including Subcontractors) of a Party and the members of its Group; and (ii) the officers, employees, contractors and agents of the contractors (including Subcontractors) of that Party and the members of its Group;
Regulator means any regulator or regulatory body (including the Office of the Data Protection Commissioner and its successor) to which the Data Controller is subject from time to time or whose consent, approval or authority is required so that the Data Controller can lawfully carry on its business; and
Services mean the services to be delivered by or on behalf of the Data Processor under [this Agreement/ the Services Agreement].
5 DATA CONTROLLER AND DATA PROCESSOR
1.3 In order to provide the Services to EI, the Supplier will require certain Personal Data to be made available to it by EI. 
2.3 The Parties acknowledge that for the purposes of Data Protection Law, EI is a Data Controller (the Controller) under [this Agreement/ the Services Agreement].  
3.3 The Supplier is a Data Processor (the Processor) in respect of the Personal Data processed under [this Agreement/ the Services Agreement] on behalf of the Controller.  All right, title and interest in the Personal Data shall vest solely in the Controller and the Processor shall not acquire any rights in the Personal Data, except as may be set out in this Agreement [or the Services Agreement].  
4.3 The rights and obligations of each party in connection with data processing activities are set out in clause 3 below. 
5 DATA PROTECTION OBLIGATIONS 
Obligations of the Controller
1.3 The Controller shall provide the Personal Data to the Processor together with such other information as the Processor may reasonably require in order for the Processor to provide the Services to the Controller.
Obligations of the Processor
2.3 Instructions: The Processor shall only, and shall procure that its Personnel only, Process the Personal Data to the extent necessary to perform its obligations in accordance with this Agreement, [the Services Agreement] and any other written instructions of the Controller, including those set out in the Data Processing Annex, unless required to do so by Union or Member State law to which the Processor is subject and in such a case, the Processor shall inform the Controller of that legal requirement before processing, unless that law prohibits such information on important grounds of public interest. 
3.3 Disclosure to Third Parties: The Processor shall not disclose the Controller Data to any third party without the prior written approval of the Controller.
4.3 Data Transfers: The Processor shall not transfer any of the Personal Data or other information relating to customers of the Controller to a country outside of the European Economic Area without the correct transfer mechanisms and in accordance with any terms the Controller may impose on such transfer.  
5.3 Data Subject Rights: The Processor agrees to assist the Controller in responding to requests by Data Subjects exercising their rights under Data Protection Law, within such timescales as may be specified by the Controller.
6.3 Assistance: The Processor shall assist the Controller within timescales that allow the Controller to comply with its obligations pursuant to:
6.1.4 Article 32 of the GDPR (Security);
6.2.4 Articles 33 and 34 of the GDPR (Data Breach Notification);
6.3.4 Article 35 of the GDPR (the conduct of Data Protection Impact Assessments); and 
6.4.4 Article 36 of the GDPR (Prior Consultation requests to Regulators in relation to Personal Data Processing under this Agreement [or the Services Agreement]). 
7.3 Breach Notification: The Processor will notify the Controller within twenty-four (24) hours of the Processor becoming aware of a Data Security Breach, and shall include in such notification, at least the applicable information referred to in Article 33(3) of the GDPR.  The Processor shall not communicate with any Data Subject in respect of a Data Security Breach without the prior written consent of the Controller. 
8.3 Restoration: In the event that any of the Controller Data is corrupted or lost or sufficiently degraded as a result of the any negligence or default by the Processor or its Personnel so as to be unusable then, the Controller shall have the option to:   
8.1.4 require the Processor at its own expense to use best endeavours to restore or procure the restoration of the Controller Data and the Processor shall use best endeavours to do so as soon as possible; or
8.2.4 itself restore or procure the restoration of the Controller Data and require the Processor to reimburse the Controller for any costs incurred in so doing.
9.3 Confidentiality: The Processor will ensure that its Personnel who Process Personal Data under this Agreement [and the Services Agreement] are subject to obligations of confidentiality in relation to such Personal Data. 
10.3 Security: The Processor shall implement appropriate technical and organisational measures to assure a level of security appropriate to the risk to the security of Personal Data, in particular, from accidental or unlawful destruction, loss, alteration, unauthorised, disclosure of or access to Personal Data including as appropriate:
10.1.4 the pseudonymisation and encryption of Personal Data; 
10.2.4 the ability to ensure the ongoing confidentiality, integrity and availability and resilience of the Processor's systems used for such Processing, the Personal Data and the Services;
10.3.4 the ability to restore the availability and access to the Personal Data in the event of a physical or technical incident; and
10.4.4 a process for regularly testing, assessing and evaluating the effectiveness of technical and organisational measures for ensuring the security of the processing. 
11.3 The Processor shall notify the Controller of any material changes to the technical and organisational measures used by the Processor throughout the Term. 
12.3 Sub-Processing: The Processor agrees that it shall not engage any third party to Process the Controller's Personal Data without the prior written consent of the Controller.  The Processor shall inform the Controller of any intended changes concerning the addition or replacement of the other processors and shall not make any such changes without the prior written consent of the Controller. 
13.3 If the Processor engages any third party to Process any of the Controller's Personal Data, the Processor shall impose on such third party, by means of a written contract, the same data protection obligations as set out in this Agreement and shall ensure that if any third party engaged by the Processor in turn engages another person to Process any Personal Data, the third party is required to comply with all of the obligations in respect of Processing of Personal Data that are imposed under this Agreement. 
14.3 The Processor shall remain fully liable to the Controller for Processing by any third party as if the Processing was being conducted by the Processor and the limitations on liability agreed in clause.
15.3 Demonstrating Compliance: The Processor shall make available to the Controller all information necessary to demonstrate compliance with the obligations set out in Article 28 of the GDPR and allow for and contribute to audits, including inspections, conducted by EI or another auditor mandated by EI. 
16.3 Infringement: The Processor will immediately inform the Controller if, in its opinion, an instruction given or request made pursuant to this Agreement [or the Services Agreement] infringes Data Protection Law. 
17.3 Termination/Expiry: On termination or expiry of [this Agreement/ the Services Agreement] (or at any other time on request by the Controller), the Processor shall return or permanently erase, at the election of EI, all copies of Personal Data received and/or processed by it under [this Agreement/ the Services Agreement] unless European Union or Member State law requires retention of the Personal Data. 
18.3 The provisions of this clause shall survive the Term until the Processor has returned or destroyed all Personal Data.
Processor Indemnity 
19.3 The Processor agrees to indemnify the Controller against any and all losses, costs, expenses (including legal expenses), damages, liabilities, demands, claims, fines, actions or proceedings which the Controller may suffer or incur arising out of any breach of this Agreement whether or not such losses were foreseeable at the time of the breach which occasioned them.
5 TERM AND TERMINATION 
1.3 This Agreement shall come into force on the Commencement Date and shall, subject to the terms of clauses 3.17, 3.18 and 3.19, terminate on [insert date/ termination or expiry of the Services Agreement] (the Term).
5 GENERAL 
1.3 Counterparts:  this Agreement may be executed in any number of counterparts, each of which when executed and delivered shall constitute an original of this Agreement. 
2.3 Governing Law: The formation, existence, construction, performance, validity and all aspects whatsoever of this Agreement or of any term of this Agreement will be governed by Irish law.  The Parties irrevocably agree to submit to the exclusive jurisdiction of the courts of Ireland over any claim or matter arising under or in connection with this Agreement.
3.3 Severability: If any provision of this Agreement shall be held to be void or declared illegal, invalid or unenforceable for any reason whatsoever, such provision shall be divisible from this Agreement and shall be deemed to be deleted from this Agreement and the validity of the remaining provisions shall not be affected.
 
IN WITNESS whereof this Agreement has been duly executed by the parties to it on the date set out at the beginning of this Agreement.
 
	Signed for and on behalf of Enterprise Ireland
	Signed for and on behalf of the Supplier

	Signed ______________________________
	Signed ______________________________

	Duly authorised by Enterprise Ireland
	Duly authorised by the Supplier

	Name  _______________________________
	Name  _______________________________

	Title     _______________________________
	Title     _______________________________

	Date   ________________________________
	Date   ________________________________


 
ANNEX 1 – TECHNICAL & ORGANISATIONAL MEASURES
 
Data Flows and/or Record of Processing
Please complete a data flow diagram(s) showing the flow of personal data involved in the delivery of the service. The diagram should show data inputs, outputs, storage points including any 3rd parties who are involved in processing the data for all components of service delivery.
The Supplier may choose to complete a record of processing activities (ROPA) table to describe the data processing activities. Where supplied, The ROPA should include the information outlined in Article 30.
 
DATA RECORD
Complete the following Data Record
	Customer:
	Supplier: 

	Customer Contact Name:
	Supplier Contact Name: 

	Nature and purpose of the processing carried out by Supplier:  
	[Insert a description of the purpose of processing]

	Duration of Processing:  
	[Insert agreed requirements around retention and deletion of the Personal Data]

	Description of data subject:  
	[Insert description of data subject, ie. Employees, members of the public etc.]

	Personal Data processed as part of the Services:
 
	Delete data sets which are not applicable and/or add further data sets which are not included in the table.
 
	Identification Data
	includes name, date of birth, driver’s license and passport information.

	Contact Data
	includes email address, phone number, postal address, other communication details (e.g. Skype)

	Communication Data 
	includes phone calls, email correspondence and hard copy correspondence.

	Marketing Data
	includes Contact Data and any preferences in receiving marketing and communication preferences.

	Employee Data
	Includes HR records, leave data, personal development information (PD), training records, health information

	Recruitment Data
 
	includes recruitment related data such as Identification Data, Contact Data, Communication Data, CV and job application data.
CV data may include employment history, skills/ experience, languages, educational history, qualifications, membership of professional associations, contact details of employer references/character references, licenses held, interests and hobbies, languages, locations, nationality, passport, eligibility to work in certain jurisdictions, salary expectations,  interview/screening answers and notes.

	Financial Data
	includes payment related information or bank account details and financial data, pension data.

	Web Data
	includes Personal Data provided on any forms on our website and, to the extent that it includes Personal Data, information on the type of device used, IP address, operating system, referral source, length of visit, page views and website navigation paths, as well as information about the timing, frequency and pattern of service use. Includes cookies, beacons or other tracking or profiling technologies.

	Special Category Data
	this can include diversity data such as gender, religion, racial or ethnic origin, sexual orientation, trade union membership or data relating to health [include relevant headings as appropriate]


 
 

	Authorised Sub-Processors and transfers:
	Sub-Processor
	Services
	Location & Transfer mechanism (if applicable)

	
	 
	 
	Standard Contractual Clauses/ Binding Corporate Rules

	
	 
	 
	Standard Contractual Clauses/ Binding Corporate Rules

	
	 
	 
	Standard Contractual Clauses /Binding Corporate Rules

	
	 
	 
	Standard Contractual Clauses/ Binding Corporate Rules

	Supplier TOMs:
	Technical and Organisational Measures (TOMS) Declaration Below

	
	
	
	
	
	


 
	Processor Due Diligence Questions

	Please provide the contact details of the Data Protection Lead/DPO/Privacy Manager 
	 

	Please confirm all Supplier staff who will be involved in the processing of personal data on behalf of Enterprise Ireland regularly receive appropriate Data Protection training.
	 

	Please confirm that the supplier has documented an Information Security policy that details appropriate information security measures in relation to the processing of personal data carried out on behalf of Enterprise Ireland.
	 

	Please confirm that the supplier has a Data Protection Policy that details appropriate data protection measures in relation to the processing of personal data carried out on behalf of Enterprise Ireland.
	 

	Please confirm the location(s) where the processing will be carried out.
	List Locations Country/City

	Please confirm the location(s) where processed data will be stored.
	List Locations Country/City

	Where processing is carried out outside the EEA or data is stored outside the EEA please indicate which transfer mechanisms are in place to safeguard the data.
	 

	If yes, please include a copy of the certificate or a link to an online version of the certificate as part of this response, clearly showing the scope of the certification and the certification body.
Please also include the Statement of Applicability.
	 

	Please confirm that the supplier will ensure that clear consent has been gathered for the transmission of any personal identifiable information to a third party and the delivered system will comply with all aspects of the General Data Protection Regulation 2016 (the GDPR), the Data Protection Act 2018 and the European ePrivacy Directive, including the storage and further processing of the visitor’s IP address. Enterprise Ireland may seek supporting evidence at any time during the lifetime of the contract.
	 

	Please confirm agreement that the following Technical and Organisational Measures have been implemented by the supplier in relation to the processing of personal data carried out on behalf of Enterprise Ireland.
	 


 
Please confirm agreement by indicating yes or no to the following TOMs – where no, please provide explanation
 
	TECHNICAL AND ORGANISATIONAL MEASURES
	 

	CONTROL
	REQUIREMENT
	ACCEPT
Please indicate Yes/No – if no, provide details

	Management commitment to Data Protection
	Supplier demonstrates commitment to implementing appropriate Technical and Organisational Measures in such a manner that processing of personal data carried out on behalf of Enterprise Ireland meets the requirements of the GDPR and ensures the protection of the privacy rights of data subjects.
Supplier has documented data protection policies and there is regular management oversight of the implementation of the policies
	 

	Data Protection Roles and Responsibilities
	Supplier has defined clear Data Protection roles and responsibilities in the organisation. The key staff members have received appropriate training and have been allocated the necessary resources to carry out their duties.
	 

	Appointment of a Data Protection Officer (DPO)
	Supplier has evaluated the requirement to appoint a Data Protection Officer (DPO).
· Where appointed the DPO has been registered with the Data Protection Commission (DPC).
· Where a DPO is not required a Data Protection Lead has been identified.
 
The DPO/DP Lead has responsibility for monitoring compliance with the GDPR and with the policies of the organisation in relation to the protection and security of personal data.
	 

	Data Protection Policy and related policy documents
	Supplier documents appropriate data protection measures in relation to the processing of personal data carried out on behalf of Enterprise Ireland.
The data protection policy addresses Supplier’ responsibilities to process personal data in an appropriate and lawful manner, in accordance with DP Laws.
	 

	Awareness & Training
	All employees and individual contractors of Supplier involved in processing personal data receive regular appropriate Data Protection and Data Security Training.
	 

	Confidentiality Agreement
	All Supplier employees involved in the processing of personal data carried out on behalf of Enterprise Ireland on behalf of Supplier are bound by confidentiality agreements. These agreements include appropriate post-termination clauses.
	 

	Termination of Employment
	Access to systems processing personal data on behalf of Enterprise Ireland is revoked immediately on termination of employment. 
	 

	Supplier/Partner Management
	Supplier incorporates data protection measures into sub-processor activities by:
· Implementing Data Processing Agreements (DPAs) that are compliant with Art 28 of the GDPR.
· Where relevant, sub-processors are assessed on an ongoing basis to ensure the establishment of adequate safeguards for processing personal data
· Specifically, processors are assessed/selected for security of processing and physical storage (location) of personal data.
All sub-processing must be carried out under contract. Sub-processor contracts are assessed to ensure adequate safeguards are in place.
	 

	Transferring personal data outside the European Economic Area (EEA)
	Where applicable, Supplier has taken measures to meet GDPR requirements for international data transfer of personal data processed.
	 

	Data Security Risk Management
	Supplier undertakes an analysis of the risks presented by data processing activities and uses this to ensure the appropriate level of security is put in place.
	 

	Breach Incident Management
	Supplier has implemented Breach Management measures including responsibilities and procedures to identify and investigate incidents
The supplier policies and procedures include provision for reporting data breach events and security weaknesses that may impact personal data processed on behalf of Enterprise Ireland to Enterprise Ireland without undue delay.
 
Supplier can support incident investigations, in particular through the provision of access to appropriate log data.
	 

	Data Subject Rights Request (DSR) Management
	Supplier has documented and implemented DSR measures including a procedure for reporting any DSRs received regarding personal data processed on behalf of Enterprise Ireland and the procedures the processor will follow to support DSR responses received by Enterprise Ireland where applicable.
	 

	Purpose Limitation
	Supplier reviews its processing activities regularly to ensure that the processing remains consistent with the purposes for processing outlined in the supplier contracts with Enterprise Ireland.
	 

	Data Minimisation
	Supplier ensures that it only processes data that is necessary to carry out the contracted processing on behalf of Enterprise Ireland.
	 

	Privacy by Design
	Supplier evaluates the requirement to carry out Data Protection Impact Assessments whenever it is implementing changes to the software and/or services. 
 
Where a Data Protection Impact Assessment is carried out Supplier makes summary findings available – particularly where such finding may be necessary to support client DPIAs.
	 

	Information Security governance
	Supplier has established, documented, approved, communicated and applied policies and procedures for an information security governance programme, which is sponsored by the leadership of the organisation. 
Roles and responsibilities for information security are clearly identified and assigned.
 
	 

	Asset Management
	Supplier can identify all information assets relevant to the services provided to Enterprise Ireland and the functions that rely on them.
	 

	Information security measures
	Supplier documents appropriate information security measures in relation to the processing of personal data carried out on behalf of Enterprise Ireland.
Supplier ensures regular testing, assessing and evaluating the effectiveness of technical and organisational measures for ensuring the security of the processing.
Supplier has implemented security measures to ensure:
· only authorised personnel use their computer system 
· that regular file and e-mail housekeeping, e.g. backups, deleting obsolete files is undertaken
· any breaches of policy are reported to a Company Director / IT Manager /Data Protection Officer
· staff take appropriate care of all computer equipment assigned to them, e.g. PCs, laptops, Smartphones, printers. 
· computer equipment (e.g. laptops) is never left unattended in public places or visible in a car.
 
	 

	Security & Privacy Policies Governance
	Mechanisms exist to review security and privacy policies, standards and procedures at planned intervals or if significant changes occur to ensure their continuing suitability, adequacy and effectiveness.
	 

	Acceptable Usage of Information Systems/Assets
	Supplier defines an acceptable use policy to ensure uniform and appropriate use of an organisation’s network, computer, information assets, and other electronic resources.
	 

	Access Controls
 
	Supplier has documented and implemented access controls to the Web, Application Servers, Databases and other equipment or information assets containing personal data processed on behalf of Enterprise Ireland. 
Access controls are implemented based on business requirements.
Access to systems is granted on the principle of least privilege and ensures appropriate segregation of duties.
	 

	User Access Management
	Supplier has documented and implemented access control and Joiners/Movers/Leavers policies that ensure access to personal data processed on behalf of Enterprise Ireland is authenticated using individual usernames and passwords.
Only employees and other parties working on behalf supplier that need access to, and use of, personal data in order to perform their work are provided with access to personal data held by supplier. Domain access is controlled on a role basis.
 
User access is regularly reviewed.
	 

	Two-Factor Authentication
	Access to key applications involved in processing of personal data for Enterprise Ireland and in particular to applications that process personal data of a sensitive nature is protected using multi-factor authentication.
	 

	Role-Based Access controls
	Access to systems is determined based on individual role-based access and reviewed on a regular basis for continued business need.
Access is granted to employees, partners or suppliers according to their role, only to a minimum level that will allow them to carry out their duties, in accordance with the principle of least privilege.
	 

	Password management
	Passwords are stored hashed and salted and are never stored or communicated in plaintext.
 
	 

	Network Security 
	Supplier implements network security infrastructure such as Firewalls, Intrusion Detection/Prevention Systems (IDS/IPS) and other security controls that provide continuous monitoring, restrict unauthorized network traffic, detect and limit the impact of attacks 
	 

	Electronic Communications Security
	Supplier communicates guidelines on the appropriate use of email and other communication platforms with all staff and contractors.
This includes:
· Proper internet usage
· Proper use of email, phone, text and social media communications
	 

	Retention and Deletion of data
	Supplier has implemented measures to ensure data is only retained for the periods outlined in the contract and to ensure data is securely deleted on contract termination with a mechanism for securely exfiltrating the data if required.
Details of secure data deletion can be provided to Enterprise Ireland on request.
	 

	Mobile Device Security
	Supplier ensures that it has appropriate authentication and authorisation procedures in place for any Mobile Devices used to process personal data on behalf of Enterprise Ireland (Laptop/Smartphone/Removable Storage) and that personal data processed on behalf of Enterprise Ireland is encrypted and can only be accessed with logon credentials (username/password). 
 
Mobile devices must be managed by the Supplier and must be capable of being remotely wiped in the event of loss or theft. 
Supplier should not permit staff to process personal data on behalf of Enterprise Ireland on personal devices. 
	 

	Removable Devices
	Supplier ensures that Enterprise Ireland data is never transferred to removeable media.
	 

	Physical Security
	Supplier implements physical entry controls to Supplier premises/office building where personal data processed on behalf of Enterprise Ireland is stored or accessed. 
Where Personal Data is stored in a private or public Cloud, supplier evaluates that the Physical security measures the Cloud Service Provider or hoster has in place are appropriate to the risks to personal data and in particular special category personal data.
	 

	Encryption
	Supplier has a documented policy for Cryptography, Encryption and Key Management.
	 

	Encryption In transit
	Supplier has implemented measures to ensure that personal data processed is at a minimum encrypted in transit. Deprecated encryption protocols, libraries or ciphers must not be used.
	 

	Encryption at rest
	Where applicable, Supplier has implemented measures to ensure that any special categories of personal data processed is always encrypted.
· Supplier ensures that all laptops, mobile devices and backup tapes are encrypted in this manner.
· Staff who use their own devices to access supplier systems must install authentication software.
· Special category data is encrypted within databases.
· Deprecated encryption protocols or ciphers must not be used.
	 

	Backups
	Supplier has established an appropriate backup process to ensure that it can restore access to personal data in the event of any incidents and to ensure confidentiality, integrity and availability for the personal data that is processed.
 
Regular testing and reviews of our measures are undertaken to ensure they remain effective, and act on the results of those tests where they highlight areas for improvement.
	 

	Business Continuity & Disaster Recovery Policy
	Supplier has documented and implemented appropriate Business Continuity & Disaster Recovery measures in relation to the processing of personal data carried out on behalf of Enterprise Ireland.
The Business Continuity & Disaster Recovery Plan documents the procedures to be followed to: 
· handle any unforeseen event that requires disaster recovery
· ensure recovery from interruptions is as quick as possible
· minimise the impact of interruptions to the systems, to Enterprise Ireland and to the data subjects
· support affected Customers in the scenario of a Disaster Recovery situation.
 
Business Continuity Plans (BCP) and Disaster Recovery (DR) Plans must ensure the ability to restore the availability and access to personal data in a timely manner in the event of a physical or technical incident, including data loss or destruction for example by ransomware
	 

	Remote Access Controls
	Remote access into Supplier network must be approved and restricted to authorized personnel. Remote access support sessions such as system upgrades or general investigations must be logged by the provider and the logfiles provided to Enterprise Ireland as a record of the session if required. Individual remote access sessions (e.g. to an individuals laptop) must be supervised by the individual.  
	 

	Security Audit
	Supplier and sub-suppliers carry out Internal and external Security Audits on a regular basis, or whenever a significant infrastructure change is required. 
Records of all internal and external audits are retained and can be made available to Enterprise Ireland on request.
	 

	Threat and Vulnerability Management
 
	Supplier maintains measures meant to identify, manage, mitigate and/or remediate vulnerabilities within the Supplier and any hosted computing environments.
Host and guest operating systems are hardened appropriate to their role.
Penetration testing (Internet facing systems) with immediate remediation of identified vulnerabilities. Results of penetration testing to be made available to EI on request.
	 

	Change Management (System Updates)
	Supplier maintains policies and procedures designed to manage risks associated with the application of changes to its systems.
Prior to implementation, changes to systems, networks and underlying components, will be documented in a registered change request that includes a description and reason for the change, implementation details and schedule, a risk statement addressing impact, expected outcome, rollback plan, and documented approval by authorized personnel.
	 

	Malware controls
	Malware controls must be in place on all information systems processing EI data that:
(iii) Implement and maintain software for that detects, prevents, removes, and remedies software or computer code designed to perform an unauthorized function on, or permit unauthorized access to, an information system, including without limitation, computer viruses, Trojan horses, worms, spyware, and time or logic bombs (“Malicious Code Software”), 
(iii) Run Malicious Code Software on at least a daily basis,
(iii) Update Malicious Code Software on at least a daily basis, including without limitation, obtaining and implementing the most currently available malicious code signatures.
 
	 

	Intrusion detection and response policies, standards and procedures
	Supplier must maintain policies, standards and procedures for detecting, monitoring and responding to actual or reasonably suspected intrusions and Security Breaches, and encouraging reporting actual or reasonably suspected Security Breaches, including; 
(iii) training Supplier’s personnel with access to Information to recognize actual or potential Security Breaches and to escalate and notify the senior management of the foregoing, 
(iii) mandatory post-incident review of events and actions taken concerning security of Information, and 
(iii) policies and standards concerning reporting to Regulators and law enforcement agencies.
 
	 

	Secure disposal
	Supplier has policies and procedures in place to ensure the secure disposal of equipment that may contain Enterprise Ireland data.
 
	 

	Log management
	Events, alerts and log information is reviewed on a timely basis to identify potential security incidents.
 
Supplier retains relevant logs in a tamper proof system that supports threat identification and post-incident investigation.
 
	 

	Tenant separation
 
	Supplier must ensure that Enterprise Ireland information is segregated from other tenants and that technical controls are in place to maintain and monitor data and user segregation
 
	 

	Secure software development
	1. Rules for the secure development of software and systems are established and applied to developments within the organization, 
2. Separation of development, testing and operational environments, including protect secure development environments for system development is in place, 
3. Testing of security functionality is carried out during development. 
 
	 

	PCI DSS
*Applies only to Managed/Cloud based Services processing payment card data.
	
	 


 
Any additional details relevant to the above requirements:









 


[1] Note: this agreement can be used as a standalone processing agreement (to be included as an appendix to a services agreement).  Alternatively, the clauses at sections 2 and 3 can be extracted and included directly in the contract for services with the supplier/data processor. We can assist with this as and when required.

[bookmark: _Toc1634318214]Confirmation Check

	Relevant Documents Completed

	I confirm that I have completed the relevant elements of this Tender Response Document (including the Annex 1 in Section 4)
	Yes
	No

	
	
	

	I confirm that I have completed the Art. 57 declaration contained in this Tender Response Document, and I acknowledge that any changes in the circumstances confirmed in this declaration will be notified immediately to the Contracting Authority.
	Yes
	No

	
	
	

	I confirm that I have read and accept the terms of the Contract and/or the Framework Agreement Terms and Conditions.
	Yes
	No

	
	
	

	I confirm that I have opted to provide a completed European Single Procurement Document in place of Selection Criteria / Art. 57
	Yes
	No

	
	
	

	Where I have used an ESPD, I confirm that I will provide all relevant information promptly on request.
	Yes
	No
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